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Abstract. Neural networks are known to be susceptible to adversarial
examples. Different techniques have been proposed in the literature to ad-
dress the problem, ranging from adversarial training with robustness guar-
antees to post-training and run-time certification of local robustness using
either inexpensive but incomplete verification or sound, complete, but ex-
pensive constraint solving. We advocate for the use of a run-time cascade
of over-approximate, under-approximate, and exact local robustness check-
ers. The exact check in the cascade ensures that no unnecessary alarms are
raised, an important requirement for autonomous systems where resorting
to fail-safe mechanisms is highly undesirable. Though exact checks are
expensive, via two case studies, we demonstrate that the exact check in
a cascade is rarely invoked in practice. Code and data are available at
https://github.com/ravimangal/cascade-robustness-impl.
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1 Introduction

Software systems with neural network components are becoming increasingly
common due to the new computational capabilities unlocked by neural networks.
However, the susceptibility of neural network classifiers to adversarial examples is
concerning, particularly for networks used in safety-critical systems. Adversarial
examples [30] are inputs produced by applying small, imperceptible modifications
to correctly classified inputs such that the modified input is classified incorrectly.
This lack of robustness of neural networks to small changes in the inputs can not
only be exploited by malicious actors [30,4] but also lead to incorrect behavior in
the presence of natural noise [12]. Moreover, this phenomenon is widespread -
neural networks trained for a variety of tasks like image recognition [30,4], natural
language processing [14,1], and speech recognition [5,6,25] have been shown to
exhibit the same weakness.

Recognizing the seriousness of the problem, the research community has been
actively engaged in studying it. We now know that a neural classifier does not
only need to be accurate (i.e., make correct predictions) but it also needs to be
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locally robust at all inputs of interest. A network is ε-locally robust at an input x
if it makes the same prediction at all the inputs that lie within a ball of radius ε
centered at x (assuming some distance metric defined over the input domain).
Local robustness at an input ensures that small (≤ ε) modifications to the input
do not affect the network prediction.

In practice, ensuring that neural networks are robust has turned out to be
a hard challenge. A number of approaches modify the neural network train-
ing process to encourage learning robust networks [20,34,26,19]. While such
robustness-aware training can greatly reduce the susceptibility of neural networks
to adversarial examples due to enhanced robustness, they provide no guarantee
that the trained network is free from adversarial examples. For safety-critical
applications, the existence of a single adversarial example can have disastrous
consequences.

How can we ensure that a network is free from adversarial examples? One
approach is to check, using a local robustness certification procedure, if a network
is locally robust at every input of interest. This requires assuming that all inputs
of interest are known a priori, an assumption that is unlikely to hold in practice.
The only option then, to guarantee protection from adversarial examples, is to
check at run-time if the network is locally robust at the evaluated input x. If the
run-time check passes, we are assured that the input x cannot be adversarial
(since even if x is an ε-perturbed input produced by an adversary, local robustness
at x ensures that the network assigns it the same label as the original unperturbed
input). If the check fails, then x is potentially an adversarial input, and one has
to resort to some fail-safe mechanism like aborting execution or asking a human
expert to make the prediction, both undesirable scenarios to be avoided as far as
possible. Though a run-time check introduces a computational overhead, it is the
only mechanism for ensuring that a safety-critical system does not misbehave
due to adversarial examples.

While the problem of checking if a neural network is locally robust at an
input is known to be NP-Complete for ReLU neural networks [15], a number of
practical algorithms that variously balance the trade-off between precision of the
check and efficiency have been proposed in the literature. Sound but incomplete
(or over-approximate) algorithms guarantee that the network is locally robust
whenever the check passes but not vice versa, i.e., they can report false positives
[33,34,26,11,28,10,19]. Sound and complete (or exact) algorithms are guaranteed
to either find a valid robustness certificate or a valid counterexample but they
can be very inefficient [15,31]. Attack (or bug-finding or under-approximate)
algorithms only aim to find counterexamples to robustness but can fail to find
a counterexample even if one exists (and are therefore unable to provide a
robustness certificate) [4,20,24,32,2,8].

When deploying local robustness checks at run-time, a common choice is to
use over-approximate algorithms because of their computationally efficient nature
[19]. But, due to their incompleteness, these algorithms can report false positives
and unnecessarily require the use of the undesirable fail-safe mechanisms. On
the other hand, while an exact check can avoid unnecessary alarms, these checks
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involve constraint solving and can be prohibitively expensive. In order to balance
between the frequency of unnecessary alarms and the cost of a local robustness
check, in this paper, we propose to use a cascade of local robustness checkers
at run-time. In particular, we propose a cascade of checks that starts with an
over-approximate check, followed by an under-approximate check (which is also
computationally cheap), and ends with an exact check. This sequence ensures
that if the first check fails, we first attempt to evaluate if the failure was due
to a false positive or a true positive. If the under-approximate check (i.e., the
attack algorithm) succeeds, then it was indeed a true positive and we are forced
to resort to our undesirable fail-safe. However, if the attack also fails, we use the
exact check that either returns a certificate of robustness or a counterexample.
Notice that the exact check, which is computationally expensive, is invoked only
if absolutely necessary. Though a local robustness check that combines an over-
approximate algorithm with an exact algorithm has been proposed before [29],
our approach differs in multiple ways. Most importantly, while the check from
[29] closely integrates the over-approximate and exact algorithms, our approach
is entirely agnostic to the internal implementation details of the checks being
composed.

We have implemented our run-time cascade of checkers, and empirically
evaluate it using two real-world case studies. Our evaluation suggests that, in
practice, a cascaded checker can be a reasonable choice since the over-approximate
and under-approximate checks are able to resolve most of the local robustness
queries, and the expensive, exact check is rarely invoked.

The rest of the paper is organized as follows. In Section 2, we provide the
necessary preliminaries and definitions. In Section 3, we briefly describe techniques
for robustness-aware training of neural networks as well as the algorithms used for
checking local robustness. In Section 4, we give more details about our run-time
cascade of local robustness checkers. In Section 5, we present our two case studies
and empirically evaluate our run-time cascade of checks. Finally, we conclude in
Section 6.

2 Background

We present preliminaries and necessary definitions in this section.

Neural Networks. A neural network, fθ : Rd → Rm, is a function defined by a
composition of linear and non-linear transformations, where θ refers to weights
or parameters characterizing the linear transformations. As the internal details
of neural networks are not relevant to much of this paper, we will by default
omit the subscript θ, and treat f as a black-box function. Neural networks are
used as classifiers by extracting class predictions from the output f(x) : Rm,
also called the logits of a network. Given a neural network f , we use the upper-
case F to refer to the corresponding neural classifier that returns the top class:
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F = λx. argmaxi fi(x). For our purposes, we will assume that argmax returns a
single index, i∗ ∈ [m]1; ties may be broken arbitrarily

Adversarial Examples. An adversarial example for a neural classifier is the
result of applying small modifications to a correctly classified valid input such
that the modified input is classified incorrectly. Definition 1 below formalizes the
notion of an adversarial example.

Definition 1 (Adversarial Example). Given a neural classifier F ∈ Rd → [m]
and an input x ∈ Rd, an input x′ is an adversarial example with respect to an `p
distance metric, and a fixed constant ε ∈ R if

||x− x′||p ≤ ε ∧ F (x) 6= F (x′)

Local Robustness. A classifier is protected from adversarial examples with
respect to a valid input x if it is locally robust at x. As stated in Definition 2,
a classifier is locally robust at x, if its prediction does not change in an ε-ball
centered at x.

Definition 2 (Local Robustness). A neural classifier F ∈ Rd → [m] is (ε, `p)-
locally robust at x ∈ Rd if,

∀x′ ∈ Rd. ||x− x′||p ≤ ε =⇒ F (x′) = F (x)

Here we consider robustness and input modifications with respect to lp
norms, commonly used in the literature, but our approach extends also to other
modifications, which are not necessarily captured with lp norms.

Certified Run-time Defense Against Adversarial Examples. Before
deployment, we can evaluate the susceptibility of a trained neural classifier to
adversarial examples by checking its local robustness at inputs in the training and
test datasets. However, this provides no guarantee of immunity from adversarial
examples on unseen inputs. Checking local robustness of a classifier during run-
time can provide such a guarantee. If the classifier is locally robust at the input
x under evaluation, then x cannot be an adversarial example. Even if x is an ε-
perturbed input generated by an adversary, the local robustness certificate ensures
that the classifier’s prediction is not affected by the perturbation. However, if the
local robustness check fails, to be safe, one has to assume that x is potentially
an adversarial example that can cause the classifier to misbehave, and resort
to using a fail-safe mechanism (like aborting execution or deferring to a human
expert) designed to handle this scenario. Defending against adversarial examples
at run-time via local robustness checks is a well-known technique [7,19].

1 [m] := {0, . . . ,m− 1}
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3 Ensuring Local Robustness

There are two primary approaches to ensure that neural classifiers are locally
robust. One approach is to train the classifiers in a robustness-aware manner.
The other approach is to check for local robustness violations by the classifier at
run-time. In this section, we provide a brief overview of techniques for robustness-
aware training of classifiers as well as algorithms for checking local robustness.

3.1 Local Robustness via Training

Standard training of neural classifiers is typically framed as the following opti-
mization problem:

θ? = argmin
θ

i=n∑
i=1

L(Fθ(xi), yi) (1)

where F is a family of neural networks parameterized by θ ∈ Rp, (xi, yi) ∈ Rd×[m]
is a labeled training sample, and L is a real-valued loss function that measures
how well Fθ “fits” the training data. Fθ? is the final trained model. To train models
in a robustness-aware manner, the optimization objective is modified in order
to promote both accuracy and local robustness of the trained models. A very
popular robustness-aware training approach, first proposed by [20], formulates
the following min-max optimization problem:

θ? = argmin
θ

i=n∑
i=1

max
δ∈B(0,ε)

L(Fθ(xi + δ), yi) (2)

where B(0, ε) is a ball of radius ε centered at 0. Intuitively, this optimization
objective captures the idea that we want classifiers that perform well even on
adversarially perturbed inputs. The inner maximization problem aims to find the
worst-case adversarially perturbed version of a given input that maximizes the loss,
formalizing the notion of an adversary attacking the neural network. On the other
hand, the outer minimization problem aims to find classifier parameters so that the
worst-case loss given by the inner optimization problem is minimized, capturing
the idea that the trained classifier needs to be immune to adversarial perturbations.
Solving the optimization problem in Equation 2 can be very computationally
expensive, and most practically successful algorithms only compute approximate
solutions to the inner maximization problem. They either compute an under-
approximation (lower bound) of the maximum loss [20] or compute an over-
approximation (upper bound) of the maximum loss [34,21,26].

An alternate formulation of the optimization objective for robustness-aware
training is as follows:

θ? = argmin
θ

i=n∑
i=1

(L(Fθ(xi), yi) + Lrob(Fθ(xi), ε)) (3)



6 R Mangal and C Păsăreanu

where Lrob measures the degree to which classifier Fθ is ε-locally robust at xi.
Approaches using an optimization objective of this form [19,36] are required to
check local robustness of the neural classifier in order to calculate Lrob. As long as
the local robustness checking procedure is differentiable, any such procedure can
be used. For our case studies (Section 5), we use an approach based on Equation
3, namely GloRo Nets [19], to train our classifiers. To calculate Lrob, GloRo
uses a sound but incomplete check for local robustness based on calculating the
Lipschitz constant of the neural network f .

3.2 Run-time Checks for Local Robustness

Algorithms that check if neural classifiers are locally robust come in three primary
flavors:

1. over-approximate (or sound but complete) algorithms that guarantee local
robustness of the neural network whenever the check passes but not vice
versa, i.e., the check can fail even if the network is locally robust,

2. under-approximate (or attack) algorithms that generate counterexamples
highlighting violations of local robustness but are not always guaranteed to
find counterexamples even when they exist,

3. exact (sound and complete) algorithms that are guaranteed to either find a
certificate of local robustness or a counterexample, but can be very computa-
tionally expensive.

Not only are such algorithms useful for checking local robustness at run-time,
but they are also useful for evaluating the quality of the trained neural network
pre-deployment. In particular, these checkers can be used to evaluate the local
robustness of the neural network at the inputs in the training and test datasets. If
the trained network lacks local robustness on these known inputs, it is unlikely to
be locally robust on unknown inputs. We briefly survey local robustness checking
algorithms in the rest of this section.

Over-approximate algorithms. A variety of approaches have been used
for implementing over-approximate algorithms for checking local robustness.
Algorithms using abstract interpretation [11,28] approximate the ε-ball in the
input space with a polyhedron enclosing the ball and symbolically propagate the
polyhedron through the neural network to get an over-approximation of all the
possible outputs of the network when evaluated on points in the input polyhedron.
This information can then be used to certify if the network is locally robust or
not. Other algorithms frame local robustness certification as an optimization
problem [3,9,26,34,31]. A key step in these algorithms is to translate the neural
network into optimization constraints. This translation, if done in a semantics-
preserving manner, can lead to intractable optimization problems. Instead, the
translation constructs relaxed constraints that can be solved efficiently, at the cost
of incompleteness. Another approach for over-approximate certification of local
robustness relies on computing local or global Lipschitz constant for the neural
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network under consideration. The Lipschitz constant of a function upper bounds
the rate of change of the function output with respect to its input. Given the
Lipschitz constant of a neural network and its logit values at a particular input
x, one can compute a lower bound of the radius of the ball centered at x within
which the network prediction does not change. If this lower bound is greater than
ε, then we have a certificate of ε-local robustness of the network at x. A number
of certification algorithms are based on computing the Lipschitz constant [33,19],
and we use one such approach [19] in our case studies in Section 5.

Under-approximate algorithms. Under-approximate algorithms, usually
referred to as attacks in the adversarial machine learning community, can be
divided into two major categories. White-box algorithms [13,4,20] assume that
they have access to the internals of the neural network, namely the architecture
and the weights of the network. Given such access, these algorithms frame the
problem of finding counterexamples to local robustness for classifier F at input x
as an optimization problem of the form,

δ? = argmax
δ∈B(0,ε)

L(F (x+ δ), F (x)) (4)

The counterexample is given by x + δ?. Intuitively, the algorithms try to find
a perturbed input x′ := x + δ? such that x′ is in the ε-ball centered at x,
and the classifier output at x′ is as different from x as possible (formalized by
the requirement to maximize the loss L). This optimization problem is non-
convex since F can be an arbitrarily complicated function, and in practice,
attack algorithms use gradient ascent to solve the optimization problem. Due
to the non-convex nature of the optimization objective, such algorithms are not
guaranteed to find the optimal solution, and therefore, are not guaranteed to
find a counterexample even if one exists. Black-box algorithms [24] are the other
category of attack algorithms, and such algorithms only assume query access to
the neural network, i.e., the algorithms can only observe the network’s outputs
on queried inputs, but do not have access to the weights and therefore, cannot
directly access the gradients. In other words, black-box algorithms assume a
weaker adversary than white-box algorithms. For our case studies, we use a
white-box attack algorithm [20].

Exact algorithms. Exact algorithms for checking local robustness [15,16,31]
encode a neural network’s semantics as system of semantics-preserving constraints,
and pose local robustness certification as constraint satisfaction problems. Though
these algorithms are guaranteed to either find a certificate of robustness or a
counterexample, they can be quite computationally expensive. An alternate
approach for exact checking constructs a smoothed classifier from a given neural
classifier using a randomized procedure at run-time [18,7,27,35]. Importantly, the
smoothed classifier is such that, at each input, its local robustness radius can be
calculated exactly using a closed-form expression involving the outputs of the
smoothed classifier. However, the randomized smoothing procedure can be very
expensive as it requires evaluating the original classifier on a large number of
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Finds Finds Efficient?certificates? counterexamples?

Over-approximate X × X
Under-approximate × X X
Exact X X ×

Table 1: Trade-offs made by the different flavors of local robustness checkers.

Algorithm 4.1: Cascaded local robustness checker

Inputs: A neural classifier F ∈ Rd → [m], an input x ∈ Rd, and local
robustness radius ε ∈ R

Output: Certified status b ∈ {1, 0}

1 Cascade(F , x , epsilon):
2 cert := Over-approximate(F, x, ε)
3 if ¬cert then
4 cex := Under-approximate(F, x, ε)
5 if ¬cex then
6 b := Exact(F, x, ε)
7 else
8 b := 0

9 else
10 b := 1
11 return b

randomly drawn samples. For our case studies, we use an exact algorithm based
on constraint-solving.

4 A Cascade of Run-time Local Robustness Checkers

The previous section demonstrates that one has many options when picking a
local robustness checker to be deployed at run-time. Every option offers a different
trade-off between the ability to certify local robustness and the efficiency of the
check. Table 1 summarizes these trade-offs. For each flavor of local robustness
checkers, the table shows if the checkers are able to produce certificates of local
robustness, find counterexamples, and do so efficiently. Ideally, we would like a
checker to possess all these characteristics but the NP-Complete nature of the
problem makes this impossible. In light of these trade-offs, a common choice is
to deploy an over-approximate checker [19]. Such checkers can falsely report that
the neural network is not locally robust, causing unnecessary use of the fail-safe
mechanisms.

We propose a local robustness checker that combines existing local robustness
checkers of different flavors in a manner that brings together their strengths
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while mitigating their weaknesses. Our cascaded checker uses a sequence of over-
approximate, under-approximate, and exact checkers. Algorithm 4.1 describes
the cascaded checker. The inputs to the algorithm are the neural classifier F , the
input x where we want to certify local robustness of F , and the radius ε to be
certified. The algorithm first invokes an Over-approximate checker (line 2). If
F is certified to be locally robust at x (i.e., cert equals 1), then we are done.
Otherwise, the algorithm calls an Under-approximate checker (lines 3-4). If the
under-approximate checker succeeds in finding a counterexample (i.e., cex equals
1), then we are done and know that F is not locally robust at x. Otherwise, an
Exact checker is invoked (lines 5-6). The Exact checker either finds a proof of
robustness (b = 1) or a counterexample (b = 0).

The cost of Algorithm 4.1, amortized over all the inputs seen at run-time, de-
pends on the rate at with which the Over-approximate and Under-approximate
checks succeed. If the cascaded checker has to frequently invoke the Exact checker,
then one might as well directly use the Exact checker instead of the cascade.
In practice, however, our empirical evaluation suggests that the Exact is rarely
invoked (see Section 5). As a consequence, the cascaded checker is guaranteed
to be sound and complete without incurring the high computational cost of an
Exact checker.

5 Case Studies

The practical effectiveness of our sound and complete cascaded local robustness
checker primarily depends on the run-time overhead introduced by the checker.
This overhead, in turn, depends on the success rate of the Over-approximate and
the Under-approximate checkers in the cascade. Given that the Exact checker
is significantly more computationally expensive than the other components of the
cascade, it is essential that it only be invoked rarely to ensure that the average
overhead of the cascade per input is low.

We conduct two case studies to evaluate the rate at which the
Over-approximate and Under-approximate checkers succeed. In particular, we
measure the percentage of test inputs that are resolved by the Over-approximate,
the Under-approximate, and the Exact checks. For both the case studies, we are
interested in local robustness with respect to the `2 distance metric. Moreover,
we train the neural classifiers in a robustness-aware manner using the state-of-
the-art GloRo Net framework [19] that updates the loss function in the manner
described in Equation 3, and calculates the Lipschitz constant of the neural
network in order to verify local robustness at an input. We also use this local
robustness check based on Lipschitz constant as the Over-approximate check.
For the Under-approximate check, we use the projected gradient descent (PGD)
algorithm [20], as implemented in the CleverHans framework [23]. Finally, for
the Exact check, we use the Marabou framework for neural network verification
[16]. However, Marabou can only encode linear constraints, and so is unable to
encode the `2 local robustness constraint. Instead, we use Marabou to check local
robustness in the largest box contained inside the `2 ball of radius ε, and in the
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Total
ε

% certified by % attacked by % resolved by % unresolvedqueries Over-approximate Under-approximate Exact

10000 0.3 92.11 7.12 0.76 0.01
1.58 45.02 49.52 5.28 0.18

Table 2: Percentage of inputs successfully handled by each check for MNIST.

smallest box containing the ε-`2 ball. If Marabou finds a counterexample for the
first query, then we have a valid counterexample. Similarly, if Marabou is able to
certify the second query, then we have a valid certificate. Though Marabou is no
longer guaranteed to be sound and complete when used in the manner described,
in our case studies, Marabou rarely fails to resolve the local robustness at an
input.

5.1 MNIST

Our first case study uses the popular MNIST dataset [17] where the goal is to
construct a neural classifier that can classify hand-written digits. Our neural
network has three dense hidden layers with 64, 32, and 16 ReLU neurons in that
order. We check `2 local robustness for an ε values of 0.3 and 1.58.

Table 2 shows the success rate of each of the local robustness checkers in
our cascade. “Total queries” refers to the number of inputs in the test set used
for evaluation. For ε value of 0.3, we see that the classifier is certified locally
robust at 92.11% of the inputs by the Over-approximate check. Of the remaining
7.89% inputs, the Under-approximate check is able to find a counterexample
for 7.12% of the inputs. As a result, only 0.77% of the 10000 inputs need to be
checked with the Exact solver. Marabou is able to resolve 0.76% of the inputs,
finding a counterexample in each case. Only 0.01% of the inputs, i.e., a single
input, is not resolved by any of the checks (due to the fact that for `2 robustness
queries, Marabou is not sound and complete). For ε value of 1.58, we see that
the classifier is much less robust and the Over-approximate check is only able
to certify 45.02% of the inputs. For all of the 5.28% inputs resolved by Marabou,
it finds a counterexample. These results provide two interesting takeaways. First,
the Exact checker is rarely invoked, suggesting that a cascaded checker is a
reasonable choice in practice. Second, an Exact checker like Marabou is not only
useful for finding certificates but also counterexamples.

5.2 SafeSCAD

Our second case study uses datasets produced as a part of the SafeSCAD 2

project. The project is concerned with the development of a driver attentiveness
management system to support safe shared control of autonomous vehicles.
2 Safety of Shared Control in Autonomous Driving

https://www.york.ac.uk/assuring-autonomy/demonstrators/autonomous-driving/
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Total
ε

% certified by % attacked by % resolved by % unresolvedqueries Over-approximate Under-approximate Exact

11819 0.05 54.36 35.77 8.49 1.38
0.15 42.19 45.68 10.9 1.23

Table 3: Percentage of inputs successfully handled by each check for SafeSCAD.

Shared-control autonomous vehicles are designed to operate autonomously but
can request the driver to take over control if the vehicle enters conditions that
the autonomous system cannot handle. The goal of the driver attentiveness
management system then is to ensure that drivers are alert enough to take over
control whenever requested. This system uses a neural network for predicting
the driver alertness levels based on inputs from specialized sensors that monitor
key vehicle parameters (velocity, lane position, etc.) and driver’s biometrics (eye
movement, heart rate, etc.). We used driver data collected as part of a SafeSCAD
user study carried out within a driving simulator [22]. Our neural network has
four dense hidden layers with 50, 100, 35, and 11 ReLU neurons in that order.
We check `2 local robustness for ε values of 0.05 and 0.15.

Table 3 shows the success rate of each of the local robustness checkers in
our cascade. We see that the trained classifier is not as robust as the MNIST
case, and, for ε value of 0.05, it is certified locally robust only at 54.36% of the
inputs by the Over-approximate check. Of the remaining 45.64% inputs, the
Under-approximate check is able to find a counterexample for 35.77% of the
inputs. 9.87% of the 11819 inputs need to be checked with the Exact solver.
Marabou is able to resolve 8.49% of the inputs, finding a counterexample for
8.47% of the inputs and finding a proof of robustness for 0.02% of the inputs.
1.38% of the inputs not resolved by any of the checks (due to the fact that for `2
robustness queries, Marabou is not sound and complete). The results for ε value of
0.15 can be read off from the table in a similar manner. Note that Marabou finds
a counterexample for all of the 10.9% of the inputs resolved by it. These results
largely mirror the findings from the MNIST case study. In particular, they show
that even when the neural classifier trained in a robustness-aware manner is not
locally robust on a large percentage of the test inputs, the Over-approximate
and Under-approximate checkers are able to resolve most of the inputs, and the
Exact solver is rarely invoked.

6 Conclusion

In this paper, we surveyed techniques for checking local robustness on neural
networks and we advocated for a cascade of checkers that best leverages their
strengths and mitigates their weaknesses. We demonstrated the cascade of checkers
with two case studies. Our experiments demonstrate that the most expensive
check (which involves formal methods) is seldom needed as the previous checkers



12 R Mangal and C Păsăreanu

in the cascade are often sufficient for providing a robustness guarantee or for
finding a counterexample. Nevertheless, the expensive, formal methods check is
still important when dealing with autonomous, safety-critical systems as it can
help avoid unnecessarily resorting to the fail-safe mechanism. Furthermore, we
show that the formal methods check is useful for not only providing a certificate
but also for producing counterexamples which are hard to find with cheaper
techniques. Future work involves experimenting with more case studies and
applying cascades to reasoning about more natural perturbations that are not
necessarily captured with lp-bounded modifications.

Acknowledgments. This material is based upon work supported by DARPA
GARD Contract HR00112020006 and UK’s Assuring Autonomy International
Programme.
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