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Abstract—Random key predistribution schemes serve as a
viable solution for facilitating secure communication in Wireless
Sensor Networks (WSNs). We analyze reliable connectivity of a
heterogeneous WSN under the random pairwise key predistribution scheme of Chan et al. According to this scheme, each of the
n sensor nodes is classified as type-1 (respectively, type-2) with
probability µ (respectively, 1 − µ) where 0 < µ < 1. Each type-1
(respectively, type-2) node is paired with 1 (respectively, Kn ) other
node selected uniformly at random; each pair is then assigned
a unique pairwise key so that they can securely communicate
with each other. A main question in the design of secure and
heterogeneous WSNs is how should the parameters n, µ, and Kn
be selected such that resulting network exhibits certain desirable
properties with high probability. Of particular interest is the
strength of connectivity often studied in terms of k-connectivity;
i.e., with k = 1, 2, . . ., the property that the network remains
connected despite the removal of any k − 1 nodes or links.In
this paper, we answer this question by analyzing the inhomogeneous random K-out graph model naturally induced under the
heterogeneous pairwise scheme. It was recently established that
this graph is 1-connected asymptotically almost surely (a.a.s.) if
and only if Kn = ω(1). Here, we show that for k = 2, 3, . . .,
1
(log n + (k − 2) log log n + ω(1)) for
we need to set Kn = 1−µ
the network to be k-connected a.a.s. The result is given in the
form of a zero-one law indicating that the network is a.a.s. not
1
(log n + (k − 2) log log n − ω(1)).
k-connected when Kn = 1−µ
We present simulation results to demonstrate the usefulness of
the results in the finite node regime.

Keywords:Random graphs, connectivity, security, wireless
sensor networks.
I. I NTRODUCTION
Wireless sensor networks (WSNs) form the backbone of
several application domains including environmental sensing,
battlefield surveillance, and healthcare monitoring [1]. A typical wireless sensor network comprises of a collection of
distributed sensor nodes. The limited computation and communication capabilities of WSNs precludes the use of traditional
key exchange and distribution protocols to safeguard these
networks [2]–[4]. Moreover, WSNs are often deployed for
sensitive applications in hostile environments making them
susceptible to adversarial attacks.
In their seminal work, Eschenauer and Gligor [2] addressed
the issue of facilitating security in WSNs by introducing a
scheme based on random predistribution of symmetric keys.
Subsequently, several variants of the random key predistribution approach emerged; e.g., see [5], [6] and the references
therein. Among them is a widely adopted approach called
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Fig. 1. A WSN with 6 nodes secured by the heterogeneous random pairwise
key predistribution scheme. Each type-1 (resp. type-2) node randomly selects
1 (resp. Kn = 2) node and a unique pairwise key is given to node pairs
per selection; in this example, nodes A, C and E are type-2 and the rest
(B, D, F ) are type-1. Two nodes can communicate securely if they have at
least one key in common. This induces a graph with edges corresponding to
node pairs that share a key.

the random pairwise key predistribution scheme by Chan et
al. [7]. The random pairwise scheme is implemented in two
phases. In the first phase, each sensor node is paired offline
with K distinct nodes chosen uniformly at random among all
other sensor nodes. Next, a unique pairwise key is inserted
in the memory modules of each of the paired sensors. After
deployment, two sensor nodes can communicate securely only
if they have at least one key in common. In Section II, we
provide more details about the implementation of this scheme
and its heterogeneous variant introduced in [8]. The major
advantages of the pairwise scheme include resilience against
node capture and replication attacks, and quorum-based key
revocation.
When all sensors can communicate with each other meaning
that one-hop secure communication between a pair of sensors
hinges solely on them having a common key, pairwise scheme
induces a class of random graphs known as random K-out
graphs [9]–[12] constructed as follows. Each of the n nodes
draws K arcs towards K distinct nodes chosen uniformly at
random among all others. The orientation of the arcs is then
ignored, yielding an undirected graph.
Let H(n; K) denote the resulting random K-out graph
whose edges represent the secure communication links of the
corresponding WSN. A key question in the design of secure
WSNs under a random key predistribution scheme is how
to set the scheme parameters so that the resulting network
has certain desirable properties with high probability; e.g.,
connectivity [2], [11], [13]–[15], reliability against node/edge
failures [12], [16]–[18], resilience against node capture attacks
[19], [20], containing a connected sub-network with a large
number of nodes [19], [21], etc. Some of these questions have

been answered for the standard (i.e., homogeneous) pairwise
scheme through analyzing random K-out graphs. In particular,
it was shown [10], [11] that if K ≥ 2, then the resulting
graph is 1-connected with high probability. More precisely,
the following zero-one law holds:
(
1 if K ≥ 2,
lim P [H(n; K) is connected] =
n→∞
0 if K = 1.
Recently deployed networks are increasingly relying on
integrating information from sensor nodes with widely varying
resources and requirements [22]–[24]. The increasing adoption
of heterogeneous designs has also been in response to the
poor performance and scalability of homogeneous ad-hoc
networks; see [25] and the references therein. A growing
body of literature is now analyzing heterogeneous variants
of classical key predistribution schemes [8], [25]–[28]. In
order to design a secure network comprising of nodes with
differing capabilities, [8] introduced a heterogeneous pairwise
key predistribution scheme in which each node is classified as
type-1 (respectively, type-2) with probability µ (respectively,
1 − µ), where 0 < µ < 1. Then, each type-1 (respectively,
type-2) node selects one node (respectively, Kn nodes) uniformly at random from all other nodes; see Figure 1. The
heterogeneous pairwise key predistribution scheme induces an
inhomogeneous random K-out graph, denoted H(n; µ, Kn ).
So far, very little is known, concerning aforementioned design
questions, about the heterogeneous pairwise scheme and the
induced random graph H(n; µ, Kn ). The analysis of its 1connectivity given in [8] yielded the surprising result that
(
1
if Kn → ∞,
lim P [H(n; µ, Kn ) is connected] =
n→∞
< 1 otherwise.
This paper aims to study the k-connectivity of WSNs under
the heterogeneous pairwise scheme.A network is said to be
k-connected if it remains connected despite the removal of
any k − 1 of its nodes or edges 1 .In the context of WSNs, the
property of k-connectivity is highly desirable since it provides
a degree of fault tolerance when aggregating information from
multiple sensors [31]. Reliability against the failure of sensors
or links is particularly critical in applications where the risk
of adversarial capture is high, e.g., in battlefield surveillance
and applications in which the sensors maybe left unattended
for long time [32], [33]. Reliability is also important in lifecritical applications such as health monitoring. Finally, a kconnected WSN can at any given time support up to k − 1
mobile nodes without disrupting connectivity [33].
In [34, Conjecture 2], we conjectured that, taking evidence
from several other random graph models [29], [33], [35], there
1 The notion of k-connectivity used in this paper coincides with k-vertex
connectivity, which is defined as the property that the graph remains connected
after deletion of any k − 1 vertices. It is known that a k-vertex connected
graph is always k-edge connected, meaning that it will remain connected
despite the removal of any k − 1 edges [29], [30, p. 11]. Thus, we say that
a graph is k-connected (without explicitly referring to vertex-connectivity) to
refer to the fact that it will remain connected despite the deletion of any k − 1
vertices or edges.

would exist a zero-one law for k-connectivity analogous to
the zero-one law for the minimum node degree being at least
k. In this work, we prove that this conjecture indeed holds.
We derive scaling conditions on µ, Kn such that the inhomogeneous random K-out graph is k-connected asymptotically
almost surely as n gets large, where k = 2, 3, . . . . We present
our result in terms of a sharp zero-one law. For any k ≥ 2,
1
(log n + (k − 2) log log n + ω(1)),
we show that if Kn = 1−µ
then H(n; µ, Kn ) is k-connected asymptotically almost surely
1
(log n + (k − 2) log log n −
(a.a.s.). In contrast, if Kn = 1−µ
ω(1)), then H(n; µ, Kn ) is a.a.s. not k-connected.
This result shows that if there is a positive fraction of type-1
nodes, then type-2 nodes must make Kn = Ω(log n) selections
for the network to achieve k-connectivity for any k = 2, 3, . . ..
This is rather unexpected given that the network is a.a.s. 1connected under any Kn = ω(1). The result is also in contrast
with most other random graph models where the zero-one law
for k-connectivity appears in a form that reduces to a zeroone law for 1-connectivity by simply setting k = 1. Through
simulations we study the impact of the parameters (µ, Kn ) on
the probability of k-connectivity when the number of nodes is
finite and observe an agreement with our asymptotic results.
The heterogeneity of node types makes H(n; µ, Kn ) a
complicated model and the proofs involve techniques that are
different from those used for the homogeneous K-out random
graph [10], [11]. Moreover, the proof for this case varies
significantly from results on 1-connectivity for inhomogeneous
random K-out graphs [8] and uses new tools including conditional negative association (of certain random variables of
interest) introduced recently in [36].
All limits are understood with the number of nodes n going
to infinity. While comparing asymptotic behavior of a pair
of sequences {an }, {bn }, we use an = o(bn ), an = ω(bn ),
an = O(bn ), an = Θ(bn ), and an = Ω(bn ) with their meaning
in the standard Landau notation. All random variables are
defined on the same probability triple (Ω, F, P). Probabilistic
statements are made with respect to this probability measure
P, and we denote the corresponding expectation operator by
E. We say that an event occurs with high probability (whp) or
asymptotically almost surely (a.a.s.) if it holds with probability
tending to one as n → ∞. The cardinality of a discrete set A
is denoted by |A| and the set of all positive integers by N0 .
II. I NHOMOGENEOUS R ANDOM K- OUT G RAPHS
In order to facilitate heterogeneous network designs, [8] extended the pairwise scheme of Chan et al. [7] for enabling
incorporation of sensor nodes differing in their resources and
requirements. The heterogeneous random pairwise key predistribution scheme is implemented as follows. Consider a network comprising of n nodes indexed by labels i = 1, 2, . . . n
with unique IDs: Id1 , . . . , Idn . Each node is assigned as type-1
(respectively, type-2) with probability µ (respectively, 1 − µ)
independently from other nodes where 0 < µ < 1. In the
(offline) initialization phase, each type-1 node (respectively,
type-2 node) selects K1 (respectively, K2 ) distinct nodes
uniformly at random from among all other nodes. At the end

of this process, nodes vi and vj are deemed to be paired if at
least one of them selected the other; i.e., either vi selects vj ,
or vj selects vi , or both.
Once the offline pairing process is complete, the set of
keys to be inserted to nodes are determined as follows. For
any vi , vj that are paired with each other as described above,
a unique pairwise key ωij is generated and inserted in the
memory modules of both nodes vi and vj along with the
corresponding node IDs. It is important to note that ωij is
assigned exclusively to nodes vi and vj to be used solely
in securing the communication between them. In the postdeployment key-setup phase, nodes first broadcast their IDs
to their neighbors following which each node searches for
the corresponding IDs in their key rings. Finally, node pairs
wishing to communicate verify each others’ identities through
a cryptographic handshake [7].
In the rest of this paper, we assume K1 = 1 and K2 ≥ 2
as in [8] for simplicity. The more general cases with arbitrary number of node types and arbitrary scheme parameters
K1 , K2 , . . . need to be studied separately. We assume that 0 <
µ < 1 is fixed and K2 scales with n. From here onward, let
Kn denote the scaling of K2 with n. Let N := {1, 2, . . . , n}
denote the set of node labels and N−i := {1, 2, . . . , n} \ i. For
each i ∈ N , let Γn,i ⊆ N−i denote the labels corresponding
to the selections made by node vi from N−i uniformly at
random. Under the assumptions enforced, Γn,1 , . . . , Γn,n are
mutually independent given the types of nodes.
Under the full-visibility assumption, i.e., when one-hop secure communication between a pair of sensors hinges solely on
them having a common key, a WSN comprising of n sensors
secured by the heterogeneous pairwise key predistribution
scheme can be modeled by an inhomogeneous random K-out
graph defined as follows. We say that two distinct nodes vi
and vj are adjacent, denoted by vi ∼ vj if they have at least
one common key in their respective key rings. More formally,
we have
vi ∼ vj

if

j ∈ Γn,i ∨ i ∈ Γn,j .

(1)

The adjacency condition (1) gives rise to the inhomogeneous
random K-out graph on the vertex set on the vertex set
{v1 , . . . , vn }. We denote this graph as H(n; µ, Kn ), which
explicitly reflects the dependence of the induced random graph
on the scheme parameters µ and Kn . Lastly, noting that with
probability µ (resp., 1 − µ), a node is labeled as type-1
(resp., type-2) and selects 1 (resp., Kn ) neighbors, the average
number of selections per node denoted by hKn i is given by
hKn i = µ + (1 − µ)Kn .

(2)

In view of their distinctive connectivity properties, (inhomogeneous) random K-out graphs are of interest in their
own right with applications going beyond key predistribution
in WSNs. For example, a recent work proposed a structure
similar to the random K-out graph to enable diffusion by
proxy thereby making the cryptocurrency network robust to
de-anonymization attacks [37, Algorithm 1].

III. R ESULTS AND D ISCUSSION
In this section, we present our main technical result: a zeroone law for k-connectivity of inhomogeneous random K-out
graphs induced by the pairwise key predistribution scheme.
A. Main results
We refer to any mapping K : N0 → N0 satisfying
the conditions 2 ≤ Kn < n for all n = 2, 3, . . . as a
scaling. We say that a graph is k-connected if it remains
connected despite the deletion of any k − 1 vertices or edges.
Next, we present our first main result that characterizes the
critical scaling of the scheme parameters (µ, Kn ) under which
the inhomogeneous random K-out graph H(n; µ, Kn ) is kconnected asymptotically almost surely.
Theorem 3.1: Consider a scaling K : N0 → N0 and µ such
that 0 < µ < 1. With hKn i = µ + (1 − µ)Kn and an integer
k ≥ 2 let the sequence γ : N0 → R be defined through
hKn i = log n + (k − 2) log log n + γn ,
for all n = 2, 3, . . .. Then, we have


 1
H(n; µ, Kn ) is
lim P
=
k-connected
n→∞
0

if lim γn = +∞,
n→∞

if lim γn = −∞.

(3)

(4)

n→∞

Due to space limit, we provide a brief proof sketch in the
Appendix. The full proof of Theorem 3.1 is given in [38].
We note that (3) presents solely a definition of the sequence
γn without any loss of generality; it does not an impose any
assumption on the parameters (µ, Kn ). The scaling condition
(3) could also be expressed more explicitly in terms of Kn as
Kn =

log n + (k − 2) log log n
+ γn
1−µ

(5)

with the corresponding zero-one law (4) unchanged.
Theorem 3.1 provides a sharp zero-one law for the kconnectivity of the random graph H(n; µ, Kn ) as the size of
the network grows large. Put differently, it establishes critical
scaling conditions on the parameters of the pairwise scheme
(µ, Kn ) under which the resulting WSN will be securely and
reliably connected whp. We see from [34, Theorem 1] that
the critical scaling conditions for k-connectivity coincide with
those for the minimum node degree to be at least k. This is
similar to the case with most random graph models including
Erdős-Rényi (ER) graphs [29], random key graphs [33] and
random geometric graphs [35].
It follows from Theorem 3.1 that if there is a positive
fraction µ of type-1 nodes, then type-2 nodes must make
Kn = Ω(log n) selections for the network to achieve kconnectivity for any k = 2, 3, . . .. As discussed below, this
result is rather unexpected given that the network is a.a.s.
1-connected under any Kn = ω(1) as shown in [27]. This
gap between 1-connectivity and k-connectivity for k ≥ 2 is
in contrast with most other random graph models where the
zero-one law for k-connectivity appears in a form that reduces
to a zero-one law for 1-connectivity by simply setting k = 1;
see more in Section III-B.

Random
graph
Homogeneous
K-out
Inhomogeneous
K-out
Homogeneous
random key
Inhomogeneous
random key
Erdős-Rényi

1 -connectivity

k -connectivity, k ≥ 2

4

2k

ω(1)

log n + (k − 2) log log n + ω(1)

log n + ω(1)

log n + (k − 1) log log n + ω(1)

log n + ω(1)

log n + (k − 1) log log n + ω(1)

log n + ω(1)

log n + (k − 1) log log n + ω(1)

TABLE I
Mean node degree necessary for 1-connectivity and k-connectivity in several
random graph models. For inhomogeneous K-out and inhomogeneous random
key graphs, the values given in the table correspond to the mean degree for the
least connected node type.

B. Discussion
We discuss some of the implications of Theorems 3.1 on
the reliable connectivity of WSNs under the heterogeneous
pairwise key predistribution scheme. In particular, our results will be compared against those obtained for other key
predistribution schemes including the homogeneous pairwise
scheme.
With Eij denoting the event that there exists an edge in
H(n; µ, Kn ) between nodes vi and vj , we have
P[Eij ] = 1 − (1 − P[i ∈ Γn,j ])(1 − P[j ∈ Γn,i ]),


2
2
hKn i
hKn i
2hKn i
=1− 1−
−
=
. (6)
n−1
n−1
n−1
Thus, if hKn i = o(n), then the mean degree in H(n; µ, Kn )
is 2hKn i(1 + o(1)), while the mean degree of type-1 nodes
is 1 + hKn i. Table I presents a comparison of the mean node
degree needed for having 1-connectivity and k-connectivity
a.a.s. for homogeneous and inhomogeneous random K-out
graphs [8], [10], and random key graphs induced by the
Eschenauer-Gligor scheme [2], [26], [28], [39]. For inhomogeneous models, the table entries correspond to the mean
degree of the least connected node type. We also included
the corresponding results for ER graphs [29] for comparison.
An interesting observation is that for the inhomogeneous
K-out graph, increasing the strength of connectivity from 1
to k ≥ 2 requires an increase of log n + (k − 2) log log n in
the mean degree. This is much larger than what is required
(i.e., (k − 1) log log n) in the other models seen in Table I. In
fact, for most random graph models, the zero-one law for 1
connectivity can be obtained from the corresponding result for
k-connectivity by setting k = 1; this can be confirmed from
the entries in Table I for homogeneous/inhomogeneous random
key graphs and ER graphs. To the best of our knowledge,
inhomogeneous K-out graphs is the only model where the
critical scalings for 1-connectivity and 2-connectivity differ
significantly.
From the perspective of key predistribution schemes, we
see that the homogeneous pairwise key predistribution scheme
incurs the least overhead in terms of the edges and keys required to achieve 1-connectivity and k-connectivity. Theorem
3.1 and the results in [27] show that the efficiency of the

pairwise scheme in achieving reliable connectivity reduces
when sensors involved are heterogeneous and the application
requires setting K1 = 1; i.e., when a positive fraction of nodes
picks just one other node to be paired with. Nevertheless, it is
still the case that the heterogeneous pairwise scheme requires
slightly smaller mean degree and number of keys per node than
the heterogeneous Eschenuer-Gligor scheme [28]; compare the
entries for inhomogeneous K-out graph with inhomogeneous
random key graph in Table I.
C. Simulations
We present simulation results to show the impact of the
number of choices made by type-2 nodes (Kn ) and the probability of a node being assigned type-1 (µ) on the probability
that the resulting WSN is k-connected. We consider a network
of n = 1000 nodes secured by the heterogeneous pairwise
scheme with parameters µ = 0.2, 0.5, 0.8 and varying Kn . For
each parameter tuple (n, µ, Kn , k), 1000 independent realizations for H(n; µ, Kn ) are generated and empirical probability
of k-connectivity is plotted in Figure 2.
A smaller value of µ corresponds to a network dominated
by type-2 nodes. Consequently, for a low µ regime, the
resulting graph is more dense and we expect to see stronger
connectivity. Conversely, when µ is large, it takes a higher
value for the parameter Kn to achieve the same strength
of connectivity. This trend is reflected in Figure 2 wherein
the minimum Kn required to make the network k-connected
whp increases as µ increases. We point out that the scale
of the plots for different µ has been chosen differently for
compactly reporting roughly the same number of values of
Kn on either side of the phase transition. Whenever a network
is k-connected, it automatically implies that the network is `connected for all ` < k. This manifests as the upward shift in
the probability of connectivity as k decreases in Figure 2.
The vertical dashed lines seen in Figure 2 correspond to the
critical thresholds of Kn indicated by Theorem 3.1; i.e., to


log n + (k − 2) log log n
.
(7)
Kn =
1−µ
It is evident that the probability of k-connectivity increases
sharply from 0 to 1 within a small neighborhood of Kn defined
in (7). The last plot in Figure 2 shows the largest value of k
for which the network is k-connected in at least 990 out of
1000 realizations for a given µ and Kn . From this plot, we
see that to achieve a desired level of reliable connectivity with
a probability of at least 99%, a network designer can trade-off
a smaller Kn for a larger value of 1 − µ and vice versa. For
instance, if the goal is to design a secure network of 1000
nodes which is 3-connected with probability 0.99, this can be
achieved by setting the parameters (Kn , µ) as (15, 0.1), or
(20, 0.3) or (30, 0.5).
IV. C ONCLUSION
In this work, we analyze reliable connectivity of sensor
networks secured by the heterogeneous pairwise key predistribution scheme. In particular, for the inhomogeneous random
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Fig. 2. Empirical probability of k-connectivity of H(n; µ, Kn ) averaged over 1, 000 experiments when n = 1000, varying Kn and three different µ
values; lKn is the number ofm choices made by type-2 nodes and µ is the fraction of type-1 nodes. The vertical dashed lines in indicate the threshold
log n+(k−2) log log n
Kn =
corresponding to the scaling condition (5) in Theorem 3.1. The last plot shows the maximum value of k such that H(n; µ, Kn )
1−µ
is k-connected with probability (w.p.) at least 0.99.

K-out graphs induced under this scheme, we derive conditions
on the scheme parameters such that the resulting network is
k-connected with probability approaching one (respectively,
zero) as the number of nodes gets large for k = 2, 3, . . . .
Our result augments the existing literature on providing formal
guarantees on 1-connectivity of the class of random graphs
secured by the heterogeneous pairwise scheme. In the future,
it would be of interest to analyze k-connectivity of inhomogeneous random K-out graphs with r > 2 node types and
arbitrary parameters K1 , . . . , Kr associated with each type.

B. A sufficient condition for the one-law for k-connectivity
We now discuss the one-law of Theorem 3.1, namely
showing that
lim P [H(n; µ, Kn ) is k-connected]
=
n→∞
1 if lim γn = +∞. From [34, Theorem 1] we see
n→∞
that P[δ ≥ k] → 1 when γn → +∞. Recalling that
[κv ≥ k] ⊆ [δ ≥ k], we write
P[κv ≥ k] = P[κv ≥ k, δ ≥ k]
= P[δ ≥ k] − P[δ ≥ k, κv < k],
(10)
 k−1

= P[δ ≥ k] − P ∪`=0 {δ ≥ k, κv = `}


≥ P[δ ≥ k] − P ∪k−1
`=0 {δ > `, κv = `}

V. P ROOF O UTLINE
In this section, we outline the high-level steps of the proof
of Theorem 3.1. Due to space constraints, the full proof is
presented in [38].
A. Zero-law: From minimum node degree to k-connectivity
Let δ denote the minimum node degree in H(n; µ, Kn ), i.e.,
δ := mini=1,...,n {deg(vi )}, with deg(vi ) denoting the number
of edges incident on vertex vi .
Let κv denote the minimum number of vertices that need
to be removed from H(n; µ, Kn ) to make it not connected.
As before, we say that H(n; µ, Kn ) is k-connected if κv ≥ k.
We always have κv ≤ δ since removing all neighbors of a
node with degree δ would render the node isolated, making
the graph disconnected. Thus, for all k = 1, 2, . . ., it holds
that [κv ≥ k] ⊆ [δ ≥ k], which gives
P[κv ≥ k] ≤ P[δ ≥ k].

(8)

In view of (8), the zero-law given in [34, Theorem 1] leads to
lim P [H(n; µ, Kn ) is k-connected] = 0 if

n→∞

lim γn = −∞

n→∞

(9)
establishing the zero-law of Theorem 3.1.

= P[δ ≥ k] −

k−1
X

P [δ > `, κv = `] .

(11)

`=0

Using the one-law of [34, Theorem 1] in (11), we see that the
one-law for k-connectivity will follow if we establish that
lim P[δ > `, κv = `] = 0 if lim γn = +∞

n→∞

n→∞

(12)

for each ` = 0, 1, . . . , k − 1.
Conditions in (12) encode the improbability for H(n; µ, Kn )
to have minimum node degree of at least ` + 1 and yet
be disconnected by deletion of a set of ` nodes. The proof
presented in [38] establishes (12) by deriving a tight upper
bound on P[δ > `, κv = `] which goes to zero as n gets large
for each ` = 0, 1, . . . , k − 1.
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