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To keep users safe online, current protections frequently employ blocklists of known malware and phishing
websites. However, such defenses suffer from an inherent gap between malicious content creation and its
detection, leaving a window where users are left vulnerable. To address this limitation, earlier research has
shown that one could use individual user web browsing behavior to identify imminent exposure to malicious
content. While existing methods frequently rely on temporal proximity (e.g., aggregating browsing patterns
over the recent past), they do not leverage temporal ordering in user browsing, which results in suboptimal
performance and is, in practice, inadequate given the low base rates of malware incidence.

We introduce network and browser-level features (e.g., page rank, tab browsing time) and a temporal
model that captures user behavior through a time-series representation. This not only improves classification
performance by a significant margin (between 93% and 145% F1-score improvements) over previous models,
but also maintains strong robustness across completely disparate sets of users. More importantly, our method
shows strong resilience to concept drift, as performance holds steady over multiple years of testing. We discuss
how this method is capable of anticipating future exposure. We also assess the relative importance of each
feature to the performance, as well as their impact on false positive rates—whose minimization is critical to
foster adoption. Finally, we discuss use cases for such behavior-based models.
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gies→Machine learning.
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1 Introduction
Traditional security protections for users browsing the internet often rely on blocklists. For example,
Google Chrome checks the URLs the user is trying to access against the Google Safe Browsing
(GSB) blocklist [20], which contains a list of known phishing and malware sites, and alerts the user
that they are about to be exposed when there is a match. However, the blocklist approach suffers
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from several limitations, including: 1) There is an inherent time lag between malicious content
creation and its detection, 2) Blocklists require constant maintenance, and 3) Attackers are able
to bypass the detection with minimal cost (e.g., changing the URL of the malicious site). While
other security measures exist, they are often either reactive (intervening after exposure), or use
heuristics to detect malicious content, that either rely on the ever-changing characteristics of the
website, content, or of the attack itself [1, 21, 22, 26, 42–44, 53, 54, 71, 74, 77, 79].

Recent studies have proposed an alternative approach to detect malicious content exposures:
identify user behavior patterns [11, 58] instead of relying on characteristics of the threats themselves
(e.g., URL). These systems are essentially binary classifiers where the input is a feature representation
of user behavior (e.g., aggregated statistics on browsing activities over a period of time [58]) and
the output is a variable denoting whether this behavior will lead to exposure. While user-behavior-
based systems [11, 58] have demonstrated the feasibility of this approach, they have several critical
limitations. First, these systems suffer from mediocre detection performance in terms of a high false-
positive rate, i.e., they often classify that a user is attempting to visit a malicious site when in reality
they are not. Second, behavior-based systems tend to assume fairly homogeneous populations
(e.g., English-speaking users in Western countries)—their generalizability across different user
populations is unknown. Third, we do not know how frequently behavior-based systems need to be
updated (e.g., retrained) to achieve consistent performance over time. Fourth, the influence of user
behavioral features, such as visit time or visited webpage category, on the detection performance is
unknown, thus hindering the understanding of how these systems work.
We address these limitations in three ways: 1) We introduce a fundamental change to the

representation of user browsing behavior. Previous studies mostly capture user behavior aggregated
over a given interval (e.g., a browsing “session”), which fails to properly account for temporal
ordering—going from page A to page B might be significantly riskier than going from B to A, if A is
a search engine, and B a site distributing pirated software. We show that we can not only achieve
significantly better performance with a representation that fully captures temporal information,
but that we can also maintain strong robustness across long (multi-year) time intervals and vastly
different user populations. In other words, we can successfully use data that is several years old to
train classifiers that work properly today. 2) We introduce finer-grained features, at the browser
level (e.g., tab browsing time), and the network level (e.g., page rank), and show how they markedly
boost performance furthermore. 3) We evaluate feature importance to explain why the model makes
certain decisions, and discuss the implications of an analysis of false positives and negatives. In
addition, we evaluate the constraints, potential risks, and the best scenarios for the deployment of
this proactive defense system.

We next describe the studies that inspired ourwork in Section 2.We then introduce the experiment
design in Section 3 where we formulate the problem in Section 3.1, talk about the data that
supplement our experiments in Section 3.2, how we engineer the features in Section 3.3, and our
modeling choices in Section 3.4. Section 4 demonstrates the experiment results, which include
performance enhancement (4.3, 4.4), system robustness across long (multi-year) time intervals
(4.5), system robustness across different user populations (4.6), and the investigation of feature
importance (4.7). and move on to discussing the limitations, potential risks, and the use cases in
Section 5.

2 Related Work
We first discuss the security defenses that are commonly used to protect users browsing the internet
(e.g., blocklists), including their effectiveness, and alternatives. We then shift toward work assessing
the behavior of users in security, how to measure and model user web browsing, and how security
outcomes are associated with particular behaviors.
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2.1 Blocklists
Blocklists serve as the foundation of many security and privacy tools that help protect users. This
includes lists of malware signatures in anti-virus software, wording of common scams in spam filters,
and malicious website URLs in safe browsing and anti-phishing tools [80]. For example, Google
Safe Browsing [20] is a blocklist embedded in Google Chrome that keeps records of malicious URLs
and alerts users when they attempt to visit such a page. Privacy Enhancing Technologies, such as
ad blockers, also rely heavily on blocklist-based solutions [38].

However, the blocklist approach suffers from two inherent problems. First, blocklists only protect
users against known malicious threats. Existing estimates of the coverage of prominent URL
blocklists vary widely, ranging from 21%–96% [37, 48, 78], and often contain little overlap [5, 41],
indicating both a coverage and consistency problem. Second, even among identified threats, there
exists a gap between creation and detection. Previous studies have estimated that the lag time
ranges from several hours to several weeks [24, 48, 58, 60] and likely depends on the detection
methods and the evasion techniques employed [48, 80]. Regardless of the exact delay, Nero et
al. [45] demonstrates that the lag time is large enough for the perpetrator to profit off an attack
before detection, and current methods of deterrence, like website takedowns, are not enough to
compensate for that gap.

Making the detection problem more challenging, malicious actors have many evasion techniques
at their disposal including cloaking [27], URL shortening [13], behavior-based evasion [48], and the
use of compromised infrastructure [2]. These techniques are becoming more common, can delay or
even prevent detection, and play a central role in most phishing attacks deployed at scale [49].

2.2 Threat-oriented security measures
Given these limitations, researchers have proposed numerous alternatives to supplement blocklists.
A substantial body of work has been dedicated to identifying threats based on the content and the
interactions with the resource, rather than purely on identifiers (URLs). These studies examine web
page content [1, 71, 79], web traffic across a network [42, 53], or a combination of the two [31, 74]
to classify whether a given web page is malicious or benign.
Several studies have used machine learning methods to develop content-agnostic malware

detection [54], identify drive-by download attacks [56, 66], and detect malware distribution and
download paths in large networks [26, 44, 77]. Taking this approach a step further, Soska and
Christin used attributes of a website to predict whether it would become malicious sometime in
the future [61], while Wu et al attempts to predict Network Security events [73].
While these methods provide much-needed help in bridging the detection gap, they also suffer

from a scenario described as a game of “whack-a-mole” [41] or “cat-and-mouse” [48], that is,
attackers can frequently deploy novel attacks while defensive measures constantly try to keep up.

2.3 Behavior-oriented security measures
Other than identifying threats based on the identifiers or features, another promising line of work
focuses on the human aspect of security incidents. For example, one research direction analyzes
and identifies malicious user behavior [3, 55]. Along the same lines, one study identifies the
sociodemographic factors associated with risk-averse yet low cyber-security behavior [28]; others
propose rigorous guidelines on how to conduct this type of studies [69]. Outside of the security realm,
researchers have used browsing behavior to predict user demographic information accurately [25],
mental health [46], and whether a user is a human or a bot [67]. In a security context, several studies
have taken an epidemiological approach and identified key traits of users, their browsing patterns,
and their machine configuration that are associated with security incidents [7, 8, 15, 33, 36, 40, 51].
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Researchers studying user web browsing behavior have primarily taken one of two approaches to
data collection: large-scale measurements of web requests captured over a network [30, 32, 35, 68]
or smaller user-based studies drawing on sensors directly on the client machine [12, 39, 47, 65, 76].
While the former approach is easier to scale, the latter usually collects more accurate and highly
detailed information [14]. Even though the datasets used in our study relied on the second approach,
we were able to complement them with a large-scale collection (we will introduce our datasets in
Section 3.2).
More closely related to our approach, Shen et al. used security events generated by a user’s

activity on their computer to predict what the next event would be with a precision of up to 0.93 [59].
In a similar study, Canali et al. leveraged logs of user browsing history to predict whether a given
user would land on a malicious web page at any point over a 3-month period of observation with
87% accuracy [11]. Building on that work, Sharif et al. [58] developed a similar model to predict
long-term exposure that produced comparable results. Even though the authors acknowledge that
the false positive rate of the model might be too high for many practical use cases, we confirmed
the feasibility of their short-term behavior-based security system in our study.

3 Experimental design
We define the problem and terminologies in Section 3.1, introduce the datasets, features, and models
of choice in Sections 3.2, 3.3, and 3.4, respectively.

3.1 Problem formulation
The goal of our system is to detect whether specific patterns of online browsing behavior will
lead to malicious content exposure. In a nutshell, our system is a binary classifier. The input to
the model is a feature representation of a sequence of user browsing requests, and the model
classifies whether this sequence will lead to exposure or not, a sequence classification task. This
system is user-agnostic: we use a diverse set of sequences from different users to train the model.
The sequence of user browsing requests considers both requests triggered by the user and by the
website.

3.1.1 Threat model. This detection system can be deployed at the browser level (distributed to
users) or network level (more centralized solution, e.g., deployed by Internet Service Providers, or
ISPs). Browser-level deployment has the benefit of being more privacy-preserving, while network-
level deployment can achieve faster detection and less computational overhead for users, but its
effectiveness depends on the ability of the network provider (see discussion in 5.1). We confine
the browsing behavior to be within a standalone browser (e.g., Google Chrome, Internet Explorer).
Malicious content includes phishing and malware.
This system defends against attackers that are capable of hosting malicious content on the

internet, and could bypass regular blocklist detections by, for instance, changing malicious URLs
quickly. Attackers that could manipulate users’ browsers or devices, and/or generate fake user
behavioral patterns at scale, and/or intercept data to create adversarial examples [19] are out of
scope.

3.1.2 Defining exposure. We define an exposure as a user’s request to visit a malicious URL. To
identify a malicious URL, we rely on the daily snapshots of the Google Safe Browsing (GSB) blocklist,
a prominent blocklist for phishing and malware URLs that has consistently performed well in
previous blocklist evaluations [37, 48, 60]. Intuitively, if a user visits a URL that appeared in the
same-day GSB snapshot, we flag the URL as malicious. Inherently, this definition of exposure based
on GSB (or any other blocklists) is limited, as it remains unclear when exactly a URL that is flagged
as being malicious first became malicious, i.e., zero-days, and previous studies have shown that
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there is an inherent unclear delay in detecting malicious content with GSB [24, 48, 58, 60]. To
mitigate this problem, we adopt a 𝑡-day threshold to extend the coverage of our exposure definition.
That is, if a user visits a URL on day 𝑡 , and the URL appears in the GSB snapshots within the next 𝑛
days (GSB snapshots at day 𝑡 , 𝑡 + 1, 𝑡 + 2, ..., 𝑡 + 𝑛), we consider the URL to be malicious. If the
URL was in the GSB snapshots, but beyond the 𝑡-day threshold, we treat the visits as unexposed. If
the URL was in the GSB snapshots, but was removed prior to the user’s visits, we also consider
these visits unexposed. A smaller 𝑡 threshold is likely conservative, which may result in malicious
content that we are unable to identify (false negatives). At the same time, setting a larger threshold
increases the risk of getting more false positives.

3.1.3 Defining a browsing session. We develop a notion of browsing session to denote a sequence
of user browsing requests. The separation of each session is based on user inactivity. We mirror
previous work [6, 58] in using 20-minute of inactivity as the cutoff between different browsing
sessions. While other methods for separating sessions may be viable (e.g., using a shorter or longer
duration), we stick to the 20 minutes cutoff for comparison purposes. An exposed session is where a
user has requested to visit a malicious URL in the session. The browsing activities that occurred
after the request to the malicious URL are excluded from the exposed session. It is possible that the
user is exposed again during the excluded activities, but we focus only on the first exposure in our
experiment to limit the potential impact on the behaviors from other security tools.

3.2 Datasets
The data used in this study were collected from two sources: Security Behavior Observatory (SBO),
an academic research study conducted in the United States, and Security Toolbar Trace Data (ST), a
browser security toolbar widely used in Japan. Data from longitudinal panel studies of internet
users, like that of the SBO and ST measurements, is exceedingly rare [75]. Given this scarcity, these
datasets were selected due to their relatively large scale, in the number of users and duration of
observation, and the unique access that we had to the data. In the following sections, we will cover
how these datasets were collected, how we processed the data to derive the high-level features, and
compare the differences between the datasets.

3.2.1 Security Behavior Observatory. The SBO was a multi-year study of the security behavior of
home computer users conducted betweenMay 2015 and July 2019. The project was run by a research
team at CarnegieMellon University [18]. Recruitment used a variety of methods, themost prominent
of which was a university research recruitment service. As a result, most participants were recruited
from the Pittsburgh metropolitan area. Upon confirming eligibility and providing written consent,
participants were guided through the process of installing a set of “sensors” monitoring various
activities—browser, file system, networking, etc—on their computer. Participants received $30 for
enrolling in the study and an additional $10 per month for the duration of their participation. Once
enrolled in the study, participants could discontinue their participation at any time. The SBO study
received non-exempt, expedited IRB approval from Carnegie Mellon University.

Over the four-year period, the SBO recruited 623 participants, who, on average, remained in the
study for just under two years (𝜇 = 1.76, 𝜎 = 1.05). The number of daily active users fluctuated
between 100 and 200 participants for the majority of the study. Our work leverages data from
278 of those users that span from March 2017 to July 2019. This subset was determined by the
availability of daily GSB snapshots to determine visits to malicious URLs and users that had data
from all sensors. Data collection was limited to web browsing from Google Chrome on Windows
computers (desktop or laptop) that were primarily used at home.
The SBO dataset contains very detailed user activity information. Besides the websites a user

visited, the SBO also collected data about the use of private browsing and could differentiate
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Table 1. Demographics differences between the SBO dataset and that of the general population of the United
States.

Demographic SBO US

Age 18–34 73.0% 23.3% [9]
Female 60.7% 50.8% [9]
Computer-Related Field 27.1% 2.3% [50]
Bachelor’s Degree or Higher 58.9% 32.3% [10]

between multiple browser tabs. Outside of web browsing, the SBO sensors also captured the other
applications (besides the web browser) used, user interactions with their mouse, when the user was
logged in, and when the machine was powered down. Forget et al. provides a complete discussion
of the SBO architecture [18]. Sharing of the data received a category 4 exemption for secondary
research from the IRB at Carnegie Mellon University.
As Table 1 shows, the SBO dataset skews younger than the general US population, with most

participants falling between the ages of 18 and 34 (73%). The sample also contains more women
(61%), those who have either education or professional experience in a computer-related field (27%),
and those who have received a bachelor’s degree or higher (59%).

3.2.2 Security Toolbar Trace Data. The security toolbar was a tool provided to customers by a
large security company in Japan.1 Web service partners distributed the toolbar on behalf of the
security company as part of their own services. Customers who subscribed to these services could
opt in to use the security toolbar. Users were provided information about the data collected when
downloading the toolbar software, and how it is used exclusively for research purposes, before being
prompted to provide consent to continue. The security toolbar, once installed, provided security
services to the client and collected information about web requests. This data was encrypted locally
and sent back to the security company’s servers. The toolbar was used exclusively with Microsoft
Windows Internet Explorer on desktop or laptop computers. Until recently, IE was still required
within many Japanese businesses and government agencies [29], and as such had a very large
user base in Japan at the time of data collection. The research team obtained this data through an
agreement with the security company, and the sharing of this data received a category 4 exemption
for secondary research by the Institutional Review Board (IRB) at our academic institutions.

The ST dataset is very large, with over a million users. Our analysis focuses on the data collected
between October 2018 and July 2019, and July 2020 and February 2021, which corresponds to the
most recent set of data that overlaps in time with data collected through the SBO, and data collected
at the height of the COVID-19 pandemic, when online activity was reportedly peaking. On average,
the dataset contains 60M web requests per day and 170K daily users. Each record contains the URL
visited, the associated timestamp of when the request occurred, and a randomly-assigned, unique
id corresponding to the user that made the request. No additional demographic information was
collected.

3.2.3 Differences Across Datasets. One key contribution of our work is its generalizability across
two very different user samples. We also draw comparisons with the dataset used by Sharif et
al. [58], which was built on mobile users. While these users were also located in Japan, we expect
significant differences in browsing behavior between mobile and PC users. The two datasets used

1The security company, and its browser toolbar, cannot be referred to by name due to a non-disclosure agreement with the
company.
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Fig. 1. Cumulative distribution of website traffic ranks across the SBO and ST datasets. We bin all sites
beyond 10M in the same “unranked” category, hence the jump on the right of the graph.
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Fig. 2. Distribution of websites visited by category across the SBO and ST datasets. For comparison purposes,
several anomalies were removed from the ST dataset that were related to automatically generated requests
to advertising networks.

in this paper were collected by different types of entities (an academic institution and a private
company), in two different countries with distinct cultures (the United States and Japan), with
markedly different browsing patterns.

Specifically, we find that the rate of exposure is much higher in the SBO dataset and much lower
in the ST dataset compared to previous findings. In the Sharif et al. study [58], 1 in every 999
browsing sessions contained a visit to a malicious URL (see Section 3.1.3 for the definition of a
browsing session). In comparison, the exposure rate is 1 in every 166 sessions in the SBO dataset
and 1 in every 3,324 sessions in the ST dataset. There are several competing hypotheses here.
One explanation is that global blocklists like the GSB are better at identifying malicious URLs

visited by an English-speaking population compared to that visited by Japanese speakers. However,
GSB is still the most widely used blocklist in Japan and we are not aware of the existence of a
Japanese-specific blocklist of a similar scale and complexity. Furthermore, this would not explain
the differences in exposure rates observed between the ST dataset and that used by Sharif et al., both
of which were collected from Japanese participants. An alternative possibility is that participants
in the SBO exhibit riskier browsing habits, possibly as a product of being younger than the older
participants in ST.
In addition to exposure rates, we observe two major differences in the distribution of websites

visited by participants in the two samples. First, browsing in the ST dataset skews towards websites
with a lower traffic rank. Figure 1 shows that the cumulative distribution of visits across traffic
rank is lower for the ST dataset than the SBO dataset for 60% of the traffic. This is likely a result of
Japanese-language websites having a lower average traffic rank globally than their English-language
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counterparts. Given that previous work has shown an association between low-traffic sites and
malicious content [14, 58], we would expect this to dilute the predictive power of the traffic rank
feature.
Second, as evidenced in Figure 2, we observe markedly different distributions in the website

categories visited in the two samples. In the SBO dataset, participants tend to engage in more leisure
activities such as visiting social media, searching, and shopping sites. In contrast, we observe a
much greater proportion of visits to work-related websites such as business, computer, and financial
sites in the ST dataset.
This could be due to ST protecting users from accessing malicious pages, which impacted the

final exposure rate. However, we expect this impact to be minimal as we capture requests before ST
kicks in, which should provide us with an unmodified user browsing behavioral sequence.2

3.2.4 Datasets limitations. There are two fundamental limitations to note before understanding
how we processed and ran our experiments: 1) We do not preclude the possibility that SBO and ST
participants used additional security tools in their browser or system along with our collection tools,
or the fact that they could be using other browsers at the same time, which could impact coverage
of. However, we expect the influence to be minimal: it is unlikely that a user would switch browsers
in the middle of a browsing session; and security tools are generally reactive—i.e., they usually do
not prevent exposure ahead of time, but mitigate the effects of an exposure. Ad-blockers and other
privacy-enhancing technologies might block access to certain malicious resources proactively, but
these resources need to already be in a blocklist, which, per our earlier discussion, still leaves an
exploitation window open for the attacker – our longitudinal measurements allow us to uncover
such effects. 2) Data are collected only on desktop and laptop computers. It is unclear how our
results would translate to mobile devices. However, previous work using mobile data indicates that
behavior-based prediction is feasible [58].

3.3 Feature engineering
We discuss how we engineer the high-level features for the downstream models. These include
assigning a category for each web request, associating the pages with their traffic and PageRank
score, advertisement/tracker identification, and assigning a category to each opened application
(SBO only). These high-level features are incorporated with other low-level features, such as Session
Depth, Session Time, to form our final feature vector for the downstream model (the complete list
of the features can be found in Table 2, discussed in Section 3.4.3).

3.3.1 Categorizing Websites. As previous work has identified, certain categories of websites are
associated with a higher risk of exposure to malicious content [33, 52, 58, 72]. To include this feature,
we assign a category label to each website based on its domain. This process is done through a
domain category classifier adopted from Crichton et al. [14], and the list of categories can be seen
in Appendix B. For the SBO dataset, the 72-category taxonomy follows Crichton et al. [14]. For the
ST dataset, which mostly contains Japanese-based websites, the same taxonomy did not perform
well for our downstream tasks, and we condensed it to a more generalized version with only 49
categories.

3.3.2 Assigning Traffic Metrics. Expanding on the idea of extracting website information, we
supplement each web request with the traffic rank and PageRank score of the website. We obtained
this information from the Open PageRank project, which maintains a list of the ten million most
popular domains. The traffic rank indicates the ordered ranking of the website, while the PageRank
score approximates a search engine ranking score. Since Open PageRank’s rankings are assigned
2The effect is minimal but not zero because ST’s definition of malicious may not perfectly align with GSB’s.
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per website, not web page, we matched the dataset by domain name [17]. For some large websites,
subdomains were included in the list separately (e.g., google.com andmail.google.com). If a matching
subdomain was found, its traffic rank and PageRank were used.

3.3.3 Labeling Advertisements. In addition, we identify if the request was to an advertisement or
tracker URL, as some malicious pages contain a significant number of advertisements [58]. We
check each request against the same-day snapshot of EasyList rules, an open-source ad and tracker
filter, to determine whether the URL would have been filtered on that day [4].

3.3.4 Categorizing Applications. The SBO dataset captures a host of additional system events
besides browsing, including when a user switches between different applications on their computer.
To make this information useful in our models, we assigned each application to one of 53 categories
using the same methods and taxonomy as in previous work [14]. The categories are described in
Appendix C.

3.4 Model and feature representations
We next discuss the models and the corresponding feature representation of browsing sessions.
We first need to be able to (approximately) replicate the results of Sharif et al. [58] for a baseline
comparison. Second, we introduce a new representation of the behavior features and the model of
choices. Third, we introduce additional features, which provide a significant leap in improvement
over the current state of the art.

3.4.1 Model for aggregated representation (baseline). The previous study conducted by Sharif et
al. [58] employed an aggregated representation of a browsing session. This model of user behavior
uses aggregated, session-level metrics to describe a user’s behavior. For example, while each request
in a browsing session is labeled by the website category the request was made to, the aggregate
representation would simply be the total number of requests made to that specific category within
the session This provided an aggregate distribution of website categories visited, but inherently
results in the loss of information—particularly the order websites of different categories were
visited in. The result of this is a 1-dimensional aggregated feature vector that represents a browsing
session. To establish a performance baseline on our datasets, we use a three-layer Convolutional
Neural Network, a close approximation to Sharif et al.’s model. The difference in model architecture
between ours and that of Sharif et al. is the order of the layers connecting to the convolutional
layers. We follow a more conventional approach to use a batch normalization layer and a Rectified
Linear Unit (ReLU) between each convolutional layer [63, 64], and a linear classifier connected to
the last convolutional layer.

We will refer to reported results from the Sharif et al. study as Sharif NN-Baseline. The baseline
models we test on the ST and SBO datasets will be referred to as ST NN-Baseline and SBO NN-
Baseline.
However, the features available in the SBO and ST datasets differ slightly from those of the

previous study. The first difference is that neither the SBO nor the ST datasets captured the number
of bytes transferred while the user was browsing. We also drop the six variables indicating the
operating system (Android, iOS, or other) and browser (Chrome, Safari, or other) used in Sharif et
al., since the ST (Windows, Internet Explorer) and the SBO (Windows, Google Chrome) datasets
are each operating system- and browser-specific. Finally, our website categories (see Section 3.3.1
for details) differ from the 99 categories used by Sharif et al. since we do not have access to the
paid service (Digital Arts) they employed to label their data.

3.4.2 Model for time-series representation. Instead of using a 1-dimensional aggregated feature
vector to represent a browsing session, our approach retains the order of the sequence by leaving
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the features of the requests disaggregated. This inherently preserves temporal information such as
the time between each request, the order, and how users navigated between them. The result is a
2-dimensional feature matrix: the columns are the different features of each request, the rows are
the requests.
There is an abundant choice of models for sequence classification, especially with the rise of

transformer-based models [16]. However, to evaluate the effectiveness of the temporal information
and minimize the performance impact from the model itself, we use a Long Short-Term Memory
(LSTM) model for its simplicity and as a proof-of-concept. Our LSTM models feature a single layer
of 100 hidden units, followed by a linear layer as the classifier. LSTM models using the same set
of features as Sharif et al. [58], although not aggregated to the session level, are referred to as ST
LSTM-Basic and SBO LSTM-Basic, where the ST LSTM-Basic model is trained on the ST dataset, and
the SBO LSTM-Basic is trained on the SBO dataset.

3.4.3 Model for time-series representation with enhanced features. In addition to changing the
model and the underlying representation of the browsing data, we also introduce a set of new
features. We separate these features into two groups: network-level features and browser-level
features. These groups represent the most likely deployment points for such a system, either on a
network (i.e., an ISP or a company’s private network) or within the web browser deployed directly
on the user’s machine. The closer the system is deployed to the user, the more data it inherently
has access to. Browser-level features are only available in the SBO dataset, and therefore, the
results are limited to that sample of data. As such, we test three models that we will refer to as ST
LSTM-Network (trained on ST), SBO LSTM-Network, and SBO LSTM-Browser (trained on SBO).
The new features are summarized side by side with those from the LSTM-Basic model in Ta-

ble 2. Features added to the LSTM-Network models include whether the URL was flagged as an
advertisement by Easylist [4], its PageRank according to OpenPageRank [17], and whether the
user has already visited the domain (not URL) earlier in the session. The browser model comprises
a whole host of additional features available in the web browser, including which browser tab
is being used, the number of other tabs and windows the user has open, and whether they are
using private browsing mode. In addition, we include information about how long (time) and how
many requests (depth) have been made since the user began actively using their web browser,
and even the current browser tab. The model also incorporates browser-generated flags for web
requests that are client or server redirects, and those generated by either the forward/back buttons
or the address bar. The event type feature is a special case for the browser model as it contains
web navigation events (e.g. link, typed, keyword generated, reload, etc.) and non-browser events
(e.g. power on/off, login/logout, lock/unlock, and foreground application changes). Therefore, in
addition to a richer feature set, the browser model also incorporates a greater number of events
into the data sequence used by LSTM, as the basic and network models only have access to web
request information. Finally, since the browser model captures changes in the application that the
user is working with, we also include the application category for application change events. For a
more detailed description of these features, refer to Appendix A.

In addition to the new features, we slightly modified the features used in the LSTM-basic model.
First, we separated the website traffic rank into 10 bins of size 1 million each rather than relying on
a single flag indicating whether the domain is in the top 10 million or not. This allows for greater
differentiation between high-, medium-, and low-trafficked domains. Second, we modified the hour
of the day to use a cyclic function rather than 24 binary flags. This allows the model to capture
trends in browsing across the day, while also acknowledging that browsing at hour ℎ and at hour
ℎ + 1 are unlikely to be very different from each other.
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Table 2. Summary of features used in different LSTMmodels. Website Cateogory is composed of 72 categories
for the SBO and 49 categories for ST

Feature Basic Network Browser

Session Depth ✓ ✓ ✓
Session Time ✓ ✓ ✓
Weekend ✓ ✓ ✓
Hour (24 bin) ✓
Hour (cyclic function) ✓ ✓
Traffic Rank (bool) ✓ ✓ ✓
Traffic Rank (10 bin) ✓ ✓
Website Category* ✓ ✓ ✓
Ad/Tracker filter ✓ ✓
PageRank ✓ ✓
New Domain in Session (bool) ✓ ✓
Event Type ✓
Private Browsing ✓
Current Browser Tab ✓
Browser Tabs Open ✓
Browser Windows Open ✓
Active Browsing Depth ✓
Active Browsing Time ✓
Tab Browsing Depth ✓
Tab Browsing Time ✓
Server Redirect ✓
Client Redirect ✓
Forward/Back ✓
From Address Bar ✓
Application Category ✓

4 Experiment and results
In the following sections, we evaluate the performance of our models. Before diving into the results,
we detail the hyperparameters used for our data and model, and discuss the evaluation metrics in
Section 4.1. We then discuss experiments and results on each of these topics:

• Baseline comparison in Section 4.2
• Performance boosts by our features and models in Section 4.3 and Section 4.4
• Model robustness in Section 4.5 (robustness over time) and Section 4.6 (robustness across
different datasets)

• Feature importance (through an ablation study) in Section 4.7
• Ability to anticipate future exposures in Section 4.8

Finally, we analyze the false positives and negatives in Section 4.9.

4.1 Hyperparameters and evaluation metrics
Table 3 summarizes the hyperparameters discussed in this section. We chose model architectures
and training parameters to reproduce the previous work or based on conventional standards. We
did not aggressively tune the parameters as we find our models robust and performing well without
extensive parameter tuning.

4.1.1 𝑡-day threshold. Figure 3 shows the distribution of visits in the SBO dataset relative to when
a URL is first labeled as malicious by GSB. Working from the left of the distribution, we find a
noticeable rise in visits starting about 60 days prior to being flagged by GSB, an acceleration in
traffic growth around 22 days prior, and a spike within two days of being flagged. After a URL is
labeled as malicious, at day zero, visits immediately drop to only scattered visits thereafter. This is
similar to the trends observed by Sharif et al. at 38 (rather than 60), 22, and 2 days [58].
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Table 3. Hyperparameters used in our experiments

SBO ST

NN LSTM NN LSTM

Data
𝑡-day threshold 2 2
Session cutoff 20 minutes 20 minutes
Undersampling ratio 25:1 10:1
Sequence length - 100 - 100
Model architecture
Layer type 1-d Conv LSTM 1-d Conv LSTM
Classifier type Linear Linear Linear Linear
Kernel size 5 – 5 –
Number of channels 128 – 128 –
Number of layers 3 1 3 1
Number of hidden units – 100 – 100
Training parameters
Loss function Binary cross-entropy Binary cross-entropy
Optimizer Adam Adam
Learning rate 10−3 10−3

Fig. 3. SBO visits to URLs relative to when they first appeared in GSB. Negative values indicate the user
visited the URL prior to it being flagged, positive values indicate visits after being flagged.

Based on the approach taken in the previous study and our experiments on various (2-, 22-, and
60-day) thresholds, we settle on the 2-day threshold (𝑡 = 2) for our main experiments, where we
scored an ROC AUC of 0.990 and an F1 score of 0.830 for ST LSTM-Network. In comparison, the
same model achieves an ROC AUC of 0.991 and an F1 score of 0.795 with a 22-day threshold, and
an ROC AUC of 0.890 and an F1 score of 0.778 with a 60-day threshold. Similarly, Our best model,
SBO LSTM-Browser, reaches an ROC AUC of 0.998 and an F1 score of 0.908 with a 2-day threshold,
an ROC AUC of 0.993 and an F1 score of 0.824 with a 22-day threshold, and an ROC AUC of 0.993
and an F1 score of 0.831 with a 60-day threshold. Indeed, the larger the threshold, the more diverse
the behaviors are in the additional exposed session, which makes it slightly harder for our model
to classify them correctly.

4.1.2 Data split and sequence preparation. To deal with the imbalance between the numbers of
exposed and unexposed sessions, we undersample the unexposed sessions at a 25:1 ratio with
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the exposed sessions in the SBO dataset, and at a 10:1 ratio in the ST dataset where samples are
abundant. We choose undersampling to make the training of the classification computationally
feasible since the original exposure rate is extremely low (see Section 3.2.3). We do not find that
undersampling has a significant impact on the loss of information for the majority class, as we
obtained similar results when undersampling with different random seeds. We also adjust the
weights for each class during training according to the number of examples in the class. The
training and test sets are assigned at random, maintaining an 80-20 split.
We use the last 100 requests leading up to, and including, either 1) the last URL visited in an

unexposed session or 2) the first malicious URL visited in an exposed session. We ignore sessions
that have fewer than 5 requests. We tested sequence lengths of 50, 100, 150, and 200, and 100
requests proved to yield optimal performance. We hypothesize that 100 requests provide enough
information for the model to understand browsing history without introducing too much noise
from early, less-relevant activity.

4.1.3 Evaluation metrics. We evaluate our binary classifiers primarily with two metrics: 1) the
Receiver Operating Characteristic (ROC) curve and its Area Under Curve (AUC) score, and 2) the
Precision-Recall curve and the F1 score, the harmonic mean of precision and recall. Since a binary
classifier outputs an arbitrary real value, a threshold value, i.e., the confidence threshold, or the
decision boundary, between two classes determines the outcome. The ROC curve plots the True
Positive Rate (TPR, or sensitivity) against the False Positive Rate (FPR, or 1-specificity) at different
threshold values, which provides excellent information for evaluating the trade-offs in different
scenarios (whether we want to maximize TPR or minimize FPR). However, ROC results only show
half of the picture, as they do not convey information about the precision or the negative predictive
value, and the performance on imbalanced datasets may appear to be better than it actually is by
looking at only TPR and FPR.
As a very rough average over the three datasets we looked at (SBO, ST, Sharif et al.), 1 in 1,000

browsing sessions overall results in an exposure. If we design a system with a true positive rate
of 95% and a false positive rate of 5%, and this system processes 1,000,000 sessions in a day, we
would expect 1,000 sessions to be truly malicious. Our system would catch 950 of them, which is
good, but would also produce 0.05×999,000=49,950 false alarms, which would completely drown
out the true positives. To have only half of the total number of alarms be valid, we would need to
bring that false positive rate to roughly 0.1% (for the same true positive rate of 95%). Therefore, we
complement ROC curves with Precision-Recall metrics, which focus on a different type of error [57]
by ignoring True Negatives completely.

4.2 Result: Aggregated representation (baseline)
We first compare the results from our NN model trained on the baseline feature set in an aggregated
representation for each dataset, SBO NN-Baseline and ST NN-Baseline, to the results in Sharif
et al. [58]. Figure 4 displays the Receiver Operating Curves (ROC) for SBO NN-Baseline, ST NN-
Baseline, and the results reported by Sharif et al. The 𝑦-axis represents the percentage of exposed
browsing sessions correctly identified, the true positive rate, and the 𝑥-axis displays the percentage
of unexposed browsing sessions incorrectly flagged as exposed, the false positive rate. The ROC
and the area under the ROC (AUC) metrics are commonly used to evaluate classifier performance.
The curves in the figure show that we can reproduce similar (albeit slightly worse) results to those
achieved by Sharif et al. (AUC: 0.913). The SBO NN-Baseline achieves an AUC score of 0.847, and
the ST NN-Baseline produces an AUC score of 0.853. The difference is likely caused by our not
having access to some of the features Sharif et al. relied on, notably the number of bytes transferred
with each request.
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Fig. 4. ROC Curves comparing the performance of NN run on SBO, ST, and that reported by Sharif et al.
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The F1 scores for SBO NN-Baseline and ST NN-Baseline are subpar, they are 0.370 and 0.422,
respectively. Sharif et al. did not report F1 scores, but having had a chance to look at their data,
they were equally low, if not worse. This initial result motivated us to develop better feature
representations and extract additional features for the classification system to be practical.

4.3 Result: Time-series representation
Figure 5 compares the ROC curves for the ST and SBO LSTM-Basic model, which employ a time-
series representation of browsing, to the SBO, ST, and Sharif NN-Baseline. As the figure illustrates,
the LSTM model performs substantially better than the NN-Baseline on both datasets. Specifically,
SBO LSTM-Basic, in the darker blue, achieves an AUC of 0.967 and an F1 score of 0.714, respectively,
a 14.2% and 93.0% increase over the SBO NN-Baseline. Similarly, the ST LSTM-Basic, in darker
green, reaches an AUC of 0.963, and an F1 score of 0.673, a 12.9% and 59.5% increase over the ST
NN-baseline. Since the LSTM-Basic model employs the same set of features as the NN-Baseline,
just in a disaggregated format, the difference in performance can be solely attributed to how the
underlying browsing behavior is represented. This result shows that preserving the temporal
information, e.g., the order in which browsing requests occur, is crucial to this task.

4.4 Result: Time-series representation with enhanced features
The addition of these new features raises model performance to even more desirable levels (AUC
above 0.98). Figure 6a shows the ROC curves for the LSTM-Baseline, LSTM-Network, and LSTM-
Browser models trained on SBO and ST. SBO LSTM-Network achieves an AUC of 0.995 and an
F1 score of 0.847, ST LSTM-Network achieves an AUC of 0.990 and an F1 score of 0.830, both
significantly outperform the corresponding LSTM-Baseline and NN-Baseline models. The LSTM-
Browser model, only available using the SBO dataset, achieves an even higher performance with
an AUC score of 0.998 and an F1 score of 0.908. This represents a 17.8% increase in the AUC score
and a massive 145.4% increase in the F1 score over SBO NN-Baseline.

These improvements are quite stark when examining performance with low false positive rates.
Figure 6b shows the same curves as before, but limited to false positive rates between 0% and 5%.
In particular, the SBO LSTM-Browser model can achieve true positive rates of 88% and 92% with
false positive rates of 0.05% and 1% respectively. Comparing to the previous state-of-the-art [58],
the numbers are 56% TPR at 3% FPR without calibrations from external tools.
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Fig. 5. ROC Curves of NN and LSTM models with the baseline feature set.
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Fig. 6. ROC Curves for LSTM with additional feature sets (Network/Browser features).
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(a) False positive rates 0%–100%
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(b) False positive rates 0%–5%.

While Figure 6a does not show major differences in the AUC score between SBO models using
network-level (AUC: 0.995) and browser-level (AUC: 0.998) features, the features have a substantial
impact on precision and recall. As Figure 6b illustrates, this difference is most pronounced at low
false-positive rates, where the LSTM-Browser model can recall (i.e., correctly identify) 56% of
exposures with near-perfect precision (i.e., almost no false positives) as compared to only 39% in
the LSTM-Network model.

The precision and recall curves for all of our models are shown in Figure 7. The performance of
the models with features in the time-series representation, regardless of the feature set, outperforms
the models with features in the aggregated representation by a large margin. The SBO LSTM-
Browser model’s F1 score of 0.908 represents a marked improvement over the SBO LSTM-Network
model’s F1 score of 0.847.
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Fig. 7. Precision and recall curves for all the models.
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4.5 Result: Model robustness across long time intervals
We already showed that the model with the time-series representation exhibits spatial robustness,
i.e., it performs well on fairly different datasets in SBO and ST. We want to further evaluate if the
model has temporal robustness, i.e., whether we can still successfully identify exposures even when
the model is trained on much older data compared to the time of the exposure. For gaps within a
year, we design a train/test data split to use browsing sessions that occurred towards the end of our
sample (SBO: last 3 months, ST: last month) as test set, and sessions occurring during a moving
window of time before that (SBO: 9 months, ST: 4 months) as the training set. For gaps with more
than a year in the case of the ST dataset, we train the model with data from October 2018 to July
2019 and test it on data in 2020 and 2021. As shown in Figure 8(a), the AUC scores are consistently
between 0.978 and 0.991 as the gap in time increases, and we do not observe a downward trend.
Figure 8(b) confirms this: if anything, the F1 score appears to slightly increase when the time gap
increases (which we attribute to using more data for training: 10 months compared to 4 months).
This shows that behavioral indicators of exposure are robust with respect to time, and frequent
retraining to maintain performance is not required. This is extremely important: even though our
data is a few years old, user behavior changes sufficiently slowly that past data remain highly
relevant for training current models.

4.6 Result: Model robustness across different user populations
In addition to showing that the models are robust against concept drift in time, we also demonstrate
that the models can perform well when running on diverse samples of users. As discussed, the
participants in the SBO and ST datasets come from different countries with their own distinct
culture (the United States and Japan), have different rates of exposure, and exhibit distinct browsing
patterns (see Section 3.2.3) In this experiment, we use the ST and SBO LSTM-Network models that
were on one dataset, but instead test them on the other. To do this, we had to create a one-to-one
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Fig. 8. AUC and F1 score of the model as the time gap between training and test sets increases. (Since we are
considering two separate periods for ST, we do not have data for gaps 150–366 days.)
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mapping between the 49 ST website categories and the 72 SBO categories (see Appendix B for
details).

We find that the ST-train/SBO-test model achieves a very high ROC AUC of 0.994 and F1 score
of 0.843. Meanwhile, the SBO-train/ST-test model achieves an ROC AUC of 0.886 and an F1 score
of 0.435. The weaker performance of the SBO-trained model, particularly in precision and recall, is
likely a result of two factors. First, in mapping the SBO website categories (72) to the ST categories
(49), we reduce the number of features, inherently losing information. However, in the reverse
direction, this is not the case. We will discuss the importance of the website category feature further
in Section 4.7. Second, in training on the SBO and testing on the ST dataset, we are extrapolating
from a much smaller number of observations to a much larger set. As a result, we are not surprised
to see lower performance from the SBO-train/ST-test experiment. However, it should be noted that
the performance is still slightly better than that achieved by the NN-Baseline models. Furthermore,
the high level of performance achieved in the ST-train/SBO-test experiment demonstrates that user
browsing behaviors that are associated with exposure are highly similar across datasets despite the
aforementioned differences between the two samples. This further demonstrates the robustness of
our behavior-based models and indicates that behavioral indicators of exposure are generalizable.

4.7 Result: Understanding feature importance
Understanding how the models correctly identify exposures is equally important to developing
systems with high precision. We run an ablation study by measuring how performance changes
when specific features are removed. In particular, we train the best-performing models for both
datasets (i.e., SBO LSTM-Browser, ST LSTM-Network) with all but one feature removed. The result
can be seen in Figure 9. When a feature is not available in the ST dataset, which is the case for all
browser-level features, the bar is left blank.

Features that are important in both SBO and ST include page rank, traffic rank, and whether the
request is to a new (unseen) website in the session. The page and traffic rank features are among the
most significant features in both datasets. We find that exposed sessions in both datasets typically
include more low-ranked or unranked websites, especially near the point of exposure. As a result,
page and traffic rank features are strong indicators of exposure. In addition, whether the request
is to a new website in the session is also an important feature. The reason is that most points of
exposure arise when users traverse to a new domain, rather than ending up on a malicious page
from other parts of the same website.
There are also features that display different significance between the datasets. The largest

difference comes from the advertisement feature. Overall, we observe very few URLs labeled as
ads in the SBO dataset and a large proportion of them in the ST dataset. The sparse distribution
of ads in the SBO dataset likely prevented the model from identifying as many related trends,
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Fig. 9. Model performance with individual features. Blank fields indicate that the feature was not available.

thus diminishing the significance of this feature. While the lack of ads in the SBO may be a result
of users visiting different types of websites, we believe this is more likely a result of the SBO
capturing data through the browser, which may filter or suppress some of these requests that would
otherwise be captured over the network. On the other hand, the website category contributes more
to the SBO dataset. One explanation is that the SBO dataset simply employs a greater number of
categories, thereby providing slightly more granular information. Alternatively, it could be that
the website categories in the ST dataset are not as accurate since the category classification model
was trained on a predominantly English-language corpus of websites but asked to classify a mostly
Japanese-language one.

4.8 Result: Anticipating future exposure
Although we are able to identify imminent exposure, we find that it is inherently difficult to
anticipate future exposures in a session. To confirm this, we ran a series of experiments that
removed successive requests from the end of the sequences. In exposed sessions, this meant
removing the web request to the malicious URL and those immediately preceding it. Figure 10
shows the model’s performance over the number of requests removed from the end of the sequence.
Even though using the full sequence (100 requests) yields the best performance, we can see that
the last 5 requests in the sequence contribute the most to exposure anticipation compared to other,
earlier requests, and removing the last request in the sequence leads to the largest decrease in
performance. The final request typically has very distinct features in exposed sessions, which
are not previously present in the user’s browsing (e.g., the page has not been visited before, it
is unranked, and its category is new). In short, one can anticipate future exposure throughout a
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Fig. 10. F1 score of the model as we remove successive requests from the end of the input sequence.
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browsing session, but without the same precision. As such, anticipation, as opposed to identification,
is more speculative in nature. Due to the base rate fallacy discussed earlier, this makes the use of
anticipations in a system that actively intervenes to prevent exposure (e.g., by blocking) several
pages ahead of time relatively difficult. However, such anticipations may be relevant for use cases
where one wants to provide feedback to a user about the relative risk as they browse the web,
and, as we demonstrated, a model that intervenes right when the user is about to connect to the
exposed page is highly viable. This experiment also illustrates one of the primary advantages of
the sequential model: it can differentiate between the most recent requests and those further back
in the session’s browsing history.

4.9 False positives and negatives
Just as essential as discerning how the model correctly identifies exposures is understanding the
factors driving incorrect classifications. A classic machine learning problem for classification is
when the model outputs an inference score close to the decision boundary, which is often regarded
as the model being not confident in its classification. From the distribution of these scores, we find
that the model confidently assigns 96% of unexposed sessions a score less than 0.01 and 77% of
exposed sessions a score greater than 0.95. The sessions that fall between are the cases where the
model cannot make as clear a distinction and may result in false positives and negatives. We define
the two original sets (𝑦 < 0.01 and 𝑦 > 0.95) as thresholds for what the model confidently thinks is
benign or malicious, and we compare the distribution of features from those sets to that of exposed
and unexposed sessions that fall between to identify the drivers of false positives and negatives.
We separate the features into three groups: (1) features that are drivers of both false positives

and negatives, (2) features positively associated with exposure that lead to false positives, and (3)
features negatively associated with exposure that influence false negatives. In the first group, those
driving both false positives and negatives, includes domains labeled as streaming, advertising, and
ad redirects. The model strongly associates web requests to these domains with exposure. Exposed
sessions with a low proportion of these requests were often given a low 𝑦, and unexposed sessions
with a high proportion were frequently given a high 𝑦. In both cases, this would typically lead to
incorrect classifications. Similarly, the model associates a higher proportion of requests to pages
ranked in the top 1M websites with unexposed sessions and requests to pages ranked higher than
3M with exposure. Sessions that went against this trend were typically mislabeled.
The second group of features, those driving false positives, consists of visits to URLs offering

rewards and freebies, server-redirected requests, the creation of new browser tabs, and switching
between tabs. The model strongly associates a higher frequency of these requests with exposure.
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As such, unexposed sessions that contained a higher proportion of these requests were more likely
to receive a higher 𝑦, contributing to the generation of false positives. However, we did not observe
the reverse trend affecting false negatives.

The third set of features, those driving false negatives, includes nine website categories that are
associated with unexposed sessions. These categories include news, education, healthcare, finance,
legal, retail, industrial, organizations, and religion. Exposed sessions containing a higher proportion
of requests to these types of URLs were likely classified as being benign. Like before, we did not
observe the reverse trend affecting false positives.

5 Discussion
Our results demonstrate that, with the right representation, behavior-based classification models
have the potential to become a viable tool for protecting users online. In this section, we discuss
the limitations and possible risks of our research, how to position this technology for real-world
use cases, and propose future work that would move this technology forward.

5.1 Limitations
There are several limitations to our findings that are vital to understand before applying these
techniques in real-world scenarios. First, user web-browsing behavior can change due to the
introduction of generational technologies. For example, the introduction of multiple browsing tabs
in the late 1990s changed how people browsed the web over the course of the next two decades [14].
As such, these models will still need to adjust over time, albeit slowly. However, accounting for
changes in browsing behavior over the years is much more preferable than having to adapt to
changes in the threat landscape (e.g., malware signatures), which can evolve hour by hour. Second,
just like any other machine learning solution, out-of-distribution instances are hard to correctly
classify, as discussed in Section 4.9. This is sometimes overcome by additional human supervision
to make the final decision. Third, the effectiveness of network-level deployment depends on the
ability of the network provider. For regular home users, the ISP doesn’t know the full URLs with
HTTPS traffic, so the signal to the model could be weaker. However, this would not be a problem for
network providers with HTTPS inspection capability, such as in private organizations/companies.

5.2 Possible Risks
Our findings also raise some concerns regarding possible deployment risks and adversarial use
cases.

First, as with any application that collects personal data, there is a risk of leaking that information
to unwanted parties. Information contained in URLs, or even in domain names, can reveal sensitive
information about those who visit them. This creates the potential for privacy harm if there is a
breach.
Second, these models open up additional risks of side-channel attacks that could allow third

parties to infer information about the user. Previous work has demonstrated that eavesdroppers on
a network can identify the web pages a user visits by observing timing, delays, and packet sizes in
HTTPS traffic [34, 62]. If processing locally, these models will add additional delay to outgoing
web requests, which could provide further information about what pages the user is visiting and
their level of risk. If run over a network, the size and timing of packets returned to the user’s
machine from the system host may also allow observers to infer this kind of information. These
side channels could further aid third parties in tracking user browsing, fingerprinting the user, and
assigning risk profiles to individuals.

Third, there are several adversarial use cases where a behavior-based model could be abused. For
example, suppose our model is used to identify high-risk users within an organization to allocate
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more security resources or training. The same tactics could be employed to penalize these same
users. On a broader scale, it is not much of a stretch to envision an individual’s risk profile being
compiled and then used to determine access to certain services, charge them different prices, or
assess fault in the event of a breach. In another case, behavior-based classification could be used
to aid perpetrators of censorship. By redefining “malicious content” to include sites that a censor
deems unsavory, our methods could be used to better prevent access to these sites and identify
new content to block. However, this assumes there are common patterns to visiting these types of
sites that behavior-based models could pick up on. This likely depends on the type of content the
censor is aiming to block, but further research is warranted. In a final adversarial case, we believe
that it is likely that behavior-based models could be used to fingerprint and identify users across
browsing sessions. Previous work has shown that a user’s browsing is fairly unique and does not
conform to the concept of an average user or groups of users [14, 70]. Using similar methods to our
own, it is possible that third parties that can observe web traffic on a large scale, like advertisement
networks or internet service providers, could identify users without the use of other tracking tools.
This raises significant privacy concerns that should be investigated further.

5.3 Use Cases in Security Applications
With these limitations and risks in mind, we now turn towards possible security applications
where these methods could be deployed. The differences in performance of our models indicate
that different approaches will be more useful for certain applications than others. We break these
use cases down into four primary areas: 1) those that directly intervene in the course of a user’s
browsing, 2) integration into other security tools, 3) deployment across an organization’s network,
and 4) individualized models for users of different risk tolerance levels.
The first set of use cases is those that interact directly with the user to protect them as they

browse. With each new web page a user visited, such a tool would monitor a user’s behavior and
classify requests as they were made. This information could be presented to the user as they browse,
providing continuous feedback on their level of risk. Alternatively, the tool could operate in the
background and, upon reaching a specified threshold, trigger an intervention. Since a user-facing
system like this would require a low false positive rate, our results indicate that it would be better
deployed locally in the user’s browser.

However, as we briefly discussed in Section 4.2, this system is only practical when it can achieve
an extremely low false positive rate. The level of performance our best model, SBO LSTM-Browser,
achieved (92% TPR at 1% FPR) borders on the stringent conditions that would make this system
feasible for general use.
This leads to the second set of applications that, even if the accuracy of the model does not

meet the more stringent thresholds, could still provide an immediate security benefit. In these
cases, feedback from behavior-based models could be integrated into other security measures like
anti-virus software. Armed with a real-time indicator of a user’s browsing risk, these tools could
modulate their own behavior, ramping up security measures in risky situations and lowering them
as users returned to safer territory. This would enable tools to provide the same services while
consuming fewer computational resources and interfering less with the user’s operation of their
device. Another application of behavior-based classification is to supplement malicious website
detection, as positive classification by the model could flag a given website for further investigation.
This could serve as an early warning system for blocklist providers and other detection mechanisms.

The third set of applications would be those deployed within an organization as opposed to
those used to protect everyday internet users more broadly. Private companies and government
agencies—particularly those in the defense, energy, and financial sectors—place a much higher
premium on security than the average user. The cost of a single compromise is often much higher
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for these types of organizations. As a result, they are more willing to accept a higher false positive
rate if that means there is a lower chance of a breach. Therefore, an intervention system as described
in the first use case could be well suited for these environments, even if it is insufficient for general
use. In addition, deployment of this technology could also be used to assess vulnerabilities within
an organization. Evaluating the browsing behavior of employees could be used to identify areas of
risk, allocate security resources accordingly, and target additional security training where required.

Lastly, the model proposed in this paper was trained on the browsing activities and the exposures
of all users. On the one hand, in doing so, it can provide better coverage to identify different types
of exposure. On the other hand, it is not tailored to users with different risk tolerance levels. For
example, a cautious user may want to be notified when a page is considered malicious with respect
to all kinds of threats, while another user may be well-trained to identify phishing scams and may
want to be notified only when the page serves, e.g., a drive-by download. To achieve such a finer
level of granularity, an organization could fine-tune the models with specific types of exposures
based on users’ preferences.

Performance aside, other factors may influence the deployment decision. For example, in-browser
deployment might be more desirable from a privacy standpoint, and network-level deployment
might be more desirable if reducing local computation cost is a concern.

5.4 Future Work
To bring this technology closer to deployment, several technical improvements should be evaluated.
This includes refinement of the core features necessary to identify exposure. In particular, the
category of a website, which was one of the most important features in our models, could be greatly
improved upon. The accuracy of these categories is one opportunity for improvement, as well as
the way they are modeled. For example, instead of single labels, using multi-label categories may
be a more robust approach. In addition, further study of performance across a variety of devices,
languages, and cultures is needed. Future work should investigate how tailoring these models to
specific environments, risk preferences, organizations, and individuals affects performance.

While browser warnings and interventions have been well-studied, the proactive nature of our
models creates new possibilities. Examples include providing real-time feedback about the risk to
users as they browse, or silently throttling a connection when a user enters a riskier territory. It is
not clear how effective these interventions might be and how they might compare to traditional
warnings.

There are also opportunities that extend beyond exposure to malicious content where behavior-
based models may be helpful. It may be possible to identify when users are exposed to other online
harms like violations of privacy and misinformation. In addition, understanding what “normal”
patterns of user browsing behavior look like could enable better detection of bots and other non-user
web traffic.

Despite the effectiveness of the sequential representation of user behaviors and the additional
features, we believe the performance could be further improved with a more expressive model,
such as a transformer. We leave the implementation of such a model to future work.
Finally, numerous policy questions should be considered. For example, if behavior-based se-

curity systems were deployed at scale, what would be the cost of implementation? How would
network congestion and browsing speeds be affected? What are the costs of false positives, and are
there websites or users that would be disproportionately affected? Would additional regulation
be required to mitigate or prevent adversarial uses of this technology? These considerations, of-
ten investigated only after a technology is deployed, are vital to address proactively and require
additional interdisciplinary research.
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6 Conclusion
Behavior-based modeling for detecting exposure was proposed to mitigate the gap between ma-
licious content creation and detection that blocklist-based mechanisms suffer from. However,
limitations to the effectiveness and the robustness of the current state-of-the-art models hinder
their use in helping protect users online. This study represents an important step in bringing
behavior-based security mechanisms closer to a deployable solution by developing a model that
greatly outperforms that of previous work and by shedding light on how certain behavioral factors
contribute to exposure.
Our proposed model leverages a time-series representation of user browse behavior to capture

temporal ordering that has not been employed for behavior-based detection models before. Build-
ing on this representation, we introduced additional features that, together with the time-series
representation, greatly improve performance compared to previous work. This includes a 93% to
145% increase in F1-score and a 15% to 18% improvement in AUC. In addition, we demonstrate
that the proposed models are robust over time and across datasets of disparate users. We assess
the importance of different features and the factors behind incorrect classifications to aid system
explainability. We then provide a detailed discussion of the limitations of behavior-based models,
the corresponding risks for their use, potential applications in security, and opportunities for future
work.
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A Additional LSTM Features
Additional LSTM Features

New Site in Session: A indicator of whether the user has visited this site earlier in the same browsing
session. If the user has returned to a given website more than once in the course of a browsing
session then it is unlikely to contain malicious content.
Year : Since attacks, and browsing patterns to a lesser extent, change over time and the SBO dataset
covers four years of browsing, we capture the year that the browsing occurred using binary flags.
Event Type: In the SBO dataset, we have access to a range of user behaviors beyond web requests.
Data available includes detailed browsing information like the type of web-request triggering event
(e.g. link, bookmark, reload, subframe, etc.) or the creation, activation, or closing of a browser tab.
In addition, non-browsing events include user interactions with a non-browser application, logging
on and off, and powering the machine on and off.
Private Browsing: Previous work has found that while private browsing does help protect certain
aspects of privacy, a commonmisconception is that it also affords additional security protections [23].
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We hypothesize that users may enable private browsing when they know they engaging in riskier
browsing. This is indicated by a binary feature in the model.
Current Browser Tab: We hypothesize that patterns in how users employ multiple browser tabs, and
how websites automatically open up new tabs to display additional web page content can play a
role in exposure. For example, many free streaming websites use pop-ups which force a user to
engage with the potentially malicious content before allowing them to watch a video [52]. This is
captured using a vector of 50 binary flags, the maximum number of different tabs that could be
employed in a 50 event sequence, that represent which tab is actively being used.
Tabs andWindows Open: The total number of browser tabs andwindows currently open on the user’s
machine at each point during the browsing session. Rapid increases in the number of open tabs
and windows may indicate anomalous behavior such as a site automatically spawning additional
web pages.
Active Browsing Depth and Time: The number of seconds and events since the user last switched to
their browser window.
Tab Browsing Depth and Time: The number of seconds and events since the user last switched to
the currently use browser tab.
Navigation Qualifiers: These four variables indicate whether the user’s navigation was initiated by
1) a user’s interaction with the address bar, 2) the forward or back buttons, 3) JavaScript or meta
refresh tags on a web page, or 4) redirects caused by HTTP headers sent from the server. This is
of particular interest to capture navigations that were triggered automatically by the server or
embedded code which could link the user to a malicious page without their direct action.
Application Category: Visits to malicious websites can also be triggered from outside of the browser.
Two common examples are social engineering attacks received through an email or instant messag-
ing tool and malicious code embedded in downloaded software. To capture these attack vectors,
the 53 application categories, summarized in Appendix C, are each represented by a binary flag.

B Website Categories
Each website in the SBO and the ST datasets were assigned a category (see Section 3.3.1 for detail).
Table 4 summarizes the 66-category and 49-category taxonomy used in the SBO and the ST datasets
respectively, along with the mapping between the two.

C Application Categories
The application categories used in the SBO LSTM-Browser model are shown in Table 5 . These
categories were based on those used in previous work [14].
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Table 4. Website categories across datasets.

Mapping SBO ST

Art Performing Arts
Visual Arts

Art
Photography

Business Business
Crowdworking
Job Search
Productivity

Agriculture
Business

Computers CDNs
Computers
Electronics
Open Source Content
Programming

Computers
Software
Web Development

Cultural Cultural Cultural
Education Education Education

Universities
Financial Financial Financial
Food & Drink Food & Drink

Entertainment
Food
Restaurants & Bars

Gaming Gambling
Gaming

Gaming

Government Government Government
Local
Politics

Health Alternative Health
Healthcare
Mental Health
Reproductive Health
Senior Health

Dentistry
Healthcare
Medicine

Home & Garden Family
Home & Garden

Home & Garden

Industrial Industrial Construction
Industrial

Legal Legal Legal
Leisure Hobbies

Leisure
Leisure

Literature Anime & Comics
Literature

Literature

Marketing & Ads Advertising
Ad Redirects

Marketing & Ads

Movies & TV Movies & TV
Streaming
Celebrity

Movies & TV
Entertainment

Music Music Music
News & Media News & Media News & Media
Organizations Organizations

Philanthropy
Organizations
Clubs

Outdoors Outdoors Outdoors
Personal Pages Personal Pages People

Personal Pages
Pets Pets Pets
Real Estate Real Estate Real Estate
Religion Religion Religion
Science Alternative Science

Humanities
Science
Social Sciences

Science

Services Classifieds
Services

Services

Shopping Shopping
Rewards & Freebies

Clothing
Shopping

Internet Adult
Communication
Email
Online Entertainment
Reference
Search
Social
Web Portal

Internet

Society Genealogy
LGBTQ+
Dating
Social Issues
Subcultures

Society

Sports Sports Sports
Travel Travel Accommodation

Hotels
Travel

Unknown Unknown
Vehicles Vehicles Vehicles
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Table 5. Hierarchical category structure for labeling applications that participant’s used on their computer.

Category Types of Applications

Adult Pornographic videos and games
Animation and Comics Manga readers, animation tools
Audio Editing Audio and music editing
Business Billing, payroll, accounting tools
Computers and Programming Program editors, IDEs, debuggers
Communication Email, chat clients, video conferencing, e-cards
Connected Devices Printers, scanners, USB devices
File Sharing Torrents, download managers
File System and Storage File explorer, cloud storage, file transfer
Finances Investment tools, cryptocurrency wallets
Food and Drink Recipes, cooking instruction
Hobbies Drone software, amateur radio, music tools
Home and Garden Home design, 3D designers
Gambling Casino applications, betting tools
Gaming Video games, streaming software, mod editors
Image Editing Photo viewers, photo editors, graphic design
Install/Uninstall Installing and uninstalling programs
Lifestyle Fitness, calorie trackers, wearables
Literature E-Readers
Media Player Adobe Flash, video players
Navigation Start menu, search
News and Media News articles, weather apps
Notifications/Popups Notification windows
Office Tools Text, word, spreadsheet, and presentation editors
Productivity Productivity utilities, data analysis software
Reference Maps, dictionary and thesaurus
Remote Connectivity Remote desktop, SSH tools
Science 3D Modeling, scientific imaging and sensors
Security Antivirus, malware removal tools
Shopping Retail portals, discount tools, app stores
Social Social media desktop applications
Social Science Decision and simulation tools
Streaming Netflix, Hulu, Spotify desktop applications
System Configuration Display, audio, power, and network settings
System Repair Data backup, data recovery, system recovery
Unknown Typically unreadable sensor information
Video Editing Video editing, media converting or burning
Web Browsing Chrome, Firefox, Internet Explorer, Opera, Tor
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