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Abstract. Physical cash is vulnerable to rising threats, such as large-scale, gov-
ernment-mandated forgeries, that digital cash may protect against effec-
tively. We study mechanisms to combine physical cash with digital cash to re
move their respective shortcomings and obtain their combined advantafge
discuss initial mechanisms and examine their cost and benefit trasle-off
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1 Introduction

We consider the problem of monetary forgery by an extremelygsful adversary, such
as a hostile government. Government-scale monetary fpjéfers from traditional
forgery perpetrated by organized crime in scale, motivatand perception. A coun-
terfeiting government has access to manufacturing resswand capabilities that can
be considered equivalent to that of the national bank whaseiecy is being faked.
Further, the forged bills may be used to finance hostile ety such as weapons
purchases or terrorism sponsorship. As a result, targetedtiges may be willing to
consider relatively expensive defenses against goveramandated forgeries.

The core contribution of this paper is to introduce and aetlihe main technical
and economic challenges that stem from the design and deplatyof possible coun-
termeasures against government-scale monetary forgery.

An approach to preventing forgery of physical cash is to domlit with digital
cash, yieldingphysical digital cashPhysical digital cash consists of regular bills in
which the issuing government embeds an easily verifiablptagyaphic value. The
goal is to devise a monetary system resilient to forgeryctvpreserves the usability of
existing cash and does not require drastic changes to thgnexmonetary infrastruc-
ture.

Physical digital cash presents a number of design tradebeffween the security
properties achieved, the technological complexity ingdlvand the economic costs in-
curred. We explore these trade-offs by discussing seaaifyirements, comparing dif-
ferent proposals, and examining possible attacks agaysigal digital cash.

2 Physical Digital Cash Requirements

The macroeconomic impact of monetary forgeries remaindl simayed US dollar pro-
duction would have to increase by a factor of 200 comparetiéactirrent amount of
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forgeries in circulation to have a 1% impact on the US inflatiate [1]. Thus, to justify
any drastic changes to the current approach of physicatisecombined with police
intervention, the marginal cost of physical digital casbudd be tightly constrained -
that is, digital extensions required for physical bills sliimpose a negligible overhead
over current production methodsifiple upgrade Moreover, people are generally con-
servative when it comes to currency, and tend to resistidiesinges when they do not
perceive any added value. Hence, physical digital cashldlpyasent only aninimal
cost to the usere/hile at the same time providing tangible benefits.

In terms of usability, physical digital cash should provitie sameuniversal use
characteristics as current physical cash, offering ex¢reiggedness and enabling ex-
change without any digital devices. A single physical digi&ash bill should also be
reusableonce it is passed from one owner to another. This is in cartivatigital cash,
which is used only once, then destroyed.

To be resistant to any type of counterfeit, physical digiah should béorgery-
proof, that is, it must be computationally infeasible to creatks biith new denomina-
tions or serial numbers. Physical digital cash must alsarenseless duplicatigrthat
is, it must be impossible to duplicate an existing bill andegssfully cash both bills.
In addition, bills must beniversally verifiablefor instance by using a commodity elec-
tronic verification device, such as current camera-equifgmeart phones. Finally, one
of the most salient features of physical cashrienymity Even though banknotes do not
ensure perfect anonymity [5], physical digital cash shquiti/ide a level of anonymity
equivalent to that provided by physical cash.

3 Physical Digital Cash Techniques

We consider a number of techniques for designing physiggtiadicash, including novel
proposals. We evaluate both the advantages and disadearddgach system. While
none of the techniques perfectly meets all requirementmedtin Section 2, they rep-
resent interesting and useful building blocks for futurggital digital cash schemes.
Barcode signatures. To keep all the properties of existing physical cash whilersjth-
ening the design by cryptographic primitives to make foygempossible, the issuing au-
thority can sign the sequence numbeand denominatio® of the bill with its private
key Rgov. TO preserve the ruggedness of physical cash, we proposettecethe digital
signature on the bill using a 2-D barcode, e.g., PDF417 [db&dding such signatures
maintainsuniversal usemakes billsforgery-proof and can beuniversally verifiable
using for instance smart phones with barcode reader saftwae manufacturing tech-
nology for adding a barcode is trivial, making itsample upgradédo the production
process. Finally, a physical digital cash bill does not aamtnore information than a
traditional bill: the signature itself can only be used toifyethe authenticity of a bill.
Thus, the proposed scheme satisfiesreusabilityandanonymityrequirements. How-
ever, used alone, signatures cannot enforceitfedess duplicatioproperty. Indeed, a
duplicated bill would have the same serial numiiemd denominatio® as the original
(valid) bill, so that the signaturgN, D}r,, would remain valid.

1 This property does not necessarily imply that duplicating a physical digatg bill is impos-
sible, but merely that the duplicated bill should be useless.



RFID-based protection. An alternative solution, which was once considered for Euro
bills [8], is to embed RFID chips in bills. Using an RFID chiffers two primary ad-
vantages over 2-D barcodes. First, an RFID chip can perfoniteld computations and
can even interact with a reader. Second, while 2-D barcogeead-only, some RFID
chips have writable memory. Assuming tamper-resistanDREHips (an assumption
we cannot make given current technology), this solutioneriorce all desired secu-
rity properties, using a per-bill public/private key pdif.[However, RFID chips are less
tolerant of daily wear and tear and extreme environmentadlitions than the original
bill, and may not satisfy theniversal useequirement. Also, RFID readers have yet not
yet penetrated the consumer market, preventimgersal verifiability and embedding

a computational device in each bill would significantly edise cost per bill, preventing
asimple upgradelLast, RFIDs may be remotely read, which could raise nunsenew
vulnerabilities [1].

Physical one-way functions. The useless duplication property can be enforced by
making each bill structurally unique (physical one-waydiion). This can be done by
randomly sprinkling bits of optical fiber in the fabric of dralbanknote [7], or by using
magnetic polymers [3]. The issuing authority can numeljaahcode the bill's unique
structure, digitally sign the resulting value, and print aamine-readable version of
the signature on the bill. The unique physical structurergamésduplication and the
signature make billsorgery-proof

Three important problems remain open, however, regardiefise physical one-
way function used. First, the manufacturing cost of sucls i hard to assess, but
probably does not satisfy ogimple upgradeequirement. Second, fibers or polymers
may break or get dirtied easily, resulting in genuine bdli$ifig the verification process.
Third, the equipment needed to verify such enhanced biliké$y to be too high an
investment for most merchants, let alone individual ugdosvever, as we discuss later,
physical one-way functions may be useful in conjunctiorhveither techniques.

Centralized verification. To make duplication more costly for counterfeiters, the
central issuing bank can keep a database of issued serilemanvwhen a bank receives
a note for deposit, it consults the database to verify thas#rial number is legitimate
and has not already been deposited elsewhere. Similarligshaform the central bank
of the serial numbers of notes that leave their control. &this approach can be applied
to unmodified physical cash, it retains the benefits of engstiash. Everanonymity
remains, since serial number data is already availableeantmber banks.

The major drawback of the method is that it imposes costs ercémtral bank,
which must maintain the serial number database, as well #ssomember banks that
must constantly monitor and report on the serial numbersrigigt and leaving their
control. In addition, forged and duplicated bills remairdatected until deposited.

Online verification. Ideally, we could achieve instant detection of duplicatesh
that no one would accept a duplicate bill. This could be donarbonline verification
scheme using a decentralized database that associatekikaderial number with a
cryptographic “lock bit”. Once a bill is locked, only the cant “owner” of the bill can
unlock it. To transfer ownership of a locked bill, the cuitreavner cryptographically
unlocks it and allows the new owner to lock it. Participarga check the current state
of a particular bill's lock bit and refuse to accept a lockéd b



We describe an online verification scheme that preservesyamity and handles
legacy users in our technical report [1]. The key idea is imnathe current owner of a
bill to lock it using a one-time public/private key pair. $ua key pair may be generated
by choosing a (private) random number and computing itsligutash value. The bill
is locked under the public value until the owner asks the baniklock the bill to pass it
on to a different user. The unlock operation is authorize@toyiding the owner’s pri-
vate value. Because the cryptographic material is not teasmss bills or transactions,
tracing users is difficult, so that the scheme provides regse anonymity.

The whole exchange assumes that users are able to contdeartkeduring the
transaction, using for instance a cellular phone. “Legacsérs unable (or unwilling)
to be online can only use unlocked bills. The size of the degalof locking materials
is non-trivial, but it remains smaller than that of giantatsses like web indexes, and
therefore appears manageable. More importantly, the esienmsts associated to the
deployment and maintenance of such a online database whurrdorer investigation.

Such a scheme could achieve all of the desired propertigils,omie key assump-
tion: the central bank has to be able to distinguish a duigifram a real bill through
some, possibly costly, secondary verification process.iristance, the physical one-
way functions described above could assist in the verifiogirocess on the bank side.
Used as a back-up verification system, physical one wayifumetio not need the same
level of robustness as when used as the primary mechanisraverp duplication.

4  Security Analysis

The various techniques outlined above for implementingsa} digital cash raise a
number of questions regarding possible vulnerabilitieghyfsical digital cash.
Compromised private keys. If the private keyRyo, used for signing the bills is com-
promised, then physical digital cash is no longer forgeyefy and the security level
degrades to that of physical cash. Replacing keys is eassetriling bills signed with
the compromised key may be problematic. One approach ietmasy different private
keys, and only sign a relatively limited number of bills wahgiven private key. This
can for instance be implemented with forward-secure digitmature schemes [2].
Fake signatures. Setting cryptographic attacks aside, fake bills may beypced with
missing or incorrect digital signatures. A missing signatis easy to notice, but, in
the absence of scanning equipment, there is no obviousl\dstanction between a
good and a bad signature. Worse, the visible presence oftaldignature (e.g., a 2-D
barcode) may convince users that the bill is good, even thotlger physical indicators,
e.g., the quality of the paper, or the absence of a watermaai(,be questionable.
Rogue financial institutions. One whole class of attacks can be characterized as
“money laundering,” that is, in our context, exchangingefddills for good bills. For
instance, a dishonest merchant may try to pass on bad bitisstomers. This type of
attack already affects the existing physical cash netwamld, the defense for physical
digital cash is identical: individuals should check biley are given.

A more elaborate version of money laundering involves aach#r colluding with a
rogue bank, which cashes counterfeited bills produced &gttacker without checking
them. Then, the counterfeited bills are sent to the bank'seagy exchange office,



where they are exchanged for good foreign currency billsmftmsuspecting tourists.
As long as bills are not verified, they may travel in the netwddonitoring banks is
a plausible countermeasure against such an attack. Cothfmatke large number of
bill users, there are relatively few banks in the world, s@atralized authority (e.g.,
a treasury department) could monitor them effectively.dR¢@vents [6] indicate that
such monitoring already exists in practice.
Localized injection. Massive, localized, injection of forged notes can causmger
economic problems if the forgeries cannot be immediatetgated. For instance, an
attacker using a plane to drop millions in fake currency @veretropolitan area could
significantly damage the local economy, with a ripple effatthe national economy.
The only way to counter such an attack is to make the fake inilfgossible to
spend; that is, to ensure that bills can be immediately eekifind that useless duplica
tion can be readily enforced. Conversely, any method ragugxpensive verification
devices will have the adverse effect of letting the fake nydnavel in the network for
a longer time period, and possibly to be spent multiple tirdesong the techniques
we discussed in this paper, inexpensive online verificatmurpled with a 2-D barcode
signhature seems more robust against this type of attackaitenmative proposals.

5 Conclusion

To significantly strengthen current bills against governtyeeale monetary forgery, we
propose to augment bills with cryptographic material diseembedded in the bill.
None of the techniques we investigate or propose, when usisdlation, satisfies all
the properties we would like to enforce. However, a comlbamadf these techniques
— for instance, coupling our online verification protocotiwbarcode signatures (with
physical one-way functions serving as back-up) — comesalese to implementing all
of our requirements. By driving forgeries back to the bankigk]y, an online system
should work very effectively as a deterrent against cotieitérg, even in the absence
of wide deployment. In that respect, a deeper considerafitite economics at stake in
the deployment of counterfeit-resistant bills warrantsHer research.
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