95-702 Organizational Communication & Distributed Object Technologies                                       Carnegie Mellon University

Exam 2 November 15, 2007                Name   ______________
There are 43 questions. Each is worth one point unless it is otherwise marked.
For “fill in the blank” questions, write the best answer. For true or false or multiple choice questions, circle the one best option.

(1) The standard language for describing a web service interface is WSDL. 2 Points 
(2) WS-I is an organization that focuses on web service interoperability. 2 Points
(3) It is intended that a SOAP message can be passed via intermediaries on the way to the computer that manages the resources to be accessed and that higher-level middleware services such as transactions or security may use these intermediaries to perform processing. 2 Points
(4) Any URL is a URI. True False
(5) Any URI is a URN. True False
(6) An ISBN number is an example of a URN. True False
(7) A service may be designed to take as input a URN and produce as output a URL. True False
(8) The SOAP specification defines a scheme for using XML to represent the contents of request and reply messages as well as a scheme for the communication of XML documents. 2 Points
(9) WSDL is more appropriate than XSDL for describing the structure of a single XML message. True False

(10) XSDL is more appropriate than WSDL for describing message exchanges. True False
(11) In WSDL, the term “porttype” means roughly the same thing as an object-oriented “interface”. True False

(12) Figure 1 is WSDL. True False

(13) A directory service for use with web services is UDDI. 2 Points
(14) The name GRID is used to refer to middleware that is designed to enable the sharing of resources such as files, computers, software, data and sensors on a very large scale. 2 Points
(15) WS-Addressing is a specification that describes how addresses are incorporated into SOAP messages. 2 Points

(16) Figure 2 is a web service interface. The GraphicalObject will be returned by the getAllState() method as a WSDL document. True False 
(17) Figure 2 is a web service interface. The GraphicalObject will be returned by the getAllState() method as a SOAP document. True False
(18) The WS-Addressing specification describes how the endpoint address can be included in a SOAP header. 2 Points
(19) On the course slides there was a working demonstration 

     Showing


  a. A C# client making a Java RMI call to an entity EJB


  b. A C# client making a CORBA RMI call to a CORBA ORB


  c. A Java JVM loading a .NET marshal by value 


     object


  d. C# code interacting with a Java rmiregistry


  e. a Java client calling a .NET web service
 (20) The .NET runtime environment has a Singleton server side 


 object that

a. is brought into memory to service a single call and is then freed by the system. Another call on this object is not possible.

b. is brought into memory to hold the state associated with a single caller. The state is not freed for this caller until the caller times out or issues an exit() command.

c. is client activated and the client controls the lifetime of the object. If the client makes timely calls then the server renews the lease on the object.

d. is brought into memory once and is then used to serve multiple users.

e. is brought into memory to service a single call and is then freed by the system. Subsequent calls on this object cause it to be brought into memory again. It’s freed after each call.

(21) In .NET remoting, a client activated object usually 

     has a lease that may be renewed on subsequent calls. 2 

     points
(22) For message passing, both Java RMI and Web Services use a binary serialization. True False
(23) For message passing, both Java RMI and Web Services use a UNICODE serialization. True False

(24) The Web Service standards make no provision to support callbacks or event notification. True False
(25) In the distributed chat server that we just completed, the rmiregistry was queried by the server to find the remote references to each client callback. True False
(26) In the distributed chat system that we just completed, all the messages were written to the wire in XML. True False
(27) A web service usually returns references to Java RMI remote objects. True False
(28) The asynchronous distributed chat that we wrote in the most recent homework implemented the “publish-subscribe” paradigm. True False.

(29) A UDDI registry would typically contain many WSDL documents. True False 

(30) Suppose a large group of scientists need to access a huge data repository distributed over many systems. They might employ
a. The Globus toolkit

b. Bluetooth

c. ftp

d. http

e. telnet

(31) Which of the following is not a characteristic of the World Wide Telescope?

a. Data is collected by scientific instruments.

b. The data is stored in archives on a set of separate sites whose locations can be anywhere in the world.

c. The data is managed by a single organization.

d. An immense and increasing quantity (terabytes or petabytes) of raw data is generated from the instruments.

e. Programs are used to calibrate and catalogue the raw data.
Short answer essay:

(32) Consider steps 1 and 2 in Figure 3. Explain what is meant by NA ? 2 Points
Nonce – a number to be used once
(33) Consider steps 1 and 2 in Figure 3. Why is NA sent back to Alice in step 2? 2 Points
Authenticate Sarah
(34) Consider step 2 in Figure 3. Note that Sarah sends {KAB,A}KB to Alice. What is meant by this piece of notation? 2 Points
The session key and Alice’s ID are encrypted with Bob’s
Key.

(35) Consider again step 2 in Figure 3. Note that Sarah sends {KAB,A}KB to Alice. Briefly discuss the lifetime of KAB and
contrast this to the lifetime of KB. 2 Points
KB is long lived – Bob’s private key.
KAB is a short lived session key.
(36) What problem is Figure 3 trying to solve? Briefly discuss.

      2 Points
it establishes a shared secret between Alice and Bob 

(37) Why can’t Figure 3 be used on the wide open World Wide 

     Web? 2 Points
     Sarah would have to know too many keys.
(38) Consider step 5 in Figure 3. Note that Alice sends   

{NB – 1} KAB to Bob. What type of attack is the protocol attempting to stifle by forcing Alice to perform arithmetic on NB? 2 Points
This prevents a replay attack by forcing Alice to
Prove that she has the session key.

(39) Suppose the protocol in Figure 3 is now complete. Alice would like to send the message M to Bob. Use the notation from Figure 3 to describe what Alice will place on the wire. 2 Points
{M}KAB  or  {M,A}KAB  
(40) Symmetric keys can be used for digital signatures. Discuss a possible drawback to this approach. 2 Points
Any verifier can sign with the same key. 

      Sharing the same key is a drawback.
(41) With respect to TLS and server authentication, what type of attack are we trying to stifle by using digital certificates? 2 Points
A Man – in the middle may try to substitute his public key

for the real one. The certificate vouches for the authenticity of the key. 
(42) Which of the following is not a property of a secure digest function h = H(M)?

a. Given M, it is easy to compute h.

b. Given h, it is easy to compute M.

c. Given h, it is hard to compute M.

d. Given M, it is hard to find another message M’, such that H(M) = H(M’).
e. It is possible for two messages M and M’ to have the same hash values. That is, it is possible that H(M) = H(M’) for some M and M’.

(43) For a Java application programmer to use SSL sockets, she must be skilled in all of the details of the SSL protocol itself. True False
     Figure 1
struct Person {


string name; 


string place;


long year;

} ;

interface PersonList {


readonly attribute string listname;


void addPerson(in Person p) ;


void getPerson(in string name, out Person p);


long number();

};
Figure 2
import java.rmi.*;

public interface ShapeList extends Remote {


int newShape(GraphicalObject g) throws                                                      RemoteException; 

int numberOfShapes()throws RemoteException;


int getVersion() throws RemoteException;


int getGOVersion(int i)throws RemoteException;


GraphicalObject getAllState(int i) throws                                   RemoteException;

}
Figure 3 Needham-Schroeder
1. A -> S:    A,B,NA
2. S -> A:   {NA,B,KAB,{KAB,A}KB}KA
3. A -> B:   {KAB,A}KB
4. B -> A:   {NB}KAB
5. A -> B:   {NB – 1} KAB
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