Improved Privacy Filters and Odometers: [ ime-Unitorm Bounds in Privacy Composition

Justin Whitehouse™, Aaditya Ramdas™, Steven Wu*, and Ryan Rogers”
*Carnegie Mellon University, ~ LinkedlIn

°rivacy Composition: Limitations and a Solution Fully Adaptive Composition via Privacy Filters General Odometers via Stitching
* Advanced composition results allows analysts to adaptively select
private algorithms to run while maintaining privacy [ |, 2, 5]. Filter Theorem (Informal): Suppose we have a sequence of Stitched Odometer (Informal): Given a sequence of
* However, analysts cannot adaativey piCk privacy Darameters. a|g0rithms which are andjtjong//y (Gn’ 5n)_p DP where (Gn) aNnd (én)are | " . Ji Iy é ) oDP dq
o Privacy Filters/Odometers allow analysts to adaptively choose adaptively chosen. Fix € > 0,6 = &' + 8" > 0. Define the times T and ?sg—Orlgf m;\'N "6 are conditionatly €n’. n)- P an
:>r|vacy parameters to meet a desired privacy level. T, by =0+ 0" >0 the sequence (U,) given by
* Existing filters only apply for special cases (e.g., probabilistic DP " i , ,
3], Rényl DP [4]), and are looser than advanced composition. T,:=infdneN:e<_ [2log <_> Z €2 + — Z € ¢, U =17 [Zgiz) [10g10g[ ziine' ]+07210g (52>]12 st ooly
» We eliminate the limitations by designing essentially tight filters 0’ m<ndt | m<nt | \ i<n X g o

and flexible odometers. | |
S a 0-privacy odometer.

T,:=inf{neN:5"< )
m<n+1 Conjugate Mixture Odometer (Informal): Given the

Conditional DP and Probabilistic DP

* The privacy loss of an algorithm A acting on input x vs. input x” is Then, the time 7 := T; A T, is an (e, 6)-privacy filter. same setup as above, we have that (U,,) given by
the random variable L(x,x") := log (p(A(x))/p,(A(x))) where p.. and

p, are the densities for A(x) and A(x’) respectively. U = |210g _\/ Lingm Em 1]+ T o+ ool
* An algorithm is probabilistically differentially private (pDP) Iif, for any Fully Adaptive Theorem (informal): VWe can get the same : \ 20 P n<n s s
neigshboring datasets, the privacy loss is small with high probabillity. suarantee as the Filter Theorem, replacing the assumption of
sup P (L(x,x) > €) < 6 conditional (€, 0,,)-pDP with the weaker assumption of conditional < a 5-privacy odometer for any p > 0

x~x’ (€n, 571)_DP
* [he nth algorithm In a sequence is conditionally pDP 1,

conditioned on the outputs of the previous n — 1 algorithms, the

nth algorithm is pDFL.e. . Odometer Comparison
sup P (L,(x,x") > €, | Ay,,_ (%)) <8 eterences
x~x' [ '] Cynthia Dwork, Guy N Rothblum, and Salil Vadhan. Boosting and differential privacy. In |[EEE Odgmeter Comparison: Dataset Size = 100.0, Epsilon Spacing = Uniform
o | ' ' ' ' » ' 51st Annual Symposium on Foundations of Computer Science, 2010. ~ ctitched Odometer | |
Likewise, the nth algomthm M d sequente COﬂdlthﬂC]//y DP I, 2] Cynthia Dwork, Aaron Roth, et al. The algorithmic foundations of differential privacy. 14{| — Rogers et al.
P (An(x) € B | Al:n—l(x)> < e‘P (An(x’) € B | Al:n—l(x)) +0, Vx~x VG -oundations and Trends in Theoretical Computer Science, 2014, —— Mixture Odometer
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Bound on Privacy Loss
(00

* Filters: An (¢, 6)-privacy filter is a data-dependent stopping privacylCML, 2015
rule 7 such that the mechanism which releases the outputs of the
first T algorithms is (€, 0)-DFP l.e. i
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P (Am(x) S B) <eP (Alz,[(x’) S B) +0, Vx~x,VG
A comparison of the original odometer found In [3] with our
odometers. Here, we compose |00 algorithms, all with the same
privacy parameters of (0.1, 0)-DR Both the mixture odometer and
the stitched odometer significantly improve over the original

odometer, optimizing tightness at different points in time.

e Odometers: A 0-privacy odometer is a sequence of upper
bounds (U satisfying:
sup P (Eln eN:L(xx)> Un) <o

x~x'
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