IDrone: Robust Drone Identification through Motion Actuation
Feedback
CARLOS RUIZ, SHIJIA PAN, ADEOLA BANNIS, XINLEI CHEN, CARLEE JOE-WONG, HAE
YOUNG NOH, and PEI ZHANG, Carnegie Mellon University, USA
Swarms of Unmanned Aerial Vehicles (drones) could provide great benefit when used for disaster response and indoor
search and rescue scenarios. In these harsh environments where GPS availability cannot be ensured, prior work often relies
on cameras for control and localization. This creates the challenge of identifying each drone, i.e., finding the association
between each physical ID (such as their radio address) and their visual ID (such as an object tracker output). To address this
problem, prior work relies on visual cues such as LEDs or colored markers to provide unique information for identification.
However, these methods often increase deployment difficulty, are sensitive to environmental changes, not robust to distance
and might require hardware changes.
In this paper, we present IDrone, a robust physical drone identification system through motion matching and actuation
feedback. The intuition is to (1) identify each drone by matching the motion detected through their inertial sensors and from
an external camera, and (2) control the drones so they move in unique patterns that allow for fast identification, while minimizing the risk of collision involved in controlling drones with uncertain identification. To validate our approach, we conduct
both simulation and real experimentation with autonomous drones for the simplified case of a stationary Spotter (powerful
drone equipped with the camera). Overall, our initial results show that our approach offers a great tradeoff between fast
identification and small collision probability. In particular, IDrone achieves faster identification time than safety-based baseline actuation (one-at-a-time), and significantly higher survival rate compared to fast, non-safety-based baseline actuation
(random motion).
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1

INTRODUCTION

Self-propelled Internet of Things devices (e.g. Unmanned Aerial Vehicles, also known as UAVs or drones) are
gaining popularity for a variety of applications, ranging from emergency response and environmental sensing to
aerial photography and toys. As drones become more autonomous, they often rely on computation- and powerhungry sensors, such as cameras, for control and localization because GPS reception is not always available
(downtown areas, indoors, etc.). As these devices become smaller and lower in cost, the trend is to move the
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Hi Mothership,
this is Drone 1,
my MAC address
is AA:BB:CC:DD

Drone 1?
Drone 1?

Drone 1?

But who sent this?!
They all look the same…

Fig. 1. Example of the identification problem: when all drones look identical, it is difficult to match virtual IDs to physical
drones in the camera view. This information is crucial when using external cameras to improve their localization: sending
position updates to the wrong drone could have terrible consequences.

computation, and even the sensor, away from the drone in order to extend its already short flight time [7, 25].
Furthermore, many harsh environments require resilience, such as disaster response [26], indoor search and
rescue [25, 33], and urban policing [34], where obstacles, fire, wind or other hazards are likely to induce crashes.
Utilizing a large swarm of UAVs can provide such resilience, increasing coverage and reducing mission time
[1, 2].
While extensive related work focuses on the control of drone swarms through external camera(s) [17, 27],
these approaches rely on unique visual cues, such as LEDs or markers, to identify each device. However, these
methods often increase deployment difficulty, are sensitive to environmental changes, not robust to distance
and usually require hardware changes if new drones are added to the swarm. In general, this means that the
swarm deployment stage is still manual, but there are several advantages of automating this step, including
faster deployment for time-critical scenarios and complete removal of human-in-the-loop for swarm operation.
The challenge for autonomous swarm deployment when UAVs are controlled through external camera(s) resides in correctly identifying each drone seen in the image. As illustrated in Figure 1, if all drones look identical,
how can we map their physical ID (e.g. their radio MAC address) to their visual ID (the output of a Computer
Vision object detector and tracker)? Note that if a drone is mistakenly identified, (wrong) position or trajectory
updates are likely to lead to a crash.
There are multiple ways to solve this visual identification problem, which can be grouped into four broad
categories: visual identifiers [5, 17], RF-aided [13, 18], sound-aided [30] and inertial-aided [22, 31]. Vision-based
and sound-aided methods either require additional hardware [5] or special sensing conditions [17, 30]. RF-aided
methods rely on localization through multiple anchors [18] or directional antennas [13], which may be infeasible
for hazardous environments. Inertial-aided methods utilize the correlation between motion information sensed
by on-board sensors and the camera to match the physical object to the object detected by the camera [21, 31],
which suits our target scenarios. However, existing approaches target human identification and therefore make
certain assumptions about their walking motion patterns that do not hold for drones, which can move freely in
any direction.
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In this paper, we present IDrone, which achieves fast, safe, and accurate visual identification of drones by
introducing the use of a motion actuation feedback loop. There are two major intuitions: 1) Each drone vibrates
uniquely due to the unique manufacture variations of the hardware (e.g. motors, propellers, etc.) and 2) by
controlling where each drone should move next, we can generate additional uniqueness in their motion patterns
so that they can be identified while their collision risk is minimized. This is challenging when the identities of the
drones are unknown because the camera cannot predict which drone in the image will receive a given command,
which may cause collisions among each other or against the walls. Therefore, our contributions in this work are
three-fold:
• We present our iterative Bayesian framework for drone identification, which continuously updates the
belief on which drone detected in an image corresponds to which physical drone.
• We leverage actuation feedback in order to create uniqueness in the motion pattern of each drone. We
present an iterative algorithm that modifies motion commands to each drone based on the current identification belief, statistically limiting the risk of collision.
• We evaluate our system, IDrone, through real-world experiments, for the simplified case of a stationary
spotter, and simulations, which explore large-scale scenarios.
The rest of the paper is organized as follows: Section 2 introduces the background and related work. Section 3
presents an overview of the system. Next, we explain the details of our identification through matching approach
in Section 4 and our actuation feedback algorithm in Section 5. We then demonstrate the experiments and result
analysis in Section 6. Finally, we summarize the conclusions of the paper in Section 8.

2

BACKGROUND / RELATED WORK

Sensing applications which simultaneously use different sensor modalities (e.g. vision, vibration, sound, etc.)
generally provide better context awareness by combining the advantages of each sensing method. However, depending on the sensor modalities in use, this approach introduces a new challenge: associating data corresponding to the same physical source on different types of sensors. While wireless radios have built-in mechanisms
to address each transmitter, this is not the case for cameras, and further processing is required to identify each
object in an image. Simply tracking the object between images sent by the camera is not enough: the object
identification problem is defined as finding the matching between a physical ID associated with external sensor
data (e.g. a drone’s accelerometer) and its corresponding track on the video stream.
In general, this problem can be solved by defining some score metric for each pairwise possible match, and
then maximizing the overall assignment score through the well-known Hungarian assignment algorithm [14, 19].
Applying existing scoring methods to our UAV identification scenario, however, is difficult: first, in UAV environments the cameras themselves may be mounted on mobile drones, instead of being stationary; and second,
drones in a swarm usually look identical. Tracking drones between camera images is therefore subject to errors,
complicating the definition of the scoring function. The resulting identification errors can have serious consequences (i.e. crashing) in our UAV scenario where low-capability drones rely on external position updates for
localization.
A number of prior works have looked at using motion correlation for identification [21, 31, 37], authentication [16, 23] and selection [9, 10, 32, 36] problems. Authentication is typically achieved by moving a device in a
requested back-and-forth pattern [23] or by shaking two devices equipped with IMUs together [16] and generating secret keys based on such motion. However, our UAV scenario requires the matching to be done between
a camera and an IMU, not two co-located IMUs. In selection problems, such as using your body as a TV remote
control [9, 32], different 2D motion patterns are associated with each input option (e.g., TV channel), and the
user’s motion is tracked to determine which option they selected. While these methods provide good results for
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Fig. 2. Flowchart of our IDrone Identification Framework. Highlighted in green is the core novelty of this work: a motion
actuation feedback loop to speed up the identification and guarantee convergence.

2D gesture recognition from a camera, their accuracy has not been evaluated for 3D gestures and they require active motion actuation (ie, the tracked target must precisely follow a predefined pattern in order to be recognized).
On the other hand, identification applications are generally based on passively correlating the motion seen from
a camera to the motion sensed by inertial sensors, similar to our work. These works focus on visual targets (ie,
people) with very distinct features which makes the tracking and identification easier. For instance, a maximum
a posteriori formulation is proposed by [31] in order to associate footage of people in a CCTV security camera
system with the inertial sensors on their phone. For a more robust identification, RGB cameras can be fused with
infrared depth sensors [37], although these are prone to outliers when interacting with glass, smoke or direct
sunlight, which might be the case in emergency response scenarios. To address the issue of detecting the same
people wearing different clothes on different days, [21] examines RF features that can help identify a cellphone
(and thus their owner). However, these methods cannot guarantee convergence to the true solution: because
there is no feedback loop, if two objects look and move alike (e.g. follow each other), there is no way to tell their
identities apart. While such errors may be rare and have minimal consequences for person identification, they
are a serious problem for UAVs.

3

SYSTEM OVERVIEW

In this paper we present our system IDrone, a robust drone identification system utilizing motion matching and
actuation feedback. As previously discussed, trading off full-autonomy and computation power for a larger, less
capable team of drones could have tremendous benefits, ranging from a lower cost to increased coverage and
resilience to failures. Thus we target a heterogeneous UAV swarm consisting of two types of drones: workers
and spotters. Figure 2 displays how IDrone approaches the identification problem in this 2-tier heterogeneous
system.
Worker drones constitute the vast majority of the swarm and perform the swarm’s assigned task. Because
different tasks may require the workers to carry different sensors (e.g. temperature sensor for a fire), our system
only relies on elements that are common across all UAVs: the inertial sensors (IMU: accelerometer, gyroscope,
magnetometer) and the communication radio.
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Spotters are more capable drones equipped with vision sensors (camera) and high computation power, and
achieve high localization accuracy by running SLAM (Simultaneous Localization and Mapping). Once the identification is solved, spotters are in charge of sending position updates to each worker, i.e. they are responsible
for their localization and control. In this initial work, we demonstrate the general idea of IDrone’s framework by
considering the simplified case where the spotter is stationary. Although we assume no wind gusts, as is the case
in indoor scenarios, advancements in sensor fusion algorithms [12, 35] and camera gimbals [15] are usually able
to bring the position error down to the cm scale, allowing applications such as mounting telescopes on drones
[6] or for long-exposure aerial photography [8]. In real-world applications in which spotters were not stable
enough even with the aid of camera gimbals and video stabilization, they could briefly land for a few seconds to
perform worker identification.
Worker identification is therefore conducted on the spotter drone. In our implementation, the Vision Sensing
module is composed of an RGB camera (see Sec. 6.1.1 for detailed information). From the visual sensing data, the
system detects and tracks the drones’ position over time. In addition, the spotter receives the IMU information
from all worker drones. The Motion Matching module computes the likelihood of each visual tracked drone
corresponding to each worker’s acceleration signal (Sec. 4.1) and continuously updates the posterior probability
of our iterative Bayesian framework (Sec. 4.2), which also generates a maximum a posteriori (MAP) assignment
of worker IDs. Finally, our Motion Actuation module (Sec. 5) sends workers relative movement commands to
guarantee convergence. In addition, this module incorporates the posterior probability of each drone in order to
minimize the likelihood of collision.

4

IDENTIFICATION THROUGH MULTI-MODAL MOTION MATCHING

This section provides the details of our Bayesian framework for drone identification, that is, for finding the
matching between detected drones in a video stream and their physical ID (e.g. their radio address).
This section is divided in two parts: Section 4.1 formulates the identification problem and describes the signal
processing steps required to compare visual and inertial information, as well as the similarity metric we use;
Section 4.2 presents an iterative Bayesian approach to update the posterior probability of each possible identity
combination over time, thus providing an estimate of the time-variant system confidence in each proposed ID
assignment.

4.1

Problem Formulation: Motion Matching

We solve the drone identification problem through motion matching: when a drone moves, its on-board IMU (Inertial Measurement Unit) as well as an external camera detect the same motion. Even though these are different
sensor modalities, they observe the same physical reality – the motion of the drone – thus a matching between
each drone and each object in the image is possible. By converting the measurements to a common state space
(i.e. 3-axis acceleration), we can compute a similarity metric for each pair of IMU- and camera-based signals and
guide the solution of the identification problem as shown in Figure 3. It is worth mentioning that in order to be
able to match these signals, they need to be expressed in a common coordinate frame. We transform each signal
to the standard North-East-Down (NED) frame, commonly used in aviation, before comparing them.
We assume that there are N worker drones the spotter is to identify, and each worker has a unique device
identifier Di (i = 1, . . . , N or, more compactly, 1 : N). We also define each worker’s true position as xi ∈ R3 and
acceleration as ai ∈ R3 . Because the inertial sensors are on the device itself, we know the mapping of physical
IDs i ↔ Di , ∀i ∈ 1 : N. Thus, we can express the relationship between any worker’s inertial sensor readings and
their (hidden) true state as:
aDi = ai + δ aDi
∀i ∈ 1 : N
(1)
where δ aDi is the accelerometer measurement noise.
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Fig. 3. Identification through motion matching. IDrone project motion measured by both on-board IMU sensor and camera
into the same state space (acceleration) to compare and match.

We also assume that the spotter’s camera detects and tracks M workers, arbitrarily labeled Ei (i = 1 : M). In
this case, we do not know the direct mapping between the (visual) external identity Ei and the hidden state
identity j = Dj (this Ei ↔ Dj mapping is indeed the solution to the matching problem). However, provided all
workers are within the camera’s field of view and can be detected (i.e. M ≥ N), we can establish that:
xEi = xj + δ xEi

for some j ∈ [1, N]

(2)

where δ xEi is the measurement noise in estimating the position of each worker on the image, and is clearly
independent of δ aDj . Note that in this paper we only consider the case N = M (all drones are visible in the
camera and there are no false positive nor false negative detections); Section 7.2 discusses simple modifications
to adapt the current framework to handle any N , M.
In order to compare each xEi with each aDj , best results can be obtained if the signals are transformed to
a common state space. In this regard, one could choose to convert both types of signals to, for example, position, velocity or acceleration. Out of these options, we convert position to acceleration due to the higher noise
rejection of derivative filters vs. integration filters –which would dramatically accumulate error over time. In
particular, we obtain good results with a traditional Savitzky-Golay smoothing differentiation filter [29]. This
filter, also known as least-squares differentiation, is based on the idea of fitting a polynomial P(t) to a timewindow segment of a signal S(t), such that P(t 0 ) ≈ S(t 0 ), where t 0 is the center of such time-window. Thus, the
nth derivative of S(t) could be approximated by differentiating P(t) n times (which is straightforward from the
polynomial coefficients). We would then have:
S ′′(t 0 ) ≈ P ′′(t 0 ) = SGfilt(S(t 0 ), 2)

(3)

Applying this filter to each xEi we obtain:
aEi = SGfilt(xEi , 2)

(4)

Combining Eq. 2, 3 and 4:
aEi ≈ aj + δ aEi

for some j ∈ [1, N]

(5)

where δ aEi is a smoothed function of δ xE′′i and therefore still independent of δ aDj . Figure 4 displays a visual
comparison of aD and aE for the same drone in one of our experiments.
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Fig. 4. From raw, multi-modal sensor data to a common state space. These plots show the vertical-axis position and acceleration during 40s of flight of an actual worker drone. Top: raw IMU acceleration (left) is smoothed with a moving average
filter (l = 0.3s) to obtain aD (right). Bottom: relative position of the worker drone observed from the spotter’s camera (left) is
differentiated into aE using a Savitzky-Golay derivative filter (polynomial degree: 2; window half-size: 11 points; derivative
order: 2).

At this point, it is easy to see that a distance metric could be used to evaluate the likelihood of aDi and aEj
having originated from the same ai for some i, j. Let s(· , ·) be a score function, and S be an MxN similarity matrix
such that si, j = s(aEi , aDj ). Based on Eq. 1 and 5, the elements in S with the highest score –per row and column–
should correspond –at least over time– to the correct mapping Ei ↔ Dj . Mathematically, this can be expressed
∑
∑
by defining the correspondence matrix C MxN ∈ {0, 1} such that iM=1 c i, j ≤ 1 and Nj =1 c i, j ≤ 1. Then, the optimal
solution to the motion matching problem is:
C = arg max
C

M ∑
N
∑

c i, j · si, j

(6)

i =1 j =1

Eq. 6 corresponds to a formulation of the well-studied linear assignment problem, which can be solved in polynomial time O(max(N, M)3 ) by the Hungarian assignment algorithm [19]. For simplicity, we can also rewrite C
in vector form: let α Mx1 denote a vector where
α i = j ⇐⇒ c i, j = 1

(7)

so that Ei ↔ Dα i , ∀i ∈ 1 : M determines the proposed identity assignment solution.
The next important step is to determine which similarity metric to use, as such choice will have a great impact
on the matching performance. In the Signal Processing domain, perhaps the most common methods to compare
two signals are the cosine similarity and the Pearson correlation coefficient (which is equivalent to the cosine
similarity if both signals are pre-processed by subtracting their means). While they both are good at capturing
the phase similarity between two time-varying signals, neither is sensitive to the magnitude of the signals (i.e.
s(x, y) = s(x, cy)). This represents a big downside for two main reasons: (1) when there is no motion in a given
direction (e.g., moving in a different axis, or hovering), the true acceleration signal is ai = 0, thus the camera
estimates aEj =δ aEj and the IMU estimates aDi =δ aDi . Since their noises are uncorrelated, amplitude-insensitive
metrics such as the Pearson correlation coefficient would return low similarity, even though both sensors observed nearly no motion. (2) If two drones move in the same direction (e.g., up) by different amounts, amplitudeinsensitive metrics would assign the same similarity score to both drones, whereas amplitude-sensitive metrics
would be able to tell them apart, yielding a faster identification. For these reasons, we select the Surface similarity
parameter [24] (a normalized variation of the Euclidean distance, see Table 1) as our similarity metric.
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Table 1. Comparison between the two most common signal similarity metrics and the one used in this paper, which is not
only sensitive to phase but also magnitude.

Distance metric
Cosine similarity
Pearson correlation

Surface similarity

4.2

s(x, y)
∑
x·y
i x i · yi
=√
√∑
∑
∥x∥ · ∥y∥
2
2
i xi ·
i yi
∑
i (x i − x̄) · (yi − ȳ)
√∑
√∑
2
2
i (x i − x̄) ·
i (yi − ȳ)
√∑
2
∥x − y∥
i (x i − yi )
=√
√∑
∑
∥x∥ + ∥y∥
2
2
i xi +
i yi

Iterative Update for Motion Matching

The previous subsection described our general matching system, however it is not efficient to recompute the
score matrix S for the whole length of all signals every time a new data point comes in. This subsection derives a
Bayesian framework to iteratively update the system’s belief of each worker’s identity as more data is gathered.
The general principle of Bayesian inference is based on Bayes’ theorem:
P(A|θ ) P(θ )
(8)
P(A)
where A is the new acceleration data and θ the prior probability, i.e. the initial belief of the probability distribution
the system is trying to estimate. The term P(A|θ ), also referred to as likelihood, indicates how well the new data
A matches each hypothesis
in θ . The term P(A) is a normalization factor so probabilities add up to one and is
∫
simply computed as θ P(A|θ )P(θ ). Finally, after the new data is processed, the new belief of the probability
distribution of θ is expressed by the posterior term, P(θ |A). In situations where new data becomes available over
time, Equation 8 can be sequentially applied to update the posterior probability, using the posterior at time t − 1
as the prior at time t. Using superscripts to indicate the time at which a variable is measured/estimated, Eq. 8
therefore becomes:
P(At |Θ) P(θ t −1 )
P(θ t |At ) =
(9)
P(At )
t }, such that θ t represents
We define the MxN Bayesian inference parameter matrix as Θt = {θ 1t , θ 2t , · · · , θ M
i
the belief in the pairwise matching Ei ↔ Dj , i.e.
P(θ |A) =

θ it := { P̂(Ei ↔ Dj )t }

∀j ∈ 1: N

(10)

The data A would be a segment of the past TW seconds of all accelerations (TW stands for window size):
W:t
W:t
At := { atE−T
, atD−T
}
j
i

∀i, j

(11)

Then, we can assume the likelihood of each hypothesis in θ is a function of their similarity score (defined in
Section 4.1):
W:t
W:t
)) = f(si,t j ) ∀i, j
(12)
, atD−T
P(At |θ i, j ) := f(s(atE−T
j
i
The function f (s) serves two purposes: on the one hand, it defines how to combine the score of each of the
individual axes of the (tri-dimensional) acceleration measurements; on the other, it may vary the sensitivity
of the system to similarity scores by smoothing or accentuating their differences. Based on the Central Limit
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Fig. 5. IDrone iteratively updates its belief on the true identity of the object E1 seen by the camera. In this experiment,
a Crazyflie worker drone is flown four different times moving randomly in front of a spotter and then the measurements
are all combined as if four drones were flying simultaneously. Note how IDrone is able to determine the true identity (first
column) and its posterior probability iteratively tends to 100%. The update rate was TW = 1s.

Theorem, one could expect the distribution of each axis scores given θ i, j to follow a normal distribution with
mean equal to the highest possible score. For this reason, we define f (s) as a multivariate normal probability
density function
(
)
(s − µ)Σ−1 (s − µ)′
1
f (s) := √
exp −
(13)
2
(2π )3 |Σ|
where µ = 13x 1 is the mean and Σ3x 3 = σS ·I is the covariance matrix (non-diagonal elements are 0 because the
measurements in each axis are independent). Figure 5 provides an example of how this procedure can be applied
to real data (only vertical axis is shown due to size constraints) in order to dynamically estimate the belief of a
given drone’s identity.
Finally, Eq. 9 can be rewritten to include subscripts and describe the actual iterative update process, which is
applied to each individual element θ i,t j of the prior/posterior matrix Θ every time a new segment of acceleration
data At is collected:
W
P(At |θ i, j ) · θ i,t −T
j
θ i,t j = ∑N
(14)
t −TW
t
k =1 P(A |θ i,k ) · θ i,k
Last, the updated Θt can be interpreted as a similarity score and therefore Eq. 6 can be adapted to account for
each iterative update of the Bayesian inference:
C t = arg max
C

M ∑
N
∑

c i,t j · θ i,t j

(15)

i =1 j =1

where C t is the proposed identity assignment at time t (ie, c i,t j = 1 if IDrone believes Ei ↔ Dj , based on the
acceleration data seen so far).

5

MOTION ACTUATION UNDER IDENTITY UNCERTAINTY

The similarity metric can only distinguish between drones if their movements are different: for instance, if all
the drones are hovering –or landed–, they will produce very similar acceleration measurements, resulting in
low confidence for any ID assignment. The idea behind the Actuation Feedback module is to periodically issue
a motion command for each drone, such that the ambiguity in their observed motion signals (and therefore
identity) can be resolved. In general, the more unique each drone’s pattern is compared to all other drones, the
faster they can all be identified. However, as Section 6.3 shows, simple actuation patterns like N-nary search or
random motion lead to collisions among the drones themselves or with the environment (e.g., walls). The main
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challenge resides in the fact that, because the real identity of each drone in the image is initially unknown, we
cannot predict who will receive each command and therefore cannot help them avoid obstacles or each other.
Instead, we formulate the problem that uses the current belief of each object’s identity, Θt , when generating the
next command for each drone (Section 5.1).That is to say, the system uses each object’s position in the image to
compute a set of collision risk constraints. Because of the factorial complexity of the number of possible identity
combinations, we propose an approximation technique which allows the actuation feedback mechanism to run
in real-time. Finally, for the first few iterations in which all N! combinations have roughly the same likelihood
and therefore the mentioned approximation is far from optimal, Section 5.2 describes a safety-biased actuation
approach that generates some initial uniqueness in the motion of each drone while strongly reducing the risk
of collisions.

5.1

Problem Formulation: Optimal Command Generation

The actuation feedback loop can be regarded as an entropy generation mechanism, which ensures the identification through motion matching will converge to the true solution by forcing drones to move in specific patterns
and therefore resolving ambiguities. The system periodically (every TW seconds) issues a set of actuation commands ∆ to the drones, expressed in world-centric Cartesian coordinates:
∆x 1

∆ = ∆y1
∆z 1


∆x N 
∆yN 
(16)
∆z N 
where each column ∆:, j indicates how much should drone Dj move during the next TW interval in the NorthSouth, East-West, and Up-Down directions respectively.
∆x 2
∆y2
∆z 2

...
...
...

Optimization goal: maximize the likelihood of the ID assignment. Let us define the likelihood L of an
identity assignment α t as:
∏
∏
t
L(α t ) =
P̂(Ei ↔ Dα i )t =
θ i,α
(17)
i
i ∈ 1: M

i ∈ 1: M

which in a way captures the strength in the belief of a proposed assignment α t . For instance: initially, IDrone has
no information of which drone in the camera correspond to which physical ID. (The prior matrix Θ is initialized
to 1/N for all entries) so the likelihood of any assignment is (1/N)M . On the other hand, after enough data has
been seen, Θ ideally converges to some permutation of the identity matrix (meaning for each Ei , P̂(Ei ↔ Dj )t
is 1 for some j and 0 for all others). In this case, L(α t ) = 1. Therefore, the goal of the command generation is to
increase the likelihood of the ID assignment, L(α t +1 |∆t ), as much as possible.
In order to find a command that maximizes the likelihood of the ID assignment, we need to be able to predict
how such command is going to affect the posterior matrix Θ̂t +1 , since that will determine the predicted new
likelihood L̂(α t +1 |∆t ). For a given command ∆t and assignment α t , the trajectories followed by each drone
during the following TW interval can be predicted according to some predefined motion model (e.g., constant
linear speed). In most drone controllers the motion model can be specified along with the new waypoint when
sending a command. We suggest using an ease-in, ease-out linear path to avoid unfeasible acceleration demands
in the event that two consecutive commands request a drone to move fast in very different directions (although
this could be expressed as an additional optimization constraint).
Having settled on a motion model, the position and therefore acceleration of each drone during the following
TW interval can be predicted. Once âEti : t +TW and âDt j: t +TW are computed according to the motion model, an
iteration of the Bayesian framework detailed in Section 4.2 would be performed to predict Θ̂t +1 and, using Eq.
17, L̂(α t +1 |∆t ).
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Optimization constraints: avoid crashes among drones and with the environment. Spoter drones can
find M drones in its camera image and localize them in 3D with respect to itself (as discussed in Sec. 3.
First, there are several ways to find and localize the M drones: e.g., knowing the dimensions of the worker
drones). Let the 3xM Γ matrix represent the position of all the workers being tracked, already transformed to
world-centric coordinates (by taking into account the spotter’s world-centric position and its camera’s orientation):
x 1 x 2 . . . x M 


Γ = y1 y2 . . . yM 
(18)
z 1 z 2 . . . z M 


where each column Γ:,i indicates the location of drone Ei in the North-South, East-West, and Up-Down axes
respectively.
Then, given a command ∆t and an assignment α t , a risk of collision R can be defined to indicate a risk score
that accounts for the possibility of collision between two drones or a drone and an obstacle (e.g., wall). Typically,
this score is a function of the distance between both objects. In fact, we use the negative distance, so that larger
distances imply lower risk. For higher accuracy, multiple points along each drone’s trajectory could be sampled,
keeping the highest risk score along the path as the score for the whole TW interval. In our experiments and
simulations, we observed that for small TW intervals (1 s) and small maximum speeds (1 m/s), sampling the end
point of the trajectory is enough to realistically estimate the risk of collision. Therefore, we define the risk of
collision between two drones as:
R(Ei , Ej | ∆t , α t ) = −∥Γt:,i+1 − Γt:,+1
j ∥ =
(19)
t
t
t
−∥(Γ:,i + ∆:,α i ) − (Γ:, j + ∆t:,α j )∥
Risk of collision against round obstacles can be defined as a simplified version of Eq. 19, where the second term
is constant since obstacles are stationary. For planar obstacles such as walls, however, the drone-plane distance
needs to be multiplied by the sign of the dot product with the normal vector in order to avoid commands going
through walls. Let Wk be a wall, let PWk be any point on it and let nWk be its normal vector pointing towards the
−−−−−−→
inside of the room. Then, we can construct the vector Γ:,i PWk going from drone Ei (located at Γ:,i ) to such wall
ˆ Therefore,
Wk . From basic Linear Algebra we know that given two vectors u and v: u · v = ∥u∥∥v∥ cos (uv).
ˆ
sign(u · v) = sign(cos (uv)),
which is positive for angles smaller than 90◦ . Finally, we can define the risk of
collision between a drone and a wall as:
−−−−−−−−→
R(Ei , Wk | ∆t , α t ) = sign(nWk · Γt:,i+1 PWk ) dist(Ei , Wk ) =
(20)
sign(nWk · (Γt:,i + ∆t:,α i − PWk )) ∥nWk · (Γt:,i + ∆t:,α i − PWk )∥
Now that the risk of collision among drones and between drones and obstacles have been defined, we can
enumerate the risk-related optimization constraints:
R(Ei , Ej | ∆t , α t ) ≤ ϵR

1 ≤ i, j ≤ M, i , j

(21)

R(Ei , Wk | ∆t , α t ) ≤ ϵR

1 ≤ i ≤ M, ∀k

(22)

where ϵR indicates the maximum risk tolerance. In practice, it is intuitive to define a distance dcol specifying a
collision threshold (e.g., 25cm). Since we defined the risk function to be the negative distance (so larger distances
imply lower risk), we would set ϵR = −dcol .
Finally, we need to define one last constraint to ensure the command ∆t is feasible in practice. Let vmax denote
the maximum speed the drones can reach. Then, each individual command ∆:,i must have a limited maximum
displacement:
∥∆:,i ∥ ≤ vmax · TW
1≤i ≤N
(23)
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Optimization formulation. The process described so far to find an optimal command takes into account
the current estimate of the ID assignment α t . However, such assignment may not necessarily be the correct
one (especially during the first few iterations). To solve this, we could take into account any possible Ei ↔
Dj assignment combination, find the optimal command for such scenario, and combine all results together by
linearly weighting each command based on the likelihood L of such combination. We will use left subscripts to
indicate the index of the combination, e.g., a α t , with index a ranging from 1 to (N!).
We first formally define the function O(∆t | a α t ), which finds the optimal command that would maximize
the likelihood during the next iteration, assuming the assignment a α t is correct:
O(∆t | a α t ) = arg max L̂(a α t +1 |∆t )
∆t

subj. to

R(Ei , Ej | ∆t , a α t ) ≤ ϵR

∀i, j : i , j

R(Ei , Wk | ∆ , a α ) ≤ ϵR

∀i, k

∥∆:,i ∥ ≤ vmax · TW

∀i

t

t

(24)

Finally, the actuation feedback mechanism chooses a command ∆t by combining the optimal command for
each possible ID assignment a α as previously described:
∑
O(∆t | a α t ) · L̂(a α t )
t
∆ = a
(25)
∑
t
a L̂(a α )
Balancing optimality and computation cost. While so far we have described the overall framework to
choose the optimal actuation command ∆t every TW interval, there are two caveats with this approach. In this
subsection we propose a way to deal with the feasibility or computational cost of Eq. 25. As mentioned earlier,
the number of possible ID assignments grows in a super-exponentially (factorial) manner. For reference, there
are over 3 million combinations for just 10 drones and over 1018 possible assignments for 20. Obviously, the
computation power required to optimize the command in real-time every TW seconds would be impractical.
However, we observe that most of the time only a very small portion of the combinations have a big enough
weight (likelihood) to make an impact in the final command issued. Therefore, we introduce an approximation
technique which only takes into account the most likely combinations thus greatly reducing the computation
cost.
The main idea is to rank all possible assignment combinations by their likelihood (see Eq. 17) and only consider
the top k α . While Eq. 15 uses the Hungarian assignment algorithm [19] to find the most likely assignment, 1α t ,
in polynomial time O(N3 ), that is not enough to compute the consecutive most likely assignments: 2α t , 3α t ,
and so on up to k α α t . We use an extension of the Hungarian algorithm[20] to search for the k α most-likely
assignments, which requires 1 + (N − 1) + (N − 2) + ... + (N − k α + 1) executions of the regular Hungarian
algorithm to compute. This approximation therefore takes O(N · k α ) Hungarian algorithm calls, that is, it runs
in O(N4 ) time, meaning it can be implemented in real-time for large swarms of drones.

5.2

Safety-biased Algorithm for the Initial Stage

While the approximation technique previously described works well when the system is already biased towards
a small number of possible assignments, the approximated command is far from the theoretical one when most
combinations have similar likelihood. The main scenario when this situation takes place is during the first few
iterations of the algorithm. Initially, all elements in the Θ0 matrix contain the value 1/N, hence the likelihood
L of any ID assignment is the same: L(1α 0 ) = L(2α 0 ) = · · · = L((N!)α 0 ) = (1/N)M . It is obvious to see that
the approximation would only consider k α << N! combinations, and therefore the command is likely to be far
from optimal both in terms of uniqueness as well as risk of collision.
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Instead, we propose a two-phase actuation algorithm, in which the first stage optimizes for drone ”safety”
while still trying to create some uniqueness in their motion, and the second stage is the optimization described
in Section 5.1, which maximizes the uniqueness while constraining the risk of collision.
The main idea in the safety-based actuation is to find the direction of motion that induces the smallest risk
of collision (e.g., perpendicular to the two closest drones so they don’t get even closer) and have all drones
move in that same direction, but by different (random) amounts. That way, the ones traveling further distances
will have higher-amplitude accelerations which, after a few iterations of this process, will allow IDrone to find
unique motion patterns and bias towards the true ID assignment. Algorithm 1 details how to find such direction
d safer from the current drone positions and wall locations. In addition, function computeMaxAmplitude, shows
t , each drone may move in the +d
how to determine the maximum motion amplitude, ∥∆:,i ∥max
safer and −d safer
direction.
Although an adaptive approach to decide when to use each actuation mechanism could lead to even more
optimal results, we empirically observe that switching to the optimization from Section 5.1 after 5 TW intervals
of safety-based actuation produces great results, as it is enough to bias the system towards the few most likely
assignments.

6

EVALUATION

To evaluate our system’s identification performance and it’s improvement with our motion actuation module
we conduct a series of both real and simulation experiments. We first describe our experiment setup, including
the evaluation metrics selected and the different parameters that affect them in Section 6.1. Then, Section 6.2
focuses on the evaluation of our motion matching framework alone, analyzing the effect of different motion
patterns and drone densities in the identification time and accuracy. Last, Section 6.3 uses the results from the
previous section as a baseline to show how our proposed algorithm outperforms the other methods in terms of
identification time as well as survival rate (number of crashes induced by the actuation).

6.1

Experiment Setup

We design and conduct a set of real and simulation experiments to evaluate IDrone. This section provides details
about the implementation (Sec. 6.1.1), the metrics used for the evaluation (Sec. 6.1.2) and the set of parameters
we vary in order to understand their effect in IDrone’s performance (Sec. 6.1.3).
6.1.1 Implementation. In order to evaluate the performance of our motion matching framework, we conduct
a series of experiments with real drones in one of the campus buildings. In order to evaluate the scalability
and the actuation module –in which baseline methods would incur in a high number of collisions– we design a
simulation tool to carry out the remainder of the experiments. Since we envision powerful spotter drones, able to
hover stably (with a position error in the cm level), and improvements in camera gimbals and video stabilization
techniques can already reduce image vibration quite well, we use a fixed spotter during our experiments. In a
real-world deployment, if conditions did not allow for a good stabilization, the spotter could briefly land for a
few seconds until worker identification was complete.
Real-world Experiments. We implement our system (depicted in Figure 2) by using open-source CrazyFlie 2.0
drones [4] as workers. Each is equipped with the MPU-9250 3-axis accelerometer, 3-axis gyroscope and 3-axis
magnetometer, as well as an nRF51822 radio chip for communication. The spotter is composed of the nRF24LU1+
CrazyRadio PA counterpart, an ELP-USBFHD01M-L36 camera (with a 3.6 mm focal length and a 120 degree field
of view) and a MacBook Pro (with 2.9 GHz Intel Core i7 processor) running Python.
The camera is calibrated using the standard method described in prior work [38]. Since it does not move during
each experiment, we use a chessboard pattern on the floor to set the origin of our global coordinate frame and
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ALGORITHM 1: Find lowest-risky direction of motion
Input: Current drone positions, Γt , and wall information, {point PWk and normal vector nWk for each wall Wk }
Output: A vector d safer and the pair (∆+ , ∆− ) indicating how much in the +d safer and −d safer direction it is safe to move
N·(N−1)
// ∥Γt:,i − Γt:, j ∥, ∀i, j
D drone-drone ← Compute all
pairs of drone-drone distances in Γt ;
2
t
t
D drone-walls ← Compute all Wk ·N drone-wall distances from Γ , {PWk , nWk } ;
// projnW [(Γ:, i − PWk )⊤ · nWk ], ∀i, k
k

DS ← Sort ascending [D drone-drone , D drone-wall ];
// Rank distances from smallest to largest
(d risk1 , type risk1 ) ← getRiskInfo(DS[1], D drone-drone , D drone-wall );
repeat
// Pop D[1] out of the array so it is not considered again
D ← D[2 : end];
(d risk2 , type risk2 ) ← getRiskInfo(DS[1], D drone-drone , D drone-wall );
until d risk1 ∦ d risk2 ;
if type risk1 == type risk2 ==”drone-drone” then
// Safest direction is perpendicular to the two shortest drone-drone vectors
d safer ← d risk1 × d risk2 ;
else if type risk1 == type risk2 ==”drone-wall” then
∥d
∥
∥d
∥
d safer ← ∥drisk2 ∥ d risk1 + ∥drisk1 ∥ d risk2 ;
// Safest direction is a linear combination away from both walls
risk1

risk2

else
d safer ← Project d riskWall onto a plane with normal vector d riskDrone ;
end
return (d safer , computeMaxAmplitude(d safer , Γt , W));
Function getRiskInfo(d 1 , D drone-drone , D drone-walls ):
if d 1 ∈ D drone-drone then
(i, j) ← Retrieve drone IDs that originated d 1 ;
return (Γt:,i − Γt:, j , ”drone-drone”) ;
else
k = Retrieve Wall ID that originated d 1 ;
return (d 1 ·nWk , ”drone-wall”) ;
end

// Return the vector containing the drone-drone direction

// Return a vector pointing away from the wall, scaled by d 1

Function computeMaxAmplitude(d safer , Γt , W):
d safer ← ∥ddsafer ∥ ; ∆+ ← ∞; ∆− ← ∞;
// (∆+, ∆− ) indicate how much in +d safer and −d safer it is safe to move
safer
for i ← 1 to N do
λ D ← Intersect line {Γt:,i , d safer } with every sphere {Γt:, j , dcol }, ∀j ∈ [i+1, N]; // Avoid getting closer than dcol
λW ← Intersect line {Γt:,i , d safer } with every plane Wk shifted inwards by dcol ;
// ...to any wall or drone
λ + ← [λ D j , λWk ], ∀λ D j > 0, ∀λWk > 0;
// Separate all λ into the ones going in the +d safer dir. (λ + )
λ − ← [λ D j , λWk ], ∀λ D j < 0, ∀λWk < 0;
// ...and the ones going in the -d safer dir. (λ − )
∆+ ← min(∆+ , min(λ + )); ∆− ← min(∆− , min(|λ − |));
// Update maximum safe amplitude
end
return (∆+ , ∆− );

estimate the spotter’s camera extrinsics (rotation and translation with respect to such coordinate frame) [38]. To
obtain depth information, for simplicity, we attach a color marker of known dimensions (a 40mm orange ping
pong ball) and use color thresholding to detect a worker. Using the intrinsic and extrinsic camera parameters
previously computed and the diameter of the ball in pixels, we compute the actual position in all 3 dimensions
for each frame. Table 2 displays all fixed parameters used in our experimental setup.
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Fig. 6. Experiment setup for our real experimentation. In order to avoid crashes testing different system parameters, we fly
one drone at a time and later feed them into the system as if all of them were flying simultaneously.
Table 2. Fixed experiment parameters

Parameter
Camera frame rate
IMU sampling frequency
Bayesian Framework window size, TW
Worker maximum speed, vmax
Duration of safety-based actuation
Savitzky-Golay filter, polynomial degree
Savitzky-Golay filter, window half-size

Value
30 fps
100 Hz
1s
1 m/s
5·TW s
2
11 pts

Simulation. We implement a simulator in Matlab which recreates all key aspects about drone motion (motion
dynamics, sensor noise), as well as our matching and actuation pipeline. We model all the parameters according
to the real experimental platform described in the previous subsubsection and summarized in Table 2. In addition,
the simulator introduces the fixed parameters listed in Table 3.
6.1.2 Evaluation Metrics. We select three metrics to evaluate the performance of IDrone from different perspectives: 1) identification accuracy, which measures how well can IDrone figure out the true identity of each
worker drone seen in the spotter’s camera image; 2) identification time, which measures how quickly can it
reach a given level of confidence in the identities of all the drones; 3) risk of collision, which measures how
many drones can survive the identification phase that involves actuation under uncertainty.
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Table 3. Fixed experiment parameters (simulation)

Parameter
IMU noise
Camera noise
Brownian motion

Value
N (µ = 0; σ 2 = 0.252 ) m/s2
N (µ = 0; σ 2 = 0.052 ) m
N (µ = 0; σ 2 = 0.052 ) m/s2

For every TW interval, IDrone produces a most-likely ID assignment guess, 1α t . We define the accuracy at
time t as:
# of correct guesses in 1α t
accuracy t :=
(26)
N
Accuracy is expressed as a percentage and the higher the accuracy, the better the identification performance.
We define the identification time as the time t at which the accuracy t first reaches 100%. Therefore, the shorter
(smaller) the identification time, the better a type of motion actuation is.
We measure the risk of collision of a given actuation method through the worker drones survival rate. We
compute this metric by assuming all drones are initially alive and by marking drones as dead if two of them ever
get closer than a given threshold dcol , in our case 25 cm. Therefore, the higher the survival rate, the better an
algorithm is at actuating the drones despite the uncertainty in their ID.
6.1.3 Variable Parameters. We identify two parameters which influence the performance of our identification
system: the drone density and the actuation method. For a fixed room size, the higher the drone density is, the
higher number of drones are in the area, which indicates that it is more difficult to 1) identify each one correctly
and 2) actuate drones without crashing. For a fixed drone density, different actuation methods will also lead to
different identification times and survival rates.

6.2

Matching/Identification

We evaluate our proposed camera-IMU motion matching based drone identification method by conducting experiments with different levels of drone motion involvement. Specifically, all drones are either 1) landed, 2)
hovering, or 3) moving randomly. Since this section only focuses on the matching module and not in the actuation itself, we only look at the identification time and accuracy metrics (defined in Sec. 6.1.2).
6.2.1 Real-world Experiment. Due to hardware limitations, we conduct the real-world experiments in a reduced size (2x2x1m) but keep the drone density (N/room volume) consistent with the simulations, which means
we use N = 3. Figure 7a shows the average accuracy of IDrone’s matching module over time. We compare three
levels of motion involvement which are representative of potential real-world scenarios.
Landed. In this scenario, we randomly place three drones on the floor and run our motion matching algorithm,
as the green line in Figure 7a indicates. As expected, the accuracy remains at around 1/N at all times, meaning
it is impossible for IDrone to identify each drone if none of them move.
Hovering. In this scenario, we randomly place three drones on the floor, send them a command to rise to half
the room’s height and hover (stay) where they are. Then, we start collecting data for the experiment, and we
show the results in yellow in Figure 7a. We observe that, because hovering in real life is not perfect, the small
differences in each drone’s hovering oscillation pattern allow IDrone to tell their identities apart after some time.
Specifically, the average accuracy reaches 100% after about 7s (identification time).
Random Motion. In this scenario, we fly one drone at a time in order to avoid collisions; we place it at a random
position on the floor then fly it around the room with a randomly generated route. We present the results in blue
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(a) Real-world experiment data, N = 3, (b) Sim. data, N = 3, room size 2x2x1m (c) Sim. data, N = 24, room size 4x4x2m
room size 2x2x1m
Fig. 7. Identification accuracy (and time) of IDrone’s matching module for different levels of drone motion involvement,
ranging from completely random motion (ID time = 3-5s), to more stationary like hovering (ID time 5-14s), to the extreme
lack of motion of an ideal hover or landed (infinite ID time, average accuracy 1/N).

in Figure 7a. As the randomness in their motion creates some uniqueness, the identification accuracy quickly
rises to 100% in only 4s (identification time). This proves our point that motion sensed through an internal IMU
and an external camera can be used to identify each drone. However, we show in Sec. 6.3 the problem with
random motion: the number of collisions is really high, which is why we need our actuation algorithm.
6.2.2 Simulation. In order to evaluate how IDrone scales up with the number of drones present in a room, we
conduct more experiments through simulation. Figure 7b shows the simulation results of all real-world experiments described in the previous subsection. As expected, our simulation results follow closely the real-world
results. Then, Figure 7c shows that even in larger rooms (4x4x2m) with large drone swarms (N = 24), the same
trend holds: IDrone can identify all drones moving randomly within 4s, hovering within 9s, and is unable to
outperform a random guess (accuracy 1/N) if there is no motion. This indicates that our simulator reflects the
real-world scenario very well and verifies our analysis with the number of drones through simulation.

6.3

Actuation

We demonstrated in Section 6.2 that active movement can effectively increase the identification accuracy. While
random motion leads to very short identification time, the extremely low drone survival rate makes it undesirable
for most scenarios. A much safer approach would be to have the drones take off in order, one at a time, to easily
know all of their identities and avoid them flying into each other. However, this actuation method would take
O(N) to solve the identification problem. Instead, our actuation algorithm uses the optimization described in
Sec. 5 to identify all drones in fewer iterations, while still avoiding crashes. Therefore, to understand the effect
of different types of motion actuation, we compare in this section three scenarios, where the drones conduct 1)
random movements (as in Sec. 6.2), 2) one-by-one actuation, or 3) our algorithm, IDrone.
6.3.1 Real-world Experiment. We present the results from our real-world experiments in Figure 8a. The top
subfigure shows the identification accuracy as a function of time, while the bottom one displays the average
survival rate (percentage of drones that still have not crashed) as a function of time. Note that again, we perform
the experiments in a 2x2x1m space with N = 3. We compare each of the three actuation methods described
before.
Random Actuation. In this scenario, we fly one drone at a time in order to avoid drone-drone collisions. We
place it at a random position on the floor and fly it around the room by sending random motion commands (of
constrained maximum displacement given Eq. 23). In order to avoid the initial command requesting a negative
displacement in the vertical axis (ie, wanting to go through the floor), the first command always makes them
take off and fly up to half the ceiling height; from then on, every TW they move in a random 3D direction by
a random amount. We present the results in blue in Figure 8a, and the identification accuracy and time are the
Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 2, No. 2, Article 80. Publication date: June 2018.

80:18

•

C. Ruiz et al.

50

0

50

0
0

5

10

15

20

5

10

15

20

0

50

0
0

5

10

Time (s)

15

20

0

5

0

5

10

15

20

10

15

20

100

Survival rate (%)

Survival rate (%)

100

50

50

0
0

100

Survival rate (%)

100

Accuracy (%)

100

Accuracy (%)

Accuracy (%)

100

50

0
0

5

10

Time (s)

15

20

Time (s)

(a) Real-world experiment data, N = 3, (b) Sim. data, N = 3, room size 2x2x1m (c) Sim. data, N = 24, room size 4x4x2m
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Fig. 8. Identification accuracy (and time) and survival rate of different actuation mechanisms, ranging from completely
random motion (ID time = 3-5s, survival rate < 10%), actuating one at a time (ID time = Ns, survival rate 75-90%), or using
our proposed optimization approach (ID time is 4s for N=3 and 7s for N=24, survival rate > 73-92%).

same as in Fig. 7a. However, the number of collisions is extremely high (on average, only 10% of the drones
would not have crashed after 4s), which motivates the remaining two actuation approaches.
One-by-one Actuation. In this scenario, all drones start landed at a random position. Every TW seconds, one
drone is commanded to fly vertically up to half the room’s height. This way, its identity becomes evident and the
risk of collision is really low (due to sensor noise hovering is not perfect, and could lead to drones sporadically
getting closer than dcol ). This explains the really high survival rate (90% after 20s), as shown in yellow in the
bottom subfigure 8a. Since we actuate the drones one by one, the average identification time is, as expected, 3s
(N · TW ).
IDrone’s Actuation. In this scenario, all drones start landed at a random position and are actuated according
to the algorithm described in Section 5. The results are displayed in green in Fig. 8a. Note that because there
are only 3 drones and the first 5 TW intervals use the safety-based actuation stage described in Sec. 5.2, the
identification time is slightly longer than the other two approaches (5s). Nevertheless, it achieves 100% survival
rate, which was the objective of such stage.
6.3.2 Simulation. In order to analyze the effect of scaling up the swarm size, we use our simulation tool to
conduct more experiments. As we did in Figure 7, we repeat the real-world experiments with the same parameters and drone density at two different room sizes: 2x2x1m (Fig. 8b) and 4x4x2m (Fig. 8c). Note how our simulator
is able to closely predict the real-world results (Fig. 8b should match Fig. 8a). Also note how, as the swarm size
increases, the benefit of IDrone’s actuation over one-by-one becomes stronger: the identification time is 7s vs.
24s in Figure 8c (N = 24). Furthermore, IDrone achieves even higher survival rate (92% vs. 85%). This is due to
the fact that one-by-one leaves the drones hovering at half the ceiling height after they have been identified; on
the other hand, IDrone lets them move throughout the whole 3D volume of the room (instead of a 2D plane) so
the probability of collisions among drones is even lower.
To complete our scaling analysis of these actuation methods, we performed an experiment in which we varied
the drone density (which, for a fixed room size, implies varying the swarm size, N). The results are displayed in
Figure 9, where each subfigure (column) represents each of the actuation approaches considered: random (9a),
one-by-one (9b) and IDrone’s (9c). Note how, as expected, one-by-one actuation is affected linearly with N in
terms of identification time, whereas random and IDrone’s only add one or two actuation iterations of overhead
when comparing a swarm of 5 to a swarm of 24 drones. Therefore, IDrone can achieve a 3x improvement in
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Fig. 9. Identification accuracy (and time) and survival rate of different actuation mechanisms for different number of drones
(hence different drone densities) at a room size of 4x4x2m. Note how our approach captures the best of both worlds: the
identification time is almost as fast as random motion, but the survival rate is even better than actuating one at a time
(which, for high drone densities, might incur in some accidental crashes while they are hovering).

identification time compared to the safe baseline of one-by-one actuation (7s vs. 24s) and a 9x improvement in
survival rate compared to the fast baseline of random actuation (92% vs. 10%).

7

DISCUSSION

This section provides a critical discussion about tradeoffs, limitations and challenges of IDrone and how they
could be addressed.

7.1

Limitations due to Occlusions and/or False Positive/Negative Drone Detections

Although occlusions and misdetections do occur in real life, most of them take place during very short time
intervals, especially since worker drones are actively moving. Through filtering (e.g., tracking each worker’s
position with a Kalman Filter [28]) the impact of these occlusions and false positives/negatives can generally
be minimized for the few frames where such events take place. Of course, any advancements in the state of
the art of Computer Vision detection (for instance with the help of Deep Neural Networks) and tracking will
directly help circumvent this limitation. In addition, these challenges are more likely to happen when the swarm
size is very large or when there are many obstacles around the environment. A way to reduce the influence of
occlusions in these cases would be to have multiple spotters to provide different points of view and resilience.

7.2

Limitations due to Differences in the Number of Drones Observed vs. Received (N,M)

For cases where M≥N, no modifications are needed with respect to the presented Bayesian Identification Framework and Motion Actuation Module. Assuming the additional drones found are not perfectly mimicking every
move another drone in the swarm performs, our empirical results report similar performance with respect to
the N=M case. However, for cases where N>M (we receive data from more drones than we can see), the Motion Actuation Module cannot guarantee such a low collision probability because it cannot predict how a given
command would affect the drones that are out of sight, potentially causing them to crash. In those scenarios, future work could look at correlating rotation instead of displacement/acceleration: workers could hover in place
and rotate clockwise/anti-clockwise instead of moving in a particular direction, therefore preventing collisions
among them and with the environment.
Another limitation of our current system is that, in the rare event that one or more workers were out of sight
of the camera and there were one or more false positive drone detections, such detections could be misidentified
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as one of the drones out of sight due to the Bayesian normalization. Currently, IDrone’s Bayesian Identification
Framework is designed in such a way that the output of the Motion Actuation Module is not taken into account
when updating the ID Likelihood Table (to make the framework generic, so as not to enforce a particular actuation technique). For scenarios with high false positive detections and where workers are expected to frequently
leave the scene, the Bayesian Identification Framework could be modified to include the command sent together
with the similarity metric when updating the ID posterior.

7.3

Limitations due to High Computation Requirements for Real-Time Implementation with Large
Swarms

Solving the linear assignment problem (O(N3 )) in Python takes 34.69ms (averaged out over 500 random matrices)
for N=100. Since the major time complexity comes from running this algorithm multiple times, a lower-level
implementation (such as C/C++) should be able to run real-time even for such large swarm sizes. Alternatively,
due to the highly parallelizable nature of the algorithm, hardware solutions like FPGAs should also reduce the
execution time considerably. Nevertheless, there are a number of measures that can help handle swarms so big
that running the algorithm takes too long. For instance, the computation could be distributed (perhaps through
cloud/edge computing). Also, having more spotters so they each can focus on smaller groups could be useful.
Alternatively, the Bayesian Framework window sizeTW could be increased to allow for longer computation times
of the algorithm, or the duration of safety-based actuation could be made longer than the current 5·TW (so that
the system is biased even more towards fewer most-likely assignment combinations when the uniqueness-based
actuation is triggered).

7.4

Comparison with Other Drone Identification Approaches

There are numerous prior works in collaborative localization, where different robots help each other localize
themselves in the world. When each drone is equipped with a camera, identification is typically not a problem
because localization is achieved by correlating mutually observed features or keypoints in the real world [3].
However, these approaches reduce the flight time due to higher weight and processing requirements, and can
become very expensive for large swarms. When UAVs do not carry cameras, a considerable amount of prior
works have externally controlled UAVs through vision. For instance, in the Robotics domain it is common to rely
on motion capture systems -or MoCap- to accurately (sub-cm level) localize drones in a controlled environment
using high resolution infrared cameras [11, 17]. With such technology, drones in a swarm only need to be identified once (for instance when they are laid out or by each having a different IR marker arrangement). Thanks to
the resilience of multiple cameras, each drone is constantly being tracked and therefore no re-id is necessary. Of
course, this comes with a cost: calibrating and setting up this expensive equipment is very time-consuming. Our
work aims at relaxing some of these constraints by mounting the cameras on powerful drones -spotters- and allowing worker drones to get in and out of the scene as necessary, quickly re-identifying them when they return.
In fact, not only our identification technique is useful during the initial swarm deployment, it could also help
re-identify the workers mid-flight in case of temporary camera failure, obstacles blocking line-of-sight, workers
exploring a room, etc.

8

CONCLUSION

In this paper we look at the problem of association between a set of physical IDs (e.g., MAC radio addresses of
multiple transmitters) and a set of virtual IDs (e.g., arbitrary labels assigned to detected objects in an image). For
the specific scenario of a drone swarm deployment where a mothership drone (spotter) wants to control several
workers through vision, the identification problem is challenging when all drones in the swarm look alike and
have no unique visual identifiers.
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We first present an iterative framework to identify these identical-looking drones through their motion, sensed
both through their on-board IMU and from an external camera. Then, we introduce a novel motion actuation
feedback concept to force the system to create uniqueness such that the identification converges faster by sending
specific motion commands to each drone. Note that in this initial work we assume the spotter is stationary (either
because it is very stable and has a camera gimbal, or because it lands for a few seconds until identification is
complete) to demonstrate the general idea. Through both real-world and simulated experiments, we show that
our uncertainty-aware algorithm provides a good tradeoff between collision rate and identification time, being
able to identify 24 drones in only 7s with an average survival rate of 92%.
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