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1 INTRODUCTION
In the Internet of Things (IoT) paradigm, it is important to easily
setup and control devices. Generally, this is achieved by pairing the
IoT device to a known network (eg, connecting your new thermostat
to your home LAN). At the current growth rate, it is expected that 24
billion devices will be interconnected by 2020 [6], therefore pairing
methods need to be simple and effective.

Several approaches have been explored for pairing two devices,
including barcodes, passkeys and RFID tags. Despite their advan-
tages, these methods impose certain constraints on the IoT device’s
size or hardware. For instance, barcode-based methods restrict the
minimum size and shape of the device’s surface, as well as require
the device to use a fixed network address, which might compromise
user privacy [4]. Passkey-based methods require input hardware
such as a keyboard [1]. RFID-based methods also require additional
hardware such as tags and readers [8]. Sound-based methods re-
quire a large microphone array and are sensitive to environmental
noise [9].

As newer IoT devices get lower in cost, size and resources, a sig-
nificant portion of them are now so small they have no interface for
user input, like passive motion detectors [5] or temperature sensors
[3]. For such devices the pairing methods previously described may
be inconvenient or impossible to carry out. Instead, a new approach
has recently been proposed, which consists in matching the motion
sensed by the device’s inertial sensors when it is shaken with the
motion observed by an external camera that already belongs to the
home network [7]. However, this work has certain sensing limi-
tations: the camera intrinsics and extrinsics need to be calibrated;
the user needs to stand at a fixed distance away from the camera
in order to estimate the 3D position of the device; and the device
needs to be visible at all times, which given its small size, greatly
constrains its operation range.

Our work circumvents these sensing limitations through a more
generic feature extractor prior to the motion matching stage. This
is achieved by tracking the human pose (ie, skeleton) of the user
shaking the device instead of detecting and tracking the device
itself. Our contributions are therefore:
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• We design a heterogeneous sensing-based pairing method
for IoT devices which tracks the pose of the human holding
the device through a camera and compares it to what the
device’s inertial sensors measure. This approach increases
the distance range and usability (robustness to 3D motion)
compared to previous work.

• We present a novel Feature Extraction module that captures
motion information from both the inertial readings as well
as the visual pose estimations, despite the signals being in
different sensing domains.

• We implement the proposed system and demonstrate its
robustness to simultaneous use by multiple users: when a
user is in front of the camera but several IoT devices are in
range, the system is still able to determine which is the true
one seen by the camera.

2 SYSTEM DESIGN
PosePair leverages the existing sensors in IoT devices to pair them
to a network. The core idea is that when a user interacts with

Figure 1: PosePair system overview. Despite the camera and
inertial sensors inside the IoT device measuring different
physical magnitudes, common information about the de-
vice’s motion can be derived through proper processing.
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Figure 2: Usage example of PosePair: a user holds and shakes an IoT device in front of a camera to pair to it. Meanwhile, both
the device itself and the camera extract features from the motion pattern and each generate a fingerprint. The device is only
allowed to pair if the fingerprints (features) are sufficiently similar.

a device, the motion characteristics sensed by the device should
match those observed by the already connected sensors in the
surrounding smart environment, even if they measure different
sensing modalities. As a motivating application, think of connecting
a new motion detector to a smarthome, a patient monitor in a
healthcare facility, or a smartlock in a school. In this work, we
focus on the interaction between a camera and an IoT device with
an Inertial Measurement Unit (IMU), which is the combination of
accelerometer, magnetometer and gyroscope. We choose a camera
because of its sensing richness andwide adoption in smart buildings.
In addition, we choose IMUs because they are the most frequent
sensor present in this type of "monitoring" IoT sensor nodes, often
due to their low power consumption, cost and form factor.

Figure 1 shows PosePair’s system design. On the camera side, the
video feed is preprocessed with a Human Pose Estimation module,
so that the skeleton of the user can be tracked. On the IoT device
side, the accelerometer, gyroscope and magnetometer readings are
combined to obtain the device’s orientation in an absolute frame
of reference and motion magnitudes (linear acceleration and ro-
tational speed) are transformed to that frame. Then, the Feature
Extraction modules detect time-domain events from each prepro-
cessed signal, such as sudden changes in rotation rate, motion am-
plitude or acceleration. The concatenation of these features yields
a fixed-length fingerprint. Finally, the Fingerprint Similarity mod-
ule determines whether each independently obtained fingerprints
are similar enough (above a threshold FPth) to allow a successful
pairing.

3 DEMO
We exhibit the performance of our proposed multi-modal IoT pair-
ing scheme by letting users conduct the pairing procedure. We let
them first hold a device in their hand in front of a camera and shake
it around arbitrarily. Meanwhile, PosePair displays the signals and
features extracted from both the camera- and IoT device-detected
motion. After a predetermined amount of time (eg, 10s), PosePair de-
termines whether the device should be paired to the computer, that
is, whether the device in motion was the one seen by the camera.

In a realistic scenario, such as pairing a motion detector in a
smarthome, it is possible that a neighbor might be pairing their
device at the same time. We therefore also demonstrate the robust-
ness of this approach against simultaneous pairing attempts. We

invite attendees to test PosePair by having more than one user hold
a device in their hand, with only one of them standing in front
of the camera. While the hidden users are encouraged to imitate
the motion of the first user, the goal of PosePair is to successfully
determine which of the IoT nodes is the true one seen by the camera.

4 IMPLEMENTATION
We have implemented PosePair’s pipeline in Python using open-
source libraries such as OpenCV for camera handling and PyTorch
for running neural networks. We use [2]’s PyTorch implementation
for the human pose estimation, which runs in real-time in an Nvidia
GeForce GTX 1050 Ti GPU. For the IoT node, we use a CrazyFlie
2.0, which has an MPU-9250 3-axis accelerometer, 3-axis gyroscope
and 3-axis magnetometer, as well as an nRF51822 radio chip for
communication. We use the nRF24LU1+ CrazyRadio PA dongle and
their open-source Python libraries to collect the IMU data.
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