Alpha High Level Description

Alpha is a Windows Domain Controller (DC) and Domain Name System (DNS)
Server. Because Alpha was the first DC in the aia.class domain, it is also (by
default) the Windows global catalog server as well as the operations and schema
master. At the very highest level, this means Alpha is central to identifying windows
universal group membership during logons and when altering certain aspects of the
active directory (AD) schema and infrastructure. Alpha will perform other functions
in this course:

e Alpha's DNS server is configured with an active directory integrated zone
which simply means all DNS IP address to domain name pairing information
will be stored in AD.

Following are descriptions of Alpha's specific hands-on tasks that students must
complete:

Task 1. Windows Host System Hardening

Students will be minimizing non-essential services and unnecessary network
configurations. As a domain controller, Alpha doesn't require any of these
components and students will follow security best practices by minimizing them.

Task 2. Configuring Time Synchronization
Network Time Protocol (NTP) is used to synchronize the host computer’s time to a
local time server, in this deployment it is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will
synchronize with Quebec every ten minutes; and the Window domain hosts will
synchronize with Alpha every forty-five minutes until three good synchronizations
occur, then once every eight hours. With all the hosts’ time across the network
synchronized, the cross examination of multiple hosts’ logs, or the logs at the
syslog Server, become more meaningful and easier to examine.

Task 3. Applying Windows Domain Security (Policy)
Students will edit a Windows Security Configuration template file to create logon
banners and apply the security template to the domain.

Task 4. Applying Windows Domain Security (Organizational Units)
Students will add 2 new containers (OUs) to the Active Directory and will move the
appropriate domain computers into these containers. This allows granular
application of group policy settings to specific domain computers.

Task 5. Applying Windows Domain Security (Servers)

Students will edit a Windows Security Configuration template file to minimize
system services and rename the local administrator account.
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Task 6. Applying Windows Domain Security (Workstations)
Students will edit a Windows Security Configuration template file to minimize
system services and rename the local administrator account.

Task 7. Applying Windows Domain Security (Domain Controllers)
Students will edit a Windows Security Configuration template file to minimize
system services and facilitate secure functionality of Microsoft Exchange Server.

Task 8. Configuring OSSEC Agent
Students will install and configure the OSSEC Agent, which will then send
information about security events to the syslog/OSSEC server (Foxtrot).

Task 9. Windows Security Configuration Wizard

The Windows SCW wizard will take students through a series of questions which will
help them harden the server as per industry best practices. Unnecessary services
will be disabled, auditing functions are enabled, the windows firewall is configured,
and if necessary, 1S will be hardened.
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Windows Server Baseline Hardening Steps
1 Harden Network Interfaces

1.1 Remove Unnecessary Protocols

By default, Microsoft Windows network interfaces are enabled with unnecessary
protocols and services. These should be unbound from the interface (if not
uninstalled completely). If your server is intended to provide these services,
obviously you would NOT disable it.

1. If you have not already done so, log on to the machine using:
Username: AIACLASS\Administrator Password: tartans@l

2. Open the ‘Start’ menu and right-click on ‘Network’ and select ‘Properties’ to
open the ‘Network and Sharing Center’.

3. Click on ‘Local Area Connection 2’ and then click ‘Properties’.

4. Clear the box next to ‘Internet Protocol Version 6 (TCP/IPv6)'. Then click
‘OK.
x|

Networking |

Connect using:
I EI:F' Intel(R) PRO/1000 MT Networs Connection #2

This connection uses the following items:

Client for Microsoft Networks
,@.005 Packet Scheduler
@Flle and Printer Sharing for Microsoft Networks

i Intemet Protocol Version & (TCP/IPwE)

i |ntemet Protocal Version 4 (TCP/1Pwd)

-4 link-Layer Topology Discovery Mapper 1/0 Driver
wiu Link-Layer Topology Discovery Responder

REEDO

Install.... Uninstall Froperties

r Description
Allows your computer to access resources on a Microsoft
network.

QK Cancel

Figure 1: Remove IPv6
2 Harden TCP/IP Properties

2.1 Disable NetBIOS name resolution

As part of our defense-in-depth strategy, it is import to minimize even those parts
of the environment that are normally not utilized. Since our network will be
entirely native mode Windows 2000 or higher, NetBIOS name resolution would
not normally be utilized, however we will eliminate the possibility of it being used
altogether (NetBIOS name resolution is chatty and can divulge network
information).
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Windows Host System Hardening

1. If the Properties window for your Local Area Connection is not still open,
open it by following steps 1 and 2 from the section above.

2. From within the ‘Properties’ of your ‘Local Area Connection’, select the
‘Internet Protocol Version 4 (TCP/IPv4) item (leave it checked), and click on
the ‘Properties’ button, then click the ‘Advanced’ button.

3. Next click on the ‘WINS’ tab at the top of the window.
20

IP Seltings | ONS~ WINS | ciptions |
WINS addre<zes, in order of uss:

i
3]
s, | _en. | _nevor |
IF LMHOSTS lookup i enablad, & apples to all connedtions For which
TCR/IP i enatied.
I Enabla IMHOSTS koolup i |
[ NetBIOS setting
™ Defaud:

Liza NetBIOS sattineg from the DHCP server, If static 1P address
15 ursed of the DHOP server does not provide NatB105 satting,
enatie MetBIOS cver TCP[IP.

1 Enpsble NetBIOS over TCP/IP
+ Dighbles HetBIOS over TCP{IF]

O I Cancel

Figure 2: Minimize NetBIOS services

Uncheck ‘Enable LMHOSTS lookup’.

Select the radio button ‘Disable NetBIOS over TCP/IP".
Click ‘OK’ to accept these settings.

Click ‘OK’ to confirm all ‘TCP/IP Properties’ changes.

Click ‘OK’ to confirm all ‘Local Area Connection Properties’ changes.

© N o 0 b

Close the ‘Local Area Connection 2 Properties’ and ‘Status’ windows.

10. Close the ‘Network and Sharing Center’ to return to the Desktop.
3 Install ClamWin for Anti-Virus Protection

3.1 Installation

1. Open the Course CD by clicking ‘Start’ -> ‘Computer’, right click ‘CD Drive (D:)
AISTS’ and select ‘Open'.

2. Navigate to ‘Tools\Windows\ClamWin" and double-click the ‘clamwin-0.96.1-setup’
icon.

3. Click ‘Next'.
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Windows Host System Hardening

=l =

= ‘Welcome to the ClamWin Free
:( > Antivirus Setup Wizard

T il vatnd ClsWies Frea At (156 1 oy covmgatr

&8 recommended that you ciose ol other apchcmons befon

Dhck et 19 Ertre, o el 12 0ot Setup

T |

Figure 3: Install ClamWin Antivirus
Accept the license agreement and click ‘Next'.

Accept the default option to install for ‘Anyone who uses this computer (all users)’
and click ‘Next’.

6. Select the default installation path and click ‘Next’.

At the ‘Select Components’ prompt, accept the default option of ‘Typical Installation’
and click ‘Next'.

Click ‘Next’ to create the default start menu folder.

Uncheck ‘Download Virus Database Files’ and click ‘Next’.

S
Select Additional Tasks r‘ =
‘Which additional tasks should be performed ? ‘ (

Select the additional tasks you would like Setup to peform while installing ClamWin Free
Anttivirus, then click Next

Download
I™ Download Vinss Database Fies. (Do not Select f you connect via @ Proxy Server)
Addttional icons:

I™ Create a desktop icon

< Back Next > Cancel

Figure 4: ClamWin Setup
10. Click ‘Install’ to install the program.
11. Click ‘Finish’ to complete the installation.

12. Close Windows Explorer.

3.2 Configuration

1. Click the upward facing arrow in the taskbar and then double-click on the ClamWin
icon.

A [ B s o

Figure 5: ClamWin Icon
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Windows Host System Hardening
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Choose ‘No’ if asked to update the virus database.

Select ‘Tools’ from the menu, and click on ‘Preferences’.

% ClamWin Free Antivirus
Fie | Tools Help

=181x]

T Preferences
Dowrload Virus Database Update

" Display Reports »

{Hold Shift key to select mutiple files or folders)

B
=2
&0

Figure 6: ClamWin Configuration

Click on the ‘Internet Updates’ tab. Leave the updates to be done daily, but change

the time to 2:30:00 AM.

X
EmailAets | Lmis | Fielocations | Repots | Advanced |

General | Fiters  IemetUpdstes | Pragy | Scheded Scans

[¥ Enable Automatic Vins Database Updates

Dowrload Ste [database. clamav ret
Updats Frsquency:  [Daily =] Time: [(R3000 AW :ll
Day Of The Week: | Wednesday ¥

IV Wam if Virus database is Out of Date
I~ Update Virus Database On Logon

IV MNotify About New ClamWin Releases
{No personal information is transmitted during this check)

Cance

Figure 7: ClamWin Internet Updates

Click on the ‘Scheduled Scans’ tab. Click ‘Add’. Choose the scanning frequency to
be done Daily at 3:30:00 AM. Enter C:\ as the folder to scan. Enter a description,

such as Nightly Virus Scan. Click ‘OK’.

Scheduled Scan

Schedule

x|

Scanning Frequency: I Daity = l
Time: [33000Am =
Day Of The Week: I Thursday i l

¥ Activate This Schedule
V¥ Scan Programs Loaded in Computer Memory

Scan Folder:

& L

Description:

INighth.' Virus Scan

ok |  Cancel |

Figure 8: ClamWin Scheduled Scan
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Windows Host System Hardening

6. Click on the ‘Email Alerts’ tab. Check the box labeled ‘Send Email On Virus

Detection’. Enter in the following information:
Mail Server —10.0.2.3
From — clamwin@Alpha

To — eventwatch@aia.class

¥ damWin Preferences

x|

" General | Fiters | IntemetUpdates | Proxy | Scheduled Scams |
Email Alerts | Limits I File Locations I Reports I Advanced

¥ Send Email Alertt On Virus Detection

i SMTP Connection Details

Mai Server:  [10.023 Por: |25
User Name: I Password: I
r~ Email M Details
From: Iclamwin@AIpha
To: Ieventwatch@aia.class
Subject: IClamWin Virus Alet

Send Test Email |

ok | Cancel |

Figure 9: ClamWin Email Alerts
7. Click on the ‘Proxy’ tab. Enter in the IP address of the Squid Proxy server, Quebec,

which is 10.0.2.1. Ensure that the port is 3128.

% CamWin Preferences

X

Email Alerts | Limits | File Locations I Reports | Advanced I
" Genel | Fites | IntometUpdates Py | Scheduled Scans

Leave these fields blank f you do not connect via Proxy Server

Proy Server:  [10.0.21 Pot: [3128

User Name: I

Password: I

G

Figure 10: ClamWin Proxy Settings
Click ‘OK’ to accept all changes.

Choose ‘No’ if asked to update the virus database.

10. Click ‘Close’ to close the ClamWin window.
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Network Time Protocol (NTP) Client Setup

1 Windows Server 2008 Time Synchronization using Local Policy

An alternative to using the Date and Time control panel Internet Time tab is to configure
time synchronization settings within the registry. Using the Local Policy snap-in for the
Microsoft Management Console (MMC) these settings can easily be changed.

1.
2.
3.

‘Start’ -> ‘Run’ -> MMC and click ‘OK’.
Click ‘File’ -> ‘Add/Remove Snap-In’.

Select ‘Group Policy Object Editor’ from Available snap-ins, click ‘Add’ and then
‘Finish’ on the ‘Welcome to the Group Policy Wizard’ screen.

Click ‘OK’ to close the ‘Add Snap-In’ dialog.

Navigate the hierarchy to the following folder: ‘Local Computer Policy\Computer
Configuration\Administrative Templates\System\Windows Time Service\Time
Providers’.

Here you can enable and configure the NTP client along with configuring the computer
as a NTP time server.

6.

7
8.
9

10.

Alpha Task 2/9

Double click the ‘Enable Windows NTP Client’.
Select ‘Enabled’, and click ‘OK’.
Double click ‘Configure Windows NTP Client’ and select the ‘Enabled’ option.

Set the ‘NTP Server’ to 10.0.2.1,0x1 (Quebec). This will set Alpha to synchronize
time with the firewall. The Ox1 parameter after the IP address directs the computer
synchronize with the NTP server as per the value set with ‘SpecialPollinterval’.

Change the ‘Type’ to ‘NTP’. The default setting of ‘NT5DS’ is for computers
participating in a windows domain. Non-domain computers should use ‘NTP’ or the
‘AllISync’ option which will try to synchronize using all available methods.
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NTP Client Setup

11. Change the ‘SpecialPollinterval’ to ‘600’, which is every 10 minutes.

Configure Windows NTP Client P =]
=] Configure Windows NTP Client Pr N | Next Setting |
" Not Configured EalrEat =l
' Enabled
€ Disabled -]
Supperted ont [at |east Windows XP Professional or Windows Server 2003 family ;I
[
Options: Help:
NipServer |10.0.2.1,03d Specifies a set of parameters for controlling the Windows NTP Client. ;I

Type I NTP =

CrossSiteSyncFlags |2 3: hexadecimal bitmask of the flags for that host. For more information, see the

ResolvePeerBackoffMinutes |15 33 the Windows Time Service Group Policy Settings

(http://ge.microsoft.com/fwlink/?Linkld=139727). The default value is
ResolvePeerBackoffMaxTimes I? 3: "time.windows.com,0x03",
SpecialPollinterval Iﬁ(](] 3: Type: This value controls the authentication that W32time uses. The default

value is NT3DS.
EventlogFlags [0 3:

NtpServer: The Domain Name Systemn (DNS) name or IP address of an NTP
time source, This value is in the form of "dnsMame flags" where flags is a

NTP Client Group Policy Settings Associated with Windows Time section of

CrossSiteSyncFlags: This value, expressed as a bitmask, controls how W32time
chooses time sources outside its own site, The possible values are 0, 1, and 2.
Setting this value to 0 (None) indicates that the time client should not

Start

CK I Cancel Apply

Figure 1. NTP Client Settings

12. Click ‘OK’, to save the

NTP settings.

13. Exit the MMC console without saving the settings.

Alpha will now synchronize with Quebec every 10 minutes. Domain computers will
utilize the Windows Time Service to periodically synchronize with Alpha.
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Securing the Domain with Security Templates

and Group Policy

1 Security Templates

11

1.2

In this section we will be establishing policy settings that we will apply to the entire domain.
This is the baseline security policy that will be applied to every machine within the domain
thus it is important to establish policy settings that will secure machines while still providing
a high degree of functionality. We will create a security template and then apply it to our
domain, but we need to know a little about Group Policy.

Group Policy settings can and do conflict at times. In this case the policy set furthest down
in the tree will take precedence. So a group policy setting for an OU will over ride the
settings for the Domain. This is true EXCEPT in the case of Account Settings in which the
Domain setting takes precedence.

Open security template editor

Security templates allow administrators to centrally configure and control the security
settings on host systems. These templates are saved as .inf files and can be edited with a
normal text editor. We will use Microsoft's Management Console.

Login to the Windows Domain Controller (Alpha.aia.class) with the Administrator Account:
Username = Administrator
Password = tartans@1

Click on the ‘Start’ button and Select ‘Run’. Type MMC and click ‘OK’.

From within the Microsoft Management Console, Click ‘File’ and select ‘Add/Remove Snap-

In".
In the Available snap-ins panel, scroll down and select the ‘Security Templates’ and then
click ‘Add’. Click ‘OK’.
Expand ‘Security Templates’ in the console and click
‘C:\Users\Administrator\Documents\Security\Templates’. You will notice that there are no
templates listed.

Install Security Templates

Windows Server 2008 R2 does not come with any predefined templates so we are going to
use a set of templates provided by Microsoft’'s Windows Server 2008 Security
Configuration Guide. We must first copy them from the course CD to the machine.

1. Click ‘Start’ and then ‘Computer’.
2. Navigate to ‘D:\Tools\Windows\Security Templates’.
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Windows Domain Security with Templates and GPOs

3. Press[Ctrl]-[A] to highlight all 4 of the security templatesandthen [ Ctrl]-[ C]
to copy them.

4. Navigate to ‘C:\Users\Administrator\My Documents\Security\Templates’.
5. Press[Cirl]-[V] to paste the templates into this folder.

6. Close ‘Windows Explorer’.

1.3 Edit Domain security template

1. Back in the Microsoft Management Console, right click on
‘C:\Users\Administrator\Documents\Security\Templates’ and select ‘Refresh’. You
should now see the templates that we just copied.

= Consolel - [Console Root\Security Templates\C:\Users\Administrator\Documents)Se o ]
File Action View Favorites Window Help | == x|
ke ARl e, N 7|
= Consale Root Name | Description | Actions
B Sy Security Templates _aW508-EC-Domain-Controller W
= g C:\Users\Administrator\Doa EWSDS-EC-DDmain
WS08-EC-Domain-Contry E'\NSDS‘EC Member-Server More Actions 4

W508-EC-Domain _aWXP-EC-Desktop This Security Configuration Template prov
WS08-EC-Member-Serve

WXP-EC-Desktop

[ H H

K — 3| K | o
| |

Figure 1: Installed Templates

We are going to add log on banners to all Windows boxes in the AIA domain. Banners
can be set to anything from legal disclaimers, to appropriate use reminders, to daily
greetings. Each time a user attempts to log on, they will see this message banner.

2. Double-click ‘WS08-EC-Domain’ in the right pane.
3. Double-click ‘Local Palicies’.

4. Double-click ‘Security Options’ in the right pane and then double-click ‘Interactive
logon: Message text for users attempting to log on’.
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Windows Domain Security with Templates and GPOs

When the template policy window opens, check ‘Define this policy setting in the template’
and in the text field, type: War ni ng!  This conputer is for official use

only!
5. Click ‘OK’.

[interactive logon: Message text for users ati |

21

Template Securty Policy Setting I Explain I

j Interactive logon: Message text for users attempting to log on

[+ Define this policy setting in the template
VWaming! This computer is for official use onhy!! ;I

OK | Cancel |  epy |

Figure 2: Creating the logon banner
6. Double-click ‘Interactive logon: Message title for users attempting to log on'.

Check ‘Define this policy setting in the template’ and in the text field, type: Log on
War ni ng!

8. Click ‘OK".

el

Tempiate Sscurty Policy Setting | Bxplain |

j Interactive logon: Message title for users attempting to log on

¥ Define this policy setting in the template
ILDg on Waming!!

Figure 3: Creating the logon banner

9. Now right click the ‘WS08-EC-Domain’ template as select ‘Save’.
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Windows Domain Security with Templates and GPOs

2 Importing templates into Group Policy

2.1 Import security templates into Domain Policy GPO

In order to apply our newly edited security template, we will import it into the group policy
object for the default domain policy for the aia.class domain. Before that, we need to create
a Domain Group Policy object for the domain.

1. On Alpha, click ‘Start’ -> ‘Administrative Tools’ -> ‘Group Policy Management'.

2. Create Domain Group Policy Objects. In the left panel, Expand Group Policy
Management->Forest->Domains->aia.class using the plus icon. Right-click “Group
Policy Objects” and select “New”.
x|

Name:

IDomain Security Policy

Source Starter GPO:

I{none} j

Figure 4: Creating a new GPO
Enter ‘Domain Security Policy’ as the name of new GPO and click ‘OK’.

3. Import Domain Security Policy Templates. Expand ‘Group Policy Objects’ and right-
click ‘Domain Security Policy’, the newly created GPO, and select ‘Edit’. This will open
‘Group Policy Management Editor’.

RL=IE
File Action View Help

L A ERER]

_j Domain Security Palicy [ALPHA. ATA ' Domain Security Policy [ALPHA.AIA.CLASS] Policy

=] &l Computer Configuration
El [] Polices

Select an item to view its description. Name

| Software Settings
El [ Windows Settings
1 Name Resolution Py
[=] Scripts (Startup/Sh
h Security Settir—-
iy Policy-based ¢ =
* Admiristrative Ten  ImPertPolicy...
| Preferences Export policy.,
B 4% User Configuration Reload
| Policies
| preferences

%! Computer Configuration
'H]_, User Configuration

Help

I [ | Extended A Standard 7

Import a template file into this policy object.

Figure 5: Import Policy to the GPO

Expand ‘Domain Security Policy’ -> ‘Computer Configuration’ -> ‘Policies’ -> ‘Windows
Settings’ using the plus icon. Right-click ‘Security Settings’ and select ‘Import Policy’.
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Windows Domain Security with Templates and GPOs

Note: The security template’s policy will be applied to every user assigned to the

aia.class domain.

4. In the ‘Import Policy From’ screen, make sure the ‘Clear this database before
importing’ checkbox is checked and then click ‘WS08-EC-Domain’ and click ‘Open’.

B Import Policy From x|
Loolk in: I | Templates j (€] ? * -
Mame = |-| Date modified |v| Type
4 | WS08-EC-Domain 6/19/2010 9:17PM  Setup Inforn
4 | WS508-EC-Domain-Controller 6/16/2010 5:48 AM  Setup Inforn
£ | WS03-EC-Member-Server 6/18/2010 7:42 AM  Setup Inforn
| WXP-EC-Desktop 4/13/2006 5:00 AM  Setup Inforn
l | 2
File name: Open

Files of type: ISecuﬁ’r:.r Template {inf)

[~ Clear this database before importing

Figure 6: Importing WS08-EC-Domain Template

Close the ‘Group Policy Management Editor’.
Link the GPO to the domain.

Window Help
A = ENENE e

_.é Group Policy Management

& File Action View

" aia.class
= 553 ;Ze;;'m‘:;fass Linked Group Poli
=& e
=[ Defar  Create a GPO in this domain, and Link it here... 1

2| Domz
3| Memt
5| Micra
o | Work
5 Grou|
S WML
] Start
i Sites
5E% Group Policy
% Group Policy

Link an Existing GPO...
Block Inheritance

=]

Group Palicy Modeling Wizard. ..
MNew Organizational Unit

Search...

Change Domain Controller. ..

Remove

Active Directory Users and Computers...

[EI eI e |

View 3
New Window from Here

Refresh

Properties

Help

Figure 7: Link the GPO to the domain — aia.class

The GPO “Domain Security Policy” is the root policy for all in our domain. To link it to
our domain, right click ‘aia.class’ in Group Policy Management Console, and select

“Link an Existing GPO...”
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Windows Domain Security with Templates and GPOs

7. In Select GPO dialog, choose the GPO we just created “Domain Security Policy” and
click OK. Now the GPO is linked to our domain.

Select GPO x|
Loak in this domain:
Iaia.dass j

Group Policy objects:

MName = |
Default Domain Controllers Policy
Default Domain Policy

Domain Security Policy

oK I Cancel

Figure 8: Select the GPO
8. Click aia.class again to verify that GPO is linked.

alol=
=]

alactass
b o Py Dbt | G Py bt | Dgaton |
Lk Oober = | GPO. [ Ertuent | Lok Evatiod [ PO e | 1908 Fier | Mt | Do)
1 o Dt T Py e frated  fore S mad
z o/ Derman Secuty Py [ Yo Erabled  Morw BT mad

Figure 9: Verify whether the GPO is linked

9. Close all windows and do not save settings to the console.

Note: After these Security Group Policy settings are applied and each server is rebooted, you
will be asked for Administrator credentials every time a configuration console is opened.
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Applying Windows Domain Security

1 Creating Windows Organizational Units (OUs) and moving appropriate computers
into these OUs

1.1 Create 2 new Organizational Units

Windows domains allow for the creation of OUs that enable more granular application of
security policies by placing users and/or computers into isolated containers. New OUs

will be created for Windows Member Servers and for Workstations.

1. Login to the Windows Domain Controller (Alpha.aia.class) with the Administrator
Account:

Username: Administrator

Password: tartans@1

2. Click ‘Start’ -> ‘Administrative Tools’ and Open up the ‘Active Directory Users and
Computers’

3. Right click on the ‘aia.class’ domain and select ‘New’ -> ‘Organizational Unit’.

Active Directory Users and Computers

File

Action  View Help

e FEloxBEIABETIR

: Active Directory Users and Comput | Name | Type I Description
| Saved Queries | saved Queries Folder to store your favor,..
E=| Faia dace Domain

Delegate Contral...

Find...

Change Domain. ..

Change Domain Contraller...

Raise domain functional level...

Operations Masters...

MNew k Computer

All Tasks 3 Contact

i Group
Properties InetOrgPerson
Help msExchDynamicDistributionList
msImaging-PSPs

MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder

Figure 1: Creating a New OU
4. Name the new OU: Menber Servers

5. Now create another OU and call it: Wr kst ati ons
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1.2 Move appropriate computers into new OUs

Applying Windows Domain Security

1. From within the Active Directory Users and Computers OU, click on the ‘Computers’

folder. Use the ‘Ctrl' key to select the 3 servers, right click, select ‘Move’ and then
select the ‘Member Servers’ OU.

- Active Directory Users and Computers

==l x|
File Acton View Help
€3 2E{IXD-BE 257
Acuve Directory Users and Comput Description
I _| Saved Queries Computer
3'3 ala.dass
~| Builtin
= | Computers 1 MGMT 1 Computer Add to & group...
4| Domain Controllers | 1 MGMT2 Computer Disable Account
| ForsignSeaurityPrindpals 'l~ MGMT3 Computer Enable Account
I+ anaged Service Accoun
5 :mosgoftgxmangl&acu:sn: pEIMGMTS Computer Mo
; Users fHaneig
3| Member Servers All Tasks
2| Workstations
Cut
Delete
Properties
Help
Figure 2: Moving computers into an OU
Note: Itis always a good idea to separate systems and users by roles within the
Active Directory Structure. Security policies can be applied with granularity in this
manner.
Now move all of the Users and Management computers into the newly created
‘Workstations’ OU.
3. Close the Active Directory window.
==l x|
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File Action View Help

€3 AEIEIEREE EEY SRR

Users

5| Member Servers

2| Workstations

= 1 Active Directory Users and Comput | Name | Type | Description
B[] Saved Queries 1 MGMT L Computer
B Eﬁfl aia.dass 1M T2 Computer

~| Builtin & MGMT3 Computer

| Computers &I MGMT4 Computer

‘_ Domain Controllers

| ForeignSecurityPrincipals

| Managed Service Accounts

:_ Microsoft Exchange Securit

Figure 3: Contents of Workstations OU
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Applying a Security Template to Member Servers

1 Security Templates

1.1 Open security template editor via MMC

Security templates allow administrators to centrally configure and control the security
settings on host systems. These templates are saved as .inf files and as such can be
edited with a text editor. We will be using the Microsoft Management Console to do our
editing.

1.

Login to the Windows Domain Controller (Alpha.aia.class) with the Administrator
Account:

Username = Administrator
Password = tartans@1
Click on the ‘Start’ button and Select ‘Run’. Type MMC and click ‘OK’.

From within the Microsoft Management Console, Click ‘File’ and select ‘Add/Remove
Snap-In’. In the available snap-ins, scroll down and select the ‘Security Templates
Snap-In’ and then click ‘Add’. Click ‘OK’.

1.2 Edit Member Servers Template

Now we will edit the security template for our Member Servers so that unnecessary
services will be disabled and the local administrator account will be renamed. Note: In
normal production environments, care should be taken when disabling services and
thorough testing should be conducted prior to implementation.

1.

Alpha Task 5/9

Expand ‘Security Templates' and
‘C:\Users\Administrator\Documents\Security\Templates’.

Click on the '‘WS08-EC-Member-Server’ template and in the right pane, double click
on ‘System Services’ folder.

= Console1 - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\ Templates\WS08-EC.

E File Action View Favorites Window Help

e 7= X = E=
| Qonsole Root MName | Description
[El=- Sg:ur\ty Templates 154 Account Polides Password and account lockout polices
B[4 C:\Users\Administrator\Documents\Securit | 1 Local Palicies Auditing, user rights and security options policies
o WS508-EC-Domain-Controller /| EventLag EventLog
7 Restricted Groups Restricted Groups
r: L5 L SEr Vi £ System Services System service settings
| WYP-EC-Deskiop QRegmtry Registry security settings
QF\IE System File security settings

Figure 1: Editing Member Servers Security Template
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= Consoclel - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates\WS08-EC

E File Acton View Favorites Window Help

&= | 7ml= | Elm

_| Console Root ervice Mame = | Startup | Permission | ot
=2 _3 Security Templates & Active Directory Domain Ser... Mot Defined Mot Defined
El [4 C:WJsers\Administrator\Documents\Securit £ A-tive Directory Web Services Not Defined Mot Defined
% W508-EC-Domain-Controller _F Application Experience NotDefined Mot Defined
W508-EC-Domain - Application Identity Mot Defined Not Defined
B Lal WS08-EC-Member-Server " Application Information MotDefined Mot Defined
j—!ﬂ f;;:lu;;:!:jes . Application Layer Gateway ... Mot Defined Mot Defined
.._ﬂ EventLog _‘prpI\cahon Management Mot Defined Mot Defined
.g Restricted Groups _‘fBadﬂgrnund Inteligent Tran... Mot Defined Not Defined
% System Services “TEBSE Filtering Engine Not Defined Not Defined
-g Registry “r.CEruﬁcahe Propagation Not Defined Not Defined |
'g File System AECNG Key Isolation Mot Defined Mot Defined
3 WXP-EC-Desktop "¥ COM+ Event System Mot Defined Mot Defined
. COM+ System Application Mot Defined Mot Defined
4 Computer Browser Mot Defined Mot Defined
L Credential Manager NotDefined Mot Defined
L Cryptographic Services Not Defined Not Defined

FDCOM Server Process Laun... Not Defined Mot Defined
- Desktop Window Manager 5... Mot Defined Mot Defined

_EDFS Namespace Not Defined Not Defined
. DF5 Replication Mot Defined Mot Defined
4 DHCP Client Mot Defined Mot Defined
. Diagnostic Policy Service Not Defined Mot Defined

FNizanna Hie Serviea Hnat NatNafined  Nat Nafinad

Figure 2: Member Servers — Systems Services template

We will be disabling the Routing and Remote Access service on our Windows
member servers:

Note: This service represents one of the most important to lock down in a production
environment. This step is used as an example of how to disable a service for an
entire Organizational Unit. We will be using the Windows Security Configuration
Wizard on each server individually to lock down services further. When implementing
this configuration in production, you should review all services and minimize any that
are not appropriate for your environment.

3. Double click the ‘Routing and Remote Access’ Service and then check the ‘Define
this policy’ checkbox. Assure that Disabled is selected.

4. Click ‘OK’.

Now you will configure the security template to rename the local administrator
account for all of the member servers. This is done to obfuscate this built-in
privileged account and supports the defense-in-depth goal.

5. Click on the ‘Local Policies’ icon from within the Security Templates MMC and then
double click the ‘Security Options’ icon in the right-hand pane.

6. Click on the ‘Accounts: Rename Administrator Account’, click the ‘Define this policy
setting in the template’ check box and type acar negi e in the box. Click ‘OK’.
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7= Console1 - [Console Root\Security Templates\C:\Users\Administrator\Doc

a3 le Acton View Favorites Window Help
e 2mIXE =B

7| Console Raot Policy = [ computer Setting [ -
B)  Securty Templates 52 Accounts: Administrator account status Not Defined

=) [ Cisers \Adminstrator|Pocuments\Securit | 1 accounts: Guest account status Dicabled
% WS08-EC-Domain-Controlier 5 Accounts: Limit local account use of blank passwords fo console |...  Enabled

W505-EC-Domain Accounts: Rename administrator account acamnegie

Bl La WS08-EC-Member-Server 1 Accounts: Rename guest account Not Defined
Account Polices N . !

Accounts: Rename a... +

More Actions 13

2lx|

Accounts: Rename administrator account P

Audit Policy
User Rights Assignment.
2 Security Options

Ui AU Template Securty Policy Setting | Explain |

[Epe j Accourts: Rename administrator account

A Restricted Groups
4, System Services L De
A Registry “De |V Define this policy setting in the template

7 File System i e [reamege |
_d Wxp-EC-Desktop [ pe

Eln oK | Coneal bpely

« | » || [ Microsoft network dlient: Diaitally sian communications (always) Enabled -

Figure 3: Renaming administrator account with Security Templates

We are also going to add log on banners to all Windows boxes in the AIA domain.
Banners can be set to anything from legal disclaimers, to appropriate use reminders,
to daily greetings. Each time a user attempts to log on, they will see this message
banner.

7. Inthe ‘Security Options’ pane on the right, double-click ‘Interactive logon: Message
text for users attempting to log on’.

8. When the template policy window opens, check ‘Define this policy setting in the
template’ and in the text field, type: WArni ng!  Thi s conputer is for
of ficial use only! Click ‘OK’.

7= Console1 - [Console Root\Security Templates\G:\Users\Administrator\Doc: =& x]

[ Fle Acton View Favorites Window Help ‘_ 3| x|

e@=7=IRE = Bm

| Console Root Policy = | Computer Setting | -
E 5 Seauity Templates \/l+| Devices: Restrict floppy access to locally logged-on user only Not Defined
Bl [’ C:\Users|Administrator\Documents\Securit | [ Domain controller: Allow server operators to schedule tasks Not Defined
§\”5“ﬁfwﬂmﬁ‘"<ﬂ"'m”ﬂ 2] Domain controller: LDAP server signing requirements Mot Defined
W508-EC-Damain Domain controller: Refuse machine account password ch
: password changes Not Defined .
Interactive logon: M. &
=) L \WS08-£C-Member Server 21 Demain member: Digitall encrypt or sign secure channel data (@l Enabled —

A Account Policies . § - - More Actions
Lo ks 21

4 AuditPolicy Dg

7 User Rights Assignment

3 Security Options

Eventlog

4, Restricted Groups

4 Svstem Services

A Registry

4, File System

3 WxP-EC-Desktop

Template Security Policy Setting | Biplain |

Interactive logon: Message text for users attempting to log on

[V Define this policy setting in the template
[\Waming! This computer is for official use only]] =]

Figure 4: Creating the logon banner
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9. Double-click ‘Interactive logon: Message title for users attempting to log on’. Check
‘Define this policy setting in the template’ and in the text field, type:
Log on Varning! Click ‘OK’.

7= Consolel - [Console Root\Security Templates\C:\Users

File Action View Favorites Window Help

e 2mIXE = [ HE

~| Console Root Policy + | Computer Setting [ -
El F Security Templates | Devices: Restrict floppy access to locally logged-on user only Mot Defined
Bl ['4 C:\Wsers\Administrator \Documents\Securit Domain controller: Allow server operators to schedule tasks Mot Defined
WS08-EC-Domain-Controller | Domain controller: LDAP server signing requirements Not Defined
\:fSDSECDomaln Domain controller: Refuse machine account passward changes Mot Defined o
B g WS06-EC-Member-Server | Domain member: Digitally encrypt or sign secure channel data (al... Enabled
== Account.P.ohues Do - = - More Actions »
B &l L_oca\ Policies od Interactive logon: Message title for users atte x|
| Audit Policy .
i User Rights Assignment D9 Template Securty Policy Seting | Expla |
= - Do
| security Options I
5 tenttog o j Interactive logon: Message tile for users attempling to log on
4 Restricted Groups |1nt b
7 System Services Int
1 Registry It ¥ Define this policy setting in the template
4 Fie System 101 [Leg o Waring ter i for offic...
3 wxp-EC-Desktop [EE G
Ini
|Int
Ini
|Int
Ini -
| Mic
Mig
| Mic
Mig
| Mic

Figure 5: Creating the logon banner

The Windows Security Configuration Guide policies increase the amount of auditing
done on machines which can be very beneficial to analyze system performance and
security issue. We will make some modifications and decrease the amount of
auditing as our Virtual Machines have very limited hard drive space and high logging
will fill that up quickly.

10. Select ‘Audit Policy’ then double click on ‘Audit object Access’ , check ‘Define these
policy settings in the template’, check ‘Failure’ and click ‘OK’

Audit object access Properties E 2] %]

Template Security Policy Setting I Explain I

j Audtt object access

¥ Define these policy settings in the template
Audtt these attempts
™ Success
¥ Faiure

i This setting might not be enforced if other policy is corfigured to
L=t gyemide category level audit policy.
For more information, see Audit object access. (3921468)

0K | Cancel | Aoy |

Figure 6: Properties for a security policy
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11.

12.
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Edit the settings for the other policies in Audit Policy and eventually your Audit Policy
settings should look like the figure below.

7= Console1 - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates\WS08-EC =18 x|
i@ Fle Acton View Favorites Window Help |;|2|1|
&= | il R )= [ |
| Console Root Poiicy [ Computer Setting | Actions
E Fh Security Templates ‘Audit account logon events Success, Falure “Rudicroicy - |
) 5 C:Wsers\administrator \Documents\Securit | (1] Auit account management Success, Falure
\WS08-EC-Domain-Controller Audit directory service access Not Defined More Actons 4
WS08-EC-Damain Auditlogon events Success, Falure =
" d
B _al W08 EC-Member-Server Audit obiect access Failre (RuESystemevens |

5 Account Policies
) | Local Folicies
B AuditPoiicy
/4| User Rights Assignment
Gl Security Options
3 Eventlog
5 Restricted Groups
7 System Services
1 Registry
5 Fle System
_d WixP-EC-Desktop

Success, Failure More Actions »
Failure

Not Defined

Audit policy change
Audit priviege use
Audit process tracking

nts

Figure 7: Final Audit Policy settings

Finally, we need to change the default method of Event Log retention in order to
avoid problems caused by the limited available hard drive space on our virtual
environment systems. We are going to set Event Log to overwrite events as needed
if the allowed space for the Event Log is full. Note that this may not be the best
option for a production network since an attacker could potentially flood the Event
Log with worthless data in order to overwrite any Event Log entries that might
document their break-in. However, because of the disk space constraints on our
virtual environment systems, overwriting as needed will be necessary.

Click on ‘Event Log’ under ‘WS08-EC-Member-Server’. Then double-click ‘Retention
method for application log’. Check the ‘Define this policy setting in the template’
checkbox.

Change the setting to ‘Overwrite events as needed'.
hod dpd|

Template Security Policy Setting | Explain |

j Retention method for application log

[+ Define this policy setting in the template
 Overwrite events by days
% QOverwrite events as needed

= Do nat ovenwrite events (clear log manualy)

o] |

Figure 8: Properties for a security policy

Cancel | Apply
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13. Click ‘OK’.

14. Edit the Event Log policies such that eventually the policy settings for Event Log
should be similar to the figure below:

7= Console1 - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates\WS08-EC-Member-Ser —|@] x|
File Acton View Favorites Window Help |_ & x|

@ |7 [m= [J=

1 Console Root Policy = | Computer Setting [ Actions
= F Security Templates 1112 Mardimum application log size 16384 kilobytes
B[4 Cr\Users\administrator\Documents\Securit: | {7 Maximum security log size 16384 kilobytes

§ WSD8-EC-Domain-Controller 5] Maximum system log size 16334 kiobytes Mare Actions 3
WS08-EC-Domain [:)Prevent local guests group from accessing application log Enabled
Bl _g WS08-EC-Member Server ) Prevent lncal guests group from accessing security log Enabled
A‘”‘“”‘Ipﬂ“ﬂes (1] Prevent local guests group from accessing system log Enabled
°‘25;‘f:jw [:2)Retain applicatian og Not Defined
User Rights Assignment KL Retain security log Not Defined
Security Options 1| Retain system log Not Defined
vent Log |:5] Retention method for application log As needed
4 Restricted Groups s/ Retention method for security log As needed
‘@ System Services 4] Retention method for system log As needed
“a Registry
i File System
_d Wi¥P-EC-Desktop

Figure 9: Final Event Log settings
15. Now right click on the ‘WS08-EC-Member-Server’ template file and select ‘Save’.

16. Open ‘Group Policy Management Console’. Click ‘Start’->’Administrative Tools’ and
then select ‘Group Policy Management'.

i
&P Acten Vew  Windse  beb =18l =)

o im0l B

[omorovmt
<1 Y Foress: . clees
= |4} Domans Group Policy Objects in aia.class
3 sia.closs Corterts | Drlegetisn |
s it Dormn ok
2/ Domain Security Pokcy M= IEZ ] t#l—]_u-
) ] Dervain Controbers 17 D Secarty Pubey abind Nere /1373010 14506 FM Do Admss (ALK Diomms Ackoarn]
4] Epeye \/ Dol Dormoirs Cortoons P . Enabind  None  327/2010 1006 56 AN Doman Advn (A& Doman Admrn)
# 4] Servers [ Dedat Dorsases Policy Enabied MNone  L77010 11 1ES0AN  Closain Adming (AN Domain Adera]
% (3] Bervices Advns [ D Socuslty Py Ensbiod Mone ATSEN0T4I08FM  Comn Advi (AN Doman Ader]
o &y | Doman Server Poley Enabied Mene ANW010 34540 FM  Doman Admng (AA\Dioman Admng)
A Ly W ew Enstied Mone /22000 7STI0FM  Domsn Admins (A8 Doman Admns
il G Funt Back L. Servens Enabied Mone 4272000 75802FM  Doman Admns (44! Domain Admns)
) soes
W7 GomPoky e mgratian Table Edfior
Group Pobey
'

Hew Window from Here

Refresh

el

Juefreshes the current selecton.

Figure 10: Group Policy Management

17. Create Member Servers Group Policy Objects. In the left panel, Expand ‘Group
Policy Management’ -> ‘Forest’ -> ‘Domains’ -> ‘aia.class’, using the plus icon. Right-
click ‘Group Policy Objects’ and select ‘New’.

CE— X

Name
|Member Servers GFO

Source Starter GPO:

|{nane} j
cous

Figure 11: Creating a new GPO
Enter Menber Servers GPOas the name of new GPO, click ‘OK'.
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18. Import Domain Security Policy Templates. Expand ‘Group Policy Objects’ and right-
click ‘Member Servers GPO’, the newly created GPO, and select ‘Edit’. This will open
‘Group Policy Management Editor’.

Fle Acton View Help

B Group Policy Management Editor

=10l x|

e |AEIR=HE

=] Member Servers GPO [ALPHA.ATA

Name

| Description

) & Computer Configuration
1 ] Polides
| Software Settings
Bl [ Windons Settings
| Name Resolution Pr

| Seripts (Startup/sh

-]
i Falicybes  OPEM
% Administrative  JmPOrt

= Preferences Eaport
= ¥ User Configuration Reload
| Polices —
~ Preferences
Export
Help

| Account Policies

& Local Policies

i EventLog
‘A Restricted Groups
4 System Services
4 Redistry

work (IEEE 802.3) Policies
Frrewall with Advanced Security
st Manager Policies

ietwork (TEEE 802. 11) Polices
Policies

Policy...
policy..

List... IRestriction Polides

ccess Protection

I Control Polices

&, 1P Security Policies on Active Directory (ATA....

| Advanced Audit Policy Configuration

Password and account lockout policies

Auditing, user rights and security options policies
EventLog

Restricted Groups

System service settings

Registry security settings

File security settings

Wired Network Policy Administration. Manage Wire...

Windows Firewsl with Advanced Security
Netwark name, icon and location group poliies.

Wireless Network Policy Administration. Manage W...

Network Access Protection
Application Control Policies

Intemet Protocol Security (IPsec) Administration. ...

Advanced Audit Policy Configuration

[tmport a template file into this policy object.

Figure 12: Import Policy

Expand ‘Member Servers GPO’ -> ‘Computer Configuration’ -> ‘Policies’ ->
‘Windows Settings’ using the plus icon. Right-click ‘Security Settings’ and select

‘Import Policy’.

1I
Look iHZI Templates j o T o
Name = Ivl Date modified |v| Type
4 | WS08-EC-Domain 6/19/2010 9:17PM  Setup Inforn

4¥ | W508-EC-Domain-Controller

WS508-EC-Member-Server

6/16/2010 5:48 AM

Setup Inforn
620 9:48 AM  Setup

i | Wxp-EC-Desktop 4/13/2006 5:00 AM
4| |
Fie name:  [W508-EC-Member-Server

Files of type: ISecurity Template

{inf)

[ Clearthis database before importing

Figure 13: Importing the Member Servers security template

In the ‘Import Policy From’ screen, make sure the ‘Clear this database before
importing’ box is checked and then click on ‘WS08-EC-Member-Server’ and click
‘Open’. Then, close ‘Group Policy Management Editor’.
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19.

20.

Page 8 of 8

Link GPO to Organization Units

3 File  Acton view Window Help
=2 2mIXR o HFE
&, Group Policy Management
Bl 4 Forest: aia,dass
= (54 Domaing
El G sia.dass
= Default Domain Policy

omain Controliers

Default Domain Policy
Scape | Detais | Settings | Delegat
Links
Display frks in this location

¥ Create a GPO in this domain, and Link it here... I
" Linkan Existing GPO. ..
Block Inheritance

G
2t Group Policy
5 WMI Fiters
3 Starter GPC

& Sites
5t Group Policy Modeit
2 Group Policy Result:

Group Policy Modeling Wizard...
New Crganizational Unit

Mew Windaw from Here

Delete
Rename
Refresh

Properties

Help

Figure 14: Link the GPO to the OU
Right click ‘Member Servers’ in Group Policy Management Console, and select
‘Link an Existing GPO...’

In Select GPO dialog, choose the GPO we just created ‘Member Servers GPO’ and
click ‘OK’. Now the GPO is linked to our domain.

&, File Acton View Window Help

=Bl
e
A = |

5L Group Policy Management
] o) Forest: aia.dass

Member Servers
Linked Graup Policy Obiects | Group Policy Inherkance | Delegation |

=l [Z5 Domains
Bl g aia.dass ) Link Order ~ | GPO [ Enforced [ Link Enabled | GPO Status | WMI Fier | Modied | Damain |
L] Default Domain Policy 1 5] Member Servers PO No Yes Enzbled  None 6/16/... aia.cl.
B Domain Controlers 2 A WSUS_Member Ser.. Yes Yes Enzbled  Nore 6/4/2. sl
=] Member Servers

1 Microsoft Exchange Security
@ 2] Workstations
=t Group Policy Objects
7 WM Filters
= [ starter GPOs
[ Sites
pi Group Policy Modeling
& Group Policy Results

Z

D—r

Figure 15: Verify whether the GPO is linked
Click “Member Servers” again to verify that GPO is linked.
Close all open windows and do not save settings to the console.

Note: After these Security Group Policy settings are applied and each server is
rebooted, you will be asked for Administrator credentials every time a configuration
console is opened.
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Applying a Security Template to Windows Workstations
1 Security Templates

1.1 Open Security Template Editor
Logon to the Windows Domain Controller (Alpha.aia.class) with the Administrator Account:
Username = Administrator
Password = tartans@1
Click on the ‘Start’ button and Select ‘Run’. Type MMC and click ‘OK’.

From within the Microsoft Management Console, Click ‘File’ and select ‘Add/Remove
Snap-In’. Scroll down and select the ‘Security Templates’ Snap-In and then click ‘Add’.
Click ‘Close’ and then click ‘OK’.

1.2 Edit Workstation security template

Now we will edit the security template for our workstations so that the local administrator
account will be renamed and logon banners will be added.

1. Expand ‘Security Templates’, click on
‘C:\Users\Administrator\Documents\Security\Templates’ and double-click on ‘WXP-EC-
Desktop’ in the right pane.

= Consolel - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates]

& File Acion View Favorites Window Help

e 7[=X:=H[E
] (Eonsole Root MName | Description
El By Security Templates _4Ws08-EC-Domain-Contraller

7 C\Users\Administrator \Documents\Secur EWSDS.EC.DDmain
EWSDSECNEmberSerVer

W WxP-EC-Desktop This Security Configuration Template provides sett...

Figure 1: Workstation template

Now you will configure the security template to rename the local administrator account
for all of the member servers. This is done to obfuscate this built-in privileged account
and supports the defense-in-depth goal.

2. Double-click on the ‘Local Policies’ icon from within the Security Templates MMC and
then double click the ‘Security Options’ icon in the right-hand pane.

3. Click on the ‘Accounts: Rename Administrator Account Policy’, click the ‘Define this
policy in the template’ check box and type acarnegie in the box. Click ‘OK’.
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islx]
Fle | Acton View Favertes Window Help ST
LY EsE IEEN 7 i |
~ Console Rogt. Policy = | Computer Setting || Actions
[ [ Security Templates Accounts: Administrator account status Not Defined 0
B1 [ Cilsers\administrator\DecumentsiSeaur | (1) Accounts: Guest account status Disabled
W508-EC-Domain-Contralier Accounts: Limit local account use of blank passwords to console |...  Enabled Mere Actions 4
\WS08-EC-Domain %] Accounts: Rename administrator account acamegie
:jisii?::::::’“”’” Accounts: Rename guest account Mot Defined
[ feeven v 21 s
£l Lo Poices fud  Template Securty Polcy Seting | Explan |
B Audit Policy e Erir
E :% ;':z:‘;f%;:::f”'"ent pca j Accounts: Rename administrator account
| Eventlog bco
A Restricted Groups Devi
System Services Devi [ Define this policy sefting in the template ractive Users
4 Registry Devi [roamege |
4 Fle System Devi
Devi
Dom
Dom
Dom
Dom
Dom
Dom
Dom

Figure 2: Renaming administrator account with Security Templates

We are also going to add log on banners to all Windows boxes in the AIA domain.
Banners can be set to anything from legal disclaimers, to appropriate use reminders,
to daily greetings. Each time a user attempts to log on, they will see this message
banner.

4. Double-click ‘Interactive logon: Message text for users attempting to log on’.

When the template policy window opens, change the text field to: Warning! This
computer is for official use only! Click ‘OK’.
EIF

Template Security Folicy Setting | Explain |

j Interactive logon: Message text for users attempting to log on

¥ Define this policy setting in the template
[Warming! This computer is for official use onty!l =l

< o

=l
,TI Cancel | Aorly | Template Securty Policy Setting |%\am|
j Interactive logon: Message title for users attempting to log on
Figure 3: Creating the logon banner R ———
|Lng on Waming!

6. Double-click ‘Interactive logon: Message title for users
attempting to log on’. Change the text field to: Log on
Warning! Click ‘OK’.

Figure 4: Creating the logon banner |

7. Now right-click on the ‘WXP-EC-Desktop’ template file and select ‘Save’.
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Applying Security to Workstations

2 Importing templates into Group Policy
2.1 Import Workstation template into Workstations OU GPO

In order to apply our newly edited security template, we will import it into the group policy
object for the Workstations organizational unit.

1.

w N

Alpha Task 6/9

Click ‘Start’ -> ‘Administrative Tools’ -> ‘Group Policy Management’.
Expand the ‘aia.class’ domain by clicking the ‘+’ sign.
Right click on ‘Group Policy Objects’ and click ‘New’

Type in Workstations GPO in ‘New GPO’ window as the name, click 'OK".

pewcro x]

Mame:

| Workstations GPO|

Source Starter GPO:

I[none} ﬂ
ok | cancel |

Figure 5: Naming the new Group Policy Object (GPO)
Expand ‘Group Policy Objects’, right click on the ‘Workstations GPO’ and select ‘Edit’.

Note: The security template’s policy will be applied to every computer assigned to the
Workstations OU. It is important to recognize that individual servers have different
requirements for System Services and other components; therefore you must apply
your policies in layers to account for these differences. This means that local system
templates can be applied in combination with templates from group policy.

Expand ‘Workstations GPO\Computer Configuration\Policies\Windows Settings’ and
then in the right pane, right click ‘Security Settings’ and click ‘Import Policy’.

|8 Group Policy Management Editor

Fle Acion View Help ‘

€% #EIXEHT \

5] workstations GPO [ALPHA.ALA.CL1 RN R SN
El & Computer Configuration
| Pol ame

Security Settings |

Software Settings
Windows Settings
Administrative Templat
| Preferences

Iser Configuration Impert Policy...
Expart palicy. .
# ] Preferences Rcload

Help

JEN — 1% Extended /4 Standard /

Reload the security policy [ [

Figure 6: Import Policy into The OU’s Security Settings
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Applying Security to Workstations

7. Select ‘WXP-EC-Desktop’ (make sure the Clear this database before importing
checkbox is checked) and click the ‘Open’ button. Then close the ‘Group Policy

9.
10.

Management Editor’.

x

Look in:l | Templates j [ N A i
Name = I'I Date modified |-| Type
£E | WS08-EC-Domain 6/19/2010 9:17PM  Setup Inforn

6/16/2010 5:48 AM  Setup Inforn
6/20/2010 9:48 AM  Setup Inforn

£F | WSD8-EC-Domain-Controller
4F | WSDB-EC-Member-Server

& WXP-EC-Desktop 6/20/2010 10:22... Setup Inforn
1] | i
Filename:  [WXP-EC-Desktop Open
Files of type: ISecurity Template {irf) j Cancel |
¥ Clear this database before importing

v

Figure 7: Import the created security template

Then right click on ‘Workstations OU’ and select ‘Link an Existing GPO...".

f Group Policy Management =i81x|
5l Fle Acon View Window Help ‘ =18
= |Zm0(XE G 5
1L Group Policy Management Workstations

& 4\ Forest: aia.dass
‘S 2 Domains Linked Group Poliy Obizcts | Group Policy Inhertance | Delegation |

] 5 aia.dass Lirk Order_~ | GPO [ Erforced [ Link Enabled [ GPO Status | WMI Fiter [ Modfied | Domain |
=i/ Default Domain Poiicy 1 ] WSUS_Workstations  No Yes Enabled  None 6/4/2.. aiacl..
% 2] Domain Controllers
Member Servers
Microsoft Exchange Security
Group Create 2 GPO in this domain, and Link it here...
WMIF  Link an Existing GPO...
3 Starter Block Inheritance
[ Sites
5 Group PolicyM G1OUP Policy Modeling Wizard...
) Group Policy R New Organizatonal Unit
View »

New Window from Here

Properties

Help

[ e |

Figure 8: Link the GPO to the OU

Select ‘Workstations GPO’ from the group Policy Objects list and click ‘OK’.

Close all open windows and do not save settings to the console.

Note: After these Security Group Policy settings are applied and each server is rebooted,
you will be asked for Administrator credentials every time a configuration console is
opened.
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Applying Security Templates to Domain Controllers

1 Security Templates

1.1 Open security template editor via MMC

1.2

Security templates allow administrators to centrally configure and control the security
settings on host systems. These templates are saved as .inf files and as such can be

edited with a text editor. We will be using the Microsoft Management Console to do our
editing.

1. Login to the Windows Domain Controller (Alpha.aia.class) with the Administrator
Account:

Username = Admi ni strat or
Password =t art ans@l
2. Click on the ‘Start’ button and Select ‘Run’. Type MMC and click ‘OK’.

3. From within the Microsoft Management Console, Click ‘File’ and select ‘Add/Remove
Snap-In’. In the available snap-ins, scroll down and select the ‘Security Templates
Snap-In’ and then click ‘Add’. Click ‘OK’.

Edit Domain Controller security template

Now we will edit the Domain Controller security template so that unnecessary services will
be disabled and the local administrator account will be renamed. Note: In normal
production environments, care should be taken when disabling services and thorough
testing should be conducted prior to implementation.

1. Expand Security Templates, click on
‘C:\Users\Administrator\Documents\Security\Templates’ and then double-click on
‘WS08-EC-Domain-Controller’ in the right-pane.

= Consolel - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates]

E File Action View Favorites Window Help

&= 7= X= [ 3lm

| Console Root Name Desdription
Bl F Security Templates W Ws08-EC-Domain-Controller
5 Ci\Users\Administr | ~dws0s-EC-Domain
E\"J’SUS-EC-F‘IEI‘HIJE[JSEI'VEI'
EWKP-EC-DESK!DD This Security Configuration Template provides setti. ..

Figure 1: Navigating to Domain Controller Security Template
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2. Double-click on the ‘System Services’ folder.

Servce tame - [Startp
Y Actee Drectory Domn Ser... fotDefined ot D
0} Actis Drectoy Web Sendces NotDefined Mot

i | Restcied Groups
¥ g System Servers
* L@ Heguary

Fie Systen

0 <08 £C-Doman 1. Certificate Fropagation MotDefined  NotD
0 3-,\4,-‘,_ B Mt S R0 ONG ey leslation rotDefined Mot
® gl WiP-EC-Deskivn MotDefed MO
MotDefined Mot
Mot Defined  Net T
¥ HotDefewrd Mol
%3 Crypingraphic Servicrs ot Defired
KIOCOM Sorver Process Laun. .. Mot Defired Nt
%ol Deskcing Window Manager 5... Mot Defined

% Badegyrund Intelioent Tran.., Mot Defined
% Base Fitering Engne. ot Defined

Piot Defined
MotDefred  hotD
MotDefned  Nol Oy
[ -

Figure 2: Domain Controller — Systems Services template

We will be disabling the Routing and Remote Access service on our Windows Domain
Controllers servers:

Note: This service represents one of the most important to lock down in a production
environment. This step is used as an example of how to disable a service for an entire
Organizational Unit. We will be using the Windows Security Configuration Wizard on
each server individually to lock down services further. When implementing this
configuration in production, you should review all services and minimize any that are not
appropriate for your environment.

3. Double click the ‘Routing and Remote Access’ Service and then check the ‘Define this
policy’ checkbox. Assure that ‘Disabled’ is selected.

4. Click ‘OK.
5. Expand ‘Local Policies’ and click on ‘Security Options’ in the left pane.

6. Double-click ‘Interactive logon: Message text for users attempting to log on’ in the right

pane.
7. When the template policy window opens, check ‘Define _—
this policy setting in the template’ and in the text field, TSty Py et |t |
type: Varni ng!  This conmputer is for a
of ficial use only! Click ‘OK'. F pimtiesdar e biontie -
y o

Figure 3: Creating the logon banner
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8. Double-click ‘Interactive logon: Message title for users attempting to log on’. Check
‘Define this policy setting in the template’ and in the text field, type:
Log on Varning! Click ‘OK’.

Template Securty Policy Setting I Explain |

j Interactive logon: Message tile for users attempting to log on

|V Define this policy setting in the template
ILng on Waming||

ok | Caned | Aoy |

Figure 4: Creating the logon banner

For our virtual environment we will disable auditing of process tracking in order to cut
down on the amount of data that will be logged to our syslog server Foxtrot. This should
make it simpler to review the logs on Foxtrot by cutting down on the amount of
information recorded. Whether or not you should do this in a production environment
depends on what particular system information you deem critical to capture.

9. Click on ‘Local Policies’ under ‘WS08-EC-Domain-Controller’ and then expand ‘Audit

Policy’
= Consolel - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates\W508 EC Dom: ]
G Fle Acton View Faverites Window Help |_ 8] x|
@ |7m=d
| Console Root Policy = | computer setting | Actions
[l 5 Security Templates Audit account logon events Success dit Po
B L Cisers) i 5 Audit account nt Success

: ator\Documents
B _d Ws08-EC-Domain-Contraller

Audit directory service access Not Defined
5 Account Policies Auditlogon events Success
B 4| Local P;““ES‘ Audit object access Not Defined
Gl [BiicEy Audit policy change Success
| User Rights Assignment >
& ceority optine Audt priviiege use Not Defined
P Audit process tracking Not Defined

(&l Eventlog

4 Restricted Groups

24 System Services

A Registry

A File System
WS08-EC-Domain
WS08-EC-Member-Server
WP-EC-Desktop

Audt system events

Figure 5: Audit Policy settings
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10. Double-click ‘Audit directory service access’. Check the box ‘Define these policy settings
in the template’ and check ‘Failure’.
Template Securty Policy Setting | Explain |
3 Audit directory service access
[ Define these policy settings in the templats
Audit these attempts:
™ Success
¥ Failure
i This s:mng might Fmet‘:e egforcled if other policy is configured to
T Ermors ehommenon, a ot tanctoy senics sscess (2021458)
OK | Concel | gy |
Figure 6: Properties for a security policy
11. Click ‘OK’.
12. Modify the all the policies under ‘Audit Policy’ such that at the end, it should look like the
following:
= Consolel - [Console Root\Security Templates\C:\Users\Administrator\Documents\Security\Templates\WS08-EC Do == x|
Fle Acton View Favortes Window Help [ISETES |
[E=8FEIXEEEE |
| Console Root Policy ~ [ Computer Setting | | Actions
Bl Security Templates Audit account logon events Success, Failure dit Pol
Bl [ Ci\Wsers\Administrator \Documents\Se | (1) Audit account management Success, Failure
£l _d WS08-£C-Domain-Controller Audit directory service access Failure More Actions »
faﬂ C‘:f;”::hpi‘s“-‘es Audit Iogon events Success, Faiure
]| Auditpolicy ::::: ;:-\‘E;t;::;: ;:i:r:ss,Failure Mare Actions >
g o e memert | i prvie e Falure
3 Eventlog Audit process tracking Not Defined
gResm\:tedGruups Audit system events Success, Failure
4 System Services
2 Registry
24 File System
WS08-EC-Domain
%\’VSUSEC‘MEWEEFSEWEF
WXP-EC-Desktop
Figure 7: Final Audit Policy settings
Finally, we need to change the default method of Event Log retention in order to avoid
problems caused by the limited available hard drive space on our virtual environment
systems. We are going to set Event Log to overwrite events as needed if the allowed
space for the Event Log is full. Note that this may not be the best option for a production
network since an attacker could potentially flood the Event Log with worthless data in
order to overwrite any Event Log entries that might document their break-in. However,
because of the disk space constraints on our virtual environment systems, overwriting as
needed will be necessary.
Page 4 of 8 Alpha Task 7/9
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13. Click on ‘Event Log’ under ‘WS08-EC-Domain-Controller’. Then double-click ‘Retention

method for application log’. Check the ‘Define this policy setting in the template’

checkbox.

14. Change the setting to ‘Overwrite events as needed’

Retention method tor application log

Template Security Policy Setting | Explain |

j Retertion method for application log

¥ Define this policy setting in the template

" Owverwrite events by days

@ Overwrite events as nesded

" Do not overwrite events (clear log manually)

21X

o |

Cancel | opy |

Figure 8: Properties for a security policy

15. Click ‘OK’

16. Edit the Event Log policies such that eventually the policy settings for Event Log should
be similar to the figure below:

= Consolel - [Console Root\Security Templates\C:\Users\Administrator)Doc

=181

EFHE Action View Favorites Window Help

PREIE

A EE

~| Console Root
=) Fh Security Templates

B[4 C:\sers\Administrator Pocuments\s

Bl _d hisecws
26 Account Policies
El | Local Policies
| Audit Policy

| User Rights Assignment

| Security Options

| Eventlog
‘4, Restricted Groups
A System Services
A Registry
4, File System
4 securews

0

|

Policy

| Computer setting | Actions

| Maximum application log size

Maximum security log size

Maximum system log size
| Prevent local guests group from accessing application log
| Prevent local guests group from accessing security log
Prevent local guests group from accessing system log
Retain application log

Retain security log
| Retain system log

| Retention method for application log

Retention methed for security log

Retention method for system log

L

16384 kilobytes
19456 kilobytes
16384 kilobytes

Enabled
Enabled
Enabled
Not Defined
Mot Defined
Mot Defined
As needed
As needed
As needed

Figure 10: Final Event Log settings

More Ac...

3

17. Now right click on the ‘WS08-EC-Domain-Controller’ template file and select ‘Save'.

Alpha Task 7/9
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18. Open “Group Policy Management Console”. Click ‘Start’ -> ‘Administrative Tools’ and
then select ‘Group Policy Management'.

Figure 9: Group Policy Management

19. Create Domain Controllers Group Policy Objects. In the left panel, Expand ‘Group Policy
Management’ -> ‘Forest’ -> ‘Domains’ -> ‘aia.class’ using the plus icon. Right-click
‘Group Policy Objects’ and select ‘New'.

zl

Name:
IDoma\n Contraller GPO

Source Starter GPO:

I fnone) j

Figure 10: Creating a new GPO
Enter “Domain Controller GPO” as the name of new GPO, click ‘OK’.

20. Import Domain Security Policy Templates. Expand ‘Group Policy Objects’ and right-click
“Domain Controller GPO”, the newly created GPO, and select ‘Edit’. This will open
‘Group Policy Management Editor’.

~-lojx

File Action View Help
R e ol
|=]" Domain Controller GPO [ALPHA.ALI B Windows Settings

£l % Computer Configuration
B [ Policies

Name |
_|Name Resolution Policy

£ scripts (Startup/Shutdown)

i Security Settings

dliiPolicy-based Qos

Select an item to view its description.

~| Software Settings
= [ Windows Settings
~| Name Resolution Py
|£] Scripts (Startup/Sh
T Security Sett~~~
iy Policy-based Open
“| AdministrativeTe  Import Policy...

~| Preferences Export palicy...
B %, User Configuration Reload
_ Policies -
_| Preferences =
I — | Exterded 4 Standard 7
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21.

Figure 11: Import Policy

Windows Domain Security with Templates and GPOs

Expand ‘Domain Controller GPQO’ -> ‘Computer Configuration’ -> ‘Policies’ -> ‘Windows
Settings’ using the plus icon. Right-click ‘Security Settings’ and select ‘Import Policy’.

x
Lok in:l | Templates j (€] ¥ = -
MName = |-| Date modified |v| Type
6/19/2010 9:17PM  Setup Inforn

=¥ | W508-EC-Domain
| EC-Domain-Controller

6/20/2010 10:39...

Setup Inforn

£ | WS08-EC-Member-Server 6/20/2010 9:48 AM  Setup Inforn
4 | WXP-EC-Desktop 6/20/2010 10:22... Setup Inforn
4| | i
Fle name:  |WS08-EC-Domain-Cortroller Open

Files of type: | Securty Template (inf)

[™ Clearthis database before importing

j Cancel |

v

Figure 12: Importing the Domain Controller security template

In the ‘Import Policy From’ screen, select ‘WS08-EC-Domain-Controller’ and click
‘Open’. (Make sure the Clear this database before importing checkbox is checked)

Then, close ‘Group Policy Management Editor’.

Link GPO to Organization Units

&, File Action View Window Help
&= 5[0 (XE0 c[HE6w
_é Group Policy Management
=] _ﬁ Forest: aia.dass

Domain Controllers

B [£4 Domains
Bl 3 aia.class

= Default Domain Policy 1

Member Server
Microsoft Exchi
= | Workstations
- Group Policy Ol
 WMI Filters
] Starter GPOs
& Sites
5i% Group Policy Modeling
4 Group Policy Results

Linked Group Policy Objects | Group Pal

| GPo
52/ Defautt D

Create a GPO in this domain, and Link it here...

Link an Existing GPO...

Block Inheritance

| Lirke Order =

Group Policy Modeling Wizard...
Mew Organizational Unit

View 3
New Window from Here

Delete
Refresh

Properties

Help

Figure 13: Link the GPO to the OU

Right click the ‘Domain Controllers’ OU in Group Policy Management Console, and
select ‘Link an Existing GPO...’

In Select GPO dialog, choose the GPO we just created ‘Domain Controller GPO’ and
click ‘'OK’. Now the GPO is linked to our domain.

Alpha Task 7/9
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oo ooy Mamagemment___ T IE]
d Ml Acton Vew Windom Feo =lal=
oo 50X o [Hen
B SIREINIET P Domain Controllers
=1 {4, Forest: s cass -
F gl Domains BEFCEDE) tance | Deegsten |
= g sacs ek Ok - | GPD [ Erdorced | ek Erbled | GPO s [ wiMiFaer [ Modtod JDomen [
ce?m-.Eoannh:; 1 s Defork Doman Cortolers Pol . e Yes Ensples e BN7720.. ool
sy Dumen: ecxity Folcy 2 4] Doman Cortrober GFO e Yeu Lratled Hone C20201. sacm

W 5] Member Sarvers
&1 Mocrossft Exchange Seaity (|
1 weristanens =
3 Groun Pricy Cepecsy
! Do foit Derrie Corstrsler
! ot Deersies Peicy
! D Cortrcler G50
! Do Secaity Pokeyy
)
! werketatons GRO
4 [ W Fiters
# |3 st GPOe

Figure 14: Verify whether the GPO is linked
Click ‘Domain Controllers OU’ again to verify that GPO is linked.
22. Close all open windows and do not save settings to the console.
23. Reboot the server.

Note: After these Security Group Policy settings are applied and each server is
rebooted, you will be asked for Administrator credentials each time a configuration
console is opened.
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make sure that you have successfully deployed the OSSEC server on Foxtrot.

Open Source Security (OSSEC) Agent

OSSEC agents will be installed on each Linux and Windows server and will send events to
the OSSEC server that is running on Foxtrot. The OSSEC server processes events and
generates warnings from alerts sent by the agents. Before installing any OSSEC agents,

1 OSSEC Agent setup

11
1.

Alpha Task 8/9

Installation

Open Windows Explorer and navigate to path ‘D:\Tools\Windows\OSSEC’:

=101

‘9(_)0 ‘ + CD Drive (D:) AISTS-5.0 + Tools  Windows - OSSEC

» |23 | search ossec

g

Organize *  Share with +

4 Downloads
=il Recent Places

=l Libraries
3 Documents
J Music
= Pictures

E Videos

1M Computer
FE', Local Disk (C:)
=) CD Drive {D:) AISTS-5.0
Tools

€l Network

1 item

d MName “

| Date modified

= - 0 @

Type

| Size

Q ossec-agent-win32-2.4.1

4
-

5/25/2010 2:18 PM

Application

1,

Figure 1: Setup File

Double click on the ‘ossec-agent-win32-2.4.1’ setup file and start installation:

Ossec HIDS Windows Agent v2.4.1 Setup

Welcome to the Ossec HIDS
Windows Agent v2.4.1 Setup

Click next to continue,

This wizard will guide you through the install of Ossec HIDS.

=10 =]

Wizard

Mext = I

Cancel

Figure 2: Welcome Screen of OSSEC Installation

© 2010 Carnegie Mellon University
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3. Click ‘Next’ and accept the license agreement by pressing ‘Agree’ button:

0ssec HIDS Windows Agent v2.4.1 Setup

License Agreement

Please review the license terms before instaling Ossec HIDS Windows Agent v2.4.1.

=10l x|

)

Press Page Down to see the rest of the agreement.

Copyright (C) 2010 Trend Micro Inc. All rights reserved.

OSSEC HIDS is a free software; you can redistribute it and/or modify
itunder the terms of the GNU General Public License (version 2) as
published by the F5F - Free Software Foundation.

Mote that this license applies to the source code, as well as

decoders, rules and any other data file induded with OSSEC (unless
otherwise specified).

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Ossec HIDS Windows Agent v2.4.1.

Copyright (€Y 2010 Trend Micro Inc,

4

=l

< Back I I Agree I Cancel I

Figure 3: License Agreement window

4. Accept the default installation options and click ‘Next’:

Ossec HIDS Windows Agent v2.4.1 Setup

Choose Components
Chooge which features of Ossec HIDS Windows Agent v2.4. 1 you want to install.

=10l

)

Select the options you want to be executed, Click next to continue.

Select components to install:

OSSEC Agent (required)
Scan and monitor 115 logs (recommended)
Enable integrity checking (recommended)

Space required: 3.7MB

Copyright () 2010 Trend Micte Inc,

< Back I MNext > I Cancel |

Figure 4: Choose default settings for components

5. Proceed with the installation by pressing the ‘Install’ button:

Ossec HIDS Windows Agent v2.4.1 Setup

Choose Install Location
Choose the folder in which to install Ossec HIDS Windows Agent v2.4. 1. L@

=1l

Setup will install Ossec HIDS Windows Agent v2.4. 1in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

"Desﬁnaﬁun Folder

Browse...

Space required: 3. 7MB
Space available: 7.1GB

Copyright (C) 2010 Trend Micro Inc,

< Back I Install I Cancel

Figure 5: Location path

Alpha Task 8/9
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6. After the installation has finished you should see the following screen. Complete the

1.2

installation by clicking on ‘Finish’:
=loix

r Comnlefina the Ossec HINS
0SSEC Agent Manager =l Wizard
Manage View Help -

stalled on
Ossec HIDS +2.4.1

Agent: Auth key not imported. [0) - 0

Status: Require import of authentication key.
Missing DSSEC Server IP address.
- Mot Running...

OS5EC Server [P

ver_p_here?)
Authentication key: | Cinsert_auth_key_herex
Save | Refresh

‘htq:l:ﬂwww.ossec.net ‘ 4

= Back, I Finish I Cancel

Figure 6: End of OSSEC installation

Configuration

Now we are going to setup a shared key between Alpha and Foxtrot. In order to do

this, go back into the CD contents and execute ‘Putty’ from

‘D:\Tools\Windows\Putty’.

Enter * 10. 0. 4. 2° (Foxtrot's IP address) in the ‘Host Name’ field and click ‘Open’:

| 2 PuTTY Configuration x|
Category:
= S_essiun ‘ Basic options for your PuTTY session |
= T. ) I..uglgmg ~ Specify the destination you want to connect to
- Terminal
‘- Keyboard Host Name (or [P address) Port
- Bel 1044 |2z
. Featurss Connection type:
- Window " Raw (" Telnet © Rlogin " S5H " Serial
- Appearance B
Behaviour Load, save or delete a stored session
- Translation Saved Sessions
- Selection
~ Colours Default Settings Load
- Connection
- Data Save
e [=
- Telnet Delste
Rlogin
- 55H
- Seral Close window on exit:
Aways ¢ Never  { Onlyon clean sxit
s coos_|

Figure 7: Setting up Putty

3. Accept the warning by clicking ‘Yes':

Alpha Task 8/9

PuTTY Security Alert x|

The server's host key is not cached in the registry. You
! % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2045 f5:b7:79:02:f:f3: 7d:af:a2: 3f:87:db:e0:ee:c0:5e

If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection,

Yes | No | Cancel I

Figure 8: Accept the warning
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4. Type r oot for the login name and press [ Ent er] thentype tartans@l as the
password and press [ Enter]:

Figure 9: Login

5. Once you have logged into Foxtrot start the OSSEC agent manager by executing
the following command:

# [ var/ ossec/ bi n/ manage_agent s

Figure 10: OSSEC Agent Manager window
6. Add an agent by typing A and pressing [ Ent er] .

7. Enter Alpha’s information as shown below and press [ Ent er] :

= root@Foxtrot~

Figure 11: Select an option
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OSSEC Agent

8. Now type E and press [ Ent er] to extract shared key for Alpha, and enter 004
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added:

r '\g' to gquit): 004

Figure 12: Randomly key generated

9. Copy the shared key by highlighting it and paste it into OSSEC agent as shown
below.

10. Enter 10. 0. 4. 2 as the server address and then click ‘Save’ then ‘OK”:

(7 0SSEC Agent Manager x| {5% x|

Manage View Help

Oszec HIDS v2.4.1 Ossec HIDS v2.4.1

Agent: Alpha (001] - 10.0.2.4 Agent: x|
Statuz: Stopped. Status:
Adding key for:
Agent ID: 004
DSSEC Sewver P [10.0.4.2 DsgECS Agenilame: Alpha i
Authentication key:  [EmZDky0ThiMmFimFkOWE = Athentic =
Save Refresh m
Stopped.. Stopped..
Figure 13: Enter the parameters Figure 14: Confirm the settings
11. Choose ‘Manage -> ‘Start OSSEC’ to start the OSSEC agent:
&) x|

Ossec HIDS v2.41
Agent: Alpha [004) - 10.0.2.4

Status: Ruri x|

DSSEC Agent Started.

OSSEC Server

Authertication

Refresh

Started..

Figure 15: Starting OSSEC
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12. Switch back to the Putty SSH command shell window. Type Qthen press [ Ent er ]
to quit from the agent manager then type exi t and press [ Ent er] to end the SSH
session and exit from Putty.

13. Close the OSSEC Agent Manager and Windows Explorer.
14. Click ‘Finish’ to close the OSSEC wizard.
2 Group Policy Exclusion

Now we need to add a group policy rule to allow member servers to run the OSSEC
agent. Without this rule, the initial OSSEC installation will succeed, but our security
policies will not allow the OSSEC Agent Manager to be launched again if OSSEC
needs to be reconfigured in the future.

1. Go to ‘Start -> ‘Administrative Tools’ -> ‘Group Policy Management'.

2. Right-click ‘Domain Security Policy’ and click ‘Edit...".
= =cope | Details | Settings | Uelegation |

El (£} Domains
B 3 aia.dass Links
F . .
LI7 Default Domain Policy Display links in this location: Iaia.class
:;; Domain Co Bt ving sites, domains, and Ols are linked to this GPO:
3 Enforced
] Member SqiiES h [ Erforced [ Link Enabie
3| Microsoft E v Link Enabled o = v
= Workstatio  Save Report... Fstations o =
-+ Group Palic
Bl » P - Mew Window from Here
=] Defaul
5[ Defaul  pelate
_-: Dn:uma?r Rename
& Damair Refresh
|E[ Membe
|5 worksi  Help
__f WS5US_DC |
[E[ WSUS_Member Servers
(=] WSUS_Warkstations Security Filtering
? WMI Filters The settings in this GPO can only apply to the following groups, users, and cor
]l Starter GPOs Name

3 Sites
s Group Policy Modeling
4 Group Policy Results

52 Autherticated Users

Figure 16: Edit the group policy

3. Expand ‘Computer Configuration’ -> ‘Policies’ -> ‘Windows Settings’ -> ‘Security
Settings’ and click on ‘File System'.

Right-click on the white space in the right pane and choose ‘Add file...".
Navigate to C:/Program Files (x86)/0ossec-agent.
Click ‘OK’ twice.

Select ‘Replace existing...” and click ‘OK’.

© N o g &

Close all open windows.
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Windows Security Configuration Wizard
1 Runthe SCW

1. Click ‘Start’ -> ‘Administrative Tools’ -> ‘Security Configuration Wizard'.

2. Click ‘Next’, on the Welcome screen. .
H 1 ] . Configuration Action i'
3. Click ‘Next’, to Create a new Security 1 can et a e sty oy o sl an et sty ol b e & )
Policy
Select the action you want to perform:
4. Click ‘Next’, on the Select Server e
dialog. We will not be importing a Ay an xisting seaurty paley

1~ Rolback the last applied security policy

configuration from a different server.

Existing security palicy File:

5. Once the Processing of the Security Eee=]

Configuration Database is complete
click ‘Next’ to continue.

Learn more about configuration actions.

6. Click ‘Next’, on the ‘Role-Based
Service Configuration’ dialog

<ok [ Met> | cancel |

Figure 1: Create a new security policy
7. Alist of currently installed roles will be presented. For Alpha, select only the following:
e DFS Namespace
e DFS Replication
e DNS Server
e Domain Controller
e File Server
¢ Middle-tier application server (COM+/DTC)
Click ‘Next’

8. The default Client Features are appropriate for our configuration. Click ‘Next’

Security Configeration Wicard E x|

ciag [ neas | oo

Figure 2: Client features settings
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9. Administration and Other Options, select only:
e _NET Framework 3.0
o Application Experience Lookup Service
e Browse Master
e Error reporting
e Local application installation
e Performance Logs and Alerts
¢ Remote desktop
¢ Windows User Mode Driver Framework

Click ‘Next’
10. Additional Services: Make sure only ‘OSSEC Hids’ is checked. Click ‘Next'.

11. The default handling option is ‘Do not change the startup mode of the service’ for any
unspecified services. Click ‘Next'.

12. Review the list of service changes before clicking ‘Next'.
13. Click ‘Next’ to begin the Network Security Configuration

14. The SCW attempts to identify the necessary ports that the server will need open for your
previous selections. However, we will minimize even further by disabling unnecessary
rules. Uncheck the following:

e Core Networking —IPv6 (IPv6-In)
e Core Networking — IPv6 (IPv6-Out)
15. Click ‘Next’ on Network Security Rules window.
16. Click ‘Next’, when the Registry Wizard Begins.
17. Click ‘Next’, to accept the default SMB security settings.
18. Click ‘Next’, to confirm the default setting for LDAP Signing.
19. Click ‘Next’, to confirm the default setting for Outbound Authentication Methods.

20. Click ‘Next’, to confirm the default setting for —
Outbound Authentication using Domain Accounts. L)

Bedors cortning, corfrm that your regatry eeltings are correct

1y Ta change any of s, 9 beck ered change the
selechions tat determined the seteng.

Lraen more about ponfroeng rogalry acitnes:

< Back Hexl > Lawel
Figure 3: Review the registry settings
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21. Review the Registry Settings Summary and click 'Next'.

22. Check ‘Skip this section’ to bypass configuration of the Audit Policy as this is configured
using Group Policy and click ‘Next’

Security Configuration Wizard x|

Audit Policy

Use this section to configure auditing based on your auditing objectives.
The auditing policy determines the success and faiure events that are
logged as well as the file system objects that are audited. Auditing fle
system objects can degrade system performance and can resultin a
large number of events generated.

iy

ﬁ Warning: Any system access contral lists {SACLs) spedified in this
section and applied via the resultant policy cannot be removed using
SCW rollback.

¥ Skip this section
If you skip this section, this security policy will not configure auditing,

Learn more about audit policy.

< Back I Next > I Cancel

Figure 4: Ensure the box is checked
23. Click 'Next', to proceed to the Save Policy dialog.

24. Save the current configuration by appending the server name to the displayed path and
click ‘Next'.
Security Policy File Name %‘

The security policy file will be saved with the name and description that you provide. 0
LAE

Security policy file name (a '.xml' file extension will be appended if not provided):

C:Windowssecurity \msscw Policies \ALPHA| Browse... |

Description {optional):

El

View Security Policy Indude Security Templates...

Learn more about saving security polides.

<Back I Next > I Cancel

Figure 5: Append ‘ALPHA’ to the path
25. Select the option to ‘Apply Now’ and then click ‘Next'.
26. Once the wizard has completed the necessary changes, click ‘Next’, and then ‘Finish’.

27. Reboot the server.

Alpha Task 9/9 © 2010 Carnegie Mellon University Page 3 of 3
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Bravo High Level Description

Bravo is a Windows Server with Microsoft Exchange Server and will function as the mail server
for the AIA domain. This system will be configured to accept inbound mail from the mail
relay/scanner (Quebec), and will be configured to forward all outbound mail directly to the
Internet. Bravo will also be running Internet Information Services (1IS) to allow users to connect
to their mail account through a web browser and Outlook Web Access (OWA).

Following are descriptions of Bravo's specific hands-on tasks that students must complete:
Task 1. Windows Host System Hardening

Students will be minimizing non-essential services and unnecessary network configurations -
the network interface will be hardened by removing Internet Protocol (IP) version 6 and
disabling NetBIOS name resolution. Students will follow security best practices to harden
Windows.

Task 2. Exchange Server Hardening

Students will be hardening the Exchange server by first verifying unnecessary services and
ports have been disabled through the Windows Host Hardening task. This will be followed by
locking down Exchange specific services including setting up storage quotas and configuring
Diagnostic and Resource monitoring.

Task 3. Configuring OSSEC Agent

Students will install and configure the OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 4. Windows Security Configuration Wizard

The Windows SCW wizard will take students through a series of questions which will help them
harden the server as per industry best practices. Unnecessary services will be disabled,
auditing functions are enabled, the windows firewall is configured, and if necessary, IIS will be
hardened.

© 2010 Carnegie Mellon University
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Windows Host System Hardening

Windows Server Baseline Hardening Steps

1 Harden Network Interfaces

1.1 Remove Unnecessary Protocols

By default, Microsoft Windows network interfaces are enabled with unnecessary
protocols and services. These should be unbound from the interface (if not
uninstalled completely). If your server is intended to provide these services,
obviously you would NOT disable it.

1. If you have not already done so, log on to the machine using:

Username: Al ACLASS\ Admi ni str at or

Password: t art ans@l

2. Open the ‘Start’ menu and right-click on ‘Network’ and select ‘Properties’ to

open the ‘Network and Sharing Center'.

3. Click on the ‘Local Area Connection 2’ and then click ‘Properties’.

4. Clear the box next to ‘Internet Protocol Version 6 (TCP/IPv6)'. Then click

‘OK’.

g Local Area Connection 2 Properties

Networking |

Connect using:

I ¥ Intel{R) PRO/1000 MT Netwerk Connection #2

This connection uses the following items:

&

REEO

Install

Client for Microsoft Networks
BQUS Packet Scheduler

B File and Printer Sharing for Microsoft Networks

& |ntemet Protocol Version & (TCP/IPvE)

-t |ntemet Protocol Version 4 (TCP/IPv4)

& Link-Layer Topology Discovery Mapper /0 Driver
& Link-Layer Topology Discovery Responder

Uninstall Froperties

D

network.

Allows your computer to access resources on a Microsoft

OK | Cancel

Figure 1: Remove IPv6

2 Harden TCP/IP Properties

2.1 Disable NetBIOS name resolution

x|

As part of our defense-in-depth strategy, it is import to minimize even those parts
of the environment that are normally not utilized. Since our network will be
entirely native mode Windows 2000 or higher, NetBIOS name resolution would
not normally be utilized, however we will eliminate the possibility of it being used
altogether (NetBIOS name resolution is chatty and can divulge network

information).

Bravo Task 1/4
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Windows Host System Hardening

1. If the Properties window for your Local Area Connection is not still open,
open it by following steps 1 and 2 from the section above.

2. From within the ‘Properties’ of your ‘Local Area Connection’, select the
‘Internet Protocol Version 4 (TCP/IPv4) item (leave it checked), and click on
the ‘Properties’ button, then click the ‘Advanced’ button.

3. Next click on the ‘WINS’ tab at the top of the window.

2%
1P Settings | OM5~ WINS | Gptions |
WINS addresses, in order of use:

3
3

P [

IF LMHOSTS lockup is enabled, it apphes to all connexctions for which
TCR{IP is enabled.

I~ Enable UMHOSTS lookup : |

| NetBIOS setting
1 Defaulk:
Lz NetBIOS setting from the DHCP server, IF stakic [P address
s used o¢ thes DHCP sarver does nok provide NstBIOS setting,
enable NetBIOS over TCRIIP.
" Epable NetBICIS over TCP/IP

% Digable NetB105 over TCPIIF|

o ] o ||
Figure 2: Minimize NetBIOS services
Uncheck ‘Enable LMHOSTS lookup’.
Select the radio button ‘Disable NetBIOS over TCP/IP’.
Click ‘OK’ to accept these settings.
Click ‘OK’ to confirm all ‘TCP/IP Properties’ changes.

Click ‘OK’ to confirm all ‘Local Area Connection Properties’ changes.

© © N o o b

Close the ‘Local Area Connection 2 Properties’ and ‘Status’ windows.

10. Close the ‘Network and Sharing Center’ to return to the Desktop.

3 Install ClamWin for Anti-Virus Protection

3.1 Installation
1. Open the Course CD by clicking ‘Start’ -> ‘Computer’, right click ‘CD Drive (D:)
AISTS’ and select ‘Open'.
2. Navigate to ‘Tools\Windows\ClamWin’ and o e S
double-click the ‘clamwin-0.96.1-setup’ icon. Q Nt ot s Fiws
3. Click ‘Next. ey

Page 2 of 5

Dheke Neot o combrue, o Cancel fo et Seep

Figure 3: Install ClamWin Antivirus
] Com|
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Windows Host System Hardening

4. Accept the license agreement and click ‘Next'.

5. Accept the default option to install for ‘Anyone who uses this computer (all users)’
and click ‘Next'.

6. Select the default installation path and click ‘Next’.

7. At the ‘Select Components’ prompt, accept the default option of ‘Typical Installation’
and click ‘Next'.

8. Click ‘Next’ to create the default start menu folder.

9. Uncheck ‘Download Virus Database Files’ and click ‘Next’.

T Ty = |

T e

Figure 4: ClamWin Setup
10. Click ‘Install’ to install the program.
11. Click ‘Finish’ to complete the installation.
12. Close Windows Explorer.

3.2 Configuration

1. Click the upward facing arrow in the taskbar and then double-click on the ClamWin
icon.

2 [P 9 s
Figure 5: ClamWin Icon
2. Choose 'No' if asked to update the virus database.

3. Select ‘Tools’ from the menu, and click on

Mw' e =10l
‘Preferences’. j":‘::mmm -
e R Updat :
Figure 6: ClamWin Configuration '
o |

Bravo Task 1/4 Page 3 of 5



Windows Host System Hardening

4. Click on the ‘Internet Updates’ tab. Leave the updates to be done daily, but change
the time to 2:30:00 AM.

% ClamWin Preferences i x|
Emai Nets | Limts | Flolocations | Repots | Advanced |

" General | Fites  IntemetUpdates | Proxy | Scheduled Scans

¥ Enable Automatic Vs Database Updates

Download Ste:|database lamav.net
Update Frequency:  [Daily =] Tme: [Bm00AM =

Day Of The Week: [Wedneeday

¥ Wam f Virus database is Out of Date:
™ Update Virus Database On Logon

¥ Nty About New ClamWin Releases
{No persanl information is transmitted during tfis check)

o

Figure 7: ClamWin Internet Updates

5. Click on the ‘Scheduled Scans’ tab. Click ‘Add’. Choose the scanning frequency to
be done Daily at 3:30:00 AM. Enter C: \ as the folder to scan. Enter a description,
suchas Ni ghtly Virus Scan. Click ‘OK’.

Scheduled Scan x|

— Schedule
Scanning Frequency: I Daily j
Time: [03:30:00 A :I
Day Of The Week: I Thursday j

[V Activate This Schedule
¥ Scan Programs Loaded in Computer Memorny

Scan Folder:

B N

Description:
INigI'rtI‘_.r Virus Scan

[ ok | cancel |

Figure 8: ClamWin Scheduled Scan
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Windows Host System Hardening

6. Click on the ‘Email Alerts’ tab. Check the box labeled ‘Send Email On Virus

10.

Detection’. Enter in the following information:
Mail Server —10. 0. 2. 3
From —cl amm n@3r avo

To—event wat ch@i a. cl ass

¥ ClamWin Preferences

" General | Fiters | Intemet Updates | Praxy | Scheduled Scans
| File Locations | Reports | Advanced

Email Alerts | Lirnits

[+ Send Email Alert On Virus Detection

=

~ SMTP Connection Details

Mail Server: |1 0.0.23

User Mame:

Port: |25

I Password: I

r Email Message Details

Fram: Iclamwin@Bmvo
To: Ieventwatch@aia.class
Subject: ICJamWin Virus Alert|

Send Test Email

Figure 9: ClamWin Email Alerts

Click on the ‘Proxy’ tab. Enter in the IP address of the Squid Proxy server, Quebec,

which is 10. 0. 2. 1. Ensure that the port is 3128.

x
Email Alets | Limts | Fielocations | Repois | Advanced |
General | Fites | Intemet Updates  Prow | Schedued Scans
Leave these fields blark if you do not connect via Proxy Server
Proxy Server  [10.021 Port: [3128
User Name: I
Password |

Corce

Figure 10: ClamWin Proxy Settings

Click ‘OK’ to accept all changes.

Choose ‘No’ if asked to update the database.

Click ‘Close’ to close the ClamWin window.

Bravo Task 1/4
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Exchange Server Hardening
1 Limit User Storage Quota and Message Size
1.1 Restrict Mailbox Storage Limits

To help prevent DoS attacks, or unintentional server overloads, restrict user
storage limits for mailboxes. Excessive amounts of mail stored by a number of
users may cause large storage demands and lead to lengthy backup and restore
processes, affecting the availability and reliability of the mail server.

1. Open the ‘Exchange Management Console’ from ‘Start’ Menu -> *All
Programs’ -> ‘Microsoft Exchange Server 2010'.

2. Expand ‘Microsoft Exchange On-Premises (bravo.aia.class) -> ‘Organization
Configuration’ and click on ‘Mailbox’.

3. On the right pane, select the ‘Database Management’ tab. In the ‘Create
Filter’ panel, right click on ‘Mailbox Database 0875276437’ and select
‘Properties’.
=191

File Action View Help
e=7mH
|24 Micrasoft Exchange E Mailbox 2 objects |Achm|s

[=l [23 Microsoft Exchange On-Premise
Address Lists | Managed Default Folders | Managed Custom Folders |

[l |:5] Organization Configuration
¢, Mailbox Maniaged Folder Mailbox Policies | Offiine Address Book |

& Mew Maibox Database...

& Cli Database Management | Database Avaiabiity Groups | Sharing Palicies

£ C"iﬂt*‘ccass i Growps | d | 4 New Public Folder Database...
= Hub Transport “If Create Filter " "

s Unified Messaging (@ New Database Availability G...

El & Server Configuration Database Filz Path
F3 Mailbox 5 "

Sa Client Access

2 Mew Sharing Policy...

3 "\ Public Folder Database 1965533615 Dismount Database New Address List...
L7 Hub Transport Move Database Path. ..
S Unified Messaging ;
a % Recdpient Configuration Add Mailbox Database Copy...

2 Waibox N [E— —

£2, Distribution Group

New Managed Default Folde...

New Managed Custom Folde...

Mew Managed Folder Mailbo. ..

Mailbox Database 08752764 .
(5] Mail Contact = Properties New Offine Address Book. ..

el
38 Toolbox 2 Mailbox Database D875... BRAVO Mounted View 4

|G Refresh
E Help

Figure 1: Navigating to configure Storage limits

4. Select the ‘Limits’ tab and set the e =
. L General | Maintenance Limts | Glient Settings |

following limits: Sorogolimt
[V Issue waming at (KE): 90000

Issue warning at (KB): 90000 % it send s () oooow
¥ Prohibit send and recsive at (KB): 150000

Prohibit send at (KB): 100000 AR Al N

[Run daily at 1:00 AM.

Prohibit send and receive at (KB): 150000 o pore v um

—
Keep deleted items for (days): 7 .Kfezdd?e:m‘::d;m?.h““m'z;—
Keep deleted mailboxes for (days): 30

5. Click ‘OK’ to return.

= [ ok | conce | sy | kew

Figure 2: Restricting the storage limits
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Exchange Server Hardening

1.2 Limit Storage Size for Incoming and Outgoing Mail

1.

3.

In the ‘Exchange Management Console’, expand ‘Organization Configuration’
and click on ‘Hub Transport'.

On the right panel, select the ‘Global Settings’ tab. Right click on ‘Transport
Settings’ and select ‘Properties’.

=181x)
File Action View Help

e 2

B rofoxcorae B HubTransport 1 object |

[ {23 Microsoft Exchange On-Premises (&

\ i i Hub Transport -
1 12 Organization Configuration Remote Domains I Accepted Domains I E-mail Address Policies |

i Mailbox Transport Rules I Journal Rules | 2% New Remote Domain...
|-, Client Access Send Connectors | Edge Subscriptions Global Settings . X
5n @4 New Accepted Domain...
\“» Hub Transport
g:d Unified Messaging Z] New E-mail Address Policy...
3 i Properties
=] Eerver Configuration pel [ New Transport Rule...
5y Mailbox el
Ea Client Access [ & New Journal Rule...
o Hub Transpart (¥ New Send Connector. ..
Sz Unified Messaging
=] 8) Redpient Configuration fy New Edge Subscription...
23 Mailbox .
a iz B tList...
$3, Distribution Group I3 Exportls
(5] Mail Contact View 4
5 Disconnected Mailbox = fresh
3 Move Request G Refres
22 Toolbox Help
Transport Settings -
D Properties
Help
4 | |

Figure 3: Navigating to configure mail size

In the ‘General’ tab, configure the following limits:

Maximum receive size (KB): 10000
Maximum send size (KB): 10000
Maximum number of recipients: 1000

[ Transport Settings Properties x|

General | Message Deliveryl

Transpot Limits
[¥ Maximum receive size (KB)
¥ Maximum send size (KB}:

[+ Madmum number of recipients:

Transport Dumpster

Maximum size per mailbox database (MB):

T

Maximum retention time {days):

Extemal Postmaster Address

Specify the extemal postmaster address:

= ok | cancel | mmy | Hep |

Figure 4: Restricting the incoming/outgoing mail size

4. Select ‘Apply’ and click ‘OK’ to exit the recipient properties window.

Page 2 of 5
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Exchange Server Hardening

2 Auditing Exchange
2.1 Configuring Diagnostic Logging

Proactive auditing is a critical security measure to have in place to detect
malicious activity and reduce the chance of a compromise, hence protecting the
confidentiality, integrity and availability of a system.

An administrator should be able to verify that logging is active and the correct
information is being captured. If an incident goes unnoticed an attacker may be
able to increase his privileges and not only continue to pillage information, but
potentially plant malicious executables. If no logs are available, countermeasures
may not be possible.

Auditing and keeping logs also aid tremendously in troubleshooting server
operating status. Collecting logs is only half the battle however, they must be
reviewed daily and the administrators must know how to analyze and interpret the
data.

Diagnostic Logging can be configured on an Exchange mail server. The events to
be logged are assigned a level of criticalness to determine whether the event
should be logged or not. The four levels of criticality range from None (least
critical) to Maximum (most critical).

To configure Diagnostic Logging:

1. Expand ‘Microsoft Exchange On-Premises (bravo.aia.class)’ -> ‘Server
Configuration’ and click on ‘Mailbox'.

2. In the right panel, right click on ‘BRAVO’ and select ‘Manage Diagnostic
Logging Properties...".

E53 «change Management Consol -
Exch M it o le a1 %
Fle Action Wiew Help
Rl 2 e e 7
|5 Microsoft Exchange Ex Mailbox o —
= {23 Microsoft Exchange On-Premise [~ n’ :

2] Organization Configuration | (I Create Filter

= 7 Server Configuration
iy Mailbox

|5 Exportlist...

S Client Access bl oo Version 14.0 (Build 639, View 4
= Switchower Server...
T Hub Transport |G Refresh
_:]j Unified Messaging Manage Client Access Role E Hel
% Redpient Configuration Manage Hub Transport Role P
=1 Toolbox
4 | Manage Diagnostic Logging Properties... | _’I _
. BRAVO  Properties 1 object RA
= | E¥ switchover Server...
Database Cop  Help -
St Manage Client Acc...
Database * | Mailbox Server | Copy Status _
aMailbox Database 0875... BRAVO Mounted Lz Manage Hub Tran...
—'. Manage Diagnosti...
D Properties
Mailbox Database 0875...
D Properties
E Help
T[S I || 1 | 2

Figure 5: Navigating to configure Logging
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Exchange Server Hardening

3. Under ‘Update logging levels for services’ expand ‘MSExchangelS’ and ‘9001
Public’. Then set each of the following to the ‘Expert’ Logging Level:

‘Logons’, ‘Access Control’, ‘Send On Behalf Of', and ‘Send As'.

—

£ . Manage Diagnostic Logging Properties

Etoe S Configure Server Diagnostic Logging Properties
[0 Diagnostic Logging Select the services to configure then choose the logging level per category.
Fropetties
R @ Update logging levels for services
Replication Corflicts -]
- Replication DS Updates
-~ Replication Errors
-~ Replication Expiry

- Replication Geners|
-~ Replication Incoming Messages
-~ Replication NDRs

- Replication Outgoing Messages
- Replication Ste Folders

As
- Send On Behaf Of
- Storage Limits
Transport Delivering

Transport General
Transport Sending =

© Lowest  Low  Medium " High % Expert

' Reset all services to defaut logging levels

Help < Back | Conﬂgurel

Cancel |

Figure 6: Configuring the Logging properties

4. Expand ‘MS Exchange IMAP4’ and set the Logging level of ‘General’ to
‘Expert’.

5. Click ‘Configure’ and once it is done, click ‘Finish’.

6. Inthe left panel, click ‘Server Configuration’. Then right click on ‘BRAVO’ and
select ‘Properties’.

File Acton View Help
e[z

|G Microsoft Exchange

E Server Configuration 1 object

[ {25 Microsoft Exchange On-Premist [ )
|s22 Organization Configuration \}’Create Filter
=] ﬂ Server Configuration - | Modify Configuration...
ERY, Mame = Role | ersion
Gy Mailbox — . .
: . Export List...
?) Client Access Manage Mailbox Role
; Hub Transport Manage Client Access Role View 4
A7 Unified Messaging Manage Hub Transport Role Refresh
E) Recipient Configuration
8 Toolbox ; | Manage Diagnostic Logging Properties... Help
- New Exchange Certificate...
= BRAVO Import Exchange Certificate... _
5 Vo
Exchange Certificates .
| FEeiE Manage Mailbox Raole
Name = Self Signed Help
7 Microsoft Exchanae True Manage Ciient Acc...

Figure 7: Navigating to Properties of BRAVO
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Exchange Server Hardening

7. On the ‘Properties’ window, select ‘Log Settings’ tab and verify both ‘Enable
message tracking log’ and ‘Enable connectivity log’ are checked. Click ‘OK’.

BRAVO Properties x|

" General | System Settings I Extemal DNS Lookups | Intemal DMS Lookups
Limits Log Settings | Outlook Anywhere I Messaging Records Management

Message tracking log
¥ Enable message tracking log

Message tracking log path:
IC:\Proglam Files"Microsoft ' Exchange Server'V14'\Transport Roles'Logs ' Me:

Connectivity log
[¥ Enable connectivity log

Connectivity log path:
IC:\Proglam Files"\MicrosoftExchange Server'V14\Transport Foles'Logs'Cor

Protocal log

Send protocol log path:
|C Program Files\Microsoft'\Exchange Server\V14%\Transport Roles'\Logs\Protoct

Receive pratocol log path:
IC \Program Files"Microsoft\Exchange Server'\V14%\Transport Roles'\Logs\Protoct

3 ok | camca | o Help

Figure 8: Logging settings
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Open Source Security (OSSEC) Agent

OSSEC agents will be installed on each Linux and Windows server and will send events to
the OSSEC server that is running on Foxtrot. The OSSEC server processes events and
generates warnings from alerts sent by the agents. Before installing any OSSEC agents,
make sure that you have successfully deployed the OSSEC server on Foxtrot.

1 OSSEC Agent setup

1.1 Installation

1. Open a Windows Explorer and navigate to ‘D:\Tools\Windows\OSSEC’:

(18] = €0 Deive (03] AZSTS-5.0 = Tools = Windoves « OSSEC

Crgarize = Sharewith =

& Dovricads

5L Recerd Places

Al ame -

FEp—— R

4 Lbrarms
¥ Documents
ot Music
- Pictires

H oo
1% Computer

B Lol Dk ()

] €0 Drve (D) ATSTS-50

Tooks

i ttwort

Figure 1: Setup File

2. Double click on the ‘ossec-agent-win32-2.4.1’ setup file and start the installation:

Ossec HIDS Windows Agent v2.4.1 Setup

=101x|

Welcome to the Ossec HIDS
Windows Agent v2.4.1 Setup Wizard

This wizard will quide you through the instal of Ossec HIDS.

Click next to continue,

Figure 2: Welcome Screen of OSSEC Installation

3. Click ‘Next’ and accept the license

Ossec HIDS Windows Agent v2.4.1 Setup

Bravo Task 3/4

agreement by pressing the ‘I Agree’
button:

Figure 3: License Agreement window

© 2010 Carnegie Mellon University

License Agreement
Please review the license terms before installing Ossec HIDS Windows Agent v2.4.1,

=lolx]

&g

Press Page Down to see the rest of the agreement.

Copyright (C) 2010 Trend Micro Inc. Al ights reserved.

OSSEC HIDS s 2 free software; you can redistribute it and/or modify
itunder the terms of the GNU General Public License (version 2) as
published by the FSF - Free Software Foundation.

Note that this license applies to the source code, as nel as

decoders, rules and any other dats fie induded with OSSEC (unless
otherwise specified).

If you accept the terms of the agreement, dick T Agree to continue. You must accept the
agreement to install Ossec HIDS Windows Agentv2.4, 1.

Gopyright () 2010 Trend Picro Inc.

3

=

<Back [ 1Agree |

Canicel

Pa

gelof6



OSSEC Agent

4. Accept the default installation options and click ‘Next’:

Ossec HIDS Windows Agent v2.4.1 Setup o [ 5 |

Choose s
Choose which features of Ossec HIDS Windows Agent v2.4.1 you want to install. Lﬁ;

Select the options you want to be executed, Click next to continue.

Select components to install: EC Agent (required)

can and monitor I15 logs (recommended)
Enable integrity checking {recommended)

Space required: 3.7VB

Copyright (€} 2010/ Trend Micra Inc.

< Back I Next > I Cancel |

Figure 4: Choose default settings for components

5. Proceed with the installation by pressing the ‘Install’ button:

Dssec HIDS Windows Agent v2.4.1 Setup — =]

Choose Install Location
Choose the folder in which to install Ossec HIDS Windows Agent v2.4.1, Lﬁ;‘

Setup will install Ossec HIDS Windows Agent v2.4. 1in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

"Dashnahnn Folder

Space required: 3, 7MB
Space available: 7.1GB

Copyright (2 2010 Trend Micko Inc,

< Back I Install I Cancel

Figure 5: Location path

6. After the installation has finished you should see following screen. Complete the
installation by clicking on ‘Finish’:
1B

2 Comnlefina the Ossec HINS

0SSEC Agent Manager =y Wizard
Manage View Help -
etalled on

Ozsec HIDS v2.4.1
Agent: Auth key not imported. [0) - O
Status: Require import of authentication key.

Migzing OSSEC Server IP address.
- Mat Funning...

OSSEC Server IP:

Authentication key: [ <insert_auth_key_herey
Save | Riefresh |

|hth:|:ﬂwww.ossec.net | v

= Back I Finish I Cance|

Figure 6: End of OSSEC installation
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1.2

4.

Configuration

OSSEC Agent

Now we are going to setup a shared key between Bravo and Foxtrot. In order to do

this, go back into the CD contents and execute ‘Putty’ from

‘D:\Tools\Windows\Putty’.

Enter 10. 0. 4. 2 (Foxtrot's IP Address) in the ‘Host Name'’ field and click ‘Open’:

The server's host key is not cached in the registry. You
l . have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

If you trust this host, hit Yes to add the key to
PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

ssh-rsa 2048 f5:b7:79:02:ff:f8: 7d:afta2:37:87:dbie0iee:c0: 5e

Yes | No | Cancel I

Figure 8: Accept the warning

| 28 PuTTY Configuration x|
- Category:
Bl S_ession | Basic options for your PuTTY session |
: I.IDgging r Specify the destination you warnt to connect to
=) Teminal
... Keyboard Host Name {or IP address) Port
el [10.042 |2
- Features Connection type:
=1 Window  Raw { Telnet  Rlogin  S5H (" Serial
- Appearance B )
. Behaviour Load, save or delete a stored session
.. Tranglation Saved Sessions
- Selection |
- Colours Default Settings Load
[=1- Connection
Data Save
o =
. Telnet Delete |
. Rlogin
- S5H
- Seral Close window on ext:
 Aways  Never % Onlyon clean exit
About Open Cancel
Figure 7: Setting up Putty
3. Accept the warning by clicking ‘Yes’:
PuTTY Security Alert = x|

Type r oot as the login name and press [ Ent er] thentype t art ans@l as the

password and press [ Enter]:

Figure 9: Login

Bravo Task 3/4
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OSSEC Agent

5. Once logged into Foxtrot, start the OSSEC agent manager by executing the
following command:

# [ var/ ossec/ bi n/ manage_agent s

Figure 10: OSSEC Agent Manager window
6. Add an agent by typing A and pressing [ Ent er] .
7. Enter Bravo's information as shown below and press [ Ent er ] :

" root@Foxtrot~

Figure 11: Select an option

Bravo Task 3/4 Page 4 of 6



OSSEC Agent

8. Now type E and press [ Ent er] to extract the shared key for Bravo, and enter 003
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added:

_i0i x|

MDAzTEJyYXZvIDEWLjAuMi4zIGIJiMWZ JNDBEMT VN2 FEZTdkCDhhMmFhMzk3MDE 4 ZTEmMGRECWY 4OWE 5|
MGZhMI T 3ZWFEMTIyMDh jMWTI 3M=USY2Y:

Figure 12: Random key generated

9. Copy the shared key by highlighting it and paste it into the OSSEC Agent Manager
as shown below.

10. Enter 10. 0. 4. 2 as the server address and click ‘Save’ then ‘OK’:

Manage View Help - Manage ‘“iew Help -
Dszec HIDS w2 4.1 Oszec HIDS v2.4.1
Agent: Auth key not imparted, (0] - 0 Agent: x|
Statuz: Require import of authentication ke Status:
- Mot Rurning... Adding key for:
Agent ID: 003
0SSEC SewverlP:  [10.0.4.2 OSSECS poatyome: Brave
Authentication key: ~[+/FKMTIgMDhiMwI3M2U5v2v S Authentic -
Save | Refresh | oK I Cancel |
|http:,.'fwv\'w.ossec.net | o |http:ffwu\'u\'.ossec.net | 5
Figure 13: Enter the parameters Figure 14: Confirm the settings
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OSSEC Agent

11. Choose ‘Manage -> ‘Start OSSEC’ to start the OSSEC agent:

; x|
Manage View Help -
Osgec HIDS »2.4.1
Agent: Bravo [003) - 10.0.2.3
St Fun TR x|
QSSEC Agent Started.
OSSEC Server
Authentication MidzIC
Save | Refresh |
Istarted.. | .

Figure 15: Starting OSSEC

12. Switch back to the Putty SSH command shell window. Type Qthen press [ Ent er ]
to quit from the agent manager then type exi t and press [ Ent er] to end the SSH

session and exit from Pultty.

13. Close the OSSEC Agent Manager and Windows Explorer.
14. Click ‘Finish’ to close the OSSEC wizard.
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Windows Security Configuration Wizard

1 Runthe SCW

1. Click ‘Start’ -> ‘Administrative Tools’ -> ‘Security Configuration Wizard'.

2. Click ‘Next’, on the
Welcome screen

ﬂ

Configuration Action

=
‘fou can create a new security policy; edit or apply an existing security policy; or rollback the 'l
last applied security policy.

3. Click ‘Next’, to Create a
new Security Policy

4. Click ‘Next’, on the Select
Server dialog. We will not
be importing a
configuration from a
different server.

5. Once the Processing of the
Security Configuration

Select the action you want to perform:
% Create a new security policy
" Edit an existing security policy

" Apply an existing security policy
" Rolback the last applied security policy

Existing security policy: file:

Erawse. |

Learn more about configuration actions.

Database is complete click
‘Next’ to continue.

< Back I Mext > I Cancel

Figure 1: Create a new security policy

6. Click ‘Next’, on the Role-Based Service Configuration dialog.

7. Alist of currently installed roles will be presented. Select ‘All roles’ from the
‘View’ dropdown menu and then un-check all options except:

e ‘Application Server — Application Server Foundation’,

e ‘Application Server — Named Pipes Activation’

e ‘Application Server — TCP Activation’

e ‘ASP.NET State Service’

¢ ‘File Server’

e ‘Middle-tier Application
Server(COM+/DTCY’

e SMTP Server

e ‘Web Server’

e ‘Windows Process Activation

Service’

Click ‘Next’.

X

Select Server Roles f
These server roles are used to enable services and open ports. A server can perform multiple n
roles. ]

WMiew: |l roles B

Select the server roles that the selected server performs:
T TP SErTEr <
I [» Internet Printing _I
I™ [» Internet Storage Naming Server
I [» LPD Service
I [» Message Queuing Server
I [» Microsoft iSCSI Initiator Service J
I [» Middle-tier Application Server (COM+/DTC)
I [» Nebwork Palicy Server
I [» Password Synchronization
I [» Print Server
I [» Remote access/VPN server Ll

Learn more about server roles

< Back I Next > I

cancdl |

Figure 2: Server Roles settings

8. For our domain servers the default client settings are appropriate. These enable
necessary services for accessing internal and Internet servers. Click ‘Next’.

Bravo Task 4/4
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Windows SCW

9. Enable only the listed options below for the Administration and Other Options
dialog:

e _.NET Framework 3.0
o Application Experience Lookup Service
e Error reporting
e Local application installation
e Performance Logs and Alerts
e Remote desktop
e Windows User Mode Driver Framework
10. Click ‘Next'.
11. Uncheck the following unnecessary services:
e ‘Application Identity’
e ‘Credential Manager’
¢ ‘Disk Defragmenter’
e ‘Encrypting File System (EFS)’
e ‘Performance Counter DLL Host’
e ‘Power’
e ‘VMWare Tools Service’
¢ ‘VMWare Upgrade Helper’
e ‘Windows Font Cache Service’

12. The default handling option is ‘Do not change the start mode of the service’ for
any unspecified services. Click ‘Next'.

13. Review the list of service changes before clicking ‘Next'.
=)

Confirm Service Changes
Before conbrung, confir that e servce changes Femdtig from yous sk ard athes feature fa)
it e e L]

P e P

Figure 3: Review Service settings

14. Click ‘Next’ to begin the Network Security Configuration
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15.

16.
17.
18.

19.
20.
21.
22.
23.
24.
25.
26.

27.

Windows SCW

The SCW attempts to identify the necessary ports that the server will need open
for your previous selections. However, we will minimize even further by disabling
unnecessary rules. Uncheck the following:

o Core Networking — Ipv6 (IPv6-In)

e Core Networking — Ipv6 (IPv6-Out)

Click ‘Add..." to add a rule to listen for STMP connections.

Enter ‘Listen for SMTP’ in the ‘Name'’ field.

Select ‘Inbound’ and ‘Allow the connections’.

add Rube (Listen for SMTF) xi

Gereral | programs and Services | Pretocls and forts | Sozpe |

e sl
Hame:
S

Descrpton (Dptonal):
| |
2
e
*_  Outheurd

Actin

L Nlow o cornectirs
| Alew pniy seoure eorvecson

I Hock the correciors.
Leern mere sbout Ergal Sudss

o] e |
Figure 4: Adding rules
Go to the ‘Protocols and Ports’ tab.

Select ‘TCP’ under ‘Protocol Type'.

Select ‘Specific Ports’ and then enter ‘25’ under ‘Local Port'.

Click ‘OK.

Click ‘Next’ to continue past the Network Security Rules window.

Click ‘Next’, when the Registry Wizard Begins

Click ‘Next’, to accept the default SMB security settings.

Click ‘Next’, to confirm the requirement for Domain Account authentication for

outbound connections

Click ‘Next’, to confirm that we are
using domain controllers that use the
necessary LAN Manager
Authentication level.

Bravo Task 4/4

Security Configuration Wizard x|
Registry Settings Summary =W
Before continuing, confirm that your registry settings are correct, n
2\
=
1f applied to the selected server, this security policy would use the following registry settings:
Setting Registry Valus Current Data Plicy Data Registry K
LAN Manager authentication  Imcom vel Not Defined Send NTLMvire...
Require LDAP Signing Idapserverintegrity  Not Defined Nat Defined HKEY_LOC
Require SMB Security Signat... requiresecuritysi... Enabled Enabled HKEY_LOC
4 | i

/8 To change any of the above settings, go back to the previous pages in this section and change the
selections that determined the settng.

Learn more about confirming registry settings.

<Back I Next > I Cancel

Figure 5: Review Registry settings
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Windows SCW

28.
29.

30.
31.
32.

33.
34.

Confirm the registry settings and then click ‘Next’.

Check ‘Skip this section’ as all auditing is configured through Group Policy

templates.
Click ‘Next'.
Click ‘Next’ to save the security policy.

Enter the server name and click ‘Next’.

Security Configuration Wizard x|
Security Policy File Name ;.

The security policy file wil be saved with the name and description that you provide. ()
A8

Security policy file name (a .xml' file extension will be appended if not provided):

| C:\Windows \security\mssow \Polides \BRAVO Browse...

Desaription (optional):

View Security Policy Indude Security Templates...
Learn more about saving security polices.

< Back I Next > I Cancel

Figure 6: Append ‘BRAVO'’ to the path

Select the option to ‘Apply Now' and then click ‘Next’.

Once the wizard has completed the necessary changes, click ‘Next’, then click

‘Finish’.

35. Reboot the server.

Page 4 of 4
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Charlie High Level Description

Charlie is the network's WSUS server, which offers a "patch management” solution to the
network. Moreover, it is also the File and Print server of the network.

The students will protect Charlie from unauthorized public access by reducing unnecessary
services and limiting network connectivity. It will further be configured to send logs to the
remote syslog server over an encrypted channel and will have host-based IDS and firewall.

Following are descriptions of Charlie's specific hands-on tasks that students must complete:
Task 1. Windows Host System Hardening

The network interface will be hardened by removing Internet Protocol (IP) version 6 and
disabling NetBIOS name resolution. Students will follow security best practices to harden.

Task 2. Configuring WSUS

Software patches are downloaded to this server and then pushed out to the rest of the network
on a scheduled basis. This eliminates the need to trust users to apply current patches to the
many hosts that make up the network. It also reduces Internet bandwidth demands by
downloading all patches to only one host on the network instead of every host downloading
patches individually.

Task 3. Implementing WSUS with Group Policy for Member Servers

Students will create and edit a new Active Directory group policy object that enables member
servers to update themselves with critical patches, hotfixes, and service packs by connecting to
the aia.class Windows Server Update Services (WSUS) server-- Charlie.

Task 4. Implementing WSUS with Group Policy for Workstations

Students will create and edit a new Active Directory group policy object that enables
workstations to update themselves with critical patches, hotfixes, and service packs by
connecting to the aia.class WSUS server-- Charlie.

Task 5. Implementing WSUS with Group Policy for Domain Controllers

Students will create and edit a new Active Directory group policy object that enables domain
controllers to update themselves with critical patches, hotfixes, and service packs by connecting
to the aia.class WSUS server-- Charlie.

© 2010 Carnegie Mellon University



Task 6. Configuring OSSEC Agent

Students will install and configure OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 7. Windows Security Configuration Wizard

The Windows SCW wizard will take students through a series of questions which will help them
harden the server as per industry best practices. Unnecessary services will be disabled, the
windows firewall is configured, and if necessary IS will be hardened.

Charlie High Level Description



Windows Server Baseline Hardening Steps

1 Harden Network Interfaces

1.1 Remove Unnecessary Protocols

By default, Microsoft Windows network interfaces are enabled with unnecessary

protocols and services. These should be unbound from the interface (if not
uninstalled completely). If your server is intended to provide these services,

obviously you would NOT disable it.

1.

3. Click on the ‘Local Area Connection 2’ and then click ‘Properties’.

If you have not already done so, log on to the machine using:
Username: AIACLASS\Administrator Password: tartans@1

Networking |

Connect using:
¥ Intel(R) PRO/1000 MT Network Connection #2

This connection uses the following items:

Client for Microsoft Networks
=1 305 Packet Scheduler

B File and Printer Sharing for Microsoft Networks

& |ntemet Protocal Version & (TCP/IPvE)

4. |ntemet Protocol Version 4 (TCP/IPv4)

. Link-Layer Topology Discovery Mapper /0 Driver
4. Link-Layer Topology Discovery Responder

REEO

Install... Uninstall Froperties

D
Allows your computer to access resources on a Microsoft
nietwork.

OK | Cancel

Figure 1: Remove IPv6

2 Harden TCP/IP Properties

2.1 Disable NetBIOS name resolution

Open the ‘Start’ menu and right-click on ‘Network’ and select ‘Properties’ to
open the ‘Network and Sharing Center’.

Clear the box next to ‘Internet Protocol Version 6 (TCP/IPv6)'. Then click
‘OK..

As part of our defense-in-depth strategy, it is import to minimize even those parts
of the environment that are normally not utilized. Since our network will be
entirely native mode Windows 2000 or higher, NetBIOS name resolution would
not normally be utilized, however we will eliminate the possibility of it being used

altogether (NetBIOS name resolution is chatty and can divulge network

information).

Charlie Task 1/7
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Windows Host System Hardening

1. If the Properties window for your Local Area Connection is not still open,
open it by following steps 1 and 2 from the section above.

2. From within the ‘Properties’ of your ‘Local Area Connection’, select the
‘Internet Protocol Version 4 (TCP/IPv4) item (leave it checked), and click on
the ‘Properties’ button, then click the ‘Advanced’ button.

3. Next click on the ‘WINS’ tab at the top of the window.

2
1P Settings | DS WINS | options |

WINS addresses, in order of use:

il
3

P I

IF LMHOSTS lockup s enabiled, & apphes to all connections For which
TCR{IP is enabled.

™ Enable |MHOSTS lookup I i I

NetBIOS setting

" Defauk:
Lise NetBIOS setting from the DHCP server, If static [P address
5 used or the DHOP sarver does not provide NetBIOS setting,
enable NetBICS over TCP/IP.

" Enable NetBIOS aver TCP/IP

I =
Figure 2: Minimize NetBIOS services
Uncheck ‘Enable LMHOSTS lookup’.
Select the radio button ‘Disable NetBIOS over TCP/IP’.
Click ‘OK’ to accept these settings.
Click ‘OK’ to confirm all ‘TCP/IP Properties’ changes.

Click ‘OK’ to confirm all ‘Local Area Connection Properties’ changes.

© ® N o un bk

Close the ‘Local Area Connection 2 Properties’ and ‘Status’ windows.
10. Close the ‘Network and Sharing Center’ to return to the Desktop.
3 Install ClamWin for Anti-Virus Protection

3.1 Installation

1. Open the Course CD by clicking ‘Start’ -> 8 seup“Comainres s : ST
‘Computer’, right click ‘CD Drive (D:) AISTS’ and (9 ot e it e
Se I e Ct ¢ O pe n ’ . This will ingtall ClamWin FrEE‘AnIu:‘r‘ug 0 ys:jnru‘r‘ c::::er

2. Navigate to ‘Tools\Windows\ClamWin’ and
double-click the ‘clamwin-0.96.1-setup’ icon.

3. Click ‘Next'.

Figure 3: Install ClamWin Antivirus —

4. Accept the license agreement and click ‘Next’.
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Windows Host System Hardening

5. Accept the default option to install for ‘Anyone who uses this computer (all users)’
and click ‘Next’.

6. Select the default installation path and click ‘Next’.

7. At the ‘Select Component’s prompt, accept the default option of ‘Typical Installation’
and click ‘Next’.

8. Click ‘Next’ to create the default start menu folder.

9. Uncheck ‘Download Virus Database Files’ and click ‘Next’.

]lnaz Setup - ClamWin Free Antivirus i

Select Additional Tasks

‘Which additional tasks should be performed?

=11 x|

d

Selact the additional tasks you would like Setup to perform while instaling ClamWin Fres

Antivirus, then click Nexd.

Download

I~ Download Vius Datsbase Files. (Do not Select i you connect via a Proxy Server)

Additional icons

™ Create a desktop icon

< Back Nexd > Cancel

Figure 4: ClamWin Setup

10. Click ‘Install’ to install the program.

11. Click ‘Finish’ to complete the installation.

12. Close Windows Explorer.

3.2 Configuration

1. Click the upward facing arrow in the taskbar and then double-click on the ClamWin

icon.

BT

Figure 5: ClamWin Icon

2. Choose ‘No’ if asked to update the virus

database.

3. Select ‘Tools’ from the menu, and click on

‘Preferences’.

Figure 6: ClamWin Configuration

4. Click on the ‘Internet Updates’ tab. Leave the

Charlie Task 1/7

® ClamWin Free Antivirus

Fie [ Tooks Help

o7 Preferences

Download Virus Database Update
“ DisplayReports »

S
(Hold Shift key to select muttiple files or folders)

(= X0

=1c)]
&0
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Windows Host System Hardening

updates to be done daily, but change the time to 2:30:00 AM.

Page 4 of 5

zl
Email Aletts | Lmts | File Locations | Reports | Advanced |

General | Fites  IntemetlUpdates | Prowy | Scheduled Scans

¥ Enable Automatic Vius Database Updates

Download Site |dalabase clamav.net
Update Frequency: [ Daiy =] Tne: [f23z00AM =
Day Of The Week: |Wednesday i

[ Wam f Virus database is Out of Date:
™ Update Virus Database On Logon

¥ Notify About Mew ClamVWin Releases
(Mo personal information is transmitted during this check)

Corce

Figure 7: ClamWin Internet Updates

Click on the ‘Scheduled Scans’ tab. Click ‘Add’. Choose the scanning frequency to
be done Daily at 3:30:00 AM. Enter C:\ as the folder to scan. Enter a description,

such as Nightly Virus Scan. Click ‘OK’.

Scheduled Scan |

Schedule

Scanning Frequency: IDaily 'l
Time: EECEI=
Day Of The Weesk: IThursda',- 'l

¥ Activate This Schedule
¥ Scan Programs Loaded in Computer Memony

Scan Folder:
= -]

Description:
INigI‘rHy Virus Scan

ok | cancel |

Figure 8: ClamWin Scheduled Scan

Click on the ‘Email Alerts’ tab. Check
the box labeled ‘Send Email On Virus
Detection’. Enter in the following
information:

Mail Server—10.0.2.3
From — clamwin@Charlie

To — eventwatchRaia.class

¥ ClamWin Preferences =

" General | Filters I Intemet Updates I Prosgy I Scheduled Scans I
Email Alerts | Limits I File Locations I Reports I Advanced
¥ Send Email Alert On Virus Detection
 SMTP Connection Details
Wail Server:  [10.023 Port: [25
User Name: I Password: I
r~ Email M Details
From: Iclamwin@@arlie
To: |eventwatch@aia.class
Subject: ICIamWin Virus Alert
Send Test Emal |

Figure 9: ClamWin Email Alerts
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Windows Host System Hardening

7. Click on the ‘Proxy’ tab. Enter in the IP address of the Squid Proxy server, Quebec,
which is 10.0.2.1. Ensure that the port is 3128.

x
! Email Alerts I Limits I File Locations | Reports I Advanced I
Genersl | Fiters | Intemet Updates Py | Scheduled Scans
Leave these fields blank if you do not connect via Prosy Server
Prowy Server:  [10.02.1 Pot: [3128
User Name: I
Password: I
ok | Cancel |

Figure 10: ClamWin Proxy Settings
8. Click ‘OK’ to accept all changes.
9. Choose ‘No’ if asked to update the virus database.

10. Click ‘Close’ to close the ClamWin window.
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Windows Software Update Services

This task will install and configure the Windows Server Update Services (WSUS) from Microsoft
to manage patches on the user network and the administrative (management) systems.
Windows Software Update Services (WSUS) is a free utility available from Microsoft that allows
administrators to centrally manage software patching of Windows systems. It is available for
download at: http://www.microsoft.com/wsus

Group Policies allow administrators to configure computer settings and user rights and
permissions with extremely granular controls. Windows also allows you to standardize windows
update configurations on computers by applying these group policies. In later tasks you will
create Member Servers and Workstation groups within a Windows Active Directory and then
configure WSUS with a unique update policy for these computer groups.

1 Install WSUS

1. Open the Course CD by clicking ‘Start’ -> ‘Computer’, right click ‘CD Drive (D:) AISTS’
and select ‘Open'.

2. Navigate to ‘Tools\Windows\WSUS’ and double click on ‘WSUS30-KB972455-x64’ to
install the WSUS on the PC.

3. Click ‘Next’ on the welcome screen.

4. Leave the default settings for Installation Mode Selection window as ‘Full Server
installation including Administration Console’ and click ‘Next'.

5. ‘Accept’ the terms of License agreement and click ‘Next'.
6. Click ‘Next’ on the required Components to use administration Ul window.

7. For Update Source, ensure Store updates locally’ is checked, Select C. \ WBUS for the
installation path and click ‘Next’. (Note: 6GB Free Disk Space volume required)

8. Leave the default settings for Database Options and click ‘Next'.

9. Use the default setting for Website preference as ‘Use the existing 1S Default Web
Site’ and click ‘Next'.

10. Click ‘Next’ to install.
11. Once the installation is complete, click ‘Finish’.

12. Open the WSUS configuration interface by clicking ‘Start’ -> ‘Administrative Tools’ ->
‘Windows Server Update Services'.

Charlie Task 2/7 © 2010 Carnegie Mellon University Page 1 of 6
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Windows Software Update Services

2 Initial WSUS synchronization

2.1 Synchronization settings

1.
2.

5.

Click ‘Cancel’ if the Welcome Wizard opens.

Navigate through ‘Update Services’ -> ‘CHARLIE’ -> ‘Options’.
E. Server Manager I ] 5

File Acton View Help

&= [ Az
T Server Manager (CHARLIE)
[l 5 Roles

B 2 File Services

-

Update Services Actions
Update Services -

B 1% . Use this snap-n to quickly and reliably deploy the latest updates to
[ = Print and Document Service | your computers, jJ Search...
65 web Server (1S) Import Updates.
Bl Gk Windows Server Update Se
B & ToDo View 4
? Updates 1\, Tobe ableto viewavailable updates, you first need to synchroniz il Refresh
& Computers " your server. By default, critical and security updates for Windows =
ij- Downstream Servel will be synchronized in all languages. However, before Help

§# synchronizations synchronizing you can select the products and languages you wan
6| Reports on the Options page.
Options

(&l Features

B Diagnostics Lo
! Configuration Computer Status Synchronization Status
£ storage Computers with Status: I
errors: - le
Computers 0 s
needing updates:  © ¥
Computers n
installed/not c
applicable: h
o
o
z
£
3
o
i | ] B

Figure 1: Update Services Management window

Select ‘Synchronization Schedule’.

Click on ‘Synchronize automatically’ and accept the default timings.

Synchronization Schedule : =l

Synchronization Schedule |

f’t: ‘You can synchronize updates manually or set a schedule for daily
@ automatic synchronization,

¢~ synchronize manually
* Synchronize automatically

First synchronization: I 8:49:16 AM _Ij
Synchronizations per day: |1 'l

When scheduling a daily synchronization from Microsoft Update, the
synchronization start time will have a random offset up to 30 minutes
after the specdified time.

0K I Cancel | Apply |

Figure 2: Setting up the synchronization

Click on ‘Apply’ and then ‘OK’ to close the window.

6. Select ‘Update Files and Languages'.

Page 2 of 6
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Windows Software Update Services

7. Inthe ‘Update Files’ settings, ensure that ‘Store update files locally on this server’ is
selected. Underneath that, ensure ‘Download update files to this server only when
updates are approved'.

8. Move onto ‘Update Languages’ tab.
9. Select ‘Download updates only in these languages:’. Click ‘OK’ on the prompt.
10. Check ‘English’ and click ‘OK’.

pdate Files and Languages x|

'Update Files Update Languages |

If you are storing update files locally, you can filter the updates
X downloaded to yourserver by language. Choosing individual
‘{% languages will affect which computers can be updated on this

server and any downstream servers. For moreinformation see

Specify the update languages you want to synchronize,

" Download updates in all languages, induding new languages
' Download updates only in these languages:

[] Arabic [] French 11
[] Bulgarian [] German 11
[[] Chinese (Hong Keng 5.A.R.) [] Greek Ol
[ Chinese (Simplified) [] Hebrew 11
[[] Chinese (Traditional) [] Hindi 1
[] Croatian [[] Hungarian Ot
[] Czech [ Italian :
[] Danish [] Japanese a:
[] Dutch [] Japanese (NEC) :
Blews (R O
['] Estonian [] Latvian a:
[] Finnish [ Lithuanian (N
J | o

0K I Cancel | Apply |

Figure 3: Language Settings
11. Click on ‘Update Source and Proxy Server'.
12. Click on ‘Proxy Server’ tab.
a. Check ‘Use a proxy server when synchronizing’
b. Server name: 10.0.2.1
c. Port number: 3128

Update Source and Proxy Server x|

Update Source Proxy Server |

You can choose a proxy server to use when synchronizing
updates.

[¥ Use a proxy server when synchronizing

Server name: |1u,u,z, 1

Port number: [3128

™ Use user credentials to connect to the proxy server
User name:

Domain:
Password:

I Allow basic authenticztion (password is sentin deartext)

ok | cancel | apay |

Figure 4: Proxy Server Settings
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Windows Software Update Services

2.2

13. Click the ‘Update Source’ tab. Select ‘Synchronize from another Windows Server
Update Services server’.

e Server Name: 192.168.30.14

e Port number: 80

Update Source and Proxy Server x|

Update Source Imey Server I

- .
Erlj? ‘You can choose the upstream server from which your server
3 % synchronizes updates.

" Synchronize from Microsoft Update

+ synchronize from another Windows Server Update Services server

Server name: |1gz, 168.30.14

Portnumber: |30

™ use 55 when synchronizing update information

If using S5L, ensure that the upstream Windows Server Update
Services server is configured to support 551,

™ This serverisa replica of the upstream server
A replica server mirrors update approvals, settings, computers,
and groups from its parent. Updates can be approved only on the
upstream server,

Ok I Cancel | Apply |

Figure 5: Update Source Settings

Note: WSUS can synchronize updates using several methods, including an upstream
WSUS server. Alternately synchronization can happen directly with Microsoft
servers, or even imported from an off-line repository if the local WSUS server is not
connected to the Internet. To minimize the amount of time required to update
Charlie we will use a chained server deployment and select an upstream WSUS
server.

When updating from an upstream WSUS server, the Products, Categories, and
Advanced options are unavailable. Instead these settings are inherited from the
upstream server.

14. Click ‘OK.
Configuring WSUS

By default, each computer is already assigned to the All Computers group. Computers will
also be assigned to the Unassigned Computers group until you assign them to another
group. Regardless of the group you assign a computer, it will also remain in the All
Computers group. A computer can be in only one other group in addition to the All
Computers group.

You can assign computers to computer groups by using one of two methods, server-side or
client-side targeting. With server-side targeting, you use the ‘Move the selected computer’
task on the Computers page to move one or more client computers to one computer group
at a time. With client-side targeting, you use Group Policy or edit the registry settings on
client computers to enable those computers to automatically add themselves into the
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Windows Software Update Services

computer groups. You must specify which method you will use by selecting one of the two
options on the Computers Options page.

Regardless of the method you use to assign client computers to computer groups,
you must first create the computer groups in the WSUS console. You do this by
running the Create a computer group task on the Computers page in the WSUS console.

With server-side targeting, you use the WSUS console to both create groups and then
assign computers to the groups. Server-side targeting is an excellent option if you do not
have many client computers to update, and you want to move client computers into
computer groups manually.

With client-side targeting, you enable client-computers to add themselves to the computer
groups you create in the WSUS console. You can enable client-side targeting through
Group Policy (in an Active Directory network environment) or by editing registry entries (in a
non-Active Directory network environment) for the client computers. When the client
computers connect to the WSUS server, they will add themselves into the correct computer
group. Client-side targeting is an excellent option if you have many client computers and
want to automate the process of assigning them to computer groups.

2.3 Enable client-side targeting
1. On the left panel, expand ‘Computers’ and then right click on ‘All Computers’.
2. Click on ‘Add Computer Group'.
3. Enter ‘Menber Servers’ and click ‘Add’.

=lolx
File  Action View Help
e=| 2@ H
S Server Manager (CHARLIE) All Computers (0 computers of 0 shown, 0 total) | Actions
El 5 Roles . .. . ~... N
2 File Services Status: Failed or Needed ~ {4 Refresh -
f? Print and Document Service | ‘ Name | P Address ‘ Operating ... ‘ 1. ‘ Last Status .. | b4 Search...
W5 Web Server (IIS) Add Computer Group
E Ry Windows Server Update Se R
= E’ Update Services View »
5[ Updates B A
5 ¥ Computers Add Computer Group E ﬂ |G| Refresh
a7 All Computers E Help
5 Downstream Servey c! Spedify a name for the new computer group.
& synchronizations s
5l Reports Te——
] optons Name: I lember Servers
#&j| Features
m Diagnostics
G} Configuration Cancel |
55 Storage
There are no items selected
7 £ ] | B

Figure 6: Adding a Computer Group

Note: This group name must match the name which will be the Organizational Unit
name of the desired computers

4. Repeat step 2-3 to create Computer groups: Wr kst at i ons and Donai n
Controllers.
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Windows Software Update Services

5. Select the ‘Options’ on the left panel and click on ‘Computers’.

6. Select the ‘Use Group Policy or registry settings on computers’ option.
o

General |

n
Ay You can specify how to assign computers to groups.

" Use the Update Services console

Note: New computers will automatically be placed in the Unassigned
Computers group.

* Use Group Policy or registry settings on computers.

| oK | Cancel | Apply

Figure 7: Configuring the settings to assign the computers
7. Click ‘OK.
2.4 Configure automatic approval for Member Servers
1. Select the ‘Options’ on the left panel and click on ‘Automatic Approvals’.
2. Check the box for ‘Default Automatic Approval Rule’.
3. Inthe Rule Properties window, click on ‘all computers’.

hoose Computer Groups x|

- . -l i .
4. Uncheck ‘Unassigned Computers’ and ‘Domain Iy Slct the compar . you wanc o i
Controllers’. e

5. Click ‘OK.

Member Servers
. [F] Workstations

6. Click 'OK’ to close the Automatic Approvals window.

concal |,
%

Figure 8: Selecting the Computer Groups

7. On the left panel, right click on ‘Synchronizations’ and select ‘Synchronize Now’ to
synchronize with the upstream WSUS server.

= _55_'[ Update Services
@ Updates
¢ Computers
3__’:? Downstream Servel

b= 1 synchronizations semd

H Reparts .

i=| Options Synchronize Now
a 50 Features Synchronization Options
] :j Diagnostics View '
A it Configuration
H &5 Storage Refresh

Help

Figure 9: Start Synchronization
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Implementing WSUS with Group Policy
for Organizational Units(OUs)

1 Enable WSUS through Group Policy Object (GPO) for Member Servers Organizational
Unit (OU)

1.1 Create new GPO and edit to enable WSUS

1.

Login to Alpha using:
Username: AIACLASS\Administrator Password: tartans@1.

On your management system, click ‘Start’ -> ‘Administrative Tools’ -> ‘Group Policy
Management’.

Expand the following: ‘Forest:aia.class’ -> ‘Domains’ -> ‘aia.class’ domain by clicking
the ‘+' sign.

Right click on the ‘Member Servers’ OU and click on ‘Create a GPO in this domain,
and Link it here...".

Type in ' WSUS_Menber Servers’ asthe name and click ‘OK'.

New GPO ]

MName:
IW SUS_Member Servers

Source Starter GPO:

I {none) j

Figure 1: Create a new GPO

[E Group Policy Management =] x|
& Fle  Acton View Window Help | == =]
#= | HmE0XE | H
= ;r;lup Policy Management Member Servers
= 4 Forest: aia.class O
54 Dormans Linked Group Policy Objects | Group Poiicy Inhertance | Delegation |
Bl 5§ ala.dass ) Link Order ~ | GFO | Enforced [ Link Enabled [ GPO Status | WMI Fiter [ Mc
=] Defauit Domain Palicy 1 =/ Member Servers GPO No Yes Enabled  Mone 5/
3 Bomain Contralers 2 ] WSUS_Member Ser.. No Yes Enabled  MNone 6/
lember Servers
2 Microsoft Exchange Security
5 Workstations
El |5t Group Policy Cbjects =
|=[ Default Domain Contrall |
(=[ Default Domain Palicy
=[ Member Servers GPO
=] WSUS_Member Servers
5 WMI Filters
[ starter GPOs
[ Sites
5i¥ Group Policy Modeling
= Group Policy Results

[l —| - (]

Figure 2: Member Servers OU
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WSUS and Group Palicy (Srvr)

2 Configure WSUS Group Policy for Automatic Updates
2.1 Edit Windows Update Settings

1. Expand ‘Group Policy Objects’ and right click on ‘WSUS_Member Servers’ and click
‘Edit’.

2. On the left panel, expand through ‘Computer Configuration’ -> ‘Policies’ ->
‘Administrative Templates’ -> ‘Windows Components’ and select ‘Windows Update’.

B Group Policy Management Editor (ol x|

File Acon View Help

e 2wz HElT

| TabletPC | B Windows Update
_| Task Scheduler

Window:
- \:!"dws Anytime Upgrade Configure Automatic Updates _Setting |
_| Windows Calendar « | |=] Do not display 'nstall Updates and Shut Down' option in Shut Do...  Nof
Windows _ :
) \n‘l'njn"s Color System Edit policy setting Do not adjust default option to 'Install Updates and Shut Down' in, Mot
| Windows Customer Experi Enabling Wind pdate Power Management to automaticall Nof
“| Windows Defender REt‘JwremEnfds: . - Au
3 Windows Errar Reportin At least Windows 2000 Service Pack 3 e/
= Windows Bxp porting or Windows XP Professional Service Spedify intranet Microsoft update service location Mot
_| Windows Explorer Pack 1
Ao etaler Automatic Updates detection frequency Not
| Windows Logon Options Description: Allow non-administrators to receive update notifications Nt
| Windows Mail Spedfies whether this computer will Turn on Software Motifications Noi
| Window: receive security updates and other Allow Automatic Updates immediate installation Not
| Windows Media Center |\p oot downloads through the e ’
| Windows Mecia Digits| Rict | \ymdows automane updatig service. Turn on recommended updates via Automatic Updates Not
| Windows Media Player Mo auto-restart with logged on users for scheduled automaticup... Mo
~| Windows Messenger This setting \edts you speﬂf‘{jl‘fd Re-prompt for restart with scheduled installations Mot
] Windows Mobility Center e o " Delay Restart for scheduled installations Not
~| Windows PowerShell enabled, you must select one of the Reschedule Automatic Updates scheduled installations Mot
| Windows Reliability Analysi | | faur options in the Group Policy Encble dient-side targeting Nt
| Windows Remote Manager | | Settng: 2] Allow signed updates from an intranet Microsoft update service lo...  Nof
Window:
] Windans Remotz Shel 2 = Nofify before dowrloading any
| Windows SideShaw updates and notfy again before
| Windows System Resource instaling them,
“| Windows Update
. All Settings When Windows finds updates that
Poed apply to this computer, an icon
[Frerences appears in the status area witha
anfiguration +| | message thatupdates are readyto v 4] | |
3

[l —

Extended A Standard /.
Figure 3: Configure WSUS Policy settings
3. Double click on ‘Configure Automatic Updates’.

4. Click the ‘Enabled’ radio button and select ‘4 — Auto Download and schedule the
install’. Change the Scheduled install time to 04:00 and then click ‘Next Setting'.

11

Confi Autoenatic Lipa
[ Contigure Au = — Prewous Setting Next Setting

Mot Canfigured  Comment: =
 Ensbled
" Disabled |
Supperted 00: [ ay 1oyt Winduws 2000 5 3 or Wandows XP ? 7l =l
Options: Hel:
Configure automatic updating Specifies whether this computer will recenve security updates and ather 2
’ ’ impartant dewnloads through the Windows autematic updsting senvice.
|4 - futo download snd schedule theinstall =)
This sebtmi bets you specily if auturmatic ugdstes are enabled on this
The fellowing settings are caly required comguster. B the service is enabled, you must select one of the four aptions in
the Group Pelicy Setting:
and spplicable if 4 is selected. 1 0rocp Patey eling
Schesuledinsalldsy: [0 by dey 2] 2= atily before downloading any wpdales and natity agsn elore instaling
Sehetalent srstall trve: | =]
When Windows finds updates that spply 1o this computes, an icon appears in
the status area with a message that updates are ready to be downloaded,
Clicking the icun ur message provdes the option o select the specilic
updates to downlnad. Windows then downloads the selected updstes in the
background. When the download is complete. the icon appears in the status
srea agtin, with natification thet the updates are ready to be installed, i

oK Cancel | Apgly |

Figure 4: Configure Scheduled Updates/Installs
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5. Now click on the

‘Enabled’

ai a. cl ass’ in both location boxes. Then click ‘OK’.

Specify intranet Microsoft update service location -

[] Specify intranet Microsoft update senvice location

Previous Setting | Naxt Setting

€ NotConfigured ~ Comment:
& Enabled

™ Disabled

L]

Supported on: ‘At cact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack

Options:

[ KIS K

Help:

Set the intranet update service for detecting updates:

Ihttp:r’r’[HARL[E‘ala‘(lass

Set the intranet statistics server

Ihttp:r’r’[HARL[E‘ala‘(lass

(example: hitp://Intranetlpd01)

Specifies an intranet server to host updates from Microsoft Update. You can |~
then use this update service to automatically update computers on your
network.

This setting lets you specify a server on your network to function as an
internal update service. The Automatic Updates client will search this service
for updates that apply to the computers on your network.

To use this setting, you must set two servemame values: the server from
which the Automatic Updates client detects and downloads updates, and the
server to which updated workstations upload statistics. You can set both
values to be the same server

If the status is set to Enabled, the Automatic Updates client connects to the
specified intranet Microsoft update service, instead of Windows Update, to
search for and download updates. Enabling this setting means that end users

radio button and

=18

oK I Cancel Apply

Figure 5: Configure location of SUS service

6. Click ‘OK’.

enter

WSUS and Group Policy (Srvr)

‘http: // CHARLI E.

7. From the list of settings, double click on ‘Enable client-side targeting’.

t-side targeting

[} Enable client-side targeting

Previous Setting Mext Setting

€ NotConfigured ~ COmment:
 Enabled

£ Disabled

L

Supported on:

Options:

At least Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1

Help:

Target group name for this computer

Member Servers

Specifies the target group name or names that should be used to receive
updates from an intranet Microsoft update service.

¥ the status is sct to Enabled, the specificd target group information is sent to
the intranet Microsoft update service which uses it to determine which
updates should be deployed to this computer.

If the intranet Microsoft update service supports multiple target groups this
policy can specify multiple group names separated by semicolons. Otherwise,
a single group must be specified.

If the status is set to Disabled o Not Configured, no target group information
will be sent to the intranet Microsoft update service.

Note: This policy applies only when the intranet Microsoft update service this [

computer is directed to is configured to support clint-side targeting. f the

L o]

B

ok | Cancel | Apply |

Figure 6: Configure client-side targeting group
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WSUS and Group Palicy (Srvr)

Page 4 of 4

Now click on the ‘Enabled’ radio button and enter * Menber

Servers’ in the target

group name for this computer. This field is case sensitive and must match exactly
the group name entered during the WSUS installation/configuration. Then click ‘OK’.

B Windows Update

Setting

Enable client-side targeting

Edit policy setting

Requirements:
At least Windows 2000 Service Pack 3
or Windows XP Prafessional Service
Pack 1

Description:

Spedifies the target group name or
names that should be used to receive
updates from an infranet Microsoft
update service.

If the status is set to Enabled, the
specified target group information is
sent to the intranet Microsoft update
service which uses it to determine
which updates should be deploved to
this computer.,

If the intranet Microsoft update
service supports multiple target
aroups this policy can spedify multiple
aroup names separated by
semicolons. Othernise, a single group
must be specified.

If the status is set to Disabled or Not

State

=14l

nfigure Automatic Updates

tomatic Updates detection frequency

low non-administrators to receive update notifications

rn on Software Notfications

low Automatic Updates immediate installation

rn on recommended updates via Automatic Updates
auto-restart with logged on users for scheduled automatic up...
-prompt for restart with scheduled instalations

lay Restart for scheduled installations

schedule Automatic Updates scheduled installations

dient-side targeting

Allow signed updates from an intranet Microsoft update service lo...

not display ‘Install Updates and Shut Down’ option in Shut Do...
not adjust default option to Tnstall Updates and Shut Down' in...
abling Windows Update Power Management to automatically w...

ecify intranet Microsoft update service location

Not configured
Not configured
Mot configured
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Nat configured
Nat configured
Nat configured

Not configured

, Extended / Standard /

Figure 7: Final WSUS Policy settings

Close the Group Policy Management Editor and then close the Group Policy

Management.

Note: An alias record must be created in DNS to map http://Charlie.aia.class to the
10.0.2.6 Intranet server that happens to be running the WSUS service for this class.
This has already been done by the instructors.
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Implementing WSUS with Group Policy for Workstations

1 Enable WSUS through Group Policy Object (GPO) for Workstations Organizational
Unit (OU)

1.1 Create new GPO and edit to enable WSUS

1.
2.

Login to Alpha

On your management system, click ‘Start’ -> ‘Administrative Tools’ -> ‘Group Policy

Management’.

Expand the following: ‘Forest:aia.class’ -> ‘Domains’ -> ‘aia.class’ domain by clicking

the ‘+’ sign.

Right click on the ‘Workstations’ OU and click on ‘Create a GPO in this domain, and

Link it here..’
Type in * WBUS_Wor kst at i ons’ as the name and click ‘OK’.

Name:

[WSUS_Workstations

Source Starter GPO:

I{none} j

Figure 1: Create a new GPO

[ ' Group Policy Management

===

2L File Action View Window Help |_ 2| x|

o =] Gl sl 7 e

_;; Group Policy Management Workstations

= Forest: aia.dass
-g . Domains Linked Group Policy Objects IGmup Policy Inheritance I Delegation |
Bl 5 aia.dass Link Order ~ | GPO | Enforced [ Link Enabled | GPO Status [ WMI Fiter | Mc

=i/ Default Domain Policy 1 5] W5US_Warkstations  No Yes Erabled  None 6/
2 | Domain Controllers

= | Member Servers
= | Microsoft Exchange Security
= | Workstations
a2 WSUS_Workstations
5t Group Policy Objects
[ Default Domain Controll

0O®HEBH

]

_£[ Default Domain Policy
[ Member Servers GPO

:’ WSUS_Member Servers
(= WsUS_workstations
& WMI Filters
5 Starter GPOs
[ Sites
sti Group Policy Modeling
4 Group Policy Results

4| | i

4 | vl

Figure 2: Workstations OU
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WSUS and Group Policy (Wkst)

2 Configure WSUS Group Policy for Automatic Updates

2.1 Edit Windows Update Settings

1.
2.

Page 2 of 4

Expand ‘Group Policy Objects’, right click on ‘WSUS_Workstations’ and click ‘Edit’.

On the left panel, expand through ‘Computer Configuration’

‘Policies’

>

‘Administrative Templates’ -> ‘Windows Components’ and select ‘Windows Update’.
igix

e cton Vew Hep
ep| Hm|le | HmM

# - Tabet?C =
Task Scheduber

wandaws Anvytme Lngrade
Windows Calendar
Windes Cokr System

r

Configure Automatic Updates

Seting 1

1] Do rt displey Tnesal Updates and Shut Dowe soBon nShutDe...  Mel

Wrkons Rerite Haragee
Wndews Remate Shel

Windewa System flesource
Windows Lipdate
Al Settngs
kéerences
Benfiuraton =
g —1 LfJ

Sextng:

2 = Noafy heforr doarinacng any
Lpdates and reafy agan hetzer
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Whers Wirekows finck Lpcdates that
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cpess i the status wea with &
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‘TRCERE Ba WAy £ LS Anct St 1] Allow Automalic Updates immediate instalason Mol
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pordows i e Udates o
s Meda Plaer 1 with kogged on users tomat ... Ml
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Figure 3: Configure WSUS Policy settings

Double click on ‘Configure Automatic Updates’.

Click the ‘Enabled’ radio button and select ‘4 — Auto Download and schedule the
install’. Change the Scheduled install time to 04:00 and then click ‘Next Setting’.

‘Configure Automatic Updates

[} Configure Automatic Updates

© NotConfigured ~ Comment:
& Enabled
 Disabled
Supported on:
Options:

Previous Setting Next Setting |

=lalx|

L]

At least Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1

Help:

| 3

Configure automatic updating:

4 - Auto download and schedule the install 7|

The fellowing settings are only required

and applicable if 4 is selected.

Scheguleg install dzy: [0-Fveryday 7|
Scheduled install time: 2

Specifies whether this computer will receive security updates and other
impertant downleads through the Windows autematic updating service.

This setting lets you specify if automatic updates are enabled on this
computer. If the service is enabled, you must select one of the four options in
the Group Policy Setting:

2 = Notify before downloading any updates and notify again before installing
them.

When Windows finds updates that apply to this computer, an icon appears in
the status area with a message that updates are ready to be downloaded.
Clicking the icon or message provides the option to select the specific
updates to download. Windows then downloads the selected updates in the
background. When the download is complete, the icon appears in the status
area again, with notification that the updates are ready to be installed.

I

oK | Cancel | Apply

Figure 4: Configure Scheduled Updates/Installs

Charlie Task 4/7



WSUS and Group Policy (Wkst)

5. Now click on the ‘Enabled’ radio button and enter ‘http://CHARLIE.
ai a. cl ass’ in both location boxes. Then click ‘OK’.

Specify intranet Microsoft update service location & x

[] Specify intranet Microsoft update senvice location Previous Seting | Next Seting

© NotConfigured ~ COmment:

Lo

& Enabled

" Disabled LI
Supported on: At jeact Windows 2000 Service Pack 3 or Windaws XP Professional Service Pack 1 =]

Options: Help:

Set the intranet update senvice for detecting updates: Specifies an intranet server to host updates from Microsoft Update. You can |4

then use this update service te automatically update computers on your
Ihttp:””CHARL[E‘aia‘:lass network.
Set the intranet statistics server: This setting lets you specify a server on your network to function as an

internal update service. The Automatic Updates client will search this service

[rtte://CHARLIE sia.cless for updates that apply to the computers on your network:

(example: http://IntranetUpd01) Ta use this setting, you must set two servername values: the server from

which the Automatic Updates client detects and downloads updates, and the
server to which updated workstations upload statistics. You can set both
values to be the same server.

If the status is set to Enabled, the Automatic Updates client connects to the

specified intranet Microsoft update service, instead of Windows Update, to
search for and download updates. Enabling this setting means that end users

oK I Cancel Apply

Figure 5: Configure location of SUS service
6. Click 'OK’.

7. From the list of settings, double click on ‘Enable client-side targeting’.

<¥ Enable client-side targeting &) x|

5] Enable client-side targeting e Next Setting

€ Not Configured ~ COMment:

ol

& Enabled
£ Disabled =
Supported on: [t jeact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =l
Options: Help:
Target group name for this computer Specifies the target group name or names that should be used to receive |+
updates from an intranet Microsoft update service.
Workstations|

If the status is set to Enabled, the specified target group information is sent to
the intranet Microsoft update service which uses it to determine which
updates should be deployed to this computer.

I the intranet Microsoft update service supports multiple target groups this
policy can specify multiple group names separated by semicolons. Othenwise,
asingle group must be specified.

If the status is set to Disabled or Not Configured, no target group information
will be sent to the intranet Microsoft update service.

Note: This policy applies only when the intranet Microsoft update service this [
computer is directed to is configured to support client-side targeting, If the

oK I Cancel | Apply

Figure 6: Configure client-side targeting group
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Now click on the ‘Enabled’ radio button and enter * Wor kst at i ons’

in the target

group name for this computer. This field is case sensitive and must match exactly
the group name entered during the WSUS installation/configuration. Then click ‘OK’.

B Windows Update

Enable client-side targeting

Edit policy setting

Requirements:

Atleast Windows 2000 Service Pack 3
or Windows ¥P Professional Service
Pack 1

Description:

Specifies the target group name or
names that should be used to receive
updates from an intranet Microsoft
update service.

If the status is set to Enabled, the
specified target group information is
sent to the intranet Microsoft update
service which uses it to determine
which updates should be deployed to
this computer.

If the intranet Microsoft update
service supports multiple target

group names separated by

must be spedfied.

a Enable dient-side targeting

Setting | State |
| i=| Do not display 'Install Updates and Shut Down' option in Shut Do... Mot configured
= |i=| Do not adjust default option to 'Install Updates and Shut Down'in...  Not configured
\i=| Enabling Windows Update Power Management to automatically w...  Not configured
|i=| Configure Automatic Updates Enabled
|i=| Spedfy intranet Microsoft update service location Enabled
=] Automatic Updates detection frequency Mot configured
|i=] Allow non-administrators to receive update notifications Mot configured
|i=] Turn on Software Motifications Mot configured
=] Allow Automatic Updates immediate installation Mot configured
|i=| Turn on recommended updates via Automatic Updates Mot configured
|=] No auto-restart with logged on users for scheduled automatic up... Mot configured
|i=| Re-prompt for restart with scheduled installations Mot configured
|i=| Delay Restart for scheduled installations Mot configured
|i=| Reschedule Automatic Updates scheduled installations Mot configured

— [i] Allow signed updates from an intranet Microsoft update service lo...  Not configured
groups this palicy can specify multiple
semicolons. Otherwise, a single group
If the status is set to Disabled or Not  »| 4 | |

. Extended 4 Standard 7

Figure 7: Final WSUS Policy settings

Close the Group Policy Management Editor and then close the Group Policy

Management.

Note: An alias record must be created in DNS to map http://Charlie .aia.class to the
10.0.2.6 Intranet server that happens to be running the WSUS service for this class.
This has already been done by the instructors.
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Implementing WSUS with Group Policy for
Domain Controllers

1 Enable WSUS through Group Policy Object (GPO) for Domain Controllers
Organizational Unit (OU)

1.1 Create new GPO and edit to enable WSUS
1. Login to Alpha.

2. On your management system, click ‘Start’ -> ‘Administrative Tools’ -> ‘Group Policy
Management'.

3. Expand the following: ‘Forest:aia.class’ -> ‘Domains’ -> ‘aia.class’ domain by clicking
the '+ sign.

4. Right click on the ‘Domain Controllers’ OU and click on ‘Create a GPO in this
domain, and Link it here...".

5. Type in ‘WSUS_DC’ as the name and click ‘OK".

X
Name:
jwsus_od]
Source Startter GPO:
I {none) j

Figure 1: Create a new GPO

! Group Policy Management

= File  Action ‘ View Window Help

=18l x
JREDS,

= | 7ml e d

j—é Group Policy Management
= _ﬁ Forest: ala.dass
=l &5 Domains
G F{ ala.dass
sz Default Domain Policy
= | Domain Controllers
| Member Servers

|
2 Workstations
Lt Group Policy Objects
- WMI Filters
L] Starter GPOs
A Sites
£ Group Policy Modeling
%] Group Policy Results

< l

Microsoft Exchange Securit

vl

Domain Controllers

Linked Group Folicy Objects IGroup Policy Inheritance I Delegation I

Link Order | GPO!

| Enforced [ Link Enabled [ GPO Status [ WMI Fiter [ Mc

2 s/ WSUS_DC

|

1 ) Default Domain Cortt... Mo Yes

Enabled None 5/

No ‘fes Enabled Mone 6/t

Figure 2: Domain Controllers OU
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WSUS and Group Palicy (Srvr)

2 Configure WSUS Group Policy for Automatic Updates
2.1 Edit Windows Update Settings
1. Expand ‘Group Policy Objects’, right click on ‘WSUS_DC’ and click ‘Edit’.

2. On the left panel, expand through ‘Computer Configuration’ -> ‘Policies’ ->

Page 2 of 4

‘Administrative Templates’ -> ‘Windows Components’ and select ‘Windows Update’.

File Acton View Help

B Group Policy Management Editor 3

T |

€= 4o H ]

7

TabletPC -

Task Scheduler

Windaws Anytime Upgrade
Windows Calendar
Windaws Color System
Windows Customer Experie
Windows Defender
Windaws Error Reparting
Windows Explorer
Windaws Installer
Windows Logon Options
Windows Mal

Windaws Media Center
Windows Media Digital Righ
Windows Media Player
Windaws Messenger
Windows Mobility Center
Windows PowerShel
Windows Reliabiity Analysi

4

Fonfiguration
i il

Configure Automatic Updates Setting |

Edit policy setting Do not adjust default option to 'Install Updates and Shut Down'in...

g Windows Updats Power Management to automaticaly

Requirements:

Atleast windows 2000 Service Pack 3
or Windows XP Professional Service
Pack 1

Desaription:
Specifies whether this computer wil
receive security updates and other
important downloads through the
Windows automatic updating service,

This setting lets you spedfy if
automatic Updates are enabled on
this computer. I the service is
enabled, you must select one of the
four options in the Group Policy

Windows Remote Manager | | Setting: 12| Allow signed updates from an intranet Microsoft update service lo...  Not
windaw
‘A””:ﬂ’\f R:'m"ffhe” 2 = Notify before downloading any
Windows SideShow updates and notify again before
Windows System Resaurce | | instaling them
"~ Windows Update
. Al Settngs When Windows finds Lpdates that
ey 2pply to this computer, an ican

appears in the status area with a

message that updates are ready to -|4] | |

Do not display 'Install Updates and Shut Down' option in ShutDo...  Nof

Spedify intranet Microsoft update service location Not
Automatic Updates detection frequency Not
Allow non-administrators to receive update notifications Not
Turn on Software Notifications Mot
Allow Automatic Updates immediate installation Not
Turn on recommended updates via Automatic Updates Not
Mo auto-restart with logged on users for scheduled automaticup...  Nol
Re-prompt for restart with scheduled installations Mot
Delay Restart for scheduled installations Nof
Reschedule Automatic Updates scheduled installations Not
Enable dlient-side targeting Not

Extended 4 Standard /

Figure 3: Configure WSUS Policy settings

Double click on ‘Configure Automatic Updates’.

Click the ‘Enabled’ radio button and select ‘4 — Auto Download and schedule the
install. Change the Scheduled install time to 04:00 and then click ‘Next Setting’.

Configure Automatic Updates

E Configure Automatic Updates

 Not Configured ~ COMMENt:

Previous Setting Mext Setting |

=13l x|

L

& Enabled

 Disabled =
Supported on: ['at |east Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1 =]

Options: Help:

Configure automatic updating:

Specifies whether this computer will receive security updates and other
important downloads through the Windows automatic updating service.

and applicable if 4 is selected.

4 - Auto download and schedule the install =]

The following settings are enly required

This setting lets you specify if automatic updates are enabled on this
computer. I the service is enabled, you must select one of the four optiens in
the Group Policy Setting:

2 = Notify before downloading any updates and notify again before installing

Scheduled install day: [0 - Every day - a
em.
Scheduled install time: -

When Windows finds updates that apply to this computer, an icon appears in
the status area with a message that updates are ready to be downloaded.
Clicking the icon or message provides the option to select the specific
updates to download. Windows then downloads the selected updates in the
background. When the download is complete, the icon appears in the status
area again, with notification that the updates are ready to be installed.

oK | Cancel | Apply

Figure 4: Configure Scheduled Updates/Installs
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5. Now click on the ‘Enabled’ radio button and enter * ht t p: / / CHARLI E.
ai a. cl ass’ in both location boxes. Then click ‘OK'.

Specify intranet Microsoft update service location _|8lx

[} Specify intranet Microsoft update service location RrTEESaTE Next Setting

£ Not Configured ~ COMMent:

L

& Enabled

 Disabled -]
Supported on: ["at jeact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 =]

Options: Help:

Specifies an intranet server to host updates from Microsoft Update. You can |
then use this update service to autematically update computers on your
[Pt/ CHARLIE aia.class netwark.

Set the intranst update service for detecting updates;

Set the intranet statistics server: This setting lets you specify a server on your network to function as an
intemal update service. The Automatic Updates client will search this service
for updates that apply to the computers on your network.

|http:«’«’CHARUE.a\a.:\ass
(example: hitp://IntranetUpd01) To use this setting, you must set two servername values: the server from
which the Automatic Updates client detects and downloads updates, and the
server to which updated workstations upload statistics. Vou can set both
values to be the same server.

If the status is set to Enabled, the Automatic Updates client connects to the

specified intranet Microsoft update service, instead of Windows Update, to
search for and download updates. Enabling this setting means that end users

oK I Cancel Apply

Figure 5: Configure location of SUS service
6. Click 'OK'.

7. From the list of settings, double click on ‘Enable client-side targeting’.
I8

[5] Enable client-side targeting

Previous Setting | MNext Setting |

" MotConfigured ~ COmment: =l
 Enabled
" Dissbled [
Supperted on: - [ jeact Windows 2000 Service Pack 3 or Windows XP Professional Service Pack 1 ﬂ
|
Options: Help:
Target group name for this computer Specifies the target group name or names that should be used to receive [

updates from an intranet Microsoft update service,

Domian Controllers
If the status is set to Enabled, the specified target group information is sent to
the intranet Microsoft update service which uses it to determine which
updates should be deployed to this computer,

If the intranet Microsoft update service supports multiple target groups this
policy can specify multiple group names separated by semicelens, Otherwise,
a single group must be specified.

If the status is set to Disabled or Not Configured, no target group information
will be sent to the intranet Microsoft update service.

Note: This policy applies only when the intranet Microsoft update service this [
computer is directed to is configured to support client-side targeting. If the

-

0K I Cancel | Apply |

Figure 6: Configure client-side targeting group
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WSUS and Group Palicy (Srvr)

Page 4 of 4

Now click on the ‘Enabled’ radio button and enter * Domai n Control | ers’ in the
target group name for this computer. This field is case sensitive and must match
exactly the group name entered during the WSUS installation/configuration. Then

click ‘OK’.

B Windows Update

Enable client-side targeting

Edit policy setting

Requirements:

Atleast Windows 2000 Service Pack 3
or Windows XP Professional Service
Pack 1

Description:

Specifies the target group name or
names that should be used to receive
updates from an intranet Microsoft
update service.

If the status is set to Enabled, the
specified target group information is
sent to the intranet Microsoft update
service which uses it to determine
which updates should be deployed to
this computer.

If the intranet Microsoft update
zervice supports multiple target

group names separated by

must be specified.

s

Setting | State |
|i=| Do not display 'Install Updates and Shut Down' option in Shut Do... Mot configured
=] Do not adjust default option to 'Install Updates and Shut Down'in... Mot configured
|i=| Enabling Windows Update Power Management to automatically w... Mot configured
|i=| Configure Automatic Updates Enabled
|i=| Spedify intranet Microsoft update service location Enabled
|i=| Automatic Updates detection frequency Mot configured
=] Allow non-administrators to receive update notifications Mot configured
[i=| Turn on Software Notifications Not configured
[i=| Allow Automatic Updates immediate installation Mot configured
=] Turn on recommended updates via Automatic Updates Mot configured
|i=| No autorestart with logged on users for scheduled automatic up... Mot configured
|i=| Re-prompt for restart with scheduled installations Mot configured
|i=| Delay Restart for scheduled installations Mot configured
:=| Reschedule Automatic Updates scheduled installations Mot configured

il

Enable dient-side targeting

Enabled

— |i=] Allow signed updates from an intranet Microsoft update service lo... Mot configured
groups this policy can specify multiple
semicolons. Otherwise, a single group
If the status is set to Disabled or Mot = | 4| |

. Extended 4 Standard /

Figure 7: Final WSUS Policy settings

Close the Group Policy Management Editor and then close the Group Policy

Management.

Note: An alias record must be created in DNS to map http://Charlie .aia.class to the
10.0.2.6 Intranet server that happens to be running the WSUS service for this class.
This has already been done by the instructors.
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Open Source Security (OSSEC) Agent

OSSEC agents will be installed on each Linux and Windows server and will send events to
the OSSEC server that is running on Foxtrot. The OSSEC server processes events and
generates warnings from alerts sent by the agents. Before installing any OSSEC agents,
make sure that you have successfully deployed the OSSEC server on Foxtrot.

1 OSSEC Agent setup

1.1 Installation

1. Open Windows Explorer and navigate to ‘D:\Tools\Windows\OSSEC":
(C——— T
QU = £ e (<] AISTS-5.0 = Tocks - Wirkows = CSSEC - B [Sewmnossec

Organre v  Share with +

v i@
s Dowrioods 2] ame - | Biate mfic | Tioe |5

L Roecent Places

I casecaentwniz2.4.1 SEN T Asckiaton L
4 Lbrares
! Doaments
o M
el P

H viren

8 Computer
&G, Localcuk 1)
h €0 Drive (D0} MISTS-5.0

Took

S tietwerc

1 tem

Figure 1: Setup File

2. Double click on the ‘ossec-agent-win32-2.4.1’ setup file and start the installation:

U HIEFS Wissbomrs Agest v 4.1 Setup alolx

Wolcoma Lo lhe Ossec HIDS
Windows Agent v2 4.1 Selup Wizard

i izl sl g you Hhesugh the el of Dusec HIDS

Ehek et 12 ezt

Nets | e

Figure 2: Welcome Screen of OSSEC Installation

3. Click ‘Next’ and accept the license agreement by pressing the ‘Agree’ button:

Ossec HIDS Windows Agent v2.4.1 Setup E B[] 3
License Agreement
Please review the license terms before installing Ossec HIDS Windows Agent v2.4.1. Lﬁ?

Press Page Down to see the rest of the agreement.

' E|
Copyright () 2010 Trend Micro Inc. All rights reserved.

OSSEC HIDS is a free software; you can redistribute it andfor modify
itunder the terms of the GNU General Public License (version 2) as
published by the FSF - Free Software Foundation.

Note that this license apples to the source code, 2s el as
decoders, rules and any other data file induded with OSSEC (uriess
athernise specified).

1f you accept the terms of the agreement, diick I Agree to continue. You must accept the
agreement to install Ossec HIDS Windows Agent v2.4,1.

Capyright (C) 2010 Trend Micra Inc.

<gack [ Tagee | cancel |

Figure 3: License Agreement window
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OSSEC Agent

4. Accept the default installation options and click ‘Next’:

0Ossec HIDS Windows Agent v2.4.1 Setup - | (] 5[
Choose Components E

Choose which features of Ossec HIDS Windows Agent v2.4.1 you want to install.

Select the options you want to be executed. Click next to continue.

Select components to install:

(OSSEC Agent (required)
can and monitor IIS logs (recommended)
Enable integrity checking {recommended)

Space required: 3.7MB

Copyright () 2000 Trend Micko Inc.

< Back I Next = I Cancel I

Figure 4: Choose default settings for components

5. Proceed with the installation by pressing the ‘Install’ button:

Ossec HIDS Windows Agent v2.4.1 Setup - Ellll

Choose Install Location
Choose the folder in which to install Ossec HIDS Windows Agent v2.4.1. @

Setup will install Ossec HIDS Windows Agent v2.4. 1in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

"Deshnahnn Folder

Space required: 3, 7MB
Space available: 7.1GB

Copyright (2 2010 Trend Micko Inc,

< Back I Install I Cancel

Figure 5: Location path

6. After the installation has finished you should see following screen. Complete the
installation by clicking on ‘Finish’:
=IE

r Comnlefina the Ossec HINS
0SSEC Agent Manager =l Wizard
Manage View Help -

stalled on
Ossec HIDS +2.4.1

Agent: Auth key not imported. [0) - 0

Status: Require import of authentication key.
Missing DSSEC Server IP address.
- Mot Running...

OS5EC Server [P

Authentication key: | Cinsert_auth_key_herex
Save | Refresh

‘htq:l:ﬂwww.ossec.net ‘ 4

= Back, I Finish I Cancel

Figure 6: End of OSSEC installation
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1.2 Configuration

OSSEC Agent

1. Now we are going to setup a shared key between Charlie and Foxtrot. In order to do

this, go back into the CD contents and execute ‘Putty’ from

2. Enter 10. 0. 4. 2 (Foxtrot’s IP Address) in the ‘Host Name’ field and click ‘Open’:

TaY H ’
D:\Tools\Windows\Putty
§ 2 PuTTY Configuration x|
- Category:
E]- Session | Basic options for your PuTTY session |
g T;;ml.;;glng r~ Specify the destination you wart to connect to
- Keyboard Host Name (or IP address) Port
- Bel [10.0.4.2 j2
i - Featurss Connection type:
E| Window " Raw " Telnet " Rlogin & SSH " Sera
i~ Appearance
J;gﬁaviuur I~ Load, save or delete a stored session
- Translation Saved Sessions
- Selection
. - Coloure Default Settings Load
- Connection
~Data Save
- Proy
- Telnet Delete
- Rlogin
- 55H
Setal Close window on exit:
" Awaye " Never % Onlyon clean exit
About Open Cancel |

Figure 7: Setting up Putty

3. Accept the warning by clicking ‘Yes’:

PuTTY Security Alert

think it is.
The server's rsa2 key fingerprint is:

If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.

adding the key to the cache, hit Mo,

connection.

Yes | Mo

The server's host key is not cached in the reaistry. You
l % have no guarantee that the server is the computer you

ssh-rsa 2048 f5:b7:79:02:ff:f3: 7d:af:a2:3f:87:db:e0:ee:c0: 5e

If you want to carry on connecting just once, without

If you do not trust this host, hit Cancel to abandon the

I Cancel I

Figure 8: Accept the warning

4. Type r oot as the login name and press [ Ent er] thentypetartans@l as the

password and press [ Enter]:

& 10.0.4.2 - PuTTY

Figure 9: Login

Charlie Task 6/7
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OSSEC Agent

5. Once logged into Foxtrot, start the OSSEC agent manager by executing the
following command:

# [ var/ ossec/ bi n/ manage_agent s

#? root@Foxtrote

Figure 10: OSSEC Agent Manager window
6. Add an agent by typing A and pressing [ Ent er] .

7. Enter Charlie’s information as shown below and press [ Ent er ] :
=10 |

Figure 11: Select an option
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OSSEC Agent

8. Now type E and press [ Ent er] to extract the shared key for Charlie, and enter 006
when the OSSEC agent manager asks for an agent ID. Please note that key will not
be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added:

-0 x|

nt key i
ENoYXJ

Figure 12: Random key generated

9. Copy the shared key by highlighting it and paste it into the OSSEC Agent Manager
as shown below.

10. Enter 10. 0. 4. 2 as the server address and then click ‘Save’ then ‘OK’:

i o
Manage View Help - Manage Yiew Help -
Dazec HIDS +2.4.1 Ozzec HIDS v2.4.1
Agent: Auth key not imported. [0] - 0 Agent: 1'
Statuz: Fequire import of authentication key. Status:
Migzing DSSEC Server IP address. Adding key for:
- Mot Running...
Agent ID: 006
Agent Mame: Charlie ol
DSSEC Sever P [10.0.4.2 DSSECS 15 address: 10.0.2.6
Authentication key: |ZIDJlYiIiDDI‘I Midiv2E 2r2ZiNG =4 Authentic =
Save | Refrezh | o I = |
|h1:tp:,.’fu\'u\'v\'.ossec.net | v |htn3:;’fwwv\'.ossec.net | 4
Figure 13: Enter the parameters Figure 14: Confirm the settings
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OSSEC Agent

11. Choose ‘Manage -> Start OSSEC'’ to start the OSSEC agent:

Manage Yiew Help -

Ozzec HIDS 2.4
Agent: Charlie [00E] - 10.0.26

Status: Stop (e ™ ll

COS5EC Agent Started.

OS5EC Server
Authentication T AumdC
Save I Refresh I
|started.. | w

Figure 15: Starting OSSEC

12. Switch back to the Putty SSH command shell window. Type Qthen press [ Ent er ]
to quit from the agent manager and type exi t and press [ Ent er] to end the SSH

session and exit from Putty.
13. Close the OSSEC Agent Manager and Windows Explorer,
14. Click ‘Finish’ to close the OSSEC wizard.
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Windows Security Configuration Wizard
1 Runthe SCW
1. Click ‘Start’ -> ‘Administrative Tools’ -> ‘Security Configuration Wizard’
2. Click ‘Next’, on the Welcome screen

3. Click ‘Next’, to Create a new Security Policy
|

‘Selact the ac2on you want 1o perfarm:

1% Create a new security polcy

™ Gt an euisang secusity pokey

1" Aoply an exigtng seaurty poley.

™ Rofiback the bast appled security poloy

Lrarm mone about ganfiga abon st

Co|

Figure 1: Create a new security policy

4. Click ‘Next’, on the Select Server dialog. We will not be importing a configuration from a
different server.

5. Once the Processing of the Security Configuration Database is complete click ‘Next’ to
continue.

6. Click ‘Next’, on the Role-Based Service Configuration dialog.

7. Alist of currently installed roles will be presented. For ‘Charlie’, Select ‘All roles’ from
the ‘View’ menu and then select only the following server roles:

e ‘ASP.NET State Service’

o ‘DFS Namespace’

o 'DFS Replication’

e ‘File Server’

e ‘File Server Resource Manager’

o ‘Volume Shadow Copy’

e ‘Web Server

e ‘Windows Process Activation Service’

e ‘Windows System Resource Management’
8. Click ‘Next'.
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Windows SCW

9. For our domain servers the default client settings are appropriate. These enable
necessary services for accessing internal and Internet servers. Click ‘Next’.

Security Configuration Wizard x|
Select Client Features E‘

Servers also act as dients, These dient features are used to enable services, A server can
support multiple dient features.

View: IInstaIIed features =]

Select the dient features that the selected server performs:

|7 |+ Background Inteligent Transfer Service (BITS) -
¥ [+ DNS Client

™ [+ DNS Multicast Client

¥ [+ Domain Member

I~ [ Link-Layer Topology Discovery Mapper

¥ [# Microsoft Metworking Client

I~ [» Network Access Protection Agent

I [ Network Discovery

I~ [» PnP-X IP Bus Enumerator

I [+ Print

[ [+ Remote Access Client LI

Learn more about dient features,

< Back I MNext > I Cancel

Figure 2: Client Features Settings
10. Administration and Other Options, select:

e ‘Application Experience Lookup Service’
e ‘Browse Master’
e ‘Error reporting’
e ‘Local application installation’
e ‘Performance Logs and Alerts’
¢ ‘Remote Desktop’
e ‘Windows User Mode Driver Framework’
Click ‘Next'.

11. Additional Services, select only:
e ‘OSSEC Hids’
e ‘Update Services’
e ‘WSusCertServer’
Click ‘Next'.

12. Accept the default option of ‘Do not change the startup mode of the service’ for any
unspecified services. Click ‘Next'.

13. Review the list of service changes before clicking ‘Next'.

14. Click ‘Next’ to begin the Network Security Configuration.
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15.

16.
17.
18.
19.
20.

21.

22.

Windows SCW

The SCW attempts to identify the necessary ports that the server will need open for your
previous selections. However, we will minimize even further by disabling unnecessary
rules. Uncheck the following:

o Core Networking — Ipv6 (IPv6-In)
e Core Networking — Ipv6 (IPv6-Out)
Click ‘Next'.
Click ‘Next’ to begin the ‘Registry Wizard'.
Click ‘Next’, to accept the default SMB security settings.
Click ‘Next’ to confirm the default Outbound Authentication Methods.

Click ‘Next’ to confirm the requirement for Domain Account authentication for outbound
connections.

Click ‘Next’ to confirm that we are using domain controllers that use the necessary LAN
Manager Authentication level.

Security Configuration Wizard x|
Registry Settings Summary E‘

Before continuing, confirm that your registry settings are correct,

If applied to the selected server, this security policy would use the following registry settings:

Setting Registry Valus Current Data Folicy Data Registry
LAN Manager authentication _Imcompatbilitylevel Send NTLMv2re.., Send NTLMvire...

Require LDAP Signing Idapserverintegrity  Nat Defined Mot Defined HIKEY_LOC
Require SMB Security Signat... requiresecuritysi... Enabled Enabled HIKEY_LOC
4 | |

/4 To change any of the above settings, go back to the previous pages in this section and change the
selections that determined the setting.

Leamn more about confirming registry settings.

<Back | Next > I Cancel |

Figure 2: Review the registry settings

Check ‘Skip this section’ to bypass configuration of the Audit Policy as this is configured
using Group Policy and click ‘Next'.

Security Configuration Wizard B x|

Audit Policy

Use this section to configure auditing based on your auditing cbjectives.
The auditing policy determines the success and failure events that are
logged as wel as the file system ohjects that are audit=d. Auditing file
system objects can degrade system performance and can resultin a
large number of events generated.

&\ Warning: Any system access control lists (SACLs) spedified in this
section and applied via the resultant policy cannot be removed using
SCW rollback,

[¥ skip this section
1f you skip this section, this security policy will not configure auditing

Learn more about audit policy.

<Back I Next > I Cancel |

Figure 3: Ensure the box is checked
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Windows SCW

23. Save the current configuration by appending the server name to the displayed path and

click ‘Next'.

Security Configuration Wizard x|
Security Policy File Hame
The security policy file will be saved with the name and description that you provide. H
L8

Security policy file name (a . xmi' e extension wil be appended if not provided):

| C:\Windows\security ymsscw Polices\CHARLIE Browse...

Description (optional):

=l

View Security Policy Indude Security Templates...

Learn more about saving security polides.

<gack [ Next> | cancel |

Figure 4. Append ‘CHARLIE’ to the path

24. Select the option to ‘Apply Now' and then click ‘Next'.

25. Once the wizard has completed the necessary changes, click ‘Next’, and then ‘Finish’.

26. Reboot the server.

Page 4 of 4
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Echo High Level Description

Echo is a Windows server running SQL Server. Echo serves as the ‘back-end’ for Web
applications running on Hotel (DMZ Web Server).

Following are descriptions of Echo's specific hands-on tasks that students must complete:

Task 1. Windows Host System Hardening

Students will be minimizing non-essential services and unnecessary network configurations -
the network interface will be hardened by removing Internet Protocol (IP) version 6 and
disabling NetBIOS name resolution. Students will follow security best practices to harden.

Task 2. SQL Server Hardening

If installed using default selections, SQL Server will run under LocalSystem credentials, which is
unnecessarily high for a typical database server configuration. Students will create a new local
machine user account on Echo and set the SQL Server process to run under the credentials of
that account.

Task 3. SQL Server Event Log Auditing

By default, SQL Server logging is disabled. Students will enable logging for failure events and
other problems.

Task 4. Configuring OSSEC Agent

Students will install and configure OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 5. Windows Security Configuration Wizard

The Windows SCW wizard will take students through a series of questions which will help them
harden the server as per industry best practices. Unnecessary services will be disabled, the
windows firewall will be configured, and if necessary IIS will be hardened.
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Windows Server Baseline Hardening Steps

1 Harden Network Interfaces

1.1 Remove Unnecessary Protocols

By default, Microsoft Windows network interfaces are enabled with unnecessary

protocols and services. These should be unbound from the interface (if not
uninstalled completely). If your server is intended to provide these services,

obviously you would NOT disable it.

1.

3. Click on the ‘Local Area Connection 2’ and then click ‘Properties’.

If you have not already done so, log on to the machine using:
Username: AIACLASS\Administrator Password: tartans@1l

Networking |

Connect using:
¥ Intel(R) PRO/1000 MT Network Connection #2

This connection uses the following items:
Client for Microsoft Networks
BQUS Packet Scheduler

B File and Printer Sharing for Microsoft Networks

& |ntemet Protocol Version & (TCP/IPvE)

4. |ntemet Protocol Version 4 (TCP/IPv4)

. Link-Layer Topology Discovery Mapper /0 Driver
. Link-Layer Topology Discovery Responder

REEO

Ingtall Uninstall Froperties

rD
Allows your computer to access resources on a Microsoft
network.

OK | Cancel

Figure 1: Remove IPv6

2 Harden TCP/IP Properties

2.1 Disable NetBIOS name resolution

Echo Task 1/5

Open the ‘Start’ menu and right-click on ‘Network’ and select ‘Properties’ to
open the ‘Network and Sharing Center’.

Clear the box next to ‘Internet Protocol Version 6 (TCP/IPv6)'. Then click
‘OK..

As part of our defense-in-depth strategy, it is import to minimize even those parts
of the environment that are normally not utilized. Since our network will be
entirely native mode Windows 2000 or higher, NetBIOS name resolution would
not normally be utilized, however we will eliminate the possibility of it being used

altogether (NetBIOS name resolution is chatty and can divulge network

information).

© 2010 Carnegie Mellon University
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Windows Host System Hardening

1. If the Properties window for your Local Area Connection is not still open,
open it by following steps 1 and 2 from the section above.

2. From within the ‘Properties’ of your ‘Local Area Connection’, select the
‘Internet Protocol Version 4 (TCP/IPv4) item (leave it checked), and click on
the ‘Properties’ button, then click the ‘Advanced’ button.

3. Next click on the ‘WINS’ tab at the top of the window.

2|
1P Settings | ONs WINS | options |
WINS addresses, in order of uss:
k3
3]

IF LMHOSTS lockup s enabled, ik apphes to all connections for which
TCRJIP is enabled.

I Enable LMHOSTS lookup I g I

NetBIOS setting

" Defaul:
Lse NetBIOS setting from the DHCP server, If static IP address
s used o the DHOP sarver does not provide NetBIOS setting,
enable NetBIOS over TCRIIP.

" Enable NetBIOS over TCP/IP

o1 _ow

Figure 2: Minimize NetBIOS sefvices

Uncheck ‘Enable LMHOSTS lookup’.

Select the radio button ‘Disable NetBIOS over TCP/IP’.
Click ‘OK’ to accept these settings.

Click ‘OK’ to confirm all ‘TCP/IP Properties’ changes.

Click ‘OK’ to confirm all ‘Local Area Connection Properties’ changes.

© ® N o un bk

Close the ‘Local Area Connection 2 Properties’ and ‘Status’ windows.
10. Close the ‘Network and Sharing Center’ to return to the Desktop.

3 Install ClamWin for Anti-Virus Protection

3.1 Installation

1. Open the Course CD by clicking ‘Start’ -> ‘Computer’, right click ‘CD Drive (D:)
AISTS’ and select ‘Open'’.

1 Sctup - ClamWin Free Antivirus § =laix

2. Navigate to ‘Tools\Windows\ClamWin’ and Q Releane s Conirce
double-click the ‘clamwin-0.96.1-setup’ icon. B i
3 . CIle ‘Next, . Cick Net to continue, or Cancel to exi: Sefup

Figure 3: Install ClamWin Antivirus

e

4. Accept the license agreement and click ‘Next’.
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Windows Host System Hardening

5. Accept the default option to install for ‘Anyone who uses this computer (all users)’
and click ‘Next’.

6. Select the default installation path and click ‘Next’.

7. At the ‘Select Component’s prompt, accept the default option of ‘Typical Installation’
and click ‘Next’.

8. Click ‘Next’ to create the default start menu folder.

9. Uncheck ‘Download Virus Database Files’ and click ‘Next’.

=
e
Select Additional Tasks | =
Which additional tasks should be peformed? | q
| )

Select the additional tasks you would lilke Setup to perform while instaling ClamWin Free
Artivirus, then click Nest

Download
I™ Download Virus Database Files. (Do not Select if you connect via a Proxy Server)
Addtional icons:

I Create a desktop icon

< Back Next > Cancel

Figure 4: ClamWin Setup
10. Click ‘Install’ to install the program.
11. Click ‘Finish’ to complete the installation.
12. Close Windows Explorer.

3.2 Configuration

1. Click the upward facing arrow in the taskbar and then double-click on the ClamWin
icon.

|* s

Figure 5: ClamWin Icon

2. Choose ‘No’ if asked to update the virus database.
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Windows Host System Hardening

3. Select ‘Tools’ from the menu, and click on ‘Preferences’.

(Hold Shit ke to select mutiple fies or foldere)

=)
=]
20)

|
Figure 6: ClamWin Configuration

4. Click on the ‘Internet Updates’ tab. Leave the updates to be done daily, but change
the time to 2:30:00 AM.

x
Email Alerts | Limits | File Locations | Reports | Advanced I

" General | Fitew  IntemetUpdstes | Prowy | Scheduled Scans

¥ Enable Automatic Vinus Database Updates

Download Site Idatahase clamav net
Update Frequency: IDa\Iy j Time: IUQ 30:00 AM j‘
Day Of The Week: |Wednesday

¥ Wam if Virus database is Out of Date
™ Update Virus Database On Logon

¥ Notify About New ClamWin Releases
(Mo personal information is transmitted during this check)

|

Figure 7: ClamWin Internet Updates

5. Click on the ‘Scheduled Scans’ tab. Click ‘Add’. Choose the scanning frequency to
be done Daily at 3:30:00 AM. Enter C:\ as the folder to scan. Enter a description,

such as ‘Nightly Virus Scan’. Click ‘OK’.
x|

Schedule

Scanning Frequency: IDain 'l
Time: EEEE
Day Of The Week: I Thursday i l

¥ Activate This Schedule
¥ Scan Programs Loaded in Computer Memory

Scan Folder:

3 L

Description:
INigch.' Virus Scan

ok | Caca |

Figure 8: ClamWin Scheduled Scan
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Windows Host System Hardening

6. Click on the ‘Email Alerts’ tab. Check the box labeled ‘Send Email On Virus
Detection’. Enter in the following information:

Mail Server—10.0.2.3
From — clamwin@Echo

To — eventwatch@aia.class

x
" General I Filters I Intemet Updates I Prowxy I Scheduled Scans
Email Merts | Limits | File Locations | Reports | Advanced

[V Send Email Mlert On Virus Detection
~ SMTP Connection Details
Mail Server:  [10.0.2.3 Port: [25

User Name: I Password: I

r— Email Message Details

From: Iclamwin@ Echo
To: Ievemwatch@aia class
Subject: IGamWin Virus Aler|
Send Test Email |

Figure 9: ClamWin Email Alerts

7. Click on the ‘Proxy’ tab. Enter in the IP address of the Squid Proxy server, Quebec,
which is 10.0.2.1. Ensure that the port is 3128.

x
Emal Mlets | Lmts | Fielocations | Repois | Advanced |
Gereral | Fites | intemetUpdates  Proy | Scheduled Scans
Leave these fields blank  you do not connect via Proxy Server
Proxy Server:  [10.0.21 Pot: [3128
User Name: |
Password: I

Cance

Figure 10: ClamWin Proxy Settings
8. Click ‘OK’ to accept all changes.
9. Choose ‘No’ if asked to update the virus database.

10. Click ‘Close’ to close the ClamWin window.
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SQL Server Hardening
1 Creating a new user account for the SQL Server process

You will add a new user to the local machine ‘Users’ group and deny the user rights to
Log on Locally.

WARNING: Depending on the applications utilizing SQL Server and the functions that
are used by the applications, changing the SQL Server process account may cause
application failures. Always check vendor documentation, consult a Database
Administrator (DBA), and test the change in a staging environment prior to making this
change in production.

1.1 Create the User
1. Open the ‘Start’ menu, right-click ‘Computer’ and select ‘Manage’.
2. Expand ‘Configuration -> ‘Local Users and Groups’ using the plus icon.
3. Right-click ‘Users’ and select ‘New User’.
4. Give the new user the following properties:

Username: sqlserversvc

Full Name: SQL Server Account

Description: SQL Server Service Process Account
Password: Steelers!456

Uncheck ‘User must change password at next login’
Check ‘Password never expires’

IMPORTANT: We set the password never to expire because the SQL Server
process will run using these credentials. If the password expires, the service will fail.
If your organization requires password expiration, be sure you have a policy in place
to audit and update passwords prior to expiration.

5. Click ‘Create’.

6. Click ‘Close’.
(E. Scrver Manager L= S|

Heip I Creatn J o= |

Figure 1: Creating a new user
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1.2 Verify Account Permissions

We want to make sure that the account is a member only of the ‘Users’ group.

1.
2.

3.
4.

Select ‘Users’ in the left pane.

In the right panel, right-click the ‘sqglserversvc account’ and select ‘Properties’.
Click the ‘Member Of tab.

Verify the only group shown is ‘Users’.

Click ‘Cancel’.

1.3 Deny Log On Locally Rights and Allow Log on as a Service

A Service Process Account does not need Interactive login rights.

1.

2
3
4.
5

© © N 2

10.
11.
12.
13.
14.

Page 2 of 6

Close the ‘Server Manager’ window.

Click ‘Start’ -> ‘Run’.

Enter secpol . nsc and click ‘'OK’.

Expand ‘Local Policies’ and click ‘User Rights Assignment’.

In the right panel, scroll until you find the entry titled ‘Deny Log on Locally’ and double-
click it.

Click the ‘Add User or Group’ button.
Click the ‘Locations’ button.
Select the computer ‘ECHO’, and click ‘OK’.

Enter sql ser ver svc in the object name window, and click ‘Check Names'.

Select this object type:

IUsers or Builtin security principals Object Types... |

From this location:

IECHO Locations... |

Enterthe ohject names to select (examples):

ECHO sglserversve Check Names |
Advanced... | oK I Cancel |

Figure 2: Select User

Click ‘OK’ save the user selection.

Click ‘OK’ to save the Deny Log on Locally properties.

Now find the entry titled ‘Log on as a Service’ and double-click it.
Click the ‘Add User or Group’ button.

Click the ‘Locations’ button.
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15. Select the computer ‘Echo’, and click ‘OK’.

16. Enter sql server svc in the object name window, and click ‘Check Names'.

Select Users or Groups E: ﬂﬂ
Select this object type
ILIsers or Built4n securty principals Object Types...
From this location
IECHO Locations
Enter the object names to select (examples).
ECHO"sglserversve Check Names

Advanced... | Cancel

7

Figure 3: Select User

17. Click ‘OK’ save the user selection.
20
Local Security Setting IExp\aml

_j' Log on as a service

Administrator

ECHO"sqlserversvc

LOCAL SERVICE

NT SERVICEMALL SERVICES

NT SERVICE'\MSSQLFDLauncher

NT SERVICE\MSSQLSERVER
5QLServer20055QLBrowserlJserSECHO
SOLServerDTSUserSECHO
5QLServerM5ASUsersECHOSMSSALSERVER
SQLServerReport ServerlJser8ECHOSMSRS 10_50.MSSQLSERVER
5QLServerSQLAgent UserSECHOSMSSQLSERVER

Add User or Group.... I Femaye

ok | canedd | ooy |

Figure 4: Review the properties
18. Click ‘OK’ to save the Log on as a service properties.
19. Close the ‘Local Security Policy’ window.
2 Assign the Process Account to SQL Server

You will now assign the new account to the SQL Server process.
IMPORTANT: When making this change on production systems outside this class, make

sure you follow these instructions. Do not change the account using the Services MMC
(services.msc).

1. Open SQL Server Management Studio: ‘Start’ -> ‘All Programs’ -> ‘Microsoft SQL
Server 2008 R2’ -> ‘SQL Server Management Studio’.

2. Click ‘Connect’ to connect to the database.
3. Right-click the entry titled ‘ECHO (SQL Server...” and select ‘Properties’.
4. Click the ‘Security’ tab.
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5. At the bottom of the screen in the ‘Server proxy account’ section, place a check in the
box to ‘Enable server proxy account’.

6. In the textboxes enter,
Proxy account: sqglserversvc

Password: Steelers!456

Server proocy account
[¥ Enable server proxy account

Proxy account: Isqlserversvc |
Password: I

Cptions

Figure 5: Server proxy account credentials

IMPORTANT: This SQL Server implementation is configured using ‘Mixed Mode’; SQL Server
and Windows authentication are both enabled. Microsoft strongly recommends using Windows-
only authentication. This allows SQL Server to use the security mechanisms built in to
Windows. In the case of this SQL Server instance, because it is used by a Web application that
is in a DMZ (and not a member of the aia.class domain), SQL Server must run in mixed mode
because it cannot validate the Windows credentials of all clients that connect to it. In your
production environments, if you are able to use Windows-only authentication, we recommend
you do so.

7. Click ‘OK’.
8. Close ‘Server Management Studio’.

9. Now verify that the SQL Server process is running under the credentials you specified.
Click ‘Start’ -> ‘Run’ and enter ser vi ces. nmsc. Click ‘OK’.

10. Scroll the list of services until you find the service titled ‘SQL Server
(MSSQLSERVER)'. Double-click it to view ‘Properties’.

£} Services {Local)

SQL Server (MSSQLSERVER) MName + I Description Status Startup Type =
16}, Becure Socket Tunneling Protocal Ser...  Provides s... Manual
Stop the service & Security Accounts Manager Thestartu... Started  Automatic
PSUEF the secvice Ghserver Supparts fil Started Automatic
Restart the service oo P
15, Shell Hardware Detection Providesn... Started  Automatic
&), Smart Card Manages a... Manual
DEscrpbon i€}, Smart Card Removal Policy Allows the ... Manual
Provides storage, processing and =
controlled access of dats, and rapid s SNMP Trap Receives tr... Manual
transaction processing. £}, Software Protection Enables th... Automatic (D...
15 Spedal Administration Console Helper  Allows adm... Manual
&, SPP Notification Service Provides ... Manual
£}, 5QL Active Directory Helper Service Enablesint... Disabled

L Full-text Filter Daemon Launcher ... Service tol... Started Manual

rver (MSSQLSERVER) Automatic
1£}5QL Server Agent (MSSOLSERVER) Executes]... Manual
5 SQL Server Analysis Services (MSSQL... Supplies on... Automatic
£, 5QL Server Browser Provides S... Disabled
15}, SOL Server Integration Services 10.0  Provides m... Automatic
‘& 5QL Server Reporting Services (M55...  Manages, ... Automatic
1£).50L Server VS5 Writer Provides th... Started  Automatic
1), SSDP Discovery Discovers ... Disabled
£}, System Event Notification Service Monitors 5. Started Automatic

G, Task Srhad ler Frahles 2 Started & stomatic =
< | 3

Extended A Standard /

Figure 6: SQL Server properties
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11. Click the ‘Log On’ tab. If the account listed is not ‘.\sglserversvc’, change it to be so,
with Steelers!456 as the password.
o serves (s rapetes sl o =

Garwesl LogOn |».=.-—,| [ |
Log on m
Lol System account

Helo ma confouns uer ectount B o0 cotend,

[Tk ] cace | |

Figure 7: Verify the login credentials
12. Click ‘OK’.

13. Right-click the SQL Server service and select ‘Restart’ so that the service is running
under the new credentials.

14. Close the Services MMC.

3 Remove Web App Permissions

The current login credentials that the web app running on Hotel uses to log in to the SQL
database is given many more permissions than are necessary for the job. We will
minimize these so as to reduce the attack surface of the database.

1. Open the SQL Server Management Studio by going to ‘Start’ -> ‘All Programs’ ->
‘Microsoft SQL Server 2008 R2' -> ‘SQL Server Management Studio’.

2. Click ‘Connect’ to connect to the local database.

3. Expand ‘ECHO (SQL Server...)’ -> ‘Security’ -> ‘Logins’, right-click ‘web_sql’ and
select ‘Properties’.

. =loix
4. Click on the ‘Server Roles’ tab. E&= s - Lt

Note that all roles are selected. SR g e e
The engineer that set up this
connection must have simply
given the user all roles instead of
taking the time to figure out the
minimum required privileges for
our web app. Correct this security
hole by un-checking all roles E==
except ‘public’ and ‘sysadmin’. =5

Connection
AIACLASS\administrator

Click ‘OK’. 9 Ve comsson overis

=
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4 Rename SA Account

The built-in ‘sa’ account login is a default administrator account for the SQL Server.
Since this is a known privileged account, it is an easy target for brute force and other
exploit attempts to gain access to your server. It is recommended to disable or rename

this account to reduce its exposure.

If the SQL Management Studio is not still open, re-open it using steps 1-3 above.

1
2. Right-click the ‘sa’ login and select ‘Rename’.
3. Enter acar negi e and press [ Enter].

4. Close the SQL Server Management Studio.
5 Disable SQL Server Agent Service

The SQL Server Agent allows SQL Server to email or page administrators based on
configurable criteria. This is useful functionality, but SQL Server Agent requires Outlook
to be installed on the SQL Server machine in order to function.

1. Click ‘Start’ -> ‘Run’ and enter ser vi ces. nsc. Click ‘OK’.

2. Find and select the service named ‘SQLSERVERAGENT’. Select it. Your windows

should look like the following:

{} services (Local)

SQL Server Agent (MSSQLSERVER) Mame = I Description | Status | Startur AI
£ Security Accounts Manager The startu...  Started Autom:
Start the service L)server Supports fil.,.  Started Autom:
i£}.5hell Hardware Detection Provides n...  Started Autom:
Description: \‘_(:?;Smart Card Manages a... Manual
Executes jobs, manitars SQL Server, £:Smart Card Removal Policy Allows the ... Manual
fires alerts_,_and allows automation of EhSNMP Trap [ Manual
some administrative tasks. > : i
LhSoftware Protection Enables th... Autom:
£} 5pedal Administration Console Helper Allows adm. .. Manual
“£1,5PP Notification Service Provides S... Manual
54501 Active Directory Helper Service Enables int... Disable
‘£55GL Full-text Filter Daemon Launcher (MSSQL... Service tal... Started Manual
) QL Server (MSSQLSERVER) Provides st... Started Autom:
Server Agent (MSSQLSERVER) Executes j...
450 Server Analysis Services (MSSQLSERVER)  Supplies on... Autom:
£L5QL Server Browser Provides S... Disable
‘£55GL Server Integration Services 10.0 Provides m... Autom
-f«?;SQL Server Reporting Services (MSSQLSERVER) Manages, ... Autom:
EL5GL Server VSS Writer Provides th... Started Autom:
£, 55DP Discovery Discovers ... Disable
\‘.('?;Syshem Event Notification Service Monitors 5., Started Autom:
£ Task Scheduler Enablesa ... Started Automi
.‘f LTMP TP NetRTAS Helner Prrwides o [ Started a..hIILI

y Extended A Standard /
Figure 8: SQL Server Agent services

Right-click on the service and select ‘Properties’.

Click ‘OK.

o o > w

Close the ‘Services’ window.

Page 6 of 6

Find the dropdown next to ‘Startup Type’ and change it to ‘Disabled’.
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A default installation of SQL Server does not audit security events. You will make three changes
to improve the auditing capabilities in SQL Server:

¢ Audit login attempts to the Windows Event Log

e Increase the number of stored SQL Server logs (to prevent an attacker from filling the logs
to cause them to roll over, covering his/her tracks)

e Implement a SQL Server Profiler entry to log object-level security events

1 Enable Event Log Logon Auditing

1.

6.

Open SQL Server Management Studio: ‘Start’ -> ‘All Programs’ -> ‘Microsoft SQL
Server 2008 R2’ -> ‘Server Management Studio’

Click ‘Connect’.

Right-click ‘ECHO (SQL Server 10.50.1600 — AIACLASS\Administrator)’ and select
‘Properties’.

Click ‘Security’ in the upper-left pane.

Change the radio button for the ‘Login auditing’ option to ‘Both failed and successful
logins’, as shown in Figure 1.

Login auditing
" None
" Failed logins only
i~ Successful logins only
i+ Both failed and successful logins

Figure 1: Security settings

Click ‘OK’.

2 Increase the number of SQL Server Error Logs

SQL Server installs with a default of 6 error logs. You will increase this to 10 to reduce the
chances that an attacker could fill the logs, causing them to roll over and hide any attack

data.
1. Expand ‘ECHO (SQL Server 10.50.1600 — AIACLASS\Administrator)’.
2. Expand ‘Management’.
3. Right-click ‘SQL Server Logs’ and click ‘configure’.
4. Check the box titled ‘Limiting the number of the error log files before they are recycled'.
5. Increase the value of the ‘Maximum number of the error log files’ to 10.

% Lk the rmerof arorl e bfor they o racycled

o —
Figure 2: Setting the maximum limit for error log files
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6.
7.

Click ‘OK’.
Close the ‘SQL Server Management Studio’.

3 Log Object Access using SQL Server Profiler

SQL Server profiler is used to run traces against database activity. It can be used for
troubleshooting queries, but most importantly can be used to create logs of access
attempts.

1.

Open SQL Server Profiler: Click ‘Start’ -> ‘All Programs’ -> ‘Microsoft SQL Server 2008
R2’ -> ‘Performance Tools’ -> ‘SQL Server Profiler'.

3.1 Create anew Trace Template

1.

o o M w N

7.

Page 2 of 4

Click ‘File’ -> ‘Templates’ -> ‘New Template’.
Select ‘Microsoft SQL Server 2008 R2' in the ‘Select server type’ dropdown box.
Name the template ‘SQLPr of i | er _SecurityAudit’.
Click the ‘Events Selection’ tab.
Expand ‘Security Audit’ entry.
Check the following events:

e Audit Add DB User Event

e Audit Add Login to Server Role

e Audit Add Member to DB Role

e Audit Add Role Event

e Audit Addlogin Event

¢ Audit App Role Change Password

e Audit Change Audit Event

e Audit Login

e Audit Login Change Password Event

e Audit Login Change Property Event

¢ Audit Login Failed

e Audit Login GDR Event

e Audit Logout

e Audit Object Derived Permission

¢ Audit Schema Object Access Event

e Audit Statement Permission Event

Click ‘Save'.

Echo Task 3/5



SQL Server Event Log Auditing

3.2 Create a Trace Using the Template
1. Click ‘File’ ->’New Trace’.
Click ‘Connect’ to log on to the SQL Server.

2
3. Onthe ‘General’ tab, enter Securi t yTrace in the ‘Trace name’ field.
4

Click the ‘Template name’ dropdown and select the template you just created,
‘SQLProfiler_SecurityAudit’.

Click the ‘Save to file’ checkbox. A file ‘Save As’ dialog will open. Navigate to the C:\
drive. IMPORTANT: You are saving the trace file to the C:\ root because it is the only
drive on the machine. For security reasons, Trace files should be saved on a different
physical drive than the SQL Server data and log files and should be protected with
strong NTFS ACLs.

5. Create a new folder in the root of the C:\ and name it ‘Tr aces’ .

6. Right click the new ‘Traces’ folder and select ‘Properties’.

Save AL 2]
Save n: | < Loval Disk (C] =] « @ ek -

Documents and Settings ) wmpub

Inetpub [)wWUTemp

Program Files

RECYCLER

System Yolume Information Open

WINNT Explore
Search, ..

Select

Sharing and Security...

File name: ISecuntyTrar:e . " ]
Scan Far Yiruses With ClamiWin

Save as lype: ISQL Profiler Trace [*.tic) Send To 3

Cut
Copy

Create Shortcut
Delete
Rename

Figure 3: Navigating to the Properties of Traces folder
In the Properties window, click the Security tab.

7. Click ‘Edit’ and then ‘Add’ to add echo\sglserversvc

8. Give the user Full Control — This is allows Profiler t0 sl shus sesuis | cutonie]

write the Trace results out to a file in this folder. e s

€72 tdministrators [ECHOVadministrators]

€7 CREATOR OWNER

€ 50L Server Servioe Account [ECHOsalserversve)
€T SYSTEM

€7 Users [ECHOMUsers]

Add. Remave

Permissions for SAL Server
Service Account

o
g
2

Full Contral

Madify

Read & Execute
List Folder Contents
Read

Figure 4: Security properties of Traces folder wie

C rmmind Dimsriconionunc.

IREEEE|E
1000000

For special permissions of for advanced settings, Advancad
click Adwanced =

0K I Cancel | Apply |
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9. Click ‘OK..

10. Inthe ‘File name’ box, enter ‘\echo\Traces\Security Trace’ and click ‘Save’.

11. Change the ‘Set maximum file size’ from 5 to 100 to prevent rollover of the log file.
12. Check the box titled ‘Server processes SQL Server trace data’.

13. When finished, your screen should look like figure 5:

5,
General | Events Selection |

Trace name: ISecurity Trace

Trace provider name Iﬂnca\)

Trace provider type: [Microsoft S Server 2008 R2 version 10.50.1600

Use the template: [SQLProfiler_SecurtyAudt user) |

¥ Savetofie [\hecho\Traces!\Securty Trace tre ﬂ
Set mepdmun file size (MB) 100
¥ Enable fils rllover
¥ Server processes trace data

I~ Savetotable [ [=]
™| Set mavimur rows (in tHousands): 1

I~ Enable trace stop time: [77e2omn =] [1seseem =

Fun |  Cancel Help

Figure 5: General Information on Traces
14. Click ‘Run’.

Notice that while the Trace runs it continuously lists out all the events that match the
security events we defined in our SQLProfiler_SecurityAudit template. This can be very
useful as a source of information when you suspect something outside the norm is
happening on your SQL server.
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Open Source Security (OSSEC) Agent

OSSEC agents will be installed on each Linux and Windows server and will send events to
the OSSEC server that is running on Foxtrot. The OSSEC server processes events and
generates warnings from alerts sent by the agents. Before installing any OSSEC agents
make sure that you have successfully deployed the OSSEC server on Foxtrot.

1 OSSEC Agent setup

1.1 Installation

1. Open Windows Explorer and navigate to ‘D:\Tools\Windows\OSSEC":

=10/ x|
“9 -(;,v| ~ CD Drive (D:) AISTS-5.0 - Took ~ Windows -~ OSSEC = &3 [ search ossec EJ

G o Feoan o = - 0 @

4 Downloads Al ame - | Date modified | Type | Size
=l Recent Places

£ ossec-agent-nin32-2.4.1 5/25/2010 18P Application 1,0

4 Ubraries
] Documents
& Music
] Picures

B videos

1 Computer
&, Local Disk (C3)
&3 CD Drive (D:) AISTS-5.0
Tools

| Network

=

1 tem

Figure 1: Setup File

2. Double click on the ‘ossec-agent-win32-2.4.1’ setup file and start the installation:

Abonas MG Windows Ageat v2.4.1 Setup =101

Welcome lo the Ossec HIDS
Windows Agenl v2.4.1 Selup Wisard

This migard vl guice you o the irntall of Gssec HIDS,

Chek et b cembinas,

Figure 2: Welcome Screen of OSSEC Installation

3. Click ‘Next’ and accept the license agreement by pressing the ‘I Agree’ button:

SIS
Licerse Agreement .
o e @

Brass Siage Diown 5 aas ha rest oF the g eamant,

‘Copynght {C) 2010 Trend Micra e, Al rghs reserved :I

£an recttribute # andjor nodify

Puble Licands fuareon

Mot Bl i oo agies &s B source code, s wel a3
descaders, rues snd wny ofer data e nduded weh CSS0C funkess

ctherwie: srced)

s accapt the tevims, of Sus agremert, chck | Agres 15 contrum, Tous sust actept the
rotment o iatal Suse: HIDS Windows Agert 7241,

e L

Figure 3: License Agreement window
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4. Accept the default installation options and click ‘Next’:
ol

Choose Components @

Choose which features of Ossec HIDS Windows Agent v2.4. 1 you want to install.

Select the options you want to be executed. Click next to continue.

(OSSEC Agent (required)
Scan and manitor 115 logs (recommended)
Enable integrity checking (recommended)

Select components to instal:

Space required: 3.7M8

Copyriaht (C) 2010 Trend Micr Inc.

< Back I Next > I Cancel |

Figure 4: Choose default settings for components

5. Proceed with the installation by pressing the ‘Install’ button:

Ossec HIDS Windows Agent v2.4.1 Setup By [ o3|
Choose Install Location
Choose the folder in which to install Ossec HIDS Windows Agent v2.4.1. Lﬁ;'

Setup will install Ossec HIDS Windows Agent v2.4. 1 in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

"Deshnaﬁnn Folder

Space required: 3.7V8
Space avaiable: 7.1GB

Copyright (C) 2010 Trend Micro Inc,

< Back I Install I Cancel

Figure 5: Location path
6. After the installation has finished you should see following screen. Complete the
installation by clicking on ‘Finish’:

I ] 3
Completina the Ossec HINS
0SSEC Agent Manager =) Wizard
Manage View Help -
Etalled on

Ossec HIDS w2.41
Agent: Auth key not imparted. (0] - 0
Status: Require import of authentication key

Missing DSSEC Server [P address
- Mot Running..

OSSEC Server IP:

Authentication key:  |<insert_auth_key_heres
Save Refresh

|http: /. ossec.net | 4

< Back I Finish I Cancel I

Figure 6: End of OSSEC installation
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1.2 Configuration

1. Now we are going to setup a shared key between Echo and Foxtrot. In order to do
this, go back into the CD contents and execute ‘Putty’ from
‘D:\Tools\Windows\Putty’

2. Enter 10. 0. 4. 2 (Foxtrot’s IP Address) in the ‘Host Name’ field and click ‘Open’:

TS conguraton x
- Category:
B Session ‘ Basic options for your PuTTY session |
E| T;r‘mLi:vgalgmg I~ Specify the destination you want to connect to
[ i Keyboard Host Name (or IP address) Port
. Bel [10.042 [2
i Features Connection type
- Window € Raw ¢ Tehet £ Rogin & SSH  Serial
Appearance -
Behaviour Load, save or delete 3 stored session
Translation Saved Sessions
: Selection |
| Colours Defaut Settings load
[=) Connection
- Data Save
- Proxy —I
o Telnet Delete
- Rlogin
SSH
Senal Close window on ext:
 Aways  MNever ' Onlyon clean exit
s Cars

Figure 7: Setting up Putty
3. Accept the warning by clicking ‘Yes’:

PuTTY Security Alert x|

The server's host key is not cached in the registry. You
! ., have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 f5:b7:79:02:fF:f8: 7d:afia2:37.87:dbie0:eeicD: 5e

If you trust this host, hit Yes to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, withaut

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection.

| Cancel I

Yes | Mo

Figure 8: Accept the warning

4. Type r oot as the login name and press [ Ent er] thentypetartans@l as the
password and press [ Enter]:

# 10.0.4.2 - PuTTY

Figure 9: Login
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5. Once logged into Foxtrot, start the OSSEC agent manager by executing the
following command:

# [ var/ ossec/ bi n/ manage_agent s

#? root@Foxtrote

Figure 10: OSSEC Agent Manager window
6. Add an agent by typing A and pressing [ Ent er] .

7. Enter Echo’s information as shown below and press [ Ent er] :

#* root@Foxtrok:

Figure 11: Select an option
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8. Now type E and press [ Ent er] to extract the shared key for Echo, and enter 007
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added:

#? root@Foxtrot:

MDA3IEVS aGEgMTAUMC4vLIEwIDAOOTd YT gwZ DImY 2 EwOTVkOTg0ZDBi ¥ kx¥T1kNj cyZmYyZGEXYWQz
NTc5NzI00TY2MzRmNGQwNIESNTAxNzg

#% Press X to return to the main menu.

|
Figure 12: Random key generated

9. Copy the shared key by highlighting it and paste it into the OSSEC Agent Manager
as shown below.

10. Enter 10. 0. 4. 2 as the server address and click ‘Save’ then ‘OK’:

x| x

Manage View Help

Oszzec HIDS w2 4.1 Oszzec HIDS w241
Agent: Auth key nat imparted. [0] - 0 Agent: ﬂ
Status: Reguire import of authentication key. Statug:

Mizzing OSSEC Server IP address. Adding key for:

- Mot Running...
Agent ID: 007

Agent Name: Ech
OS5EC Server IP: 10042 DSSECS 1o address: 10.0.2.10

CK | Cancel |

http: {fwww.ossec.net

Authentication key: |’2M zRmMGOwWNMESMT AN z0= Authentic

Save | Refrezh |

http://www. ossec.net

Figure 13: Enter the parameters Figure 14: Confirm the settings
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11. Choose ‘Manage -> Start OSSEC'’ to start the OSSEC agent:

" 0SSEC Agent x|
Manage View Help -

Osgzec HIDS w2 4.1

Agent: Echo (007] - 100,210

Status: Stop BTy e= 9 X

QSSEC Agent Started.
OS5EC Server

Authentication HyljE v

|started.. | 4

Figure 15: Starting OSSEC

12. Switch back to the Putty SSH command shell window. Type Qthen press [ Ent er ]
to quit from the agent manager and type exi t and press [ Ent er] to end the SSH

session and exit from Pultty.
13. Close the OSSEC Agent Manager and Windows Explorer.
14. Click ‘Finish’ to close the OSSEC wizard.

Echo Task 4/5
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Windows Security Configuration Wizard

1 Runthe SCW

1. Click ‘Start’ -> ‘Administrative Tools’ -> ‘Security Configuration Wizard'.
_ |
2. Click ‘Next’, on the Welcome screen Comtpuatontcion .- E.f
Jou an reate 2 e s ; edit or apply an existing security policy; or rollback the . .j},
3. Click ‘Next’, to Create a new Security Policy
Select the action you want to perform:
4. Click ‘Next’, on the Select Server dialog. We will 7 G sty
not be importing a configuration from a different " ks an g scuity ok
" Rallback the last applied security palicy
server. o
5. Once the Processing of the Security e

Configuration Database is complete click ‘Next’
to continue.

Learn more about configuration actions.

6. Click ‘Next’, on the Role-Based Service
Configuration dialog <oss [Mers | coml |

Figure 1: Create a new security policy

7. Alist of currently installed roles will be presented. For Echo, Select only ‘Middle-tier
application server’. Note: you may need to select ‘All roles’ from the view dropdown box.
Click ‘Next'.

8. Accept the default client features and click ‘Next'.
=

Select Client Features a‘
Servers also act as dients. These dient features are used to enable services. A server can n
support multile clent features. A8

View:  |installed features hd

Select the dient features that the selected server performs:

i > Background Inteligent Transfer Service (BITS) -
[¥ [+ DN Client

I [» DNS Multicast Client

¥ [» Domain Member

I [» Unk-Layer Topology Discovery Mapper

[ | Microsaft Netwarking Client

I [» Network Access Protection Agent

I [» Network Discovery

I [» PnP-X IP Bus Enumerator

I [ Print

I [» Remote Access Client I

Learn more about dient features.

<Back [ etz | concd |

Figure 2: Client Features Settings
9. Administration and Other Options, select:

.Net Framework 3.0

e ‘Application Experience Lookup Service’
e ‘Error reporting’

e ‘Local application installation’

o ‘Performance Log and Alerts’

e ‘Remote Desktop*

e ‘Windows User Mode Driver Framework’

Click ‘Next'.
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10. Additional Services: Enable the following:
e ‘OSSEC Hids’
e ‘SQL Active Directory Helper Service’
e ‘SQL Full-text Filter Daemon Launcher (MSSQLSERVERY)’
e ‘SQL Server (MSSQLSERVERY’
e ‘SQL Server Analysis Services (MSSQLSERVERY)’
e ‘SQL Server Browser’
e ‘SQL Server Integration Services 10.0’
e ‘SQL Server Reporting Services (MSSQLSERVER)'
Click ‘Next'.

11. Accept the default handling option of ‘Do not change the start mode of the service’ for any
unspecified services’ and click ‘Next'.

12. Review the list of service changes before clicking ‘Next'.
13. Click ‘Next’ to begin the Network Security Configuration.

14. The SCW attempts to identify the necessary ports that the server will need open for your
previous selections. However, we will minimize even further by disabling unnecessary
rules. Uncheck the following:

e Core Networking — IPv6(IPv6-in)
e Core Networking — IPv6(IPv6-Out)
Click ‘Next’ to continue past the Network Security Rules screen.
15. Click ‘Next’, when the Registry Wizard Begins.
16. Click ‘Next’, to accept the default SMB security settings.

17. Click ‘Next’, to confirm the requirement for Domain Account authentication for outbound
connections

18. Click ‘Next’, to confirm that we are using domain controllers that use the necessary LAN
Manager authentication level.

19. Click ‘Next’, to begin configuration of the Audit ey ?‘J

Policy

sl | X
&

Learm more about confrmins redeiry petings.

Toth of the bk
sslections that determined the setting.

_cms [y ] e |

Figure 3: Review Service settings
20. Check “Skip this section” as the Auditing is configured by Group Policy and Click ‘Next’
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21. Save the current configuration by appending the server name to the displayed path and

22.
23.
24,

H 1 1
Click ‘Next'.
%
Security Pobcy File Rame “
The security oy fle wil be saved with the name snd descripaon #iat you provide. . r;:
Securty pokcy fie name (8 'l fie extenson wil be anpended f not provided):
| Celiindows secury rssow Poloes E0H0 Browse... |
Blescription foptinsl):
2
X
Ven SeoutyPolcy | Indude Security Templetes. .
Leam mong sbout ST SECUTTY Doddes.
TS e

Figure 4: Append ‘ECHO’ to the path

Select the option to ‘Apply Now’ and then Click ‘Next’.

Once the wizard has completed the necessary changes, click ‘Next’, and then ‘Finish’.

Reboot the server.

2 Add Additional Firewall Rule

[ BEEE

chack | Meas | cweel |

1. Goto ‘Start’ -> ‘Administrative Tools’ -> ‘Windows Firewall with Advanced Security’.

2. Click on ‘Inbound Rules’ in the left pane.

3. Click ‘New Rule...” on the right.

4. Select ‘Custom’ and click ‘Next'.

5. Click ‘Next'.

6. Select ICMPv4’ under ‘Protocol type’ and click ‘Next'.

7. Keep ‘Any IP address’ selected for local IP addresses and select ‘These IP addresses’ for
remote IP addresses.
Click ‘Add..." in the remote IP addresses section.
Enter Mike’s IP address: 10.0.3.2 into the I
‘This IP address or subnet’ box and click ':n'w-._n,.. _ B
‘K. :..w,mw. g i s

10. Click ‘Next’ .. [

11. Ensure ‘Allow the connections’ is selected "’ ':.1:;
and click ‘Next'. s NI,

12. Click ‘Next’ e —

13. Enter ‘Al | ow Ping from M ke- Nagi os’ e 5
in the ‘Name’ field and click ‘Finish’. =Y

14. Close the firewall window. T

Figure 5: Assigning IP Address
Echo Task 5/5
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Foxtrot High Level Description

Foxtrot is a Linux centralized logging server. The purpose of this server is to collect and
compile alerts sent from devices on the network. This provides the benefit of creating a backup
of all important log messages for redundancy and ease of review. Foxtrot is located in a highly
secure Management subnet of the network.

Students will install OSSEC server that takes care of the following: Host based IDS, syslog
client, monitoring the availability of all hosts on the network, as well as the services that they are
providing. OSSEC agents installed on the individual servers will send event and alert
information to the OSSEC server on Foxtrot.

The students also will install and configure Splunk to manage syslog and OSSEC alerts on
Foxtrot. Other services will be minimized and the network interface will be hardened.

Following are descriptions of Foxtrot's specific hands-on tasks that students must complete:

Task 1. Linux Host System Hardening

Students will be minimizing non-essential services (e.g., xinetd, portmap) as well as
extraneous default users and groups. Also, students will create a non-privileged
administrator account to provide an audit trail for all administrative access.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local
time server—in this deployment it is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will synchronize with
Quebec every ten minutes; and the Window hosts will synchronize with Alpha every forty-
five minutes until three good synchronizations occur, then once every eight hours. With all
the hosts’ time across the network synchronized, the cross examination of multiple hosts’
logs or the logs at the syslog Server become more meaningful and easier to examine.

Task 3. Configuring Bastille

The Bastille hardening system is a user-configurable script that attempts to lock down
Linux/UNIX operating systems. The Bastille script embodies recommendations from
every major reputable source on Linux/UNIX security. We will use pre-configured Bastille
templates to lock down weak system settings such as maximum password age, user
privileges, etc.

Task 4. Configuring IPTables

IPTables is a Linux firewall application that can be configured to perform packet filtering
on network firewalls or host systems. IPTables will be configured on this host as a host-
based firewall to allow only valid packets to and from this host. To do this, you will set up
INPUT and OUTPUT rules that specifically allow known-good packets into and out of the
host and will create default LOG rules and DROP rules.

© 2010 Carnegie Mellon University



Task 5. OSSEC Server Setup

OSSEC is a scalable, multi-platform, open source host-based intrusion detection system
(HIDS) which runs on most operating systems including Linux, OpenBSD, FreeBSD,
MacOS, Solaris, and Windows. It has a powerful correlation and analysis engine that
integrates log analysis, file integrity checking, Windows registry monitoring, centralized
policy enforcement, rootkit detection, real-time alerting, and active response. You will
install and configure the OSSEC server.

Task 6. Splunk Syslog Server Setup

Splunk is a free IT search engine that can be used to index, search, alert, and report real-
time log data. OSSEC will be integrated into Splunk so that it receives and indexes all
OSSEC agent alerts from the hosts on the network. Having a centralized logging server
allows the system administrator to collect and view the important messages from many
hosts on the network in one secure location.

Foxtrot High Level Description



Linux Host System Hardening

1 Remove Zeroconf Route

21

1. If you have not already done so, log on to the machine using:
Username: root Password: tartans@1
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

By default Linux adds a "zeroconf" route at boot time. This is a static route that
designates the 169.254/16 prefix as local. This is unnecessary on our network, so we
will remove the route.

3. Specify to not use zeroconf at boot time:

NOTE: In this and all subsequent Linux documents, the ‘# at the beginning of each line
should not be typed in as part of the command. It is simply meant to represent a command
prompt.

‘# echo "NOZEROCONF=yes" >> /etc/sysconfig/network

Linux Kernel Upgrade

One of the most essential hardening tasks for Linux systems is to ensure that the latest
kernel version is being used. The kernel is the core of the operating system and every
effort should be made to ensure that the most current version is in use. Most versions of
Linux include some automated means for updating software, including the kernel. We will
use a tool called YUM (Yellowdog Updater Modified) to download updates from an external
web server hosting our YUM repository.

Apply latest updates to Kernel and other installed packages
Edit the yum config file using vi:

‘# vi /etc/yum.repos.d/Cent0OS-Base.repo
There are six sections of the file, which are denoted by names in brackets. You will edit 3
of these sections and disable the other 3. Press [Insert] or [i] to edit the file and scroll
down to the first section, ‘[base]. Comment out the line beginning with ‘mirrorlist=" by
typing a # at the beginning of the line. Next, uncomment the line below it beginning with
‘baseurl=" and edit the URL to point to our trusted yum repository at
http://192.168.30.14/centos/5.4/0s/i386/

The updated lines will be as follows:

[base]

name=Cent05-%releasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep
0=05

baseurl=http://192.168.308.14/centos/5.4/05/1386/]]

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 1: Configuring YUM base repository
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3. Repeat the above steps for the second section, ‘[updates]’, pointing it to the URL
http://192.168.30.14/centos/5.4/updates/i386/

#released updates

[updates]

name=Cent05-%releasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=%basearch&rep
o=updates

baaeurl=http:fﬁ192.168.3@.14!cent05f5.4!updat95f1385fl

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 2: Configuring YUM updates repository

4. Scroll down to the next section, ‘[addons] and add enabled=0 underneath the last line of
the section to disable it. The updated lines will be as follows:

#packages used/produced in the build but not released
[addons]
name=Cent05-%releasever - Addons

mirrorlist=http://mirrorlist.centos.org/?release=sreleaseverkarch=%basearch&repo
=addons

#bpaseurl=http://mirror.centos.org/centos/sreleasever/addons/S$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5
enabled=0

Figure 3: Disabling YUM addons repository

5. Scroll down to the next section, ‘[extras]’, comment out the ‘mirrorlist’ line, and point the
‘baseurl’ to the trusted yum repository: http://192.168.30.14/centos/5.4/extras/i386/

#additional packages that may be useful
[extras]
name=Cent05-%releasever - Extras

#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep
o=extras

baseurl=http://192.168.30.14/centos/5.4/extras/i386/
gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 4: Configuring YUM extras repository
We will leave the remaining two sections at their default setting of disabled.
Press [Esc], then type :wq and press[Enter] to save the changes and exit VI.

Add a variable to ‘/etc/yum.conf’ so that all future updates use the HTTP proxy. Edit
‘letc/lyum.conf’ with vi:

|# vi /etc/yum.conf
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8. To configure yum to use the web proxy server we need to add a line to the ‘/etc/yum.conf
file’. Add the following line to the end of the ‘[main] section of the file:

|proxy=http://10.0.2.1:3128 |
[main] =
cachedir=/var/cache/yum
keepcache=0

debuglevel=2
logfile=/var/log/yum.log
distroverpkg=redhat-release
tolerant=1

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1
proxy=http://10.8.2.1:3128

Figure 5: Configuring YUM proxy server
Press [Esc] then type :wq and press [Enter] to save the changes and exit VI.

NOTE: In order to access the Internet or our trusted update server, routing will need to be
enabled on Quebec and Romeo. Once the access control lists are in place on these two
router/firewall machines, very few devices will be able to access external networks directly.
You may need to wait until these tasks are completed—check with your teammates on
this.

9. Run yum in update mode:

# yum update
10. Type y then press [Enter] when prompted to download the updates.

11. Type y then press [Enter] when prompted to import the CentOS 5 GPG key.
A number of packages will be downloaded and installed, including a newer kernel.

This step may take several minutes to complete. Press [Ctrl] + [Shift] + [T] to open a new
terminal tab if you want to move on to the next steps while the updates take place.
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3 Service Minimization

3.1 Removing Unnecessary Services

By default Linux runs many services that a standalone server does not need.
Extraneous services are dangerous because they provide possible attack vectors.

1.

The services that need to be removed from this system are:

Terminate the ‘anacron’ service properly by using the following command:

anacron
apmd

atd

autofs
cpuspeed
cups

gpm
irgbalance

mdmonitor
mdmpd
microcode_ctl
netfs

nfslock
portmap
rawdevices
rpcgssd

rpcsvegssd
rpcidmapd
sendmail
xinetd

|# service anacron stop

2. Remove the ‘anacron’ startup routine using the following command:

Page 4 of 10

|# chkconfig --del anacron

Stopping anacron:

Figure 6: Removing a service

[ OK ]

Repeat steps #1 and #2 for each service listed above. (ADVANCED: see the ‘Bash
Script’ ADDENDUM located on the last two pages of this section to automate these
repetitive steps.)
Note: On some systems, some of the services may not be started and may not
return the ‘OK’ or return a ‘Failed’ message when stopped. If this is the case, it is
sufficient to simply delete the service.
To check that the appropriate services have been removed, use the following two
commands from a terminal window:
# netstat -ntap | grep -i listen

tcp ] B :::22

EN 3134/sshd

Figure 7: Confirming service removal
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4.1

User / Group Account Minimization

Linux Host System Hardening

# chkconfig --list grep on | sort

acpid B:ofTT l:ofT 2:on 3:on 4 :on S5:on B:oTT
auditd Q:ofTT l:ofT 2:on I:on 4 :on S:omn B:ofT
avahil-daemon B:ofTT l:ofT 2:o0TT 3:on 4:on S5:on 6:oTT
avahi-dnsconfd B:off l:off 2:o0ff I:off d4:off S5:o0ff B:off
conman QioTT liofTT 2:o0TT I:ofT 4:o0TT SiofTT GioTT
crond B:ofTT l:ofT 2:on 3:on 4 :on S5:on B:oTT
Tirstboot Q:ofTT l:ofT 2:o0TT I:on d4:o0TT S:omn B:ofT
haldaemon QiofTT liofT 2:o0TT 3:on 4:on S:on G:oTT
hidd B:off l:off 2:on 3:on 4:on 5:on B:off
ip6tables @:ofT l:ofT 2:on 3:on 4:on S:on G:ofT
iptables B:ofTT l:ofT 2:on 3:on 4:on S5:on 6:oTT
1wvm2-monitor B:off l:on 2:on 3:on 4 :on S5:on B:off
mcstrans QioTT liofTT 2:o0n I:on 4:on Sion GioTT
messagebus B:ofTT l:ofT 2:o0TT 3:on 4 :on S5:on B:oTT
netconsole Q:ofTT l:ofT 2:o0TT I:ofT d4:o0TT S:ofTT B:ofT
network B:ofTT l:ofT 2:o0on 3:on 4:on S5:on 6:oTT
pcscd B:off l:off 2:on 3:on 4 :on 5:on B:off
readahead_early Q:ofT l:ofT 2:on 3:on 4:on S:on G:ofT
readahead_later Q:ofT l:ofT 2:o0TT 3:ofT 4:oTT S5:on B:oTT
restorecond B:off l:off 2:on 3:on 4 :on S5:on B:off
sendmail QiofTT liofT 2:on 3:on 4:on S:on G:oTT
sshd B:ofTT l:ofT 2:on 3:on 4 :on S5:on B:oTT
syslog @:ofT l:ofT 2:on 3:on 4:on S:on G:ofT
vmware-tools B:ofTT l:ofT 2:on 3:on 4:oTT S5:on 6:oTT
wdaemon B:off l:off 2:o0ff I:off d4:off S5:o0ff B:off
xTs QioTT liofTT 2:o0n I:on 4:on Sion GioTT

Figure 8: Results of service removals

If your results are similar to the output shown above, the services have been

removed successfully.

It is important to disable all default vendor accounts that will be unused. Typically a default
account, e.g., gopher or news, is created only when the respective service is also installed;
however, many default accounts will exist even if you have not installed the related

In our case, we will not use many of the default accounts and so
we will remove them. The more accounts you have, the easier it is for outsiders to access

your system.

services on your system.

Remove Default User Accounts
The users we will need to remove are:

1.

« adm

» apache
. ftp

. games
« gopher
. halt

« p

« mail

mailnull
news

nfsnobody

nobody
nscd
operator
rpcuser
rpc

shutdown

smmsp
uucp
vcsa
xfs

Remove the ‘adm’ user account using the following command:

# userdel adm

Foxtrot Task 1/6
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Repeat the previous step for each account listed above. Verify removal by executing
the following command:

# cat /etc/passwd

root:x:0:0:root:/root:/binSbash

bpin:x:1:1:bin:/sbin:/Ssbin/snologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
distcache:x:94:94:Distcache:/:/sbin/nologin
webalizer:x:67::67 Webalizer: /varfwew/usage: /sbin/nologin
dovecot:x:97:97 :dovecot: fusr/libexec/dovecot:/sbin/nologin
squid:x:23:23::/var/spool/squid:/sbin/nologin

mysql:x:27:27:My5QL Server:/var/lib/mysql:/sbin/bash

pcap:x:¥7: 77 fvarfarpwatch: /sbin/nologin
ntp:x:38:38::fetc/ntp:/sbinsnologin

dbus:x:81:81l:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
named:x:25:25:Named: /var/named: /sbin/nologin
sshd:x:74:74:Privilege-separated S5H:/varsempty/sshd:/sbin/nologin
haldaemon:x:68:68 :HAL daemon:/:/sbin/Nologin
avahi-autoipd:x:100:102:avahi-autoipd: /var/lib/savahi-autoipd: /sbinsnologlin
gdm:x:42:42: :/var/gdm: /sbin/nologin

user:x:500:500:User: /home/suser:/sbin/bash

Figure 9: Results of removing unnecessary default user accounts

If the default user accounts have been successfully removed, your /etc/passwd file
will look similar to the output shown in the figure above.

4.2 Remove Default Groups

Now that we have removed all unnecessary accounts from the /etc/passwd file, we will
clean up the /etc/groups file.

The groups that we will remove are:

« adm e Ip e uucp
. dip « mail
« lock e news

Removing a group account is similar to the process of removing a user shown above.

1.

2.
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Delete the ‘adm’ group using the following command:

| # groupdel adm
Repeat the previous step for each group listed above.
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3. Verify removal by executing the following command:

4.

Linux Host System Hardening

# cat /etc/group

root:x:0:root
bin:x:1l:root,bin, daemon
daemon:x:2:root,bin, daemon
sys:x:3:root,bimn
tty:x:5:
disk:x:6:root
mem:x:&8:
kmem:x:9:
wheel:x:10:root
man:x:15:
users:x:100:
utmp:x:22:
utempter:x: 35:
audio:x: 563 :gdm
distcache:x:94:
Tloppy::x:19:
webalizer:x:67:
dovecot:x:97:
squid:x:23:
mysglL:x:27:
pcap:x:77:
slocate:x:2Z1:
ntp:x:38:
ecryptfs:x:181:
dbus :x:81:
avahi:x:70O:
named :x: 25:
sshd:x:74:
haldaemon:x:68:
avahli-autoipd:x:102:
gdm:x:42:
user:x:5000:

Figure 10: Results of removing unnecessary default groups

If the default groups have been successfully removed, the /etc/group file will look

similar to the output shown in the figure above.

4.3 Create the ‘Admin’ User

The last account management task we will perform manually is to create an ‘admin’ user
for daily administration tasks once the initial setup is complete.

1. Add the admin user using the following command:

|# useradd admin

2. Set the password for

the ‘admin’ account:

|# passwd admin

3. When prompted for a password use the following: steelers

The output will resemble that shown below:

Changing passw
New UNIX passw
BAD PASSWORD:

ord for user admin.
ord:
it is based on a dictionary word

Retype new UNIX password:
passwd: all authentication tokens updated successfully.

Figure 11: Creating an Admin user

Note: In a real production environment you should always choose a strong password or
passphrase that is sufficiently long and contains a combination of letters, numbers, and
special characters. The above password is used for demonstration purposes only.

Foxtrot Task 1/6
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5 Installing ClamAV
1. Copy the ClamAV tarball from the course CD to the /root directory:

|# cp /media/AISTS/Tools/Linux/ClamAV/clamav-0.96.1.tar.gz /root

Untar ClamAV:

cd /root
tar xvzf clamav-0.96.1.tar.gz

w

We need to install a few prerequisite packages before installing ClamAV. We will use
our trusted yum repository that we set up earlier in this task to install zlib-devel.
Additionally, in order to compile ClamAV and other tools in later tasks from source
code we will need a compiler installed on the machine. This distribution of CentOS
does not come with a compiler pre-installed so we will install the gcc compiler
ourselves.

Make sure to remove this compiler when all of this machine’s tasks have been
completed as it can be leveraged by an attacker to compile malicious code if
they were to gain access to the system.

# yum install gcc zlib-devel

4. Type y then press [Enter] when prompted to confirm the download.
5. Change into the clamav-0.96.1 directory and install ClamAV:

# cd clamav-0.96.1

# adduser clamav

# ./configure --sysconfdir=/etc

# make

#

make install

o

Use the VI editor to open the clamav.conf file in order to configure ClamAV:

|# vi /etc/clamd.conf

N

Press [Insert] to enter edit mode. Comment out the line near the beginning of the file
containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 12: Editing clamd.conf
8. Find and uncomment the following lines by removing the ‘#’ in front of them:
a. ‘LogFile /tmp/clamd.log’
b. ‘LogTime yes’
c. ‘LogSyslog yes’
d. ‘LocalSocket /tmp/clamd.socket’

9. Save and exit the file. Press [Esc] and type :wq then press [Enter].
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10. The ClamAYV updater (freshclam) needs to be pointed to our internal proxy (10.0.2.1)
in order to be able to update virus definitions. Use the VI editor to open the
freshclam.conf file:

|# vi /etc/freshclam.cont

11. Comment out the line near the beginning of the file containing ‘Example’:

# Comment or remove the Lline below.
#Example

Figure 13: Editing freshclam.conf

12. Find the proxy settings. Uncomment and make the following changes to indicate the
IP of the proxy server and the port number to use:

HTTPProxyServer 10.0.2.1
HTTPProxyPort 3128

Note: Although freshclam has been configured, it probably won't successfully run yet.
The Squid Proxy server may still need to be set up.

13. Save and exit the file. Press [Esc] and type :wq then press [Enter].

14. Enable the ClamAV daemon to start automatically as a service:

# cp /media/AISTS/Tools/Linux/ClamAV/clamd /etc/init.d/
# chkconfig --add clamd
# service clamd start

15. Setup cron jobs for Virus definition updates and nightly virus scans:

|# crontab -u root -e

16. Add the following two lines to the file:

15 2 * * * /usr/local/bin/freshclam --quiet
15 3 * * * /usr/local/bin/clamdscan —--quiet /

17. Save and exit the cron file. Press [Esc] and type :wq then press [Enter].

18. Remove ClamAYV installation files (they contain test signatures that will be found on
every scan if we don't remove them) then reboot the server.

# cd /root
# rm -rf clamav-0.96%*
# reboot
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ADDENDUM Bash Script: ‘for loop’

Create a file containing the list of items

1.

If you would like to automate the task of removing the unwanted services, users, and
groups; you can write a Bash script to loop through the list of items and process
them one by one. First, start by creating a text file containing the list of items that
you want to process. Enter the following command to create the text file:

|# cat > deletedSvclist |

2. After you typed the previous command and hit the [Enter] key, notice that there is no

prompt (‘#) at the cursor. The file is now open and you can enter the list of items
that you want to process. Enter each item on a separate line, hitting the [Enter] key
to move to the next line.

3. When all of the items have been entered into the file, press [Ctrl+d] to save and

close the file. Notice that the prompt (‘#) has returned to the shell.

Write the ‘for loop’

1.

Now we will create a ‘for loop’ that will read the items in the deletedSvcList file one
by one and stop each service. Enter the following script as it appears below to stop
the unwanted services:

|# for str in $(cat deletedSvclList); do service S$Sstr stop; done |

A simple modification makes sure that those services do not start on bootup:

|# for str in $(cat deletedSvcList); do chkconfig --del $str; done |

Notice that the script is in three sections, separated by semi-colons (‘;’). The first
section of this script creates a variable, named ‘str’, and assigns to it the first item in
the file. The second section inserts the value of the variable, ‘str’, into the shell
command. The command is executed and then the process is repeated for each
item in the file. When there are no more items in the file, the third section of the
script ends the process and returns control back to the shell.

As you go through the steps, you will have to create three separate files for services,
users, and groups. Then you must modify the file name in the first section of the
script. Likewise, you will have to modify the command in the second section to
perform the action that you want.

Here are the files and scripts that should be created to remove the following items:
Users:

|# cat > deletedUserlist |

|# for str in $(cat deletedUserlist); do userdel $str; done |

Groups:

|# cat > deletedGrpList |

|# for str in $(cat deletedGrplList); do groupdel $str; done |
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Linux Network Time Protocol Daemon (ntpd) Client
1 Setup Linux ntpd Client Service

1.1 Installation
1. If you have not already done so, log on the console using:

Username: root Password: tartans@1
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

The Network Time Protocol Daemon (ntpd) is installed with most Linux distributions.
You will create a cron job that will cause the Linux ntpd to periodically query Quebec’s
ntp server and update the system time.

1.2 Configuration
1. Run the following command to see the current local system time. Hopefully, it is
significantly different from the time server’s system time as this will explicitly
demonstrate when the client becomes synchronized with the server:

|# date

2. If the date is not significantly different from the time server’s system time, you can
change the local client’s system time manually by entering the following command
(you can change the system date and time to whatever you want):

| # date -s "Fri Sep 12 14:38:19 EDT 2003"

3. The ntp configuration file must be modified to tell it which time server to use to
update the system time. This file is located in the ‘/etc’ directory. To open the config
file in the ‘vi’ text editor, enter:

|# vi /etc/ntp.conf

4. In order to modify the file in the ‘vi’ editor, the [Insert] or [i] key mustbe
pressed before trying to add or change text.

5. Scroll down to the section beginning with “# Use public servers” which is excerpted
here:

E Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
server 0.centos.pool.ntp.org

server l.centos.pool.ntp.org

server 2.centos.pool.ntp.org

Figure 1: Default NTP configuration file

Comment out the previous servers and add the following two lines at the end of this
section:

restrict 10.0.2.1 mask 255.255.255.255 nomodify notrap noquery

server 10.0.2.1 prefer
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Configuring Network Time Protocol Daemon (ntpd)

Your section should look similar to the following:

# Use public servers Trom the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server O.centos.pool.ntp.org

#server l.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

restrict 18.8.2.1 mask 255.255.255.255 nomodify notrap noguery

server 10.0.2.1 prefer

Figure 2: Edited NTP configuration file
Save and exit the file. Press [Esc] andtype :wg then press [Enter].

Now we need to cause ntpd to update to the ntp server time by modifying
/etc/ntp/step-tickers to run ntpdate when ntpd is started. Do this by running these
two commands:

# echo "10.0.2.1" > /etc/ntp/step-tickers

8. The ‘step-tickers’ file should now contain only the ntp server’s IP address. The file
contents can be viewed by entering this command:

|# cat /etc/ntp/step-tickers |

Enter the date command to see that the date is still incorrect.

10. If the ntpd service is not currently running, it must be started by entering the following
command. If the service is currently running, replace ‘start’ with restart. NOTE:
Once the service is running, always remember to ‘restart’ after making any changes
to the ntp config file. Otherwise, the service will continue to run according to the
previous config file settings until the service is restarted. Later, we will be creating a
cron job to periodically restart the service. For now, enter this command:

# service ntpd start

11. You should see these two messages:

ntpd: Synchronizing with time server: [ OK 1
Starting ntpd: [ OK 1]

Figure 3: Starting the NTP service
12. Enter the date command again to see that the time has been synchronized.

Note: This will only be successful after Quebec’s time server has been configured
properly. Check with your teammates for its status.

13. The service can be verified and the current pid identified by entering:

|# service ntpd status

14. Now, you are going to make sure that ntpd updates the system time regularly. Skew
the local system time again by entering the following command that you entered
earlier (up arrow to find this command and press enter):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Configuring Network Time Protocol Daemon (ntpd)

A cron job must be created to cause the ntpd service to periodically query the time
server and update the local system time accordingly. Enter this command to create
the cron job file:

# crontab -u root -e

This file should automatically open using the ‘vi’ text editor again, so you must press
the [Insert] or [i] key before you can add or modify text.

Insert the following line at the top of the file to set up a cron job that will execute
every 10 minutes. You can review the ‘man 5 crontab’ pages to understand the
crontab fields in more depth after you are done with this task. After the ntpd is
verified to be up and running correctly, the first set of numbers can be changed to a
‘0’ to cause the cron job to run at the top of every hour (0™ minute of every hour)
instead.

Make sure that there is a space after the 50 and between each *’ and the /’
character following them. There are no spaces between the initial set of numbers.

0,10,20,30,40,50 * * * * /etc/rc.d/init.d/ntpd restart

Press the [Enter] key at the end of the line to make sure that there is a blank line
at the bottom of the file.

Now Save and exit the file. Press [Esc] andtype :wg then press [Enter].

Entering the following command will create init scripts at run levels 3-5 to start the
ntpd service every time the system is started up.

|# chkconfig --level 345 ntpd on

Use the following command to verify that the ntpd service is turned on at run levels 3,
4, and 5:

|# chkconfig --1ist | grep ntpd

Make sure that it looks like this:
ntpd B:off l:off 2:o0ff 3:on 4:on 5:on G:off
Figure 4: NTP service startup run levels

Now, use the date command to see if the cron job has updated the system time. If
not, wait a few more minutes and try again.

Once the remote centralized syslog server is installed and configured, we can review
the logs that are generated from the Network Time Server process, which will show
each time the client is updated and the offset amount by which it is updated.
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Installing and Configuring Bastille-Linux

You have already performed preliminary hardening (by removing users, groups, etc) and now
you will use Bastille-Linux to finish the task. Bastille allows you to easily modify many OS
settings. In this task, you will apply a previously configured Bastille template file (analogous to
the Security Configuration templates used on Windows) to our system.

1 Bastille Configuration

1.1 Install Bastille
1. If you have not already done so, log on to the machine using:

Username: root
Password: tartans@1
2. Open a terminal window by clicking on:
Applications->Accessories->Terminal.
3. There are two modules that are required to implement Bastille:
perl-Curses-1.12-1.2.el4.rf.i386.rpm
Bastille-3.0.8-1.0.noarch.rpm

Copy the required modules to the /root directory with this command:

# cp /media/AISTS/Tools/Linux/Bastille/* /root

4. Using the following commands, change to the /root directory and get a directory listing
to confirm all of the Bastille files copied:

# cd /root
# 1s -1

5. Install perl-Curses module:

# rpm —-ivh perl-Curses-1.28-1.el5.rf.i386.rpm

6. Install Bastille module:

# rpm —-ivh Bastille-3.0.9-1.0.noarch.rpm

1.2 Run Bastille

1. Copy Foxtrot's Bastille template to the Bastille configuration directory (this command
should be typed as one continuous line with a space after ‘cp’ and after ‘bastille-ids-
config’):

# cp
/media/AISTS/Tools/Linux/Config Files/Foxtrot 10.0.4.2/bast

ille-syslog-config /etc/Bastille/config
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2. Run Bastille in batch mode to apply the preconfigured template:

# bastille -b -n 2>/dev/null

Note: The template generates error messages about the CentOS version, but the
settings will be applied successfully. These messages are not important, so we
divert all error messages for this command to /dev/null (the trash).

NOTE:

NOTE:

NOTE:

NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:

Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

Bastille is scanning the system configuration...

Bastille is now locking down your system in accordance with your

answers in the "config" file.

Please be patient as some modules

may take a number of minutes, depending on the speed of your

machine.

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

Firewall Specific Configuration

File Permissions Specific Configuration
Account Security Specific Configuration
Boot Security Specific Configuration
Inetd Specific Configuration

PAM Specific Configuration

Logging Specific ConTiguration

Daemon Specific Configuration

Sendmail Specific Configuration

Apache 5Specific Configuration

FTP Specific Configuration

Temporary Directory Specific Configuration

Figure 1: Bastille Output

2 Bastille Configuration
1. The template you applied has been previously configured as follows.

Enter the following command to view the new Bastille security settings:

# cat /etc/Bastille/config |

less

2. Now you can scroll up and down to view the entire file. When you are finished reviewing
the file, press the [Q] key to quit viewing the file and return to the shell prompt.

3. After reviewing the config file, reboot the system by typing reboot. You will now have to
login with the admin account that was created in the Linux Host System Hardening task.
Make sure that the admin account was created before rebooting the system or you will
not be able to login.

You may need to reset the screen resolution to 1024x768 the first time you log on to the
admin account. You can do this by going to ‘System’ -> ‘Preferences’ -> ‘Screen

Resolution’.

The remaining sections of this document detail the previously configured template that
you applied. Note that you will NOT need to actually perform any tasks in the following
sections; it is merely here for your edification. After reviewing, you can move on to the

next task.
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2.1 File Permissions
¢ Disallow non-root access to ping, usernetctl, mount/umount, and at

¢ Disable the r-tools (rsh, rlogin, etc), which are troublesome due to their use of weak
authentication.

# 0: Would you 1like to set more restrictive permissions on the administration u
tilities? [N]
FilePermissions.generalperms_1 1="Y¥"

# 0: Would you like to disable 5UID status for mount/umount?
FilePermissions.suidmount="7%"

# 0: Would you like to disable 5UID status for ping? [Y]
FilePermissions.suidping="¥"

# 0Q: Would you like to disable SUID status for at? [Y]
FilePermissions.suidat="Y"

# 0: Would you like to disable the r-tools? [Y]
FilePermissions.suidrtool="Y%"

# 0: Would you like to disable SUID status Tor usernetctl? [Y]
FilePermissions.suidusernetctl="¥"

Figure 2: File Permissions

2.2 Account Security Settings
¢ Enforce password aging

e Restrict cron (scheduler) to the root user

o Disallow root from direct login. After you apply this template all administrators must
log in using the ‘admin’ account and then su to root.

e Set permissions on all user-created files so that the file is only readable by the user
who created it.

# 0Q: Should Bastille disable clear-text r-protocols that use IP-based authentic
ation? [Y]
AccountSecurity.protectrhost="Y"

# 0: Would you like to enforce password aging? [Y]
AccountSecurity.passwdage="Y"

# 0: Do you want to set the default umask? [Y]
AccountSecurity.umaskyn="Y¥Y"

# 0: What umask would you like to set for users on the system? [B77]
AccountSecurity.umask="077"

# 0: 5Should we disallow root login on tty's 1-67 [N]
AccountSecurity.rootttylogins="N"

Figure 3: Account Security Settings
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2.3 Boot Security Settings

o Disable CTRL-ALT-DELETE rebooting so that a user must have a valid username
and password to reboot the machine.

e Password protect single user mode to require the root password. Single user mode
is equivalent to run level 1. You are granted root access, but networking is disabled.

# Q: Would you like to password-protect the GRUB prompt? [N]
BootSecurity.protectgrub="N"

# 0: Would you like to disable CTRL-ALT-DELETE rebooting? [N]
BootSecurity.secureinittab="Y"

# 0: Would you like to password protect single-user mode? [Y]
BootSecurity.passsum="Y"

Figure 4: Boot Security Settings

2.4 Securing inetd and TCP Wrappers
¢ Disable telnet and ftp

o Create authorized use banners that will be displayed before the user can log in

¢ You do not set default deny on TCP wrappers in this configuration. Later on, you will
configure an IPtables firewall that will handle this.

# Q: Would you like to set a default-deny om TCP Wrappers and xinetd? [N]
Securelnetd.tcpd _default deny="N"

# Q: Would you like to display "Authorized Use" messages at log-in time? [Y]
Securelnetd.banners="Y"

# Q: Who is responsible for granting authorization to use this machine?
Securelnetd.owner="administrator@aia.class"”

Figure 5: Securing inetd and TCP Wrappers

2.5 Configure PAM

e Set limits on resources. Users will only be allowed to start 150 concurrently running
processes and will be unable to open core system (kernel) files.

¢ Only allow admin to log in at the console

# 0: Would you like to put limits on system resource usage? [N]
ConfigureMiscPAM.limitsconf="Y%"

# 0Q: 5Should we restrict console access to a small group of user accounts? [N]
ConfigureMiscPAM.consolelogin="Y%"

# 0Q: Which accounts should be able to login at console? [root]
ConfigureMiscPAM.consolelogin accounts="admin"

Figure 6: PAM Settings
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2.6 Logging Settings

¢ You will configure logging in a later module, therefore you will not configure logging
through Bastille

# 0: Would you 1like to set up process accounting? [N]
Logging.pacct="N"

Figure 7: Logging Settings

2.7 Sendmail Settings

¢ Prevent sendmail from running in daemon mode. This machine will not be a mail
server, so sendmail does not need to listen for connections

# 0Q: Do you want to stop sendmail from running in daemon mode? [Y]
Sendmail.sendmaildaemon="Y"

Figure 8: Sendmail Settings

2.8 Miscellaneous Daemons

# 0: Would you like to disable acpid and/or apmd? [Y]
MiscellaneousDaemons.apmd="Y"

# 0Q: Would you like to disable GPM? [Y]
MiscellaneousDaemons.gpm="Y"

# 0: Would you like to deactivate the HP Officeldet (hpoj) script on this machin
et
MiscellaneousDaemons.disable hpoj="Y"

# 0: Would you like to deactivate the ISDN script on this machine?
MiscellaneousDaemons.disable isdn="Y"

Figure 9: Miscellaneous Deamons

2.9 Apache Web Server Settings

# 0: Would you like to bind the Web server to listen only to the localhost? [N]
Apache.bindapachelocal="N"

# 0: Would you like to bind the web server to a particular interface? [N]
Apache.bindapachenic="N"

# 0: Would you like to deactivate the following of symbolic links? [Y]
Apache.symlink="N"

Figure 10: Apache Web Server Settings

2.10 Tempdir Scripts

e This system is not a multi-user system and therefore you will not be very concerned
with the temporary (shared) directories

# 0: Would you like to install TMPDIR/TMP scripts? [N]
TMPDIR. tmpdir="N"

Figure 11: Tempdir Scripts
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2.11 Packet Filtering Firewall

¢ You will configure a firewall in a later module, therefore you will not use Bastille’s
firewall configuration

# 0: Would you like to run the packet filtering script? [N]
Firewall.ip_intro="N"

Figure 12: Packet Filtering Firewall
212 FTP Settings

# 0: Would you like to disable anonymous download? [N]
FTP.anonftp="Y"

# 0: Would you like to disable user privileges on the FTP daemon? [N]
FTP.userftp="Y"

Figure 13: FTP Settings
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Configuring IPTables as a Host Based Firewall on Linux
Systems

The host based firewall for Linux, iptables, can be configured by accessing the console directly
or via SSH from a management workstation. Iptables has six pre-defined “chains” that are
available with the ability to create user defined chains as well. The default chains are:

e INPUT

e OUTPUT

e INPUT

e FORWARD

¢ PREROUTING

e POSTROUTING

The table below lists various options that can be used when configuring iptables rules.
Additional information is available by typing iptables --help atthe Linux command line or
by reviewing the iptables man page (type: man iptables).

~table

N Description

Default table. This is used if not
specified

filter

nat Metwork address translation

Used for Quality Of Service (Q03)
and preferential fraatment

rriangle

raw  |Enables ogtimization. |g. lgnore
firewall state matching for port 80 for
enhanced speed due to less
processing. Requires kemel patch

Cormand
[Jse ane)

-A
~append

-0
~dalete

fl
~ingert

~replace

-F
~flush

-F

~ZBI0

~list

M
~nev-chain

B
~delete-

chain

P
~palicy

-E
~rename-

chain

Figure 1: IPtables Options
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Description

Agpend rule to chain

Delete rule fram chain

Ingert rule at beginning or at
specified seguence number in
chain.

Replace rule

Flush all rules

Zero byte counters in all chaing

List all rules.

Add ogtion ~line-nurmbers for
rule number.

Create new chain

Delete user defined chain

Set default palicy for 3 chain

Rerame a chain

Cormim and
Ogtion

-8
--50urce

-4
~-destination

1
~in-interface

-0
~0ut-interface

P
-protocol

g!

~jump
-f
~fragment
-C
--get-counters

-m L&g
~match tp

-m state
~fnatch state

Description
Source address of packet
Diestination address of packet
Interface packet is amving fram
Interface packet is going to

Pratocal:

en

~sport port]:part]
~dan port:por]
~&i

e

et

o

ML

Target to send packet to
Fragment matching

Set packet/byte counter

“-zource-port port[:por]
{port # or range ##)

- destination- port port]:port]
“op-flags

-slate

“ESTABLISHED
“RELATED

NEW

INYALID

(Push content, not expected to
regigye this packet.)

© 2010 Carnegie Mellon University

Defined
Policies

ACCEPT
DROP
REJECT
RETURN
MARK

MASQUERADE
L0G

ULoG

SNAT

REDIRECT
DNAT
QUEUE

Description

Let packet through

Deny packet with no reply
Deny packet and notify sender
Handled by default targets

\sed for error response,
Use with option --reject-with type

Vsed with ngj table and DHCP,

Loy to file and specify message:
“loglevel #

“-log-prefix "prefix”
“-log-tgg-sequence
“-log-igp-options
“-log-ig-options

Laog to file and specify ugerpace logging
Messayes

Walid in PREROUTING chain. Used by
nat

Used with paf table. Output.
Walid in POSTROUTING chain. Output
Pass packet to userspace.
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Configuring IPTables

1 Creating Inbound and Outbound Filtering Rules
The filtering rules for this server will be set up to allow the following traffic into and out of the

system:

Source Destination Proto Source | Destination Direction Purpose

Address Address Ports Port
10.0.4.0/24 10.0.4.2/32 ANY ANY ANY Inbound Management
10.0.3.2/32 10.0.4.2/32 ANY ANY ANY Inbound Mike-Nagios
10.0.2.0/24 10.0.4.2/32 UDP ANY 1514 Inbound Services network
10.0.1.5/32 10.0.4.2/32 UDP ANY 1514 Inbound Hotel
10.0.1.3/32 10.0.4.2/32 UDP ANY 1514 Inbound Juliet
10.0.2.1/32 10.0.4.2/32 UDP ANY 514 Inbound Quebec
10.0.2.0/24 10.0.4.2/32 TCP ANY 22 Inbound Services network
10.0.1.5/32 10.0.4.2/32 TCP ANY 22 Inbound Hotel
10.0.1.3/32 10.0.4.2/32 TCP ANY 22 Inbound Juliet
127.0.0.1/32 | 127.0.0.1/32 * * * Inbound Loopback

Log All Denied
10.0.4.2/32 10.0.4.0/24 ANY ANY ANY Outbound Management
10.0.4.2/32 10.0.2.3/32 TCP ANY 25 Outbound SMTP
10.0.4.2/32 10.0.2.4/32 UDP ANY 53 Outbound DNS
10.0.4.2/32 10.0.2.1/32 UDP ANY 123 Outbound NTP
10.0.4.2/32 10.0.2.1/32 TCP ANY 3128 Outbound Squid Proxy
127.0.0.1/32 | 127.0.0.1/32 * * * Outbound Loopback
Log All Denied

1. If you have not already done so, log on to the machine using the newly enforced admin

account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

|#su—

4. Ensure iptables is stopped.

|# service iptables stop

5. Clear all existing iptables rules.

|# iptables --flush
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6. Set the default policy for the FORWARD chain to DROP all packets.

# iptables —-P FORWARD DROP

7. Create the iptables file that will be used to save firewall rules.

# iptables-save > /etc/sysconfig/iptables

# vi /etc/sysconfig/iptables

8. Remove the last two lines. Move the cursor to each line and press the [D] key twice.
This will delete the current line in VI. The file should look like the following when
completed:

# Generated by iptables-save v1.3.5 on Mon Jun 14 18:52:108 2010
*filter

:INPUT ACCEPT [5:420]

:FORWARD DROP [0:0]

:0UTPUT ACCEPT [5:420]

9. Add the remaining rules to the iptables file as listed below. Comments/remarks are
identified with a ‘# at the beginning of the line. These lines are used to identify what the
rules beneath them are used for. Although they are not required, it is a good practice to
describe the rules, their intent, who added the rule, and potentially the date when the
rule was added or modified. Use the cursor to go to the bottom of the file.
Simultaneously press the [shift] and [A] keys to append text to the end of the

last line. Press [Enter] to add a new line. Enter the following lines:
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# Allow all

-A

# Allow all

-A

INPUT

INPUT

-5 18.0

-5 18.8

4.0/24 -d 18.8.4.

.3.2/32 -d 10.8.4.

2/32

2,32

-i

-i

# Allow OS5SEC agent from Services network

-A

INPUT

-5 18.8

.2.8,24 -d 108.8.4.

2,32

# Allow OS5S5EC agent from DMZI network

-A
-A

# Allow Mike's

-A

INPUT
INPUT

INPUT

-5 18.8
-5 18.8

-5 18.8

# Allow Syslog T

-A

INPUT

-5 10.8

# Allow Syslog T

-A

INPUT

-5 18.8

# Allow 55H Trom

-A

INPUT

-5 18.8

# Allow 55H Trom

-A
-A

INPUT
INPUT

-5 18.8
-5 18.8

.1.5/32 -d 18.8.4.
.1.3/32 -d 18.8.4.

DSSEC agent

.3.2/32 -d 10.0.4.

rom Quebec
.2.1/32 -d 10.08.4.

rom Romeo
.4.1/532 -d 10.0.4.

Services network
.2.624 -d 10.0.4.

DMZ network
.1.5/32 -d 10.0.4.
.1.3/532 -d 10.0.4.

# Allow Mike access through 5S5H

-A

# Allow all

-A

# Allow all

-A

INPUT

INPUT

INPUT

-5 18.8

-1 etho

.3.2/,32 -d 10.8.4.

2732
2732

2,32

2,32

2/32

2,32

2,32
2732

2732

established connections

-i

-1
-1

-1
-1

ethd

inbound traftfic Trom Mike-Nagios

eth

inbound traffic from the MGMT network

-] ACCEPT

-j ACCEPT

to Foxtrot

ethd

ethd
ethd

etho

etho

ethd

eth

ethd
ethd

ethd

-p

-p
-p

-p
-p

-p

udp

udp
udp

udp

udp

udp

tcp

tcp
tcp

tcp

-m state --state ESTABLISHED , RELATED

-i lo -p all -j ACCEPT

# Enable logging on INPUT chadin

-A

INPUT

-j LOG

--log-level 6

# Set the default input policy to Drop
-P INPUT DROP

Figure 2: IPtables Input Rules
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inbound traftfic on the Lloopback interface

--dport 1514 -j ACCEPT
--dport 1514 -j ACCEPT
--dport 1514 -j ACCEPT
--dport 1514 -j ACCEPT
--dport 514 -j ACCEPT
--dport 514 -j ACCEPT
--dport 22 -j ACCEPT
--dport 22 -j ACCEPT
--dport 22 -j ACCEPT
--dport 22 -j ACCEPT
-] ACCEPT
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# Allow outbound mail traffic to Bravo

-A OUTPUT -d 10.0.2.3/32 -0 eth® -p tcp --dport 25 -j ACCEPT

# Allow outbound DNS traffic to Alpha

-A OUTPUT -d 10.0.2.4/32 -0 eth® -p udp --dport 53 -j ACCEPT

# Allow outbound web proxy traffic to Quebec

-A OUTPUT -d 108.8.2.1/32 -0 eth® -p tcp --dport 3128 -j ACCEPT

# Allow outbound NTP traffic to Quebec

-A OUTPUT -d 10.0.2.1/32 -0 eth® -p udp --dport 123 -j ACCEPT

# Allow a1l outbound traffic to the MGMT network
-A OUTPUT -d 10.8.4.0/24 -o eth® -p all -j ACCEPT

# Allow all established connections

-A OUTPUT -o eth® -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all outbound traffic on the loopback interface
-A QUTPUT -o lo -p all -j ACCEPT

# Enable logging on OQUTPUT chain
-4 QUTPUT -j LOG --log-lewvel 6

# 5et the default OUTPUT policy to Drop
-P OUTPUT DROP

# Enable rule set
COMMIT

Figure 3: IPtables Output Rules
10. Save and exit the file. Press [Esc] andtype :wg then press [Enter].

1.1 Applying the firewall rules
1. Enter the following command to start the iptables firewall:

# service iptables start

2. If the service started successfully, you should see the following:

Flushing firewall rules: [
Setting chains to policy ACCEPT: filter [
Unloading iptables modules: [
Applying iptables firewall rules: [
Loading additional iptables modules: ip_conntrack netbios n[

Figure 4: IPtables Successful Startup
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Configuring IPTables

1.2 Making the iptables file immutable

1. Since we do not want the iptables file to change for ANY reason after the rules have
been built without intervention from the administrator, we will make this file immutable.
To do this, we will issue the following command.

|# chattr +i /etc/sysconfig/iptables

2. Relinquish the elevated root privileges by typing the following command:

|# exit
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OSSEC HIDS Server

OSSEC is a scalable, multi-platform, open source host-based intrusion detection system (HIDS)
that runs on most operating systems, including Linux, OpenBSD, FreeBSD, MacOS, Solaris,
and Windows. It has a powerful correlation and analysis engine integrating log analysis, file
integrity checking, Windows registry monitoring, centralized policy enforcement, rootkit
detection, real-time alerting and active response. You will integrate OSSEC with Splunk so that
you can easily process and correlate all event logs and alerts through a single interface. In this
case the basic architecture will be as shown below:

Foxtrot
OSSEC and Splunk
servers

~
OSSEC agents NS OSSEC agents
o
()
L / 7 0l

Windows hosts Linux hosts
Splunk monitoring

and reporting

OSSEC agents will be installed on each Linux and Windows server and send events to the
OSSEC server which is running on Foxtrot. The OSSEC server will process these events and
generate warnings and alerts. Splunk will directly gather information from the OSSEC server
and index all events, generating graphs and reports. OSSEC provides an additional advantage
over traditional syslog agents by setting up a shared key pair between the OSSEC server and
each OSSEC agent, allowing for secure, encrypted log transfer seamlessly without the need to
create additional encrypted tunnels.

1 OSSEC Server Setup

1.1 Installation and configuration

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

‘#su—

4. Navigate to the Course CD by executing the following command:

‘# cd /media/AISTS/Tools/Linux/OSSEC/
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5. Copy the OSSEC installation package:

‘# cp ossec-hids-2.4.1.tar.gz /root/

6. Extract installation package to the root directory:

# cd /root/

# tar xzvf ossec-hids-2.4.1l.tar.gz

7. Start installation using the following command and accept the default language by
pressing [Enter]:

# cd ossec-hids-2.4.1
# ./install.sh

8. Read the introduction and press [Enter]:

055EC HIDS v2.4.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the 0S55EC HIDS.
You must have a C compller pre-installed in your Ssystem.

IT you have any gquestions or comments, please send an e-mail

to dcid@ossec.net (or daniel.cid@gmail.com).

- System: Linux Foxtrot 2.6.18-164.e15
- User: root
- Host: Foxtrot

-- Press ENTER to continue or Ctrl-C to abort. --
9. Answer the rest of the questions as shown and hit [Enter] when you have finished:
1- What kind of installation do you want (server, agent, local or help)? serwver
- Server installation chosen.
2- Setting up the installation environment.
- Choose where to install the 0S5EC HIDS [/var/fossec]:
- Installation will be made at Jvar/ossec
3- Configuring the O055EC HIDS.
3.1- Do you want e-mail notification? (y/m) [y]:
- What's your e-mail address? eventwatch@aia.class
- What's your SMTP server ip/host? 10.8.2.3
3.2- Do you want to run the integrity check daemon? (y/n) [y]:
- Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]:

- Running rootcheck (rootkit detection).
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3.4- Active response allows you to execute a specific
command based on the events received. For example,
you can block an IP address or disable access for
a specific user.

More information at:
http://www.ossec.net/en/manual.html#active-response

- Do you want to enable active response? (y/n) [y]: n
- Active response disabled.

3.5- Do you want to enable remote syslog (port 514 uwdp)? (y/n) [y]: ¥

- Remote syslog enabled.

3.6- Setting the configuration to analyze the following logs:
-- /Svar/log/messages
-- /var/log/secure
-- /var/log/maillog

- If you want to monitor any other file, just change
the ossec.conf and add a new localfile entry.
Any questions about the configuration can be answered
by wisiting us online at http://www.ossec.net

--- Press ENTER to continue ---

10. When installation has finished you should see following screen and hit [Enter]:

- System is Redhat Linux.
- Init script modified to start OSSEC HIDS during boot.

- Configuration finished properly.

- To start O0SSEC HIDS:
fvar/ossec/binfossec-control start

- To stop 0SSEC HIDS:
fvarfossec/bin/ossec-control stop

- The configuration can be viewed or modified at /var/ossec/etc/ossec.conf
Thanks fTor using the 0SSEC HIDS.
IT you have any guestion, suggestion or if you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net
( http://www.ossec.net/main/support/ ).

More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---

11. You may need to perform the following command in order to write to the OSSEC
configuration file:

# chmod 640 /var/ossec/etc/ossec.conf
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12. Open the default configuration file with the following command:

|# vi /var/ossec/etc/ossec.conf

You will install OSSEC agents on all of the host machines, which will send logs to the
OSSEC server. However, OSSEC agents cannot be installed on Quebec and Romeo,
the firewall and router. These machines will use traditional syslog to send information
to Foxtrot. You must configure the OSSEC server to allow syslog connections from
these IP addresses.

13. Press the / key and then type ‘syslog’ and press [Enter] to search for the first
occurrence of the word syslog in the file.

14. Press n to skip to the next occurrence. You should see the following:

=remote=
=connection=syslog</connection=>
=/remote=

15. Edit the above section of the configuration file so that it looks like the screenshot
below:

=remote=
=connection=syslog=</connection=
<allowed-ips=10.0.2.1</allowed-ips=
<allowed-ips=10.0.4.1</allowed-ips=>
=/ remote>

16. Save and exit the file by pressing [Esc] and then typing :wg and pressing [Enter].
17. Start the OSSEC server by executing following command:

|# /var/ossec/bin/ossec—-control start |

[root@Foxtrot ossec-hids-2.4.11# fvar/fossec/binfossec-control start
Starting O055EC HIDS w2.4.1 (by Trend Micro Inc.)...

Started ossec-maild. ..

Started ossec-execd. ..

Started ossec-analysisd...

Started ossec-logcollector...

Started ossec-remoted...

Started ossec-syscheckd...

Started ossec-monitord...

Completed.

18. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

# exit
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1 Splunk Setup

Remote Centralized Monitoring Server

Splunk is a centralized monitoring tool that has search, monitoring, and reporting features. It
collects logs, metrics, and other data from different places like applications, servers, and
network devices and indexes all information in searchable repository. Also Splunk can generate
graphs, SQL reports, and alerts from this indexed data repository.

1.1 Installation

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

w N

Username: admin Password: steelers

root password tartans@1

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.
Elevate to root level privileges by typing the following command and entering the

‘# su -

B

Navigate to the Course CS by executing following command:

‘# cd /media/AISTS/Tools/Linux/Splunk/

5. Execute the following command to begin installation:

| # rpm -ivh splunk-4.1.3-80534.1386.rpm

[root@Foxtrot Splunk]# rpm -ivh splunk-4.1.3-80534.1386.rpm
warning: splunk-4.1.3-80534.1386.rpm: Header V3 DSA signature: NOKEY,

key ID 653fbll2

# [100%]

Preparing...  HEEHHEEEHEHERHERERRRERERER R,

# [100%]

1l:splunk

Splunk has been installed in:
/opt/splunk

To start Splunk, run the command:
Jopt/splunk/bin/splunk start

To use the Splunk Web interface, point your browser at:
http://Foxtrot:2000

Complete documentation is at http://www.splunk.com/r/docs

[root@Foxtrot Splunk]#

6. Splunk requires a current version of Flash Player so you will install it by executing
the following command:

# rpm -ivh flash-plugin-10.0.32.18-0.2.el15.rf.1386.rpm

7. Copy the OSSEC application for Splunk to the /opt/splunk/etc/apps directory,

extract it, and remove archive:

# cp ossec.tgz /opt/splunk/etc/apps/
# cd /opt/splunk/etc/apps/
# tar -xzvf ossec.tgz

# rm —f ossec.tgz

Foxtrot Task 6/6
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Splunk Remote Centralized Syslog Server

8. Now start Splunk by executing following command:

‘ # /opt/splunk/bin/splunk start

9. Press [sSpace] toreach end of the ‘License Agreement’ and accept the license by
typing v.

SPLUNK INC.
SOFTWARE LICENSE AGREEMENT

THIS SPLUNK SO0FTWARE LICENSE AGREEMENT (THE "AGREEMENT") GOVERNS ALL SOFTWARE
PROVIDED BY SPLUNK INC. ("SPLUNK") INCLUDING FREE SPLUNK SOFTWARE ("FREE
SOFTWARE") AND SOFTWARE PURCHASED THROUGH SPLUNK'S ONLINE STORE OR OTHER
CHANNELS ("PURCHASED SOFTWARE"), COLLECTIVELY THE SPLUNK SOFTWARE ("SOFTWARE")
AND ANY AND ALL UPDATES, UPGRADES, AND MODIFICATIONS THERETO. CONFIRMATION OF
YOUR ORDERS ("ORDER CONFIRMATION") WILL BE DEEMED INCORPORATED INTO AND MADE
PART OF THIS AGREEMENT.

YOU WILL BE REQUIRED TO INDICATE YOUR AGREEMENT TO THESE TERMS AND CONDITIONS IN
ORDER TO DOWNLOAD THE SOFTWARE AND REGISTER WITH SPLUNK IN ORDER TO OBTAIN
LICENSE KEYS NECESSARY TO COMPLETE THE INSTALLATION PROCESS FOR PURCHASED
S0FTWARE. BY CLICKING ON THE "YES" BUTTON, DOWNLOADING OR INSTALLING THE
SOFTWARE, OR USING ANY MEDIA THAT CONTAINS THE SOFTWARE, YOU ARE CONSENTING TO
BE BOUND BY THIS AGREEMENT.

IF YOU AGREE TO THESE TERMS ON BEHALF OF A BUSINESS, YOU REPRESENT AND WARRANT
THAT YOU HAVE AUTHORITY TO BIND THAT BUSINESS TO THIS AGREEMENT, AND YOUR
AGREEMENT TO THESE TERMS WILL BE TREATED AS THE AGREEMENT OF THE BUSINESS. 1IN
THAT EVENT, "YOU" AND "YOUR" REFER HEREIN TO THAT BUSINESS.

"Splunk Developer API" means the documentation and functionality enabling the
creation of extensions to the Software. "Example Modules" means the source code
and binary form of examples that use the 5Splunk Developer API.

GENERAL. This Agreement shall be governed by and construed in accordance with
the laws of the 5tate of California, as if performed wholly within the state
and without giving effect to the principles of conflict of law. Any legal
action or proceeding arising under this Agreement will be brought exclusively
in the federal or state courts located in the Northern District of California
and the parties hereby consent to personal jurisdiction and venue therein. If
any portion hereof is found to be void or unenforceable, the remaining
provisions of this Agreement shall remain in full force and effect. Neither
party may assign this Agreement, in whole or in part, except in connection with
an internal reorganization or a sale of the business with which this Agreement
is associated without S5plunk's prior written consent, and any attempt to assign
this Agreement other than as permitted above will be null and void. This
Agreement is intended for the sole and exclusive benefit of the parties and is
not intended to benefit any third party. Only the parties to this Agreement may
enforce it. This Agreement and any Order Confirmations constitute the complete
and exclusive understanding and agreement between the parties regarding their
subject matter and supersede all prior or contemporanecus agreements or
understandings, written or oral, relating to their subject matter. Any waiver,
modification or amendment of any provision of this Agreement will be effective
only if in writing and signed by duly authorized representatives of both
parties.

EACH PARTY SIGNING BELOW REPRESENTS AND WARRANTS THAT THEY HAVE THE AUTHORITY
TO BIND THAT BUSINESS TO THIS AGREEMENT, AND THEIR AGREEMENT TO THESE TERMS
WILL BE TREATED A5 THE AGREEMENT OF THE BUSINESS5. 1IN THAT EVENT, "YOU" AND
"YOUR" REFER HEREIN TO THAT BUSINESS.

Do you agree with this license? [y/n]: y
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10. If Splunk has successfully started then you should see the following screen:

Starting splunk server daemon (splunkd)... Done.Starting splunkweb... fopt/splunk/share/splunk/ce
rts does not exist. Will create

Generating certs for splunkweb server

Generating a 1024 bit RSA private key
............................................................................ ++++++

Signature ok
subject=/CN=Foxtrot/0=SplunkUser
Getting CA Private Key

writing RSA key

Done.
If you get stuck, we're here to help.

Look for answers here: http://www.splunk.com/base/Documentation

The Splunk web interface is at http://Foxtrot:8000

11. Set Splunk to start on system boot:

‘# /opt/splunk/bin/splunk enable boot-start

1.2 Configuration

Once the Splunk service is started you can access Splunk at
http://foxtrot.aia.class:8000 (or http://10.0.4.2:8000). The commercial version of

Splunk allows for many more control options. These include the use of SSL to
securely access the console and the ability to setup multiple users with
numerous access roles. The free version that you are using does not provide
these same options.

1.

Foxtrot Task 2/6

Open Internet Explorer on a management workstation and navigate to
http://foxtrot.aia.class:8000.

Click ‘Add’ twice and then ‘Close’ if prompted with the Internet Explorer
Enhanced Security Configuration prompt.

If the ‘Welcome to Internet Explorer 8’ screen appears, click ‘Ask me Later’
and close the tab to the Microsoft website that opens.

At the Splunk login page, login with the following Splunk default credentials:
Username: admin

Password: changeme

Once at the Splunk welcome screen, click on the ‘Manager’ link.

Scroll to the bottom of the page and click on the ‘User options’ link.
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7. Change the email address to eventwatch@aia.class and set the password
to tartans@1 and click ‘Save’.

splunk> Manager » User options » admin

Help for thiz page

Full name (optional)

Administrator
Email address (optional)

eventwatchi@aia.class

Default app

| |

Set a default app for this user. This will override any default app inherited from this user's roles.

Set password
Password (optional)

Confirm Password

8. Click on the ‘System settings’ link on the Manager page and go to “General
settings’.

9. Verify the Splunk server name and Web Port #. In the ‘Index settings’ section

change the value of the ‘Pause indexing if free disk space (in MB) falls below’
field to 20 MB. Click ‘Save’.

Splunk Web
Run Splunk Web

& Yes 7 Mo

Enable SSL (HTTPS)in Splunk Web?
C Yes & Mo

Web port

2000
Session timeout
1h
Set the Splunk Web session timeout. Use the same notation as relstive time modifiers, for example 3h, 100s, 6d.

Index settings
Default host name (optional)

Foxtrot
Sets the host fisld value for all events coming from this server.
Path to indexes

C:\Program Files\Splunkvarnlib\splunk

Pause indexing if free disk space (in MB) falls below (optional}

20

Cancel Save
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10. Go back into ‘System Settings’ page click on email alert settings and type
bravo.aia.class in the mail host field. Click ‘Save’.

Splunk> Manager » System settings » Email alert settings

Mail host
bravo.al.chss
Set the host that sends mail for this Splunk nstance.

Link hostname

Set the hostname used to create outgoing results URLs. Leave empty to autodetect.
Send emails as

splunk

Email subject

Splunk Akert: $names

Email format

htm! ~|

Include results inline?
No j

O Use POF Report Server

11. Go back to ‘Manager’ page and click on ‘Data inputs’. You should see
following web page and then go to ‘Files & Directories’.

splunk> Manager » Data inputs

Help for this page

Data Inputs

Set up data inputs from files and directories, network ports, and scripted inputs. If you want to set up forwarding and receiving between two
Splunk instances, go to Forwarding and receiving.

Type Inputs Actions
Files & Directories 5 Add new
Upload & file, index & locsl file, or monitor an entire directory.

TCP 1] Add new
Listen on & TCP port for incoming data, 8.g. syslog.

UDP 1 Add new
Listen on & UDP port for incoming dats, 8.0, syslog.

Scripts 1 Add new

FRun custom scripts to collect or generate more data.
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12. If you have successfully installed OSSEC application for Splunk then you
should see the following page. The last entry indicates OSSEC for Splunk
has been integrated into Splunk. Click ‘Enable’ from the ‘Actions’ row and
Splunk is now ready to process OSSEC alert logs.

« Back to Launcher Jobs | Legout

Spll.lnk> Manager » Data inputs » Files & Directories Help for this page

Data inputs (files)

Showing 1-5 of 5 items Results per page 25 j
Full path on semver s Set host * Source type s Index ¥ Number® App s Status * Actions

of files
FSPLUNKE_HOME/etc Constant Value sendmail sampke 3 sample_app Enabled Disable | Clone

apps/zample_app/logs

FESPLUNKE_HOME/ st Constant Value splunk_version _internal 1 system Enabled Disable | Clone
splunk.version

FSPLUNE_HOMESar Constant Value Automatic _internal 17 system Enabled Disable | Clone
log/s plunk
FEPLUNE_HOMESar Mone Automatic 1 Enabled Disable | Clone | Dekte

s poolsplunk

variossec/logs/akerts Constant Value ossec_akrts default OSSEC Disabled Enablke | Clone
akerts*

13. Click the ‘Manager’ link.

14. You need to restart Splunk for the changes to take effect. Select ‘Server
controls’ and click ‘Restart Splunk’.

15. Click ‘OK’ to restart Splunk.
16. When it is done restarting, click ‘OK’ and close Internet Explorer.

17. If you are not performing any more administrative tasks on this machine,
relinquish the elevated root privileges by typing the following command:

# exit
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Golf High Level Description

Golf is the Intrusion Detection System (IDS) located on the Management network, with a sniffer
interface to monitor the DMZ. It will provide network administrators information regarding the
traffic going to and from the DMZ hosts. Golf's rules are configured to view all addresses as
hostile except the DMZ hosts. This configuration allows network administrators to see
reconnaissance and attack traffic originating from the external network or the internal network
(which would indicate an internal compromise).

Golf will also serve as a central collection point for IDS alerts from sensors residing on the
services network (Lima) and the user network (Mike). Snort will be installed on Golf, Lima, and
Mike. Each of those sensors will log alerts to a MySQL database that resides on Golf.
Administrators will use the Basic Analysis Security Engine (BASE) to view alerts and correlate
events. BASE and its’ prerequisites will be installed and configured on Golf.

Following are descriptions of Golf's specific hands-on tasks that students must complete:

Task 1. Linux Host System Hardening

Students will be minimizing non-essential services (e.g., xinetd, portmap) as well as extraneous
default users and groups. As a standalone system running Snort, Golf does not require these
components and so students will follow security best practices in removing them. Also, students
will create a non-privileged administrator account to provide an audit trail for all administrative
access.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local time
server, in this deployment it is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will synchronize with
Quebec every ten minutes; and the Window hosts will synchronize with Alpha every forty-five
minutes until three good synchronizations occur, then once every eight hours. With all the hosts’
time across the network synchronized, the cross examination of multiple hosts’ logs, or the logs
at the syslog Server, become more meaningful and easier to examine.

Task 3. Configuring Bastille

The Bastille hardening system is a user-configurable script that attempts to lock down
Linux/UNIX operating systems. The Bastille script embodies recommendations from every
major reputable source on Linux/UNIX security. We will use pre-configured Bastille templates to
lock down such weak system settings as maximum password age, user privileges, etc.
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Task 4. Configuring IPTables

IPTables is a Linux firewall application which can be configured to do packet filtering on network
firewalls or on host systems. IPTables will be configured on this host as a host-based firewall to
allow only valid packets to and from this host. To do this, we will set up INPUT and OUTPUT
rules to specifically allow known-good packets into and out of the host, and will create default
LOG rules and DROP rules.

Task 5. Installing the IDS

Students will install and configure Snort, MySQL, BASE and the necessary supporting
applications.

Task 6. Configuring OSSEC Agent

Students will install and configure OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Golf High Level Description



Linux Host System Hardening

1 Remove Zeroconf Route
1. If you have not already done so, log on to the machine using:
Username: root Password: tartans@1
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

By default Linux adds a "zeroconf" route at boot time. This is a static route that
designates the 169.254/16 prefix as local. This is unnecessary on our network, so we
will remove the route:

3. Specify to not use zeroconf at boot time:

NOTE: In this and all subsequent Linux documents, the ‘# at the beginning of each line
should not be typed in as part of the command. It is simply meant to represent a
command prompt.

\ # echo " NOZEROCONF=yes" >> /etc/sysconfi g/ network

2 Linux Kernel Upgrade

One of the most essential hardening tasks for Linux systems is to ensure that the latest kernel
version is being used. The kernel is the core of the operating system and every effort should be
made to ensure the most current updated and/or patched version is in use. Most versions of
Linux include some automated means for updating software, including the kernel. We will use a
tool called YUM (Yellowdog Updater Modified) to download updates from an external web
server hosting our YUM repository.

2.1 Apply latest updates to Kernel and other installed packages
1. Edit the yum config file using vi:
\ # vi [etc/yumrepos. d/ Cent CS- Base. repo |

2. There are six sections of the file denoted by names in brackets. You will edit 3 of these
sections and disable the other 3. Press[ I nsert] or[i] to editthe file and scroll down
to the first section, ‘[base]’. Comment out the line beginning with ‘mirrorlist=" by typing a #
at the beginning of the line. Next, uncomment the line below it beginning with ‘baseurl=’
and edit the URL to point to our trusted yum repository at
http://192. 168. 30. 14/ cent os/ 5. 4/ os/ i 386/ . The updated lines will be as

follows:
[base]

name=Cent05-%releasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep

0=05
baseurl=http://192.168.308.14/centos/5.4/05/1386/]]

gpgcheck=1
gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 1: Configuring YUM base repository
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3. Repeat the above steps for the second section, ‘[updates]’, pointing it to the URL
http://192. 168. 30. 14/ cent os/ 5. 4/ updat es/ i 386/ .

#released updates

[updates]

name=Cent05-sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=Sreleasever&arch=%basearch&rep
o=updates

baaeurl=http:fﬁ192.158.3@.14!cent05!5.4!updat95f1385!l

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 2: Configuring YUM updates repository

4. Scroll down to the next section, ‘[addons] and add enabl ed=0 underneath the last line of
the section to disable it. The updated lines will be as follows:

#packages used/produced in the build but not released

[addons]

name=Cent05-%releasever - Addons
mirrorlist=http://mirrorlist.centos.org/?release=5%releasever&arch=3%basearch&repo
=gddons

#bpaseurl=http://mirror.centos.org/centos/sreleasever/addons/S$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

enabled=0

Figure 3: Disabling YUM addons repository

5. Scroll down to the next section, ‘[extras]’ and point it to the URL
http://192. 168. 30. 14/ cent os/ 5. 4/ extras/i 386/ .

#additional packages that may be useful
[extras]
name=Cent05-%releasever - Extras

#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=sbasearch&rep
o=extras

baseurl=http://192.168.30.14/centos/5.4/extras/1386/
gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5
Figure 4: Configuring YUM extras repository
We will leave the remaining two sections at their default setting of disabled.
6. Press[ Esc], thentype :wg and press[ Ent er] to save the changes and exit VI.

7. Add a variable to ‘/etc/yum.conf’ so that all future updates use the HTTP proxy. Edit
‘letc/yum.conf’ with vi:

| # vi /etc/yum conf
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8. To configure yum to use the web proxy server we need to add a line to the ‘/etc/yum.conf
file’. Add the following line to the end of the ‘[main] section of the file:

[pr oxy=http://10.0. 2. 1: 3128 |

[main] =
cachedir=/var/cache/yum
keepcache=0

debuglevel=2
logfile=/var/log/yum.log
distroverpkg=redhat-release
tolerant=1

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1
proxy=http://10.8.2.1:3128

Figure 5: Configuring YUM proxy server
Press [ Esc] then type : wg and press [ Ent er] to save the changes and exit VI.

NOTE: In order to access the Internet, or even our trusted update server, routing will need
to be enabled on Quebec and Romeo. Once the Access control lists are in place on these
two router/firewall machines, very few devices will be able to access external networks
directly. You may need to wait until these tasks are completed--check with your
teammates on this.

9. Run yum in update mode:

| # yum updat e

10. Typey then press [ Ent er] when prompted to download the updates.
11. Typey then press [ Ent er] when prompted to import the CentOS 5 GPG key.
A number of packages will be downloaded and installed, including a newer kernel.

This step may take several minutes to complete. Press[Ctrl] +[Shift] +[T] to
open a new terminal tab if you want to move on to the next steps while the updates take
place.
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3 Service Minimization

3.1 Removing Unnecessary Services

By default Linux runs many services that a standalone server will not need. Extraneous
services are dangerous because they provide possible attack vectors.

1. Terminate the ‘anacron’ service properly by using the following command:

The services that will need to be removed from this system are:

anacron
apmd

atd

autofs
cpuspeed
cups

gpm
irgbalance

mdmonitor
mdmpd

microcode_ctl

netfs
nfslock
portmap
rawdevices
rpcgssd

rpcsvegssd
rpcidmapd
sendmail
xinetd

| # service anacron stop

2. Remove the ‘anacron’ startup routine using the following command:

| # chkconfig --del anacron

Golf Task 1/6

Stopping anacron:

Figure 6: Removing a service

oK 1]

Repeat steps #1 and #2 for each service listed above. (ADVANCED: see the ‘Bash
Script’ ADDENDUM located on the last two pages of this section to automate these
repetitive steps.)

Note: On some systems, some of the services may not be started and may not
return the ‘OK’ when stopped. If this is the case, it will be sufficient to simply delete
the service.
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To check that the appropriate services have been removed, use the following two
commands from a terminal window:

# netstat —ntap | grep —i listen
tcp ] e 22 iE
EN 3134/sshd

Figure 7: Confirming service removal

# chkconfig --1i st grep on | sort

acpid Q:off l:off 2:omn I:on 4 :on S:on G:off
auditd Q:off l:off 2:on J:on 4 on S:on Grof T
avahil-daemon B:ofT l:ofT 2:o0fT 3:on 4 :on S:omn B:ofT
avahi-dnsconfd B:ofT 1:of T Z:ofTT F:ofTT 4 :oTT S:offT B-ofT T
CcConman Q:off lioff Z2:o0fT I:off 4:ofT S:off Giof T
crond @:off l:off 2Z2:on F:on 4 :on S:on G:of T
Tirstboot B:oTT l:oTfT Z2:oTT Iron q4:oTT S:omn GB-oTT
haldaemon @:ofTT liofTT 2:0TT 3:on 4 on S:on GiofTT
hidd Q:off l:off 2:on J:on 4 on S:on Grof T
ipetables @:off l:off Z:on F:on 4 :on S:on G:of T
iptables @:o0fT l:ofFT Z:on 3:on 4 :on S:omn G:ofFT
LTwvmzZ-monitor Q:off l:on Z2:on I:on 4 on S:on Giof T
mcstrans @:off l:off 2Z2:on F:on 4 :on S:on G:of T
messagebus B:ofT l:ofT 2:o0fT 3:on 4 :on S:omn B:ofT
netconsole B:ofT 1:of T Z:ofTT F:ofTT 4 :oTT S:offT B-ofT T
network Q:off l:off 2:on J:on 4 on S:on Grof T
pcscd @:off l:off 2Z2:on F:on 4 :on S:on G:of T
readahead_ _early Q:ofT l:ofFT Z:on 3:on 4 :on S:omn G:ofFT
readahead__later Q:ofTT l:of T Z2:oTT J:ofT 4:oTT S:omn G:ofTT
restorecond Q:off l:off 2:on J:on 4 on S:on Grof T
sendmail B:ofT l:ofT 2:on 3:on 4 :on S:omn B:ofT
sshd B:o0fT l:o0fFT Z2:on 3:on 4 :on S5:omn G:o0fFT
syslog Q:off l:off 2:omn I:on 4 :on S:on G:off
vmware-tools @:off l:off 2Z2:on F:on 4:ofT S:on G:of T
wdaemon B:ofT l:ofT Z2:o0TT I:oTT q4:oTT S:ofTT B-oTT
xTs B:ofT 1:of T Z2:omn S:on 4 on S:on B-ofT T

Figure 8: Results of service removals

If your results are similar to the output shown above, the services have been

removed successfully.

4 User /Group Account Minimization

It is important to disable all default vendor accounts that will be unused. Typically a
default account, e.g., gopher or news, is created only when the respective service is also
installed; however, many default accounts will exist even if you have not installed the

In our case, we will not use many of the default
accounts and so we will remove them. The more accounts you have, the easier it is for

related services on your system.
outsiders to access your system.

4.1 Remove Default User Accounts

The users we will need to remove are:
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. adm

. ftp

. games
« gopher
o halt

« p

« mail

mailnull
news
nfsnobody
nobody
nscd
operator
rpcuser

rpc

shutdown

smmsp
uucp
vcsa
xfs
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2. Remove the ‘adm’ user account using the following command:

# userdel adm |

3. Repeat the previous step for each account listed above. Verify removal by executing
the following command:

# cat /etc/passwd |

root:x:0:0:root:/root:/binSbash

bpin:x:1:1:bin:/sbin:/Ssbin/snologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
distcache:x:94:94:Distcache:/:/sbin/nologin
webalizer:x:67::67 Webalizer: /varfwew/usage: /sbin/nologin
dovecot:x:97:97 :dovecot: fusr/libexec/dovecot:/sbin/nologin
squid:x:23:23::/var/spool/squid:/sbin/nologin

mysql:x:27:27:My5QL Server:/var/lib/mysql:/sbin/bash

pcap:x:¥7: 77 fvarfarpwatch: /sbin/nologin
ntp:x:38:38::fetc/ntp:/sbinsnologin

dbus:x:81:81l:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
named:x:25:25:Named: /var/named: /sbin/nologin
sshd:x:74:74:Privilege-separated S5H:/varsempty/sshd:/sbin/nologin
haldaemon:x:68:68 :HAL daemon:/:/sbin/Nologin
avahi-autoipd:x:100:102:avahi-autoipd: /var/lib/savahi-autoipd: /sbinsnologlin
gdm:x:42:42: :/var/gdm: /sbin/nologin

user:x:500:500:User: /home/suser:/sbin/bash

Figure 8 : Results of removing unnecessary default user accounts
4. If the default user accounts have been successfully removed, your /etc/passwd file
will look similar to the output shown in the figure above.

4.2 Remove Default Groups

Now that we have removed all unnecessary accounts from the /etc/passwd file, we will
clean up the /etc/groups file.

The groups that we will remove are:

« adm « Ip e uucp
. dip « mall
« lock « news

Removing a group account is similar to the process of removing a user shown above.

1. Delete the ‘adm’ group using the following command:

| # groupdel adm

2. Repeat the previous step for each group listed above.
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Verify removal by executing the following command:

Linux Host System Hardening

# cat /etc/group

root:x:@:root
bin:x:1l:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin
tty:x:5:
disk:x:6:root
mem:x:8:
kmem:x:9:
wheel:x:1@:root
man:x:15:
users:x:100:
utmp:x:22:
utempter:x:35:
audio:x:63:gdm
distcache:x:94:
Tloppy::x:19:
webalizer:x:67:
dovecot:x:97:
squid:x:23:
mysgql:x:27:
pcap:x:77:
slocate:x:21:
ntp:x:38:
ecryptfs:x:101:
dbus:x:81:
avahi:x:70:
named: x:25:
sshd:x:74:
haldaemon:x:68:
avahi-autoipd:x:102:
gdm:x:42:
user:x:500:

Figure 9: Results of removing unnecessary default groups

If the default groups have been successfully removed, the /etc/group file will look

similar to the output shown in the figure above.

4.3 Create the ‘Admin’ User
The last account management task we will perform manually is to create an ‘admin’ user

for daily administration tasks once the initial setup is complete.

1.

2.

3. When prompted for a password use the following: st eel er s
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Add the admin user using the following command:

| # useradd adnin

Set the password for the ‘admin’ account:

| # passwd adnin

The output will resemble that shown below:

Changing password for user admin.
New UNIX password:

BAD PASSWORD: it is based on a dictionary word

Retype new UNIX password:

passwd: all authentication tokens updated successfTully.

Figure 10: Creating an Admin user
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Note: In a real production environment you should always choose a strong password or
passphrase that is sufficiently long and contains a combination of letters, numbers, and
special characters. The above password is used for demonstration purposes only.

5 Installing ClamAV
1. Copy the ClamAYV tarball from the course CD to the /root directory:

| # cp /nmedi a/ Al STS/ Tool s/ Li nux/ Cl amAV/ cl amav-0. 96. 1. tar. gz /root

2. Untar ClamAV:

# cd /root
# tar xvzf clamav-0.96.1.tar.gz

3. We need to install a few prerequisite packages before installing ClamAV. We will use
our trusted yum repository that we set up earlier in this task to install zlib-devel.
Additionally, in order to compile ClamAV and other tools in later tasks from source
code we will need a compiler installed on the machine. This distribution of CentOS
does not come with a compile pre-installed so we will install the gcc compiler
ourselves.

Make sure to remove this compiler when all of this machine’s tasks have been
completed as it can be leveraged by an attacker to compile malicious code if they
were to gain access to the system.

yuminstall gcc zlib-devel

Typey then press [ Ent er] when prompted to confirm the download.

Change into the clamav-0.96.1 directory and install ClamAV:

cd cl amav-0.96.1

adduser cl amav

./configure --sysconfdir=/etc
make

make install

Use the VI editor to open the clamav.conf file in order to configure ClamAV:

H o | HF OH OHF OH OFH OO D |H

vi /etc/cland. conf

7. Press[Insert] to enter edit mode. Comment out the line near the beginning of
the file containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 11: Editing clamd.conf
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8. Find and uncomment the following lines by removing the ‘# in front of them:
a. ‘LogFile /tmp/clamd.log’
b. ‘LogTime yes’
c. ‘LogSyslog yes’
d. ‘LocalSocket /tmp/clamd.socket’
9. Save and exit the file. Press [ Esc] andtype:wqg thenpress[Enter].

10. The ClamAV updater (freshclam) needs to be pointed to our internal proxy (10.0.2.1)
in order to be able to update virus definitions. Use the VI editor to open the
freshclam.conf file:

# vi [etc/freshcl am conf

11. Comment out the line near the beginning of the file containing ‘Example’:

# Comment or remove the line below.
#Example
Figure 12: Editing freshclam.conf

12. Find the proxy settings. Uncomment and make the following changes to indicate the
IP of the proxy server and the port number to use:

HTTPProxyServer 10.0.2.1
HTTPPr oxyPort 3128

Note: Although freshclam has been configured, it probably won't successfully run yet.
The Squid Proxy server may still need to be set up.

13. Save and exit the file. Press [ Esc] andtype : wg then press [ Enter].

14. Enable the ClamAV daemon to start automatically as a service:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ C amAV/ cl and /etc/init.d/
# chkconfig --add cl and
# service cland start

15. Setup cron jobs for Virus definition updates and nightly virus scans:

# crontab —u root -e

16. Add the following two lines to the file:

15 2 * * * [usr/local /bin/freshclam --qui et
15 3 * * * [usr/local/bin/clandscan --quiet /

17. Save and exit the cron file. Press [ Esc] and type : wg then press[Enter].

18. Remove ClamAYV installation files (they contain test signatures that will be found on
every scan if we don't remove them) then reboot the server.

# cd /root
# rm-rf clamav-0.96*
# reboot
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ADDENDUM Bash Script: ‘for loop’

Create afile containing the list of items

1. If you would like to automate the task of removing the unwanted services, users and
groups, you can write a Bash script to loop through the list of items and process
them one by one. First, start by creating a text file containing the list of items that
you want to process. Enter the following command to create the text file:

# cat > del et edSvclLi st |

2. After you typed the previous command and hit the [ Ent er] key, notice that there is
no prompt (‘#) at the cursor. The file is now open and you can enter the list of items
that you want to process. Enter each item on a separate line, hitting the [ Ent er ]
key to move to the next line.

3. When all of the items have been entered into the file, press [ Ct r | +d] to save and
close the file. Notice that the prompt (‘#') has returned to the shell.

Write the ‘for loop’

1. Now we will create a ‘for loop’ that will read the items in the deletedSvcList file one
by one and stop each service. Enter the following script as it appears below to stop
the unwanted services:

|# for str in $(cat del etedSvcList); do service $str stop; done |

A simple modification makes sure that those services do not start on bootup:

|# for str in $(cat del etedSvcList); do chkconfig --del $str; done |

2. Notice that the script is in three sections, separated by semi-colons (‘;’). The first
section of this script creates a variable, named ‘str’, and assigns to it the first item in
the file. The second section inserts the value of the variable, ‘str’, into the shell
command. The command is executed and then the process is repeated for each
item in the file. When there are no more items in the file, the third section of the
script ends the process and returns control back to the shell.

As you go through the steps, you will have to create three separate files for services,
users and groups. Then you must modify the file name in the first section of the
script. Likewise, you will have to modify the command in the second section to
perform the action that you want.

Here are the files and scripts that should be created to remove the following items:
Users:
| # cat > del et edUser Li st |

| # for str in $(cat deletedUserList); do userdel $str; done |

Groups:
| # cat > del et edG pLi st |

| # for str in $(cat deletedG pList); do groupdel $str; done |
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1 Setup Linux ntpd Client Service

1.1 Installation
1. If you have not already done so, log on the console using:

Username: root Password: tartans@1
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

The Network Time Protocol Daemon (ntpd) is installed with most Linux distributions.
You will create a cron job that will cause the Linux ntpd to query the W2k ntp server
on a periodic basis and update the Linux box’s system time.

1.2 Configuration

1. Run the following command to see the current local system time. Hopefully, it is
significantly different from the updated time server’s system time as this will explicitly
demonstrate when the client becomes synchronized with the server:

| # date

2. If the date is not significantly different from the time server’'s system time, you can
change the local client system’s time manually by entering the following command,
changing the system date and time to whatever you want:

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

3. The ntp configuration file must be modified to tell it which time server to use to
update the system time. This file is located in the ‘/etc’ directory. To open the config
file in the ‘vi’ text editor, enter:

| # vi /etc/ntp.conf |

4. In order to be able to modify the file in the ‘vi’ editor, the [ | nsert] key must be
pressed before trying to add or change text.

5. Scroll down to the section beginning with “# Use public servers” which is excerpted
here:

E Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
server 0.centos.pool.ntp.org

server l.centos.pool.ntp.org

server 2.centos.pool.ntp.org

Figure 1: Default NTP configuration file

Comment out the previous servers and add the following two lines at the end of this
section:

restrict 10.0.2.1 mask 255. 255. 255. 255 nonodi fy notrap noquery
server 10.0.2.1 prefer
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Your section should look similar to the following:

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
#server O.centos.pool.ntp.org

#server l.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

restrict 18.8.2.1 mask 255.255.255.255 nomodify notrap noguery

server 10.0.2.1 prefer

Figure 2: Edited NTP configuration file
6. Save and exit the file. Press [ Esc] andtype:wqg thenpress[Enter].

Now we need to cause ntpd to update to the ntp server time by modifying
letcintp/step-tickers to run ntpdate when ntpd is started. Do this by running these
two commands:

| # echo "10.0.2.1" > /etc/ntp/step-tickers |

8. The ‘step-tickers’ file should now contain only the ntp server’s IP address. The file
contents can be viewed by entering this command:

| # cat /etc/ntp/step-tickers |

9. Enter the date command to see that the date is still incorrect.

10. Now, if the ntpd service is not currently running, it must be started by entering the
following command. If the service is currently running, replace ‘start’ with restart .
NOTE: Once the service is running, always remember to ‘restart’ after making any
changes to the ntp config file. Otherwise, the service will continue to run according
to the previous config file settings until the service is restarted. Later, we will be
creating a cron job to periodically restart the service. For now, enter this command:

| # service ntpd start |

11. You should see these two messages:

ntpd: Synchronizing with lcime Server: [ OK 1
Starting ntpd: [ OK 1]

Figure 3: Starting the NTP service
12. Enter the date command again to see that the time has been synchronized.

Note: This will only be successful after Quebec’s time server has been configured
properly. Check with your teammates for its status.

13. The service can be verified and the current pid identified by entering:

# service ntpd status

14. Now, we are going to make sure that ntpd updates the system time regularly. Skew
the local system time again by entering the following command that you entered
earlier:

# date -s "Fri Sep 12 14:38:19 EDT 2003"
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15. A cron job must be created to cause the ntpd service to periodically query the time
server and update the local system time accordingly. Enter this command to create
the cron job file:

| # crontab —u root —e

16. This file should automatically open using the ‘vi’ text editor again, so you must press
the [ I nsert] key before you can add or modify text.

17. Enter the following command to set up a cron job that will execute every 10 minutes.
Review the ‘man 5 crontab’ pages to understand the crontab fields in more depth.
After the ntpd is verified to be up and running correctly, the first set of numbers can
be changed to a ‘0’ to cause the cron job to run at the top of every hour (0™ minute of
every hour) instead.

Make sure that there is a space after the 50 and between each ** and the */’
character following them. There are no spaces between the initial set of numbers.

o, 10, 20, 30,40,50 * * * * Jetc/rc.d/init.d/ntpd restart

0,16,20,30,40,58 * * = * Jetc/rc.d/init.d/ntpd restart
15 2 * * * Jusr/local/bin/freshclam --quiet
15 3 * * * Jusr/local/bin/clamdscan --quiet /

18. Now Save and exit the file. Press [ Esc] andtype:wq thenpress|[Enter].

19. Entering the following command will create init scripts at run levels 3-5 to start the
ntpd service every time the system is started up.

| # chkconfig --1evel 345 ntpd on

20. Use the following command to verify that the ntpd service is turned on at run levels 3,
4, and 5:

| # chkconfig --list | grep ntpd

21. Make sure that it looks like this:
ntpd B:off l:off 2:o0ff 3:on 4:on 5:on G:off
Figure 4: NTP service startup run levels

22. Now, use the date command to see if the cron job has updated the system time. If
not, wait a few more minutes and try again.

23. Once the remote centralized syslog server is installed and configured, we can review
the logs that are generated from the Network Time Server process. There we will
see each time that the client is updated and the offset amount by which it is updated.
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Installing and Configuring Bastille-Linux

We have already done preliminary hardening (by removing users, groups, etc) and now we will
use Bastille-Linux to finish the task. Bastille allows us to easily modify many OS settings. In
this task, we will apply a previously configured Bastille template file (analogous to the Security
Configuration templates used on Windows) to our system.

1 Bastille Configuration

1.1 Install Bastille
1. If you have not already done so, log on to the machine using:

Username: root
Password: tartans@1
2. Open a terminal window by clicking on:
Applications->Accessories->Terminal.

3. There are two modules that are required to implement Bastille:
perl-Curses-1.12-1.2.el4.rf.i386.rpm
Bastille-3.0.8-1.0.noarch.rpm

Copy the required modules to the /root directory with this command:

# cp / nmedi a/ Al STS/ Tool s/ Li nux/ Bastille/* /root

4. Using the following commands, change to the /root directory and get a directory
listing to confirm all of the Bastille files copied:

# cd /root
# 1s —l

5. Install perl-Curses module:

|# rom—ivh perl-Curses-1.28-1.el5.rf.i386.rpm

6. Install Bastille module:

|# rpom—i vh Bastille-3.0.9-1.0.noarch.rpm

1.2 Run Bastille
1. Copy Golf’s Bastille template to the Bastille configuration directory (this command
should be typed as one continuous line with a space after ‘cp’ and after ‘bastille-ids-
config”):

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Config_Fil es/Golf_10. 0. 4. 4/ bast

ille-ids-config /etc/Bastille/config
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2. Run Bastille in batch mode to apply the preconfigured template:

| # bastille —b —n 2>/ dev/ nul |

Note: The template generates error messages about the CentOS version, but the
settings will be applied successfully. These messages are not important, and so in
this command, we divert all error messages to /dev/null (the trash).

NOTE: Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

NOTE: Bastille is scanning the system configuration...
NOTE: Bastille is now locking down your system in accordance with your

answers in the "config" file. Please be patient as some modules
may take a number of minutes, depending on the speed of your

machine.
NOTE: Executing Firewall Specific Configuration
NOTE: Executing File Permissions Specific Configuration
NOTE: Executing Account Security Specific Configuration
NOTE: Executing Boot Security Specific Configuration
MNOTE: Executing Inetd Specific Configuration
NOTE: Executing PAM Specific Configuration
NOTE: Executing Logging Specific Configuration
NOTE: Executing Daemon Specific Configuration
NOTE: Executing 5endmail Specific Configuration
NOTE: Executing Apache 5Specific Configuration
NOTE: Executing FTP Specific Configuration
NOTE: Executing Temporary Directory Specific Configuration

Figure 1: Bastille Output

2 Bastille Configuration
1. The template we applied has been previously configured as follows.

Enter the following command to view the new Bastille security settings:

|# cat /etc/Bastille/config | |ess

2. Now you can scroll up and down to view the entire file. When you are finished reviewing
the file, press the ‘q’ key to quit viewing the file and return to the shell prompt.

3. After reviewing the config file, reboot the system by typing r eboot . You will now have to
login with the admin account that was created in the Linux Host System Hardening task.
Make sure that the admin account was created before rebooting the system or you will
not be able to login.

You may need to reset the screen resolution to 1024x768 the first time you log on to the
admin account. You can do this by going to ‘System’ -> ‘Preferences’ -> ‘Screen
Resolution’.

The remaining sections of this document detail the previously configured template that
we applied. Note that you will NOT need to actually perform any tasks in the following
sections; it is merely here for your edification. After reviewing, you can move on to the
next task.
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2.1 File Permissions
¢ Disallow non-root access to ping, usernetctl, mount/umount, and at

¢ Disable the r-tools (rsh, rlogin, etc) which are troublesome due to their use of weak
authentication.

# 0: Would you like to set more restrictive permissions om the administration u
tilities? [N]
FilePermissions.generalperms_1 1="N"

# 0: Would you like to disable SUID status for mount/umount?
FilePermissions.suidmount="Y"

# 0: Would you like to disable SUID status for ping? [Y]
FilePermissions.suidping="Y"

# 0: Would you like to disable SUID status for at? [¥]
FilePermissions.suidat="%"

# 0: Would you like to disable the r-tools? [Y]
FilePermissions.suidrtool="Y"

# 0: Would you like to disable 5SUID status for usernetctl? [Y]
FilePermissions.suidusernetctl="¥"

Figure 2: File Permissions

2.2 Account Security Settings
o Enforce password aging

e Restrict cron (scheduler) to the root user

¢ Disallow root from direct login. After we apply this template all administrators must
login using the ‘admin’ account and then su to root.

e Set permissions on all user-created files so that the file is only readable by the user
who created it.

# 0: GShould Bastille disable clear-text r-protocols that use IP-based authentic
ation? [Y]
AccountSecurity.protectrhost="Y"

# 0: Would you like to enforce password aging? [Y]
AccountSecurity.passwdage="Y"

# 0: Do you want to set the default umask? [Y]
AccountSecurity.umaskyn="Y"

# 0: What umask would you like to set for users on the system? [077]
AccountSecurity.umask="077"

# 0: 5Should we disallow root logim on tty's 1-67 [N]
AccountSecurity.rootttylogins="Y"

Figure 3: Account Security Settings
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2.3 Boot Security Settings

o Disable CTRL-ALT-DELETE rebooting so that a user must have a valid login and
password to reboot the machine.

o Password protect single user mode to require the root password. Single user mode
is equivalent to run level 1. You are granted root access, but networking is disabled.

# Q: Would you like to password-protect the GRUB prompt? [N]
BootSecurity.protectgrub="N"

# 0: Would you like to disable CTRL-ALT-DELETE rebooting? [N]
BootSecurity.secureinittab="Y"

# 0: Would you like to password protect single-user mode? [Y]
BootSecurity.passsum="Y"

Figure 4: Boot Security Settings

2.4 Securing inetd and TCP Wrappers
e Disable telnet and ftp

o Create authorized use banners that will be displayed before the user can log in

o We do not set default deny on TCP wrappers in this configuration. Later on we will
configure an IPtables firewall which will handle this for us.

# 0: Would you like to set a default-deny on TCP Wrappers and xinetd? [N]
Securelnetd. tcpd_default_deny="N"

# 0: Would you like to display "Authorized Use" messages at log-in time? [Y]
SecureInetd.banners="Y"

# 0: Who is responsible for granting authorization to use this machine?

SecureInetd.owner="administrator@aia.class"”

Figure 5: Securing inetd and TCP Wrappers

2.5 Configure PAM

e Set limits on resources. Users will only be allowed to start 150 concurrently running
processes, and will be unable to open core system (kernel) files.
e Only allow admin to log in at the console

# 0Q: Would you like to put limits on system resource usage? [N]
ConfigureMiscPAM.limitsconf="Y%"

# 0Q: 5Should we restrict console access to a small group of user accounts? [N]
ConfigureMiscPAM.consolelogin="Y%"

# 0Q: Which accounts should be able to login at console? [root]
ConfigureMiscPAM.consolelogin_ accounts="admin"

Figure 6: PAM Settings
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2.6 Logging Settings
o We will configure logging in a later module, therefore we will not configure logging
through Bastille

# 0: Would you 1like to set up process accounting? [N]
Logging.pacct="N"

Figure 7: Logging Settings

2.7 Sendmail Settings

e Prevent sendmail from running in daemon mode. This machine will not be a mail
server, so sendmail need not listen for connections

# 0Q: Do you want to stop sendmail from running in daemon mode? [Y]
Sendmail.sendmaildaemon="Y"

Figure 8: Sendmail Settings

2.8 Miscellaneous Daemons

# 0: Would you like to disable acpid and/or apmd? [Y]
MiscellaneousDaemons.apmd="%"

# 0: Would you like to disable GPM? [¥]
MiscellaneousDaemons.gpm="Y%"

# 0: Would you like to deactivate the HP Officelet (hpoj) script on this machin
et
MiscellaneousDaemons.disable hpoj="Y"

# 0: Would you like to deactivate the ISDN script on this machine?
MiscellaneousDaemons.disable isdn="Y"

Figure 9: Miscellaneous Deamons

29  Apache Web Server Settings

# 0Q: Would you like to bind the Web server to listen only to the localhost? [N]
Apache.bindapachelocal="N"

# Q: Would you like to bind the web server to a particular interface? [N]
Apache.bindapachenic="N"

# 0: Would you like to deactivate the following of symbolic links? [Y]
Apache.symlink="N"

Figure 10: Apache Web Server Settings

2.10 Tempdir Scripts

e This system is not a multi-user system, and therefore we will not be very concerned
with the temporary (shared) directories

# 0: Would you like to install TMPDIR/TMP scripts? [N]
TMPDIR. tmpdir="N"

Figure 11: Tempdir Scripts
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2.11 Packet Filtering Firewall

o We will configure a firewall in a later module, therefore we will not use Bastille’s
firewall configuration

# 0: Would you like to run the packet filtering script? [N]
Firewall.ip_intro="N"

Figure 12: Packet Filtering Firewall

2.12 FTP Settings

# 0: Would you like to disable anonymous download? [N]
FTP.anonftp="Y"

# 0: Would you like to disable user privileges on the FTP daemon? [N]
FTP.userftp="Y"

Figure 13: FTP Settings
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Configuring IPTables as a Host Based Firewall on Linux
Systems

The host based firewall for Linux, IPTables, can be configured by accessing the console directly
IPTables has six pre-defined “chains” that are
available with the ability to create user defined chains as well. The default chains are:

or via SSH from a management workstation.

e INPUT

o OUTPUT

e INPUT

¢ FORWARD

¢ PREROUTING

¢ POSTROUTING

The table below lists various options that can be used when configuring iptables rules.
Additional information is available by typing i pt abl es - - hel p at the Linux command line or
by reviewing the iptables man page (type: man i pt abl es).

~table

4 Description

filter | Default table. This is used if not
specified
nag Metwork address translation

Used for Quality Of Service (Q03)
and preferential treatrment

mangle

raw  |Enables optimization. g, lgnore
fireswall state matching for port 80 for
enhanced speed due to less
nracessing. Requires kemel patch

Command
[Use one)
-A
~append
-0
~delete

|
~ingett

R
~replace

-
~flush

-z

~Z8r0

~list

-
~new-chain

R
~delete-

chain

P
~palicy

-E
~renane-

chain

Figure 1: IPtables Options
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Description

Append rule ta chain

Delete rule from chain

Inert rule at beginring or at
specified seguence number in
chain.

Replace nile

Flush all rules

Zera byte courters in all chaing

List all rules.

Add option ~line-numbers for
fule nurmber.

Create new chain

Delete user defined chain

Set default policy for 3 chain

Rerame a chain

Command
Option
-5
~5OUICE

-
~destination
i

~in-inteface

-0
-out-intetface

P
-nratocal

g
~-jump
-+f
~fragment

-
-get-counters

-m L&g
-match tcp

-m state
~match state

Description Defined
Folicies
Source address of packet ACCEPT
DROP
Destination add f packet
estination addrass of packe REEECT
Interface packet is amving from RETURN
MARK
Interface packet is going to
MASQUERADE
Pratocol: L0G
~sport port]:part]
-t port:pon]
“3
\dp
o
“mag. ULOG
Target to send packet to SNAT
Fragment matching REDIRECT
DNAT
Set packet/byte counter QUELE

“-gource-port port[:por]
{port # or range ##)

“- destination- port port]:port]
“op-flags

~state

“ESTABLISHED

“RELATED

NEW

INYALID

(Push content, not expected to
regigye this packet.)

© 2010 Carnegie Mellon University

Descrigtion

Let packet thraugh

Deny packet with no reply
Deny packet and notify sender
Handled by default targets

Used for error response
Use with option --reject-with type

Used with pat table and DHCP

Lag to file and specify message:
°-log-level #

“-log-prefis "prefis”
“-log-tpg-seguence
“-logtpg-options
“-log-ig-options

Log ta file and specify userpace logaing
messages

Walid in PREROUTING chain. Used by
nat

Used with pat table. Output.
Walid in POSTROUTING chain. Output

Pass packet to ugerspace.
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1 Creating Inbound and Outbound Filtering Rules

The filtering rules for this server will be set up to allow the following traffic into and out of

the system:
Source Destination | Proto | Source | Destination Direction Purpose
Address Address Ports Port
10.0.4.0/24 10.0.4.4/32 | ANY ANY ANY Inbound Management
10.0.3.2/32 10.0.4.4/32 | ANY ANY ANY Inbound Mike-Nagios
10.0.2.5/32 10.0.4.4/32 | TCP ANY 3306 Inbound Lima
10.0.2.5/32 10.0.4.4/32 | UDP ANY 3306 Inbound Lima
10.0.3.2/32 10.0.4.4/32 | UDP ANY 3306 Inbound Mike - Nagios
127.0.0.1/32 | 127.0.0.1/32 * * * Inbound Loopback
Log All Denied
10.0.4.4/32 10.0.4.0/24 | ANY ANY ANY Outbound Management
10.0.4.4/32 10.0.2.3/32 | TCP | ANY 25 Outbound SMTP
10.0.4.4/32 10.0.2.4/32 | UDP ANY 53 Outbound DNS
10.0.4.4/32 10.0.2.1/32 | UDP 123 123 Outbound NTP
10.0.4.4/32 10.0.2.1/32 | TCP ANY 3128 Outbound Squid Proxy
127.0.0.1/32 | 127.0.0.1/32 * * * Outbound Loopback
Log All Denied

1. If you have not already done so, log on to the machine using the newly enforced admin

account:

Username: admin Password: steelers

2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Ensure iptables is stopped.

| # service iptables stop

5. Clear all existing iptables rules.

| # iptables --flush

6. Set the default policy for the FORWARD chain to DROP all packets.

| # i ptabl es —P FORWARD DROP

Page 2 of 5
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7. Create the iptables file that will be used to save firewall rules.

# iptabl es-save > /etc/sysconfig/iptables

# vi [etc/sysconfig/iptables

8. Remove the last two lines. Move the cursor to each line and press the [D] key twice.
This will delete the current line in VI. The file should look like the following when
completed:

# Generated by iptables-save w1.3.5 on Mon Jun 14 18:52:106 2010
*filter

:INPUT ACCEPT [5:420]

:FORWARD DROP [B8:0]

:0UTPUT ACCEPT [5:420]

9. Add the remaining rules to the iptables file as listed below. Comments/remarks are
identified with a ‘#' at the beginning of the line. These lines are used to identify what the
rules beneath them are used for. Although they are not required, it is a good practice to
describe the rules, their intent, who added the rule, and potentially the date on which the
rule was added or modified. Use the cursor to go to the bottom of the file.
Simultaneously press the [ Shift] and [ A] keys to append text to the end of the

last line. Press[Enter] toadd a new line. Enter the following lines:
# Allow all inbound traffic from the MGMT network
-A INPUT -s 10.0.4.0/24 -d 10.0.4.4/32 -1 ethl -j ACCEPT

# Allow all inbound traffic from Mike-Nagios
-A INPUT -5 10.8.3.2/32 -d 10.0.4.4/32 -1 ethl -j ACCEPT

# Allow Lima 5Snort sensor to send alerts to BASE
-A INPUT -5 18.0.2.5/32 -d 10.0.4.4/32 -1 ethl -p tcp --dport 3306 -j ACCEPT
-A INPUT -5 108.0.2.5/32 -d 10.0.4.4/32 -1 ethl -p udp --dport 3306 -j ACCEPT

# Allow Mike Snort sensor to send alerts to BASE
-A INPUT -5 10.0.3.2/32 -d 10.08.4.4/32 -1 ethl -p tcp --dport 3386 -j ACCEPT
-A INPUT -5 10.0.3.2/32 -d 10.08.4.4/32 -1 ethl -p udp --dport 3386 -] ACCEPT

# Allow all established connections
-A INPUT -1 ethl -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all inbound traffic on the loopback interface
-A INPUT -1 lo -p all -j ACCEPT

# Enable logging on INUT chain
-A INPUT -j LOG --log-level &

# 5et the default INPUT policy to Drop
-P INPUT DROP

Figure 2: IPtables Input Rules
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# Allow outbound mail traffic to Bravo

-A QUTPUT -d 10.06.2.3/32 -0 ethl -p tcp --dport 25 -j ACCEPT

# Allow outbound DNS traffic to Alpha

-A OUTPUT -d 10.0.2.4/32 -0 ethl -p udp --dport 53 -j ACCEPT

# Allow outbound web proxy traffic to Quebec

-A OUTPUT -d 10.08.2.1/32 -0 ethl -p tcp --dport 3128 -j ACCEPT

# Allow outbound NTP traffic to Quebec

-A QUTPUT -d 10.6.2.1/32 -0 ethl -p udp --dport 123 -j ACCEPT

# Allow all outbound traffic to the MGMT network
-A OUTPUT -d 10.0.4.0/24 -o ethl -p all -j ACCEPT

# Allow all established connections

-A OUTPUT -o ethl -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all outbound traffic on the loopback interface
-A QUTPUT -o lo -p all -j ACCEPT

# Enable logging on OUTPUT chain
-A QUTPUT -j LOG --log-level 6

# 5et the default OUTPUT policy to Drop
-P OUTPUT DROP

# Enable rule set
COMMIT

Figure 3: IPtables Output Rules

10. Save and exit the file. Press [ Esc] andtype:wq then press|[Enter].

1.1 Applying the firewall rules
1. Enter the following command to start the iptables firewall:

# service iptables start

2. If the service started successfully, you should see the following:

Flushing firewall rules: [
Setting chains to policy ACCEPT: filter [
Unloading iptables modules: [
Applying iptables firewall rules: [
Loading additional iptables modules: ip_conntrack netbios n[

Figure 4: IPtables Successful Startup
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1.2 Making the iptables file immutable

1. Since we do not want the iptables file to change for ANY reason after the rules have
been built without intervention from the administrator, we will make this file immutable.
To do this, we will issue the following command.

| # chattr + /etc/sysconfig/iptables

2. Relinquish the elevated root privileges by typing the following command:

| # exit
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Installing a Linux Intrusion Detection System

Golf will be an IDS sensor for the DMZ and a central collection point for all other IDS
sensors on the network. The collection database and analysis console will be installed on
this server running in the management network. Access to the console requires
authentication and is only available from the management network (10.0.4.0/24).

The following applications will be installed and configured:

0 Snort; A popular open source IDS tool (http://www.snort.org).

0 BASE; Basic Analysis Security Engine: a web based front end for SNORT Alert
Analysis (http://sourceforge.net/projects/secureideas).

0 MySQL; “The world’s most popular open source database” (http://www.mysqgl.com).

o0 Several additional applications to support Base,

o PHP; A server-side scripting language (http://www.php.net).

0 ADODB,; the database abstraction library for PHP that enables the BASE
application to communicate with the snort MySQL database,
(http://adodb.sourceforge.net/).

1 Snort Installation and Configuration

The Snort Intrusion Detection System can be a powerful tool to help in protecting a
network. We will be installing Snort, along with other modules that Snort requires.

1.1 Installation
Snort can log in a variety of different formats, including a few different database
formats and flat text. We will be installing Snort to log to a MySQL database.

There are several prerequisites that must be installed for Snort to run. Snort uses
libpcap to capture packets from the ethernet interface. There are also a number of
other packages we need to install in order to configure Snort to send our alerts to the
central MySQL console.

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Download and install the prerequisites from the trusted repository that was set up in
the Linux Host System Hardening step by executing the following command:

# yuminstall nysqgl-server mysql-bench nysql -devel |ibpcap |ibpcap-
devel pcre-devel

Typey and press [ Ent er] when prompted to download the packages.

6. There are several files that we will need to implement Snort:
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snort-2.8.6.tar.gz
snortd
snortrules-aists.tar.gz
Copy the required files to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Snort/* /r oot

Setup folders that we will use for Snort:

# nkdir /var/log/snort
# nkdir /etc/snort

Untar the Snort installation file and cd into the new directory:

# cd /root
# tar xvzf snort-2.8.6.tar.gz
# cd snort-2.8.6

Configure the installation to have Snort be compatible with MySQL, compile the
code, then install the files to their final location:

# ./configure —w th-nysql —enable-zlib
# make
# make install

10.

Install the rules and configuration files:

cd /root

cp ./snortrules-aists.tar.gz /etc/snort
cd /etc/snort

tar xvzf snortrul es-aists.tar.gz

rm—f snortrul es-aists.tar.gz

cp etc/*

rm-rf etc

H OH OHF H O H H

11.

Copy the Snort startup script into the /etc/rc.d/init.d directory:

# cp /root/snortd /etc/rc.d/init.d

12.

Configure Snort to start when the machine is booted:

# cd /etc/rc.d/init.d
# chnod 755 snortd
# chkconfig — 1 evel 2345 snortd on

13.

Use chkconfig to ensure that snort is configured to start at the correct run levels
(2,3,4,5):

# chkconfig —1list | grep snortd

Page 2 of 11
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snortd B:off l:off 2:on 3:on 4:on 5:0n G:off
Figure 1: Chkconfig Output for Snort

14. The snortd file needs to be edited to ensure that snort starts after MySQL has started
on bootup. Use VI to edit the snortd file:

# vi [/etc/rc.d/init.d/snortd

15. During the boot, MySQL is started first, but does not complete before Snort is
started, so Snort fails to start. We need to make sure that Snort is set to wait extra
time before it runs. Verify that the following line has been added to the snortd file
right below the line labeled “start)”:

| sleep 3

This causes the Snort startup script to wait 3 seconds before continuing to run the
script. It should look like the figure below:

# Source function library.
. fetc/rec.d/init.d/functions

# Specify your network interface here
INTERFACE=eth®

# See how we were called.
case "s$1" in
start)
sleep B
echo -n "Starting snort: "
daemon fusr/local/bin/snort -d -D %
-c Jetc/snort/snort.conft
touch /var/lock/subsys/snort
echo
stop)
echo -n "Stopping snmort: "
killproc snort
rm -f /var/lock/subsys/snort
echo

restart)
Figure 2: Have Snort pause 3 seconds

16. To save and exit the VI editor, press [ Esc] then type : wg and press [ Enter] .

1.2 Configuration
1. Edit the snort configuration file

# vi [etc/snort/snort.conf
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2. Scroll down to the section titled ‘Step #1: Set the network variables’. This is where
we will tell Snort the layout of our network and the location of the rules that we just
installed. Press [ I nsert] to edit the file. Change the following lines, making sure to
include the brackets “[* and “]” where shown when entering the info:

var HOME_NET [10.0.1.0/24]

var EXTERNAL NET !$SHOME_NET

var RULE_PATH /etc/snort/rules

var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH /etc/snort/preproc_rules

Note: When entering in the IP addresses, be sure not to include any spaces or
carriage returns.

3. Scroll down to the section titled ‘Step #5: Configure preprocessors’. We are going
remove the small_segments directive in the Snort stream5_tcp preprocessor
because it can cause a large number of false positive alerts in our network. Find the
line beginning with ‘preprocessor stream5_tcp:” and remove the ‘small_segments 3
bytes 150," text from the line. The result should look like the following:

preprocessor stream5 tcp: policy windows, detect anomalies, require 3whs 180, %
overlap_limit 18, timeout 180,
ports client 21 22 23 25 42 53 79 189 118 111 113 119 135 136 137 139 143 \
161 445 513 514 587 593 691 1433 1521 2100 3306 6665 6666 6667 G668 6669
%

Figure 3: Edit Snort preprocessor

4. Next find the ‘Portscan detection’ heading in this section and enable portscan
detection by removing the ‘#' in front of the line beginning with ‘preprocessor
sfportscan’ and set the sense_level to ‘medium’.

5. Add an additional logging option and a new ‘ignore_scanners’ directive to not alert us
of portscan traffic coming from hosts on our network that are known to cause false
positives of such alerts as shown below:

# Portscan detection. For more information, see README.sfTportscan
preprocessor sfportscan: prote { all } memcap { 10000808 } sense lewvel { medium

LAY
ignore_scanners { 18.8.1.3/32 } \
logfile { portscan.log }

Figure 4: Configure Snort preprocessor

6. Scroll down to the section titled ‘Step #6: Configure output plugins’. Find the ‘# pcap’
section and add a line as follows:

# pcap
# output log tcpdump: tcpdump.log
output alert fTast: alert.ids

Figure 5: Configure Snort Output
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7. We will be configuring Snort to log to our MySQL database. Find the section
beginning with ‘# database’ and edit the second ‘output database’ line to look like the
following:

# database

# output database: alert, =<db_type>, user=<username> password=<password= test db
name=<=name> host=<hostname=

output database: log, mysgl, user=snort password=snortpw dbname=snort host=local
host sensor_name=golf

Figure 6: Configure Snort output database

1.3 Rules

There are many rules that are enabled by default when Snort is initially installed.
Many of these may or may not be necessary depending on your particular network
configuration. We will be disabling some unnecessary rules. The reason that we do
this is that the more rules that are active, the more that Snort has to parse for each
packet that is scanned.

1. We don't need all of the rule sets since the DMZ network doesn’'t have many of the
services that are trying to be exploited. For example, there is no Oracle database,
and telnet should be disabled on all hosts. Scroll down to the ‘Step #7: Customize
your rule set’ section of the config file. Disable all rule sets by placing ‘# at the
beginning of each rule line, except for the following rules which we will leave
enabled:

include $RULE_PATH/icmp.rules
include $RULE_PATH/sql.rules
include $RULE_PATH/web-iis.rules
include $RULE_PATH/web-misc.rules

Scroll down to the ‘Step #9: Customize your Shared Object Snort Rules’ section of
the config file. Enable the following rule sets by removing the ‘#" at the beginning of
each of the following rule lines:

include $SO_RULE_PATH/icmp.rules
include $SO_RULE_PATH/sqgl.rules
include $SO_RULE_PATH/web-iis.rules
include $SO_RULE_PATH/web-misc.rules

2. Save and exit the file. Press [ Esc] type : wg then press [ Enter].
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Install pre-compiled shared object rules:

# nkdir /usr/local/lib/snort_dynam crul es

# cp /etc/snort/so_rul es/ preconpil ed/ Cent os- 5-
4/i386/2.8.6.0/* [usr/local/lib/snort_dynam crul es/

# snort -c /etc/snort/snort.conf --dunp-dynam c-
rul es=/etc/snort/so_rules

Finished Loading all dynamic preprocessor libs from /Jusr/local/lib/snort_dynam
icpreprocessor/
Dumping dynmamic rules...
Dumping dynmamic rules for Library icmp 1.0.1
Dumping dynamic rules for Library misc 1.0.1
Dumping dynamic rules for Library imap 1.0.1
Dumping dymamic rules for Library web-activex 1.0.1
Dumping dynamic rules for Library exploit 1.0.1
Dumping dynamic rules for Library chat 1.0.1
Dumping dymamic rules for Library bad-traffic 1.0.1
Dumping dynmamic rules for Library multimedia 1.0.1
Dumping dynamic rules for Library smtp 1.0.1
Dumping dynamic rules for Library nntp 1.0.1
Dumping dymamic rules for Library web-misc 1.0.1
Dumping dynamic rules for Library web-client 1.0.1
Dumping dynamic rules for Library netbios 1.08.1
Dumping dymamic rules for Library dos 1.0.1
Dumping dymamic rules for Library web-iis 1.
Dumping dynamic rules for Library sql 1.8.1
Dumping dymamic rules for Library p2p 1.0.1
Finished dumping dynamic rules.
Snort exiting

0.1

Figure 7: Install Snort dynamic rules

2 Install ADODB

1.
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Copy the required files to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ | DS/ adodb/ * /r oot

Unpack ADODB to the /var/www/html/ directory:

# cd /var/ww/ htm
# tar xvzf /root/adodb511.tgz
# nmv adodb5 adodb

# chown —R apache /var/ww/ ht m / adodb
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3 Install and Configure BASE

3.1 Installation
3. Copy the required files to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ | DS/ BASE/ * /r oot

4. Unpack BASE to the /var/www/html/ directory:

# cd /var/ww/ htm

# tar xvzf /root/base-1.4.5. tar.gz

# nmv base-1.4.5 base

# chown —R apache /var/ww/ ht nl / base

3.2 Configuration

1. Copy the base_conf.php.dist configuration file to base_conf.php and open it in a text
editor:

# cd base
# cp base_conf. php. di st base_conf. php
# chown apache base conf. php

# vi base_conf. php

2. Make the following changes to the base config file:

Original: $BASE urlpath = '";
Change: $BASE url path = '/base';

Original: $DBlib_path = '";
Change: $DBlib_path = '/var/ww htnm /adodb';

Oigi nal :

$al ert _dbnane = ‘snort_| og';

$al ert _host = 'local host"';

$alert _port ="'";

$al ert _user = 'snort';

$al ert _password = ' nypassword';
Change t o:

$al ert _dbnane = 'snort';

$al ert _host = 'l ocal host"';

$alert _port ="";

$al ert _user = 'base';

$al ert _password = ' basepw ;
Oigi nal :

$archive_exists = 0; # Set this to 1 if you want access to
the archive DB from BASE

$ar chi ve_dbnane = 'snort_archive';

$ar chi ve_host = 'l ocal host';
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$ar chi ve_port B

$ar chi ve_user "snort’';

$archi ve_password = ' nmypassword’ ;
Change to:

$archive_exists = 1; # Set this to 1 if you want access to
t he archive DB from BASE

$ar chi ve_dbnane = "archive';

$ar chi ve_host = 'l ocal host';
$archive port ="";

$ar chi ve_user = 'base';

$ar chi ve_password = ' basepw ;

Oiginal: $show rows = 48;
Change: $show rows = 90;

Original: $show expanded_query = O0;
Change: $show _expanded_query = 1;

Original: $portscan_file ="";
Change: $portscan_file = '/var/log/snort/portscan.!|og';

Oiginal: $colored alerts = 0;
Change: $colored_alerts = 1;

Oiginal: $priority colors = array

(' FFOOO0Q' , ' FFFFOO' , ' FF9900' , ' 999999' , ' FFFFFF' , ' 006600 ) ;
Change: $priority_colors =

array(' 000000',' FFOOOOQ', ' FF9900' , ' FFFFOOQ' , ' 999999' ) ;

3.

Save and exit the file by typing [ Esc] :wg [Enter]

4  Configure Apache

1.

2.

Edit the apache configuration file:

# vi [etc/httpd/conf/httpd. conf

After
<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>
Add the following

<Directory “/var/ww html /base”>
Aut hType Basic
Aut hNane “Gol f (1 DS)”
Aut hUserFil e “/etc/httpd/ passwor ds/ passwor ds”
Requi re user base
</Directory>
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3. Make these additional changes:

Origi nal : #Server Name www. exanpl e. com 80

Change: ServerNane gol f. ai a. cl ass

Oiginal: Directorylndex index.htm index.htnl.var
Change: Directoryl ndex base_ main. php

Original: Options Indexes Fol |l owSynLi nks

Change: Options -1ndexes Fol |l owSynli nks
4. Save and exit the file.

Create BASE user and set password
5. Create the folder for the passwords file:
nkdir /etc/httpd/ passwords

chown apache /etc/httpd/ passwords

6. Change directories to the apache folder:
cd /etc/httpd

7. Create the passwords file for the BASE user:

[ usr/ bi n/ ht passwd —c passwor ds/ passwor ds base

Enter and Re-Enter the password, tartans@1

Give apache ownership of the passwords file:

# chown apache /etc/ httpd/ passwords/ passwor ds

10.  Configure Apache to load on startup:

# chkconfig —1level 2345 httpd on

11.  Use chkconfig to ensure that Apache is configured to start at the correct run levels
(2,3,4,5):

# chkconfig —1list | grep httpd

[root@Golf httpd]# chkconfig --lewvel 2345 httpd on
[root@Golf httpd]# chkconfig --list | grep httpd
httpd B:off lioff 2:on 3:on 4:on 5:on B:off

Figure 8: Chkconfig Output for Apache
5 Install and Configure PHP

5.1 Install PHP
1. Install PHP packages that we need from our trusted repository:

| # yuminstall php-nysql php-gd php-pear php-pear-Net- SMIP

2. Typey [ Enter] when prompted to download the packages.
3. Open the PHP configuration file in VI:

| # vi /etc/php.ini
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4.

5.

Make the following change

Oiginal: max_execution_tinme = 30
Change: max_execution_ tine = 60

To save and exit the VI editor, press [ Esc] :wg [enter]

5.2 Install supporting PHP modules

1.

Numerous PHP add-ons can be downloaded and/or installed using PEAR. Copy the
PEAR folder from the course CD to the /root directory:

# cp —r [/ nmedi a/ Al STS/ Tool s/ Li nux/ |1 DS/ Pear /r oot
# cd /root/ Pear

With Internet access these modules only take a minute or two to download and
install. The included modules have successfully been tested with the other versions
of the included applications.

Update existing PEAR packages:

# pear upgrade -—force Archive_Tar-1.3.7.tgz Consol e_GCet opt -
1.2.3.tgz PEAR-1.9.1.tgz Structures G aph-1.0.3.tgz XM__Uil -
1.2.1.tgz

Install necessary PEAR packages for BASE:

# pear install *

6 Setup and Configure MySQL Databases

1.

Turn on the MYSQL service:

# service nysqgld start

Create an admin MYSQL user:

# mysqgladm n -u root password ‘tartans@’

Configure MYSQL to load on startup:

# chkconfig —1evel 2345 nysqgld on

Use chkconfig to ensure that mysql is configured to start at the correct run levels
(2,3,4,5):

# chkconfig —1list | grep nysgld

[root@Golf Pear]# chkconfig --level 2345 mysqgld on
[root@GolT Pear]# chkconfig --list | grep mysqld
mysqld B:off l:off 2:on J:on 4:on 5:on 6:o0fT

Figure 9: Chkconfig Output for MYSQL

Each of the sql scripts used below can be opened in a text editor to view the list of
commands used within the MySQL console.

5.

Create the Snort and Archive Databases:
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mysql -u root -p < /nedial Al STS/ Tool s/ Li nux/| DS/ ai sts-sql/create_dat abases. sql

6. When prompted, enter the root user password: tartans@1

7. Create the tables for Snort Databases:

mysql -u root -p -D snort < /root/snort-2.8.6/schenmas/create_nysdl

8. When prompted, enter the root user password: tartans@1

9. Create tables to support BASE in the Snort Database:

mysql -u root -p -D snort < /var/ww/ htm /base/sql/create_base tbls mysql. sql

10.  When prompted, enter the root user password: tartans@1

11. Create tables in the Archive Database

mysql -u root -p -D archive < /root/snort-2.8.6/schenas/create nysql

12. When prompted, enter the root user password: tartans@1

13.  Create tables to support BASE in the Archive Database:

mysql -u root -p -D archive < /var/ww htm / base/ sql/create_base tbls nysql. sdl

14.  When prompted, enter the root user password: tartans@1

15.  Assign users to Snort and Archive Databases:

mysql -u root -p < /nedial Al STS/ Tool s/ Li nux/ | DS/ ai st s-sql /assi gn_users. sql

16.  When prompted, enter the root user password: tartans@1

7 Access the BASE Console

REBOOT Golf.

Once Golf has rebooted, access one of the Management workstations.
Browse to http://golf.aia.class/base (http://10.0.4.4/base)

A W NP

Enter the username: base
5. Enter the password: tartans@1

Apache does support HTTPS, and SSL certificates could have been used to further secure
this installation. Since access to the console is restricted to Management workstations on
the same subnet this additional task will not be completed.
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OSSEC Agent

OSSEC agents will be installed on each Linux and Windows server and send events to
the OSSEC server which is running on Foxtrot. OSSEC server processes events,
generate warnings and alerts sent by agents. Before installing any OSSEC agents make
sure that you have successfully deployed the OSSEC server in order to connect the
OSSEC agents to the OSSEC server which is running on Foxtrot.

1 OSSEC Agent setup

11 Installation
1. If you have not already done so, log on to the machine using the newly enforced
admin account:
Username: admin Password: steelers
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the
root password tartans@1

| # su -

4. Navigate to the Course CD by executing following command:

| # cd /medi a/ Al STS/ Tool s/ Li nux/ OSSEC/

5. Copy the OSSEC installation package:

|# Cp ossec-hids-2.4.1.tar.gz /root/

6. Extract the installation package into the root directory

# cd /root/
# tar -xzvf ossec-hids-2.4.1.tar.gz

7. Start installation using the following command and accept the default language by
pressing [ Enter]:

# cd ossec-hids-2.4.1
# ./linstall.sh
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8. Read the introduction and press [ Enter]:

OS55EC HIDS w2.4.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the 055EC HIDS.
You must have a C compiler pre-installed in your system.

IT you have any guestions or comments, please send an e-mail

to dcid@ossec.net (or daniel.cid@gmail.com).

System: Linux Golf 2.6.18-164.e15
User: root
Host: GolfT

-- Press ENTER to continue or Ctrl-C to abort. --

9. Answer the rest of the questions as shown in below and press [ Ent er] when you
have finished:

1- What kind of installation do you want (server, agent, local or help)?
agent

- Agent(client) installation chosen.
2- Setting up the installation environment.
- Choose where to install the 0SS5EC HIDS [/fvar/fossec]:
- Installation will be made at /var/ossec
3- Configuring the O0S5S5EC HIDS.
3.1- What's the IP Address of the 0S5EC HIDS server?: 10.0.4.2
- Adding Server IP 18.8.4.2
3.2- Do you want to run the integrity check daemon? (y/n) [y]: ¥
- Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]: ¥
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3.4 - Do you want to enable active response? (y/n) [y]l: n

- Active response disabled.

3.5- Setting the configuration to analyze the following logs:
-- fvar/log/messages
-- /fvar/log/secure
-- fvar/log/maillog
-- fvarflog/httpd/error_log (apache log)
-- Jfvar/flog/httpd/faccess log (apache log)

- IT you want to monitor any other file, just change
the ossec.conf and add a new localfile entry.
Any guestions about the configuration can be answered
by wvisiting us online at http://www.ossec.net

--- Press ENTER to continue ---

10. When the installation has finished you should see following screen and press
[Enter]:

- System is Redhat Linux.
- Init script modified to start O55EC HIDS during boot.

- Configuration fTinished properly.

- To start 055EC HIDS:
Svarfossec/binfossec-control start

- To stop O0S55EC HIDS:
/varjfossec/binfossec-control stop

- The configuration can be viewed or modified at svar/ossec/etc/ossec.c
onf

Thanks Tor using the O055EC HIDS.
IT you have any question, suggestion or if you find any bug,

contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net

( http://www.ossec.net/main/support/ }.
More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---
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1.2 Configuration

1. Now we’re going to setup a shared key between the OSSEC agent and OSSEC
server. In order to get a shared key from the OSSEC server login to Foxtrot through
SSH:

| # ssh root @0.0.4.2 |

Accept SSH connectivity by typing yes and entering the password tartans@1 and
you will be connected to Foxtrot:

[root@GolT ~]# ssh root@le.o.4.2

The authenticity of host '18.8.4.2 (10.0.4.2)"' can't be established.
RSA key fingerprint is f5:b7:79:02:ff:f8:7d:af:a2:37:87:db:eB:ee:ch:5e.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added *18.8.4.2' (R5A) to the 1list of known hosts.
root@le.0.4.2's password:

Last login: Wed Jun 16 12:03:50 2016 from 160.0.2.18

[root@Foxtrot ~1# ||

2. Start the OSSEC agent manager:

| # [var/ ossec/ bi n/ manage- agent s

[root@Foxtrot ~]# Svar/fossec/bin/manage_agents

e o o o o o e e o o o B o o o o
* 0SS5EC HIDS w2.4.1 Agent manager. *
* The following options are available: #*
e R o o o o o o R o e K
(A)dd an agent (A).
(E)xtract key for an agent (E}.
(L)ist already added agents (L}.
(R)emove an agent (R).
(Qjuit.
Choose your actiom: A,E,L,R or Q:

3. Now add Golf's OSSEC agent to the OSSEC server by entering A. Type y and

press [ Ent er] when you have finished entering the information about Golf as
shown below:

Golf Task 6/6 Page 4 of 7



OSSEC Agent

- Adding a new agent (use "\g" to return to the main menuj.
Please provide the following:
* A name for the new agent: Golf
* The IP Address of the new agent: 10.8.4.4
* An ID for the new agent[BB8]: G682
Agent information:
ID:068
Name:Golf
IP Address:10.0.4.4

Confirm adding it?(y/n): y
Agent added.

4. Now type E and press [ Ent er] to extract the shared key for Golf, and enter 008
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in following screenshot, because the shared key is
generated randomly each time when an OSSEC agent is added:

e e e e ke o o ke R e R o ke o o b o o R ol ke o ok e B o ke ol ok ok ok ke o o ke ok ok ok o ke

* 055EC HIDS v2.4.1 Agent manager. ®
* The following options are available: *
o o o R R o o o o
(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L).
(R)emove an agent (R).
(Quit.
Choose your action: A,E,L,R or Q: E

Available agents:
ID: 8681, Name: Hotel, IP: 18.8.1.5
ID: 882, Name: Juliet, IP: 10.0.1.3
ID: 883, Name: Bravo, IP: 18
ID: 084, Name: Alpha, IP: 1
ID: 8685, MName: Lima, IP: 10.08.2.5
ID: 886, MName: Charlie, IP: 10.0.2.06
ID: 687, Name: Echo, IP: 10.6.2.10
ID: 0688, Name: GolfT, IP: 10.8.4.4

Provide the ID of the agent to extract the key {(or "‘\g' to guit): 008

.08.2.3
.0.2.4

@

Agent key information for "008' 1is:
MDAATEdvDGYgMTAUMCABL JOgNWVINTZ1Y { ImMmZmNDMwM j RKOGZ 1LY ZY2YmIiIMGU2ZNmM20T
FINJYSZDNJNTNmYTZEYmUINDI JMGFiYmUINmI 1Y w==

#%* Press ENTER to return to the main menu.

5. Copy the shared key to your clipboard by highlighting it, right-clicking and choosing
‘Copy’.
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6.

Golf Task 6/6

Type Qand press [ Ent er] to quit from the OSSEC agent manager, and type exi t
and press [ Ent er] to end the SSH session:

e e R e e e e e e o ol e ol ol e e ol e e ol ol e ol ol R e ol o e ol e O
* D55EC HIDS w2.4.1 Agent manager. ®
* The following options are awvailable: #*
e o o e e e o e o ol o e ol ol e ol ol o e ol ol e ol ol e o ol o ol o o o
(A)dd an agent (A).
(E)xtract key Tor an agent (E).
(LYist already added agents (L).
(R)emove an agent (R).
(QJuit.
Choose your action: A,E,L,R or §Q: 0

Now you should be back in the shell of Golf. Execute following command to import
the copied key.

| # [var/ ossec/ bi n/ manage_agent s

Type | then press[Enter].

Paste the copied key by right-clicking and choosing ‘Paste’ to import the key and
accept confirmation by typing y then pressing [ Ent er ] as shown below:

o o o o o o o o o o o o o o o o o o o o o e e o e e e e e e e o e o o o R R R R

* 055EC HIDS v2.4.1 Agent manager. *

* The following options are available: *

EEE R EE R EE R EE R EE R EE R R R E R
(I)mport key from the server (I).
(Qjuit.

Choose your actionm: T or Q: I

* Provide the Key generated by the server.
* The best approach is to cut and paste it.
#=#% 0B5: Do not include spaces or new lines.

Paste it here (or "\qg' to quit): MDA4TEdvbGYgMTAUMCABLiOgNWVIiNjZiY jImMmz
mNDMwM jRKOGZ1Y ZY2YmI IMGUZNMMZO0TF N YSZDNINTNmYTZKYmULINDI JMGFiYmU1NmMI 1Yw=

Agent information:
ID: 008
Name:Golf
IP Address:10.0.4.4

Confirm adding it?(y/n): |
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10. Exit from OSSEC manager by typing Qthen pressing [ Ent er ] :

Confirm adding it?(y/n): y
Added.
*#%# Press ENTER to return to the main menu.

T R T T T T T T T T R T e e e e e e e e e e e e e e e e e e e e e e
* DS55EC HIDS w2.4.1 Agent manager. ®

* The following options are awvailable: #*
o o o o o o o o o o o o o o o o o o o o o o e o e e e e e e e e e e e o e e

(Iymport key from the server (I).
(Qyuit.
Choose your action: I or Q: Q

##% You must restart the server for your changes to have effect.
manage agents: Exiting

11. Start the OSSEC agent by executing the following command:

| # [ var/ ossec/ bi n/f ossec-control start

[root@Golf ~]# /varfossec/binfossec-control start
S5tarting O0S5EC HIDS v2.4.1 (by Trend Micro Inc.)...
Started ossec-execd...

S5tarted ossec-agentd...

S5tarted ossec-logcollector...

S5tarted ossec-syscheckd. ..

Completed.

12. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

# exit
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Hotel High Level Description

Hotel is a Windows server running Internet Information Services. It serves as the public
(reachable from the Internet) world wide web server for the organization. Hotel hosts a web-
based application which ties into the Microsoft SQL Server on Echo. Hotel is NOT in the
aia.class windows domain. This is for security reasons!

Following are descriptions of Hotel’ specific hands-on tasks that students must complete:

Task 1. Windows Host System Hardening

Students will be minimizing non-essential services and unnecessary network configurations -
the network interface will be hardened by removing Internet Protocol (IP) version 6 and
disabling NetBIOS name resolution. Students will follow security best practices to harden
Windows.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local time
server, in this deployment it is the Internet firewall (Quebec).

Task 3. Configuring OSSEC Agent

Students will install and configure the OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 4. Windows Security Configuration Wizard

The Windows SCW wizard will take students through a series of questions, which will help them
harden the server as per industry best practices. Unnecessary services will be disabled, the
windows firewall will be configured, and if necessary, IIS will be hardened.

© 2010 Carnegie Mellon University



This page left intentionally blank for pagination purposes



Windows Server Baseline Hardening Steps

1 Harden Network Interfaces

1.1 Remove Unnecessary Protocols

2.1 Disable NetBIOS name resolution

Hotel Task 1/4

By default, Microsoft Windows network interfaces are enabled with unnecessary
protocols and services. These should be unbound from the interface (if not
uninstalled completely). If your server is intended to provide these services,
obviously you would NOT disable it.

1. If you have not already done so, log on to the machine using:

Username: AIACLASS\Administrator Password: tartans@1l

2. Open the ‘Start’ menu and right-click on ‘Network’ and select ‘Properties’ to
open the ‘Network and Sharing Center’.

3. Click on the ‘Local Area Connection 2’ and then click ‘Properties’.

4. Clear the box next to ‘File and Printer Sharing for Microsoft Networks’ and
‘Internet Protocol Version 6 (TCP/IPv6)'. Then click ‘OK..

Il Local Area Connection 2 Properties

Networking |

Connect using:
I LY Intel(R) PRO/1000 MT Network Connection #2
This connection uses the following items
o8 Client for Microsaft Networks
4210305 Packet Scheduler
] B File and Printer Sharing for Microsoft Networks
[ [ rsion & (TCP/IPvE)
-+ Intemet Protocol Version 4 (TCP/IPv4)
& Link-Layer Topology Discovery Mapper 1/0 Driver
. Link-Layer Topology Discovery Respondsr
Install.. Wnirastall Properties
r Description
TCP/IP version 6. The latest version of the intemet protocal
that provides communication across diverse interconnected
networks.
OK Cancel

Figure 1: Remove File/Print Sharing

2 Harden TCP/IP Properties

As part of our defense-in-depth strategy, it is import to minimize even those parts
of the environment that are normally not utilized. Since our network will be

entirely native mode Windows 2000 or higher, NetBIOS name resolution would
not normally be utilized, however we will eliminate the possibility of it being used
altogether (NetBIOS name resolution is chatty and can divulge network

information).

1. If the Properties window for your Local Area Connection is not still open,
open it by following steps 1 and 2 from the section above.

© 2010 Carnegie Mellon University
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Windows Host System Hardening

2. From within the ‘Properties’ of your ‘Local Area Connection’, select the
‘Internet Protocol Version 4 (TCP/IPv4) item (leave it checked), and click on
the ‘Properties’ button, then click the ‘Advanced’ button.

3. Next click on the ‘WINS’ tab at the top of the window.

2%
1P Settings | D5~ WINS | Options |

WINS addresses, in order of use:

3
3

IF LMHOSTS lockup s enabled, ik apphes to all connections for which
TCRJIP is enabled.

I Enable LMHOSTS lookup I g I

NetBIOS setting

" Defaul:
Lse NetBIOS setting from the DHCP server, If static IP address
s used o the DHOP sarver does not provide NetBIOS setting,
enable NetBIOS over TCRIIP.

" Enable NetBIOS over TCP/IP

o1 _ow

Figure 2: Minimize NetBIOS services

® N o un bk

Uncheck ‘Enable LMHOSTS lookup’.

Select the radio button ‘Disable NetBIOS over TCP/IP’.
Click ‘OK’ to accept these settings.

Click ‘OK’ to confirm all ‘TCP/IP Properties’ changes.

Click ‘OK’ to confirm all ‘Local Area Connection Properties’ changes.

9. Close the ‘Local Area Connection 2 Properties’ and ‘Status’ windows.

10. Close the ‘Network and Sharing Center’ to return to the Desktop.

3 Install ClamWin for Anti-Virus Protection

3.1 Installation

1. Open the Course CD by clicking ‘Start’ -> ‘Computer’, right click ‘CD Drive (D:)
AISTS’ and select ‘Open’.

2. Navigate to ‘Tools\Windows\ClamWin’ and double-click the ‘clamwin-0.96.1-setup’

icon.

3. Click ‘Next'.

i = Welcome to the ClamWin Free
( = Antivirus Setup Wizard

Thi
ki

s

Figure 3: Install ClamWin Antivirus
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4. Accept the license agreement and click ‘Next'.

5. Accept the default option to install for ‘Anyone who uses this computer (all users)’
and click ‘Next’.

6. Select the default installation path and click ‘Next’.

7. At the ‘Select Components’ prompt, accept the default option of ‘Typical Installation’
and click ‘Next’.

8. Click ‘Next’ to create the default start menu folder.

9. Uncheck ‘Download Virus Database Files’ and click ‘Next’.

1 Setup - ClamWin Free Antivirus E =iox|

Select Additional Tasks |
‘Which addttional tasks should be perforned?

Select the addiional tasks you would lice Setup to perfom whie installing ClamWin Free
Antivirus, then click Neat

Downioad

I~ Dawnload Virus Database Files. (Do not Select f you cannect via a Proy Server)
Addtional icons

[~ Create  desktop icon

Figure 4: ClamWin Setup
10. Click ‘Install’ to install the program.
11. Click ‘Finish’ to complete the installation.
12. Close Windows Explorer.
3.2 Configuration

1. Click the upward facing arrow in the taskbar and then double-click on the ClamWin
icon.

[fPrwme

Figure 5: ClamWin Icon
2. Click ‘No’ if asked to update virus definitions now.

3. Select ‘Tools’ from the menu, and click on
‘Preferences’.

Sel
(Hold Shit keyto select muliple files or folders)

@
=)
B0)

Figure 6: ClamWin Configuration
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4. Click on the ‘Internet Updates’ tab. Leave the updates to be done daily, but change

the time to 2:30:00 AM.

Emal Aets | Lmts | Flelocatons | Repots | Advanced |
Gereral | Fites  Intemet Updates | Prowy | Scheduled Scans

¥ Enable Automatic Vius Database Updates

Downioad Sie [database.clamav.net
Update Frequency: | Dally =] Time: [2:30.00AM j
Dy Of The Week: [Widooy

¥ Wam f Virus database is Out of Date
T~ Update Vius Database On Logon

¥ Notfy About New ClamWin Releases
{No personal information is transmitted during this check)

x|

coce

Figure 7: ClamWin Internet Updates

Click on the ‘Scheduled Scans’ tab. Click ‘Add’. Choose the scanning frequency to
be done Daily at 3:30:00 AM. Enter C:\ as the folder to scan. Enter a description,

such as Nightly Virus Scan. Click ‘OK’.
x|

Schedule

Scanning Frequency: IDairy 'l
Time: [pzz000am =
Day Of The Week: I Thursday 'l

¥ Activate This Schedule
¥ Scan Programs Loaded in Computer Memory

Scan Folder:

|C:'- _I

Description:

INigch( Virus Scan

oo |

Figure 8: ClamWin Scheduled Scan

6. Click on the ‘Email Alerts’ tab. Check the box labeled ‘Send Email On Virus
Detection’. Enter in the following information:

Page 4 of 5

Mail Server —10.0.2.3

From — clamwin@Hotel

To — eventwatch@aia.class

51

General | Fiters | irtemet Updates | Proy | Scheduled Scans |
EmalAets | Limis | Flelocations | Repors | Advanced

¥ Send Email Alett On Virus Detection
[ SMTP Connection Detail

Mail Server  [10023 Por: 55
User Name: I Password: I
~Email Message Detail
From Ic\amwm@Hmel
To [eventwatch@aia.class
Subject. IClame Virus Alert|

Send Test Email

o

Figure 9: ClamWin Email Alerts
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Windows Host System Hardening

7. Click on the ‘Proxy’ tab. Enter in the IP address of the Squid Proxy server, Quebec,
which is 10.0.1.1. Ensure that the port is 3128.

L x|

Email Merts | Lmits | Fielocaions | Repors | Advanced |
General | Fites | intemelUpdates  Prow | Scheduled Seans

Leave these fields blank if you do not connect via Praxy Server

Proxy Senver:  [10.0.1.1 Pot: [3128

UserName: |

Password |

v

Figure 10: ClamWin Proxy Settings
8. Click ‘OK’ to accept all changes.
9. Choose ‘No’ if asked to update the virus database.

10. Click ‘Close’ to close the ClamWin window.
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Network Time Protocol (NTP) Client Setup

1 Windows 2008 Server Time Synchronization

Windows Time Service is installed by default on all computers running Windows Server
2008. Windows Time Service uses Coordinated Universal Time (UTC), which is
independent of time zone.

In a domain, time synchronization takes place when Windows Time Service turns on
during system startup and periodically while the system is running. Because Hotel is not
part of the AIA.CLASS domain it will need to have its clock configured to synchronize to
our internal time source (Alpha).

1. Click the ‘Start’ button and select ‘Control Panel'.
2. Select ‘Clock, Language, and Region’.

Select ‘Date and Time'.

Click on the ‘Internet Time’ tab.

Click ‘Change settings’.

Enter 10.0.1.1 in the server window.

N o o &M w

Click ‘Update Now'. If a timeout error occurs, you may need to click ‘Update Now’
again. When successful, you should see the following:
X

Configure Intemet time settings:

W Synchronize with an Internet time server
Server: | 10011 = Updatenow__|

The clock was successfully synchronized with 10.01.1 on 6/15/2010 at 11:26
AM.

Figure 1: Time Synchronization settings
8. Click 'OK’ to close the Internet Time Settings.
9. Click ‘OK’ again to close the Date and Time settings.
2 Windows Server 2008 Time Synchronization using Local Policy

An alternative to using the Date and Time control panel Internet Time tab is to configure
time synchronization settings within the registry. Using the Local Policy snap-in for the
Microsoft Management Console (MMC) these settings can easily be changed. This task
is included for your reference and is not required for the configuration of this
server.

1. Click the ‘Start’ button.

2. Select ‘Run’.

3. Type MMC and click ‘OK’.
4

Click ‘File’ -> ‘Add/Remove Snap-In’.
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NTP Client Setup

5. Select ‘Group Policy Object Editor’ from Available snap-ins, click ‘Add’ and then

10.
11.

12.

13.

14.
15.

Page 2 of 2

‘Finish’ on the ‘Welcome to the Group Policy Wizard’ screen.
Click ‘OK’ to close the ‘Add Snap-In’ dialog.

Navigate the hierarchy to the following folder: ‘Computer

Configuration\Administrative Templates\System\Windows Time Service\Time
Providers’.

Here you can enable and configure the NTP client along with configuring the
computer as a NTP time server.

Double click the ‘Enable Windows NTP Client'.
Select ‘Enabled’, and click ‘OK’.
Double click ‘Configure Windows NTP Client’ and select the ‘Enabled’ option.

Set the ‘NTP Server’ to 10.0.1.1, Ox1 (Quebec). This will set Hotel to synchronize
time with the firewall. The Ox1 parameter after the IP address directs the computer
to synchronize with the NTP server as per the value set with ‘SpecialPollinterval’.

Change the ‘Type’ to ‘NTP’. The default setting of ‘NT5DS’ is for computers
participating in a windows domain. Non-domain computers should use ‘NTP’ or the
‘AllISync’ option which will try to synchronize using all available methods.

Change the ‘SpecialPollinterval’ to ‘600", which is every 10 minutes.
o xi

=] Configure Windows NTP Client

Previnus Setting | Next Setting |
© NotConfigured ~ Comment: =l
& Enabled
 Disabled ]
Supported on: - ['af|eact Windows XP Professional or Windows Server 2003 family =]
Options: Help:
NipServer D010 iﬁ!a:\:\esasat of parameters for controlling the Windows NTE |~
jent.

S .

NipServer: The Domain Name Systern (DNS) name or P address
CrosssitesyncFlags |2 = of an NTP time source. This value is in the form of

"dnsName flags’ where flags is a headecimal bitmask of the flags
ResclvePeerBackeffMinutes |15 3: for that host. Fer more infermation, see the NTP Client Group

Policy Settings Associated with Windows Time section of the
ResolvePesrBackofiiaxTimes [7 =] | | Windows Time Service Group Policy Settings

(http://go.microseft.com/fwlink/?Linkld=139727). The default
SpecialPollinterval [600 = value is “timewindows.com,009".
EventlogFlags [0 = Type: This value controls the authentication that W32time uses,

The defautt value is NTSDS,

CrossSiteSyncFlags: This value, sxpressed sz s bitmask, controls

how W3Ztime chooses fime sources outside its own site, The

possible values are 0, 1, and 2. Setting this value to 0 (None]

indicates that the time client should ot attempt to synchronize

time outside its site. Setting this value to 1 (PdcOnly] indicates

that enly the computers that function as primary demain .

oK | Cancel | Apply |

Figure 2: NTP Client Settings
Click ‘OK’, to save the NTP settings.

Exit the MMC console without saving the settings. Hotel will now synchronize with
Quebec every 10 minutes.
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Open Source Security (OSSEC) Agent

OSSEC agents will be installed on each Linux and Windows server and will send events to
the OSSEC server that is running on Foxtrot. The OSSEC server processes events and
generates warnings from alerts sent by the agents. Before installing any OSSEC agents,
make sure that you have successfully deployed the OSSEC server on Foxtrot.

OSSEC Agent setup
11
1.

Installation

Open Windows Explorer and nav

igate to ‘D:\Tools\Windows\OSSEC’:

=10l x|

‘o()v‘ - CD Drive (D:) AISTS-5.0 - Took + Windows ~ OSSEC

~ |3 [ search ossec

B

Organize v  Share with =

2l name -

8 Downloads

| pate modified =

= - 0@

[se

| Recent Places

S Libraries
5 Documents
o Music
&) Pictures

B videos

8 Computer
&, Local Disk (c3)
3 CD Drive (D:) AISTS-5.0
Tools

€ Network

[l

& ossec-agent-nin32-2.4.1

5/25/2010 2:18PM

Application 10

1 item

Figure 1: Setup File

2. Double click on ‘ossec-agent-win32-2.4.1’ setup file and start the installation:

v HITFS Windows Agent vEA.1 Sctup.

Welcome lo the Ossec HIDS

ek et 15 250t

Wtz | caned

Windows Agenl v2.4.1 Selup Wizard

Thes i wll g o Brrcuagh the sl of e 028

il |

Figure 2: Welcome Screen of OSSEC Installation

3. Click ‘Next’ and accept the license agreement by pressing the ‘| Agree’ button:

s HIDS Wisdows Agent vZA L Setup -
Ricmrs Agrmemart
Plainte rwispes th Ronncs s baFons rustaling Oeses WIS Windwe Aghet 34,1

Pros Piage Comr 13 e S 1t of the srmesert.

PR

o

otr thal £ koorae aopikes 15 e seurce e, 25
datodart, rubet wd s tohar Sts S meksted wth OIC (s
stharsns eomceind

B yout aconge the e
sgreoment ts intal Ossec HIZS Windows Agent v2,A.1,

of the agraement, dck | hgrme 3 conbrase. Yot acceg the

=

Figure 3: License Agreement window

Hotel Task 3/4
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OSSEC Agent

4. Accept the default installation options and click ‘Next’:

Ossec HIDS Windows Agent v2.4.1 Setup =1o1x|

Choose Components
Choose which features of Ossec HIDS Windows Agent v2.4.1 you want to install. @

Select the options you want to be executed. Click next to continue.

Select components to install: OSSEC Agent {required)

Scan and monitor IIS logs (recommended)
Enable integrity checking (recommended)

Space required: 3.7MB

Copyright (Ch 2010 Trend Micra Inc

<gock [ ted> | cond |

Figure 4: Choose default settings for components

5. Proceed with the installation by pressing the ‘Install’ button:

Ossec HIDS Windows Agent v2.4.1 Setup g =loix

Choose Install Location
Choose the folder in which to install Ossec HIDS Windows Agentv2.4. 1. @

Setup willinstall Ossec HIDS Windows Agent v2.4. 1in the following folder. To installin a
different folder, dick Browse and select another folder. Click Install to start the installation.

Browse...

"Desﬁnahun Fi
[C: \Program

Space required: 3.7MB
Space avaiable: 7.1G8

Copyright (€ 2010 Trend biizrs In,

< Back I Install I Cancel

Figure 5: Location path

6. After the installation has finished you should see the following screen. Complete the
installation by clicking on ‘Finish’:

Ossec HIDS Winde JS1=T)3

Combletina the Ossec HINS
I wizard
Manage View Help -
talled on
Dssec HIDS w2 4.1
Agent: Auth key ot imported. (0) - 0

Status: Aequire import of authentication key.
Missing DSSEC Server [P address.
- Not Running,

OSSEC Server |P:

Authentication key:  |<insert_auth_key_here>
Save FRiefrash

Inttp: /. ossecnet | VA

zoock [ Fmsh | | el |

Figure 6: End of OSSEC installation
1.2 Configuration

1. Now we are going to setup a shared key between Hotel and Foxtrot. In order to do
this, go back into the CD contents and execute ‘Putty’ from
‘D:\Tools\Windows\Putty'.
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3. Accept the warning by clicking ‘Yes’:

4.

Hotel Task 3/4

OSSEC Agent

Enter 10.0.4.2 (Foxtrot’s IP Address) in the ‘Host Name'’ field and click ‘Open'’:

i 2% PuTTY Configuration x|
- Category:
= S_essi(m | Basic options for your PuTTY session |
o T;;-nl-longalg‘ng ~ Specify the destination you want to connect to
... Keyboard Host Name (or IP address)
- Bel J10.042
- Features Connection type:
= Window " Raw (" Telnet ¢ Rlogin @ SSH " Serial
- Appearance B i
. Behaviour Load. save or delete a stored session
.. Translation Saved Sessions
- Selection
+ Colours Default Settings
[=1- Connection
- Data Save
oo [
Telnet Delete |
- Rlogin
- 55H
- Seral Close window on exit:
 Mways © Never {¥ Onlyon clean exit
HAbout Open

Figure 7: Setting up Putty

PuTTY Security Alert

The server's host key is not cached in the registry. You
l % have no guarantee that the server is the computer you

think it is.

The server's rsa2 key fingerprint is:

If you trust this host, hit Yes to add the key to
PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo,

If you do not trust this host, hit Cancel to abandon the
connection.

ssh-rsa 2048 f5:b7:79:02:f:f8: 7d:afia2: 387 dbrelieecd: Se

x|

Ves | No | Cancel I

Figure 8: Accept the warning

Type r oot as the login name and press [ Ent er ] then type t art ans@ as the

password and press [ Enter]:

# 10.0.4.2 - PuTTY

Figure 9: Login

 -lofx]
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OSSEC Agent

5. Once logged into Foxtrot, start the OSSEC agent manager by executing the
following command:

# [ var/ ossec/ bi n/ manage_agent s

#? root@Foxtrote

Figure 10: OSSEC Agent Manager window
6. Add an agent by typing A and pressing [ Ent er] .

7. Enter Hotel's information as shown below and press [ Ent er ] :

Z? root@Foxtrot:~

Figure 11: Select an option
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8.

10.

11.

12.

Hotel Task 3/4

OSSEC Agent

Now type E and press [ Ent er] to extract the shared key for Hotel, and enter 001
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added:

# root@Foxtrot:~

mEzM2MxYjg2Y¥zdkZGUyYzg4¥YTgOMHjc

** Pr o0 return to the main menu.

|
Figure 12: Random key generated

Copy the shared key by highlighting it and paste it into OSSEC Agent Manager as
shown below.

Enter 10. 0. 4. 2 as the server address and click ‘Save’ then ‘OK’:

ﬂ x
Manage View Help - Manage Wiew Help -
Oszec HIDS +2.4.1 Oszec HIDS v2.4.1
Agent: Auth key not imported. [0) - 0 JNerad Confirm Importing x|
Status: Require import of authentication key. Status )
- Mot Running... Adding key for:

Agent ID: 001
Agent Name; Hotel -

0SSEC Server IP; |1U.U.4.2 0SSECE  IP Address: 10.0.1.5
Authentication key: IKYig2dekZGUyY2g4YTgDMic=§ Authentic -
0K I Cancel
Save | Refresh |
|hth3:,.’,’lr\'ux'w.ossec.net | = |http:,.’fu\'u\'u\'.ossec.net | v
Figure 13: Enter the parameters Figure 14: Confirm the settings

Switch back to the Putty SSH command shell window. Type Qthen press [ Ent er ]
to quit from the agent manager then type exi t and press [ Ent er] to end the SSH

session and exit from Putty.

From the OSSEC Agent Manager, Click on ‘View’ -> ‘View Config’ to open the
OSSEC Agent configuration file.
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OSSEC Agent

13. Take advantage of Notepad’'s Copy/Paste features to add/edit 2 new lines to the
bottom of the file to enable additional IS log monitoring:

<!-- IIs Tog file --—»
<ossec_configs
<localfile=
<location=C:\Windows" System32'LogFiles \w3svclexXy%mid. log</location=
<log_format=iis</log_format>
=</ localfile>
<localfile=
<location=C:\Windows" System32'LogFiles \w3svclu_extendl. log</location=
<log_format>iis</Tog_format>
</localfile=
<localfile>
<location=C:"\Windows" System32'LogFiles \wW3svC1lwu_inetsvl. log</location=
<log_format>=iis</log_format>
</ Tocal_file=
</ossec_config>

<ossec_config=
<client>

<server-ip>10.0.4.2</server-ip>
</client>

</ossec_config>

Figure 15: IIS Log File

14. Close the file and choose ‘Save’.

<!-- END of Default Configuration. --=

15. Choose ‘Manage’ -> ‘Start OSSEC'’ to start the OSSEC agent:

7 OSSEC Agenf

Manage Yiew Help -

Ossec HIDS w2.4.1

x|

Agent: Haotel (001 - 10.0.1.5

Status: Stop EeTee: & § X|

OS5EC Server

Authentication

QSSEC Agent Started.

k4541

Save | Refresh |

|Started..

Figure 16: Starting OSSEC

16. Click OK, then close the OSSEC Agent Manager and (if required) click ‘Finish’ on
the OSSEC setup wizard.

Hotel Task 3/4
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Windows Security Configuration Wizard

1 Runthe SCW
1. Click ‘Start’ -> ‘Administrative Tools’ -> ‘Security Configuration Wizard’
2. 'Click ‘Next’ on the ‘Welcome’ screen.

3. Click ‘Next’, to ‘Create a new Security Policy’.
F]

Comtiguration Actin N
o can crsne o i securmy ey, ko gy an g secuy pkcy; o ruck e [
st aophed seanty pokcy. i1 |}

Select the action you want ko perform:
¥ Create & rew security pobey
™ Edit an enisting security poley

1™ dgply on exming secursty polcy
T Relinack the st agpbed seeunty poicy

Learn more sbout configuration schong.

_we [ ] o |

Figure 1: Create a new security policy

4. Click ‘Next’, on the ‘Select Server’ dialog. We will not be importing a configuration from

a different server.

5. Once the ‘Processing of the Security Configuration Database’ is complete click ‘Next’ to

continue.

6. Click ‘Next’, on the ‘Role-Based Service Configuration’ dialog.

7. Alist of currently installed roles will be presented. For ‘Hotel’, select only the following:

e ‘ASP.NET State Service'.
e ‘Web Server’

¢ ‘Windows Process Activation Service’
8. Click ‘Next'.

Select Client Features

Servers also act as dients. These dient features are used to enable services. A server can

9. Uncheck ‘Microsoft Networking support miple dent features.

Client’. This is not needed as this
; . Wiew: Ilnstal\ed features j
server Is nOt part Of the domaln Select the dient features that the selected server performs:

CIICk ‘ Next’ . |7 [ Background Intelligent Transfer Service (BITS)
Er R0 Ciient
I™ [+ DNS Multicast Client

I” [+ Domain Member

I™ [ Link-Layer Topology Discovery Mapper
I™ [ Microsoft Networking Client

I~ [» Network Access Protection Agent

I [» Network Discovery

™ [» PrP-X IP Bus Enumerator

I~ [» Print

" [» Remote Access Client

Learn more about dient features,

Figure 2: Client features settings o [

Cancel
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Windows SCW

10. ‘Administration and Other Options’, select only:

e ‘Application Experience Lookup Service’
e ‘Browse Master’
e ‘Error reporting’
e ‘Local application installation’
e ‘Performance Logs and Alerts’
e ‘Remote Desktop’
e ‘Windows User Mode Driver Framework’
Click ‘Next'.

11. ‘Additional Services, select only:
e ‘MSSQLSERVER’
e ‘MSSQLServerADHelper’
e ‘OSSEC Hids’
Click ‘Next'.

12. Accept the default option of ‘Do not change the startup mode of the service’ for any
unspecified services. Click ‘Next'.

13. Review the list of service changes before clicking ‘Next'.
14. Click ‘Next’ to begin the ‘Network Security Configuration’.

15. The SCW attempts to identify the necessary ports that the server will need open for your
previous selections. However, we will minimize even further by disabling unnecessary
rules. Uncheck the following:

e Core Networking — Ipv6 (IPv6-In)
e Core Networking — Ipv6 (IPv6-Out)
e File and Printer Sharing (NB-Datagram-In)
¢ File and Printer Sharing (NB-Datagran-Out)
e File and Printer Sharing (NB-Name-In)
e File and Printer Sharing (NB-Name-Out)
16. Click ‘Next’.
17. Click ‘Next’ to begin the ‘Registry Wizard'.
18. Click ‘Next’, to accept the default SMB security settings.
19. Click ‘Next’ to confirm the default Outbound Authentication Methods.

20. Uncheck both options under ‘Inbound Authentication Methods’ and click ‘Next'.
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Windows SCW

21. Click ‘Next’ to confirm the Registry Settings.
3

Registry Settings Summary
Before continuing, confirm that your registry settings are correct. g}

If applied to the selected server, this security policy would use the following registry settings:

Setting Registry Value Current Data Policy Data Registry K
LAN Manager authentication  Imcompatibiitylevel Send NTLMv2 re... Send NTLMv2re...

LAN Manager hashes nolmhash Do NotStore LM... Do Not Store LM...  HKEY_LOC
Require LDAP Signing Idapserverintegrity Not Defined Not Defined HKEY_LOC
Require SMB Security Signat... requiresecuritysi... Enabled Enabled HKEY_LOC
o | 0|

4 To change any of the bove settings, go back to the previous pages i this section and change the
selections that determined the setting.

Learn more about confirming registry settings.

< Back | Next > I Cancel |

Figure 3: Review the registry settings

22. Check ‘Skip this section’ to bypass configuration of the Audit Policy as this is configured
using Group Policy and click ‘Next'.

Securty ¢oafiuration Wizand =

0

Audit Policy

Large rumbser of evenks generated.

Al Warrarss: iy syshem wesiess con s (8ACL3) specfid i s
sezton i ke v the remitant ooy Gt b e vy
SCW ol

W st emcion
¥ you , thes seaunity ooy o

L eore sbet gl ook,

<t [ Wetr | e
Figure 4: Ensure the box is checked

23. Click ‘Next’. Save the current configuration by appending the server name to the
displayed path and click ‘Next'.

=
Security Policy Iie Name :‘q‘
£y Dby e il e Saved Pt 0 provce. l_
|
‘pokey a7l
| Bl B
Descrpton fasaenall
=
L |
View Seaunity Py Iecie Security Templates. .
Lo mre st g aeciri nchoes

_om |
Figure 5: Append ‘HOTEL' to the path
24. Select the option to ‘Apply Now’ and then click ‘Next’.
25. Once the wizard has completed the necessary changes, click ‘Next’, and then ‘Finish’.

26. From the ‘Start’ menu, select ‘Log off’ -> 'Restart’ to reboot the server. Select ‘Operating
System: Reconfiguration (Planned)’ at the ‘Shut Down’ prompt.

Hotel Task 4/4
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Windows SCW

2 Add Additional Firewall Rule

1. After the reboot, log in and go to ‘Start -> ‘Administrative Tools’ -> ‘Windows Firewall
with Advanced Security'.

Click on ‘Inbound Rules’ in the left pane.

Click ‘New Rule..." on the right.

Select ‘Custom’ and click ‘Next'.

Click ‘Next'.

Select ‘ICMPv4’ under ‘Protocol type’ and click ‘Next'.

N o o M w DN

Keep ‘Any IP address’ selected for local IP addresses and select ‘These IP addresses’
for remote IP addresses.

o

Click ‘Add..." in the remote IP addresses section.

9. Enter Mike’s IP address, 10.0.3.2 into the ‘This IP address or subnet’ box and click ‘OK’.

i
Scope
Specify the local and remote P addresses to which this rule applies.
Steps:
@ Rule Type |
@ Program Specify the IP addresses to match

@ Protocol and Ports % This P address or subnet:

« Scope

[10.032
@ Action Bxamples: 152.168.0.12
» Profile 152.168.1.0/24
2002:9d3b:1231:4:208: 74 fe 39:6c43
» Nams 2002 5d30: 12314 208747 1e35:0/112

" This IP address range

From: I

To: I

' Predefined set of computers:

IDe‘fault gateway ﬂ
Leam more about specifying |P addresses

ok | Cancel | B |

1
Leam more about specifying scope

< Back Next Cancel

Figure 6: Specify the IP Address
10. Click ‘Next'.
11. Ensure ‘Allow the connection’ is selected and click ‘Next'.
12. Click ‘Next'.
13. Enter ‘Allow Ping from Mike-Nagios’ in the ‘Name’ field and click ‘Finish’.

14. Close the firewall window.
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Juliet High Level Description

Juliet is a Domain Name System (DNS) server running BIND. This DNS server has been
configured to implement split DNS, and as such, has no knowledge of the internal AIA.CLASS
network, and only supports the systems in the DMZ network.

Following are descriptions of Juliet's specific hands-on tasks that students must complete:
Task 1. Linux Host System Hardening

Students will be minimizing non-essential services (e.g., xinetd, sendmail, portmap) as
well as extraneous default users and groups. As a standalone DNS server, Juliet does
not require these components and so students will follow security best practices for
removing them. Also, students will create a non-privileged administrator account to
provide an audit trail for all administrative access.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local
time server, in this deployment it is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will synchronize
with Quebec every ten minutes; and the Window hosts will synchronize with Alpha every
forty-five minutes until three good synchronizations occur, then once every eight hours.
With all the hosts’ time across the network synchronized, the cross examination of
multiple hosts’ logs, or the logs at the syslog Server, become more meaningful and
easier to examine.

Task 3. Securing BIND via chroot jail

The idea behind chroot is fairly simple. When you run BIND (or any other process) in a
chroot jail, the process is simply unable to see any part of the file system outside the jail.
We will configure BIND to run chrooted to the directory /chroot/named. With respect to
BIND, the contents of this directory will appear to be /, the root directory. Nothing
outside this directory will be accessible to it. This will limit the amount of access any
malicious individual could gain by exploiting vulnerabilities in BIND. It is for the same
reason that we also run BIND as a non-root user.

This should be considered as a supplement to the normal security precautions (running
the latest version, using access control, etc.), certainly not as a replacement for them.

Task 4. Configure reverse proxy using Pound

Pound is a reverse proxy, load balancer, and HTTPS front-end for Web servers. The
current network setup forwards SMTP traffic through the firewall directly to Bravo on the
internal network. This creates a security risk by exposing Bravo to the Internet and
bypassing the DMZ. We will be using Pound to pass Outlook Web Access requests from
external hosts, through Juliet to Bravo. In this way, only Juliet, a DMZ server, is directly
exposed to external threats and our internal network is protected.

© 2010 Carnegie Mellon University



Task 5. Configuring Bastille

The Bastille hardening system is a user-configurable script that attempts to lock down
Linux/UNIX operating systems. The Bastille script embodies recommendations from
every major reputable source on Linux/UNIX security. We will use pre-configured
Bastille templates to lock down such weak system settings as maximum password age,
user privileges, etc.

Task 6. Configuring IPTables

IPTables is a Linux firewall application which can be configured to do packet filtering on
network firewalls or on host systems. IPTables will be configured on this host as a host-
based firewall to allow only valid packets to and from this host. To do this, we will set up
INPUT and OUTPUT rules to specifically allow known-good packets into and out of the
host, and will create default LOG rules and DROP rules.

Task 7. Configuring OSSEC Agent

Students will install and configure OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Juliet High Level Description



Linux Host System Hardening

1 Remove Zeroconf Route
1. If you have not already done so, log on the console using:
Username: root Password: tartans@1
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

By default Linux adds a "zeroconf" route at boot time. This is a static route that
designates the 169.254/16 prefix as local. This is unnecessary on our network, so we
will remove the route:

3. Specify to not use zeroconf at boot time:

NOTE: In this and all subsequent Linux documents, the ‘#’ at the beginning of each line
should not be typed in as part of the command. Itis simply meant to represent a
command prompt.

| # echo "NOZEROCONF=yes" >> /et c/sysconfi g/ network |

2 Linux Kernel Upgrade

One of the most essential hardening tasks for Linux systems is to ensure that the latest kernel
version is being used. The kernel is the core of the operating system and every effort should be
made to ensure the most current updated and/or patched version is in use. Most versions of
Linux include some automated means for updating software, including the kernel. We will use a
tool called YUM (Yellowdog Updater Modified) to download updates from an external web
server hosting our YUM repository.

2.1 Apply latest updates to Kernel and other installed packages

1. Edit the yum config file using vi:
\ # vi [etc/yumrepos. d/ Cent CS- Base. repo

2. There are six sections of the file denoted by names in brackets. You will edit 3 of these
sections and disable the other 3. Press[Insert] or[i] to edit the file and scroll down
to the first section, ‘[base]’. Comment out the line beginning with ‘mirrorlist=" by typing a #
at the beginning of the line. Next, uncomment the line below it beginning with ‘baseurl=’
and edit the URL to point to our trusted yum repository at
http://192. 168. 30. 14/ cent os/ 5. 4/ os/ i 386/ . The updated lines will be as

follows:
[base]

name=Cent05-%releasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep

0=05
baseurl=http://192.168.308.14/centos/5.4/05/1386/]]

gpgcheck=1
gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 1: Configuring YUM base repository
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3. Repeat the above steps for the second section, ‘[updates]’, pointing it to the URL
http://192. 168. 30. 14/ cent 0os/ 5. 4/ updat es/ i 386/ .

#released updates

[updates]

name=Cent05-sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=%basearchi&rep
o=updates

baaeurl=http:fﬁ192.158.3@.14!cent05!5.4!updat95f1385!l

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 2: Configuring YUM updates repository

4. Scroll down to the next section, ‘[addons] and add enabl ed=0 underneath the last line of
the section to disable it. The updated lines will be as follows:

#packages used/produced in the build but not released

[addons]

name=Cent05-%releasever - Addons
mirrorlist=http://mirrorlist.centos.org/?release=5Sreleasever&arch=3basearch&repo
=gddons

#baseurl=http://mirror.centos.org/centos/Sreleasever/addons/Sbasearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

enabled=0

Figure 3: Disabling YUM addons repository

5. Scroll down to the next section, ‘[extras]’ and point it to the URL
http://192. 168. 30. 14/ cent 0os/ 5. 4/ extras/i 386/ .

#additional packages that may be useful
[extras]
name=Cent05-%releasever - Extras

#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=sbasearch&rep
o=extras

baseurl=http://192.168.30.14/centos/5.4/extras/1386/

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 4: Configuring YUM extras repository

We will leave the remaining two sections at their default setting of disabled.
6. Press[ Esc], then type :wg and press[ Ent er] to save the changes and exit VI.

7. Add a variable to ‘/etc/yum.conf’ so that all future updates use the HTTP proxy. Edit
‘letc/yum.conf’ with vi:

| # vi /etc/yum conf

Juliet Task 1/7 © 2010 Carnegie Mellon University Page 2 of 12



8. To configure yum to use the web proxy server we need to add a line to the ‘/etc/yum.conf
file’. Add the following line to the end of the ‘[main] section of the file:

|proxy=http://10.0. 1. 1: 3128 |

[main]
cachedir=/var/cache/yum
keepcache=0

debuglevel=2
logfile=/var/log/yum.log
distroverpkg=redhat-release
tolerant=1

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1
proxy=http://10.0.1.1:3128

Figure 5: Configuring YUM proxy server

Press [ Esc] then type : wg and press [ Ent er] to save the changes and exit VI.

NOTE: In order to access the Internet, or even our trusted update server, routing will need
to be enabled on Quebec and Romeo. Once the Access control lists are in place on these
two router/firewall machines, very few devices will be able to access external networks
directly. You may need to wait until these tasks are completed--check with your
teammates on this.

9. Run yum in update mode:

| # yum updat e

10. Type y then press [ Ent er] when prompted to download the updates.
11. Typey then press [ Ent er] when prompted to import the CentOS 5 GPG key.
A number of packages will be downloaded and installed, including a newer kernel.

This step may take several minutes to complete. Press[Ctr|] +[Shift] +[T] to
open a new terminal tab if you want to move on to the next steps while the updates take
place.

Juliet Task 1/7 © 2010 Carnegie Mellon University Page 3 of 12



3 Service Minimization

3.1 Removing Unnecessary Services

By default Linux runs many services that a standalone server will not need. Extraneous
services are dangerous because they provide possible attack vectors.

The services that will need to be removed from this system are:

. anacron . mdmonitor . rpcsvegssd
. apmd . mdmpd . rpcidmapd
. atd . microcode_ctl . sendmail

. autofs . netfs . xinetd

. cpuspeed . nfslock

. cups . portmap

. gpm . rawdevices

. irgbalance . rpcgssd

1. Terminate the ‘anacron’ service properly by using the following command:

[ # service anacron stop |

2.Remove the ‘anacron’ startup routine using the following command:

| # chkconfig --del anacron |

Stopping anacron: . [ OK 1]
Figure 6: Removing a service

3. Repeat steps #1 and #2 for each service listed above. (ADVANCED: see the ‘Bash
Script’ ADDENDUM located on the last two pages of this section to automate these
repetitive steps.)

Note: On some systems, some of the services may not be started and may not
return the ‘OK’ when stopped. If this is the case, it will be sufficient to simply delete
the service.

4.To check that the appropriate services have been removed, use the following two
commands from a terminal window:

# netstat —ntap | grep —i listen

tcp @ B 180.8.1.3:53 B.0.0.8:* LIST
EN 2468 /named

tcp 5] B 127.0.08.1:953 B.0.0.6:* LIST
EN 2468 /named

tcp 5] g :::22 - LIST
EN 3164/sshd

Figure 7: Confirming service removal

# chkconfig --list | grep on | sort
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Figure 8: Results of service removals
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5.If your results are similar to the output shown above, the services have been removed

successfully.

4 User / Group Account Minimization

It is important to disable all default vendor accounts that will be unused. Typically a
default account, e.g., gopher or news, is created only when the respective service is also
installed; however, many default accounts will exist even if you have not installed the

In our case, we will not use many of the default
accounts and so we will remove them. The more accounts you have, the easier it is for

related services on your system.
outsiders to access your system.

4.1 Remove Default User Accounts

The users we will need to remove are:

. adm . mailnull shutdown
. apache . news smmsp
. ftp . nfsnobody uucp
. games . nobody vcsa
. gopher . nscd xfs
. halt . operator
. Ip . rpcuser
. mail . rpc
1. Remove the ‘adm’ user account using the following command:
# userdel adm
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2. Repeat the previous step for each account listed above. Verify removal by executing
the following command:

# cat /etc/passwd |

root:x:0:0:root: root: binsbash

pin:x:1:1:bpin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
sync:xX:5:0:sync:/Ssbin:/binssync
distcache:x:94:94:Distcache: /i /sbin/Nologin
webalizer:x:67:67 Webalizer: /varfwew/usage: /sbinsnologin
dovecot:x:97:97::dovecot:fusr/libexec/dovecot:/sbin/nologin
squid:x:23:23:::/var/spool/squid:/ssbin/Nnologin

mysql:x:27:27:My5QL Server:/var/lib/mysql:/sbin/bash

pcap:xX:77: 77 /varfarpwatch: /sbin/snologin

ntp:x:38:38: :fetc/ntp:/sbin/nologin

dbus:x:81:81l:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
named:x:25:25:Named: fvar/named: /sbin/nologin
sshd:x:74:74:Privilege-separated S5H:/varsempty/sshd:/sbin/nologin
haldaemon:x:68:68:HAL daemon:/:/sbin/nologin
avahi-autoipd:x:100:102:avahi-autoipd: /var/lib/savahi-autoipd: /sbinsnologlin
gdm:x:42:42: :/var/gdm: /sbin/nologin

user:x:500:500:User: //homesuser:/binsbash

Figure 8 : Results of removing unnecessary default user accounts

3. If the default user accounts have been successfully removed, your /etc/passwd file
will look similar to the output shown in the figure above.

4.2 Remove Default Groups

Now that we have removed all unnecessary accounts from the /etc/passwd file, we will
clean up the /etc/groups file.

The groups that we will remove are:

. adm . Ip . uucp
. dip . mail
. lock . news

Removing a group account is similar to the process of removing a user shown above.

1. Delete the ‘adm’ group using the following command:

# groupdel adm

2. Repeat the previous step for each group listed above.

3. Verify removal by executing the following command:

# cat /etc/group
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root:x:@:root

bin:x:1:root,bin,

daemon

daemon:x:2:root,bin,daemon

sys:x:3:root,bin
tty:x:5:
disk:x:6:root
mem:x:8:
kmem:x:9:
wheel:x:10:root
man:x:15:
users:x:100:
utmp:x:22:
utempter:x:35:
audio:x:63:gdm
distcache:x:94:
Tloppy:x:19:
webalizZzer:xX:67:
dovecot:x:97:
squid:x:23:
mysql:x:27:
pcap:x:77:
slocate:x:21:
ntp:x:38:
ecryptfs:x:101:
dbus:x:81:
avahi:x:70:
named:x:25:
sshd:x:74:
haldaemon:x:68:

avahi-autoipd:x:102:

gdm:x:42:
user:x:500:
Figure 9: Results of r

emoving unnecessary default groups

4. If the default groups have been successfully removed, the /etc/group file will look
similar to the output shown in the figure above.

4.3 Create the ‘Admin’ User

The last account management task we will perform manually is to create an ‘admin’ user
for daily administration tasks once the initial setup is complete.

1. Add the admin user using the following command:

| # useradd adnin

2. Set the password for the ‘admin’ account:

| # passwd adnin

3. When prompted for a password use the following: st eel er s

The output will resemble that shown below:

Changing password for user admin.
New UNIX password:

BAD PASSWORD: it

is based on a dictionary word

Retype new UNIX password:

passwd: all authentication tokens updated successfTully.

Figure 10: Creating an Admin user
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Note: In a real production environment you should always choose a strong password or
passphrase that is sufficiently long and contains a combination of letters, numbers, and
special characters. The above password is used for demonstration purposes only.

5 Installing ClamAvV
1. Copy the ClamAV tarball from the course CD to the /root directory:

| # cp /nmedi a/ Al STS/ Tool s/ Li nux/ Cl amAV/ cl amav-0. 96. 1. tar. gz /root

2. Untar ClamAV:

# cd /root
# tar xvzf clamav-0.96.1.tar.gz

3. We need to install a few prerequisite packages before installing ClamAV. We will use
our trusted yum repository that we set up earlier in this task to install zlib-devel.
Additionally, in order to compile ClamAYV and other tools in later tasks from source
code we will need a compiler installed on the machine. This distribution of CentOS
does not come with a compile pre-installed so we will install the gcc compiler
ourselves.

Make sure to remove this compiler when all of this machine’s tasks have been
completed as it can be leveraged by an attacker to compile malicious code if
they were to gain access to the system.

# yuminstall gcc zlib-devel

4. Typey then press [ Ent er] when prompted to confirm the download.

5. Change into the clamav-0.96.1 directory and install ClamAV:

# cd clamav-0.96.1

# adduser cl amav

# ./configure --sysconfdir=/etc

# make

# make install

6. Use the VI editor to open the clamav.conf file in order to configure ClamAV:

# vi [etc/cland. conf

7. Press[Insert] toenteredit mode. Comment out the line near the beginning of
the file containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 11: Editing clamd.conf
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8. Find and uncomment the following lines by removing the ‘#’ in front of them:
a. ‘LogFile /tmp/clamd.log’
b. ‘LogTime yes’
c. ‘LogSyslog yes’
d. ‘LocalSocket /tmp/clamd.socket’

9. Save and exit the file. Press [ Esc] andtype:wqg thenpress[Enter].
10. The ClamAV updater (freshclam) needs to be pointed to our internal proxy (10.0.1.1)

in order to be able to update virus definitions. Use the VI editor to open the
freshclam.conf file:

# vi [etc/freshcl am conf

11. Comment out the line near the beginning of the file containing ‘Example’:
# Comment or remove the line below.
#Example

Figure 12: Editing freshclam.conf

12. Find the proxy settings. Uncomment and make the following changes to indicate the
IP of the proxy server and the port number to use:

HTTPProxyServer 10.0.1.1
HTTPPr oxyPort 3128

Note: Although freshclam has been configured, it probably won't successfully run yet.
The Squid Proxy server may still need to be set up.

13. Save and exit the file. Press [ Esc] andtype : wq then press[Enter].

14. Enable the ClamAV daemon to start automatically as a service:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ C amAV/ cl and /etc/init.d/
# chkconfig --add cl and
# service clamd start

15. Setup cron jobs for Virus definition updates and nightly virus scans:

# crontab —u root -e

16. Add the following two lines to the file:

15 2 * * * Jusr/local/bin/freshclam --qui et
15 3 * * * Jusr/local/bin/clandscan --quiet /

17. Save and exit the cron file. Press [ Esc] and type : wg then press[Enter].
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18. Remove ClamAYV installation files (they contain test signatures that will be found on
every scan if we don't remove them) then reboot the server.

# cd /root
# rm-rf clamav-0.96*
# reboot
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Linux Host System Hardening

ADDENDUM Bash Script: ‘for loop’

Create a file containing the list of items

1. If you would like to automate the task of removing the unwanted services, users and
groups, you can write a Bash script to loop through the list of items and process
them one by one. First, start by creating a text file containing the list of items that
you want to process. Enter the following command to create the text file:

| # cat > del et edSvcli st |

2. After you typed the previous command and hit the [ Ent er] key, notice that there is
no prompt (‘#’) at the cursor. The file is now open and you can enter the list of items
that you want to process. Enter each item on a separate line, hitting the [ Ent er ]
key to move to the next line.

3. When all of the items have been entered into the file, press [ Ct r | +d] to save and
close the file. Notice that the prompt (‘#’) has returned to the shell.

Write the ‘for loop’

1. Now we will create a ‘for loop’ that will read the items in the deletedSvcList file one
by one and stop each service. Enter the following script as it appears below to stop
the unwanted services:

|# for str in $(cat del etedSvcList); do service $str stop; done |

A simple modification makes sure that those services do not start on bootup:

|# for str in $(cat del etedSvcList); do chkconfig --del $str; done |

2. Notice that the script is in three sections, separated by semi-colons (‘;’). The first
section of this script creates a variable, named ‘str’, and assigns to it the first item in
the file. The second section inserts the value of the variable, ‘str’, into the shell
command. The command is executed and then the process is repeated for each
item in the file. When there are no more items in the file, the third section of the
script ends the process and returns control back to the shell.

As you go through the steps, you will have to create three separate files for services,
users and groups. Then you must modify the file name in the first section of the
script. Likewise, you will have to modify the command in the second section to
perform the action that you want.
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Linux Host System Hardening

Here are the files and scripts that should be created to remove the following items:

Users:

| # cat > del et edUser Li st

|# for str in $(cat del etedUserList); do userdel $str; done

Groups:

| # cat > del et edG pLi st

|# for str in $(cat del etedG pList); do groupdel $str; done
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Linux Network Time Protocol Daemon (ntpd) Client
1 Setup Linux ntpd Client Service

1.1 Installation
1. If you have not already done so, log on the console using:
Username: root Password: tartans@1

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

The Network Time Protocol Daemon (ntpd) is installed with most Linux distributions.
You will create a cron job that will cause the Linux ntpd to periodically query
Quebec’s ntp server and update the system time.

1.2 Configuration

1. Run the following command to see the current local system time. Hopefully, it is
significantly different from the time server’s system time as this will explicitly
demonstrate when the client becomes synchronized with the server:

| # date

2. If the date is not significantly different from the time server’'s system time, you can
change the local client’s system time manually by entering the following command
(you can change the system date and time to whatever you want):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

3. The ntp configuration file must be modified to tell it which time server to use to

update the system time. This file is located in the ‘/etc’ directory. To open the config
file in the ‘vi’ text editor, enter:

| # vi /etc/ntp. conf

4. In order to modify the file in the ‘vi’ editor, the [ I nsert] or[i] key mustbe
pressed before trying to add or change text.

5. Scroll down to the section beginning with “# Use public servers” which is excerpted
here:

E Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
server 0.centos.pool.ntp.org

server l.centos.pool.ntp.org
server 2.centos.pool.ntp.org

Figure 1: Default NTP configuration file
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Comment out the previous servers and add the following two lines at the end of this

section;

restrict 10.0.1.1 mask 255. 255. 255. 255 nonodi fy notrap noquery

server 10.0.1.1 prefer

Your section should look similar to the following:

# Use public servers fTrom
# Please consider joining

#server O.centos.pool.ntp.
#server l.centos.pool.ntp.
#server 2.centos.pool.ntp.
restrict 10.08.1.1 mask 255.255.255.255 nomodify notrap nogquery

server 10.8.1.1 prefer

the pool.ntp.org project.

the pool (http://www.pool.ntp.org/join.html}.

org
org
org

Figure 2: Edited NTP configuration file

Save and exit the file. Press [ Esc] and type : wgq then press|[Enter].

Now we need to cause ntpd to update to the ntp server time by modifying

letc/ntp/step-tickers to run ntpdate when ntpd is started. Do this by running these

two commands:

| # echo "10.0.1.1" > /etc/ntp/step-tickers

8. The ‘step-tickers’ file should now contain only the ntp server’s IP address. The file
contents can be viewed by entering this command:

# cat /etc/ntp/step-tickers

9. Enter the date command to see that the date is still incorrect.

10.

If the ntpd service is not currently running, it must be started by entering the following
command. If the service is currently running, replace ‘start’ with rest art. NOTE:
Once the service is running, always remember to ‘restart’ after making any changes
to the ntp config file. Otherwise, the service will continue to run according to the
previous config file settings until the service is restarted. Later, we will be creating a

cron job to periodically restart the service. For now, enter this command:

# service ntpd start

11. You should see these two messages:

Juliet Task 2/7

ntpd: Synchronizing with time server:

Starting ntpd:

Figure 3: Starting the NTP service
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12. Enter the date command again to see that the time has been synchronized.
Note: This will only be successful after Quebec’s time server has been configured
properly. Check with your teammates for its status.

13. The service can be verified and the current pid identified by entering:

| # service ntpd status

14. Now, we are going to make sure that ntpd updates the system time regularly. Skew
the local system time again by entering the following command that you entered
earlier (up arrow to find this command and press enter):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

15. A cron job must be created to cause the ntpd service to periodically query the time
server and update the local system time accordingly. Enter this command to create
the cron job file:

| # crontab —u root —e

16. This file should automatically open using the ‘vi’ text editor again, so you must press
the[ I nsert] or[i] key before you can add or modify text.

17. Insert the following line at the top of the file to set up a cron job that will execute
every 10 minutes. You can review the ‘man 5 crontab’ pages to understand the
crontab fields in more depth after you are done with this task. After the ntpd is
verified to be up and running correctly, the first set of numbers can be changed to a
‘0’ to cause the cron job to run at the top of every hour (0™ minute of every hour)
instead.

Make sure that there is a space after the 50 and between each *’ and the ‘/’
character following them. There are no spaces between the initial set of numbers.

o, 10, 20, 30,40,50 * * * * Jetc/rc.d/init.d/ntpd restart

®,18,20,30,40,50 * * = * fatc/rc.d/init.d/ntpd restart
15 2 *= * * Jusr/local/bin/freshclam --gquiet
15 3 = * * Jusr/local/bin/clamdscan --quiet /

18. Now Save and exit the file. Press [ Esc] andtype: wq thenpress|[Enter].

19. Entering the following command will create init scripts at run levels 3-5 to start the
ntpd service every time the system is started up.

| # chkconfig --level 345 ntpd on
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20.

Use the following command to verify that the ntpd service is turned on at run levels 3,
4, and 5:

# chkconfig --list | grep ntpd

21.

22.

23.

Juliet Task 2/7

Make sure that it looks like this:

ntpd B:off l:off 2:o0ff 3:on 4:on 5:on G:off
Figure 4: NTP service startup run levels

Now, use the date command to see if the cron job has updated the system time. If
not, wait a few more minutes and try again.

Once the remote centralized syslog server is installed and configured, we can review

the logs that are generated from the Network Time Server process. There we will
see each time that the client is updated and the offset amount by which it is updated.
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Securing BIND via a ‘chroot’ jail

1 Check existing BIND

1.1 Verify existing BIND installation

1. If you have not already done so, open a terminal from Applications -> Accessories ->

Terminal.

2. Check the existing BIND service is running by entering following command:

\ # ps —eaf | grep named

3. Check the run levels of the existing BIND installation:

\ # chkconfig --list | grep named

4. Verify the BIND service is properly configured using dig:

\ # dig @10.0.1.3 www.aia.class

The response should list '192.168.30.13’ in the ‘ANSWER'’ section.

[root@luliet ~]# dig @10.0.1.3 www.aia.class

; ===> [DiG 9.3.6-P1-RedHat-9.3.6-4.Pl.el5 ===> @10.0.1.3 www.ala.class

; (1 server found)
i; global options: printcmd
;; Got answer:

i i -==>HEADER=<- opcode: QUERY, status: NOERROR, id: 41832
1, AUTHORITY: 1, ADDITIONAL: @

;; Tlags: gr aa rd ra; QUERY: 1, ANSWER:

;3 OUESTION SECTION:
www.aia.class. IN

r: ANSWER SECTION:
Www.ala.class. 3g400 IN

;; AUTHORITY SECTION:
ala.class. 38400 IN

;i Query time: & msec

;: SERVER: 10.0.1.3#53(16.8.1.3)
;; WHEN: Wed Jun 2 16:07:26 2010
pr MSG SIZE rcowvd: 64

Figure 1: Named query
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2 Prepare the jail

2.1 Shut down BIND
1. Terminate the BIND process by entering the following command:

| # service naned stop |

[root@luliet ~]# service named stop
Stopping named: [ OK 1]
[root@]uliet ~]#

Figure 2: Stopping named

2.2 Install bind-chroot package

Once we install bind-chroot package for the CentOS 5 it will automatically create the
following directory structure for our jail in /var directory.

Eéggglt:::]

chroot

.

dev

L

etc

il

proc

var

named

g

named

Figure 3: Chroot Directory Structure

1. Install bind-chroot package for jail:

| # yuminstal | bind-chroot

2. Typeyand press [ Ent er] to download and install the package.
3. Check BIND is running from / named /chroot/ directory:

| # cat /etc/sysconfig/ nanmed

# KEYTAB FILE="/dir/file" -- Specify named service keytab file (for G55-TSIG)
ROOTDIR=/var/named/chroot
[root@Juliet named]# [}

Figure 4: Named Configuration File
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4. Check all symbolic links and permission set correctly after bind-chroot package
installation.

# cd /var/ naned
# 1ls -1

[root@Juliet named]# 1s -1

total 2@

L rwx rwx rwx
ass.hosts
drwxr-x---

1

6

drwxrwx--- 2

Lrwx rwx rwx
st.zone

T rwsd rwx rwx
L rwx rwx rwx
1
drwxrwx- - -

1

1
1

2

[root@luliet

root named 44

root named 4096
named named 4096
root named 43

root named 37
root named 40

named named 4096
named]#

Jun
Jun
Sep

Jun

Jun
Jun

Sep

Figure 5: Named symbolic links

16:32 zia.class.hosts -= fvar/named/chroot//var/named/aia.cl

16:32 chroot

2009 data

16:32 localhost.zone -»> fvar/named/chroot//var/named/localho
16:32 named.ca -= /var/named/chroot//var/named/named.ca
16:32 named.local -= Jfvar/named/chroot//var/named/named.loca

28089 slaves

If you need to configure the jail manually, you have to create the directory structure
shown in Figure 3 and restrict the permissions according to following steps. In our case it
has been done automatically by bind-chroot package. The following does NOT need to
be done and is for reference only. Continue to Step 5 after reviewing this section.

First we will restrict access to the /chroot directory

# cd /var/ nanmed/
# chown —R root: naned /chr oot

Remove world access

# chnmod —R o-rwx /chr oot

Remove group write from dev/ etc/ and var/

# chnod g-w dev etc
# chnod —R g-w var

Allow read only access to primary zone files

# chrmod 750 /chroot/var/ named
# chnmod —R go-w / chroot/var/ named

Allow named user to write pid files

# chnod 770 /chroot/var/run/ naned

Juliet Task 3/7
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Allow named to access the BIND configuration file

# chnmod 750 /chroot/etc
# chnod 640 /chroot/etc/naned. conf

Assigning corresponding rights to devices

# cd /chroot/dev
# chnod 666 null random
# chnod 640 | og
# chgrp sys null random

. Start named service:

# service named start

[root@]uliet named]# service named start

Starting named:

[root@Juliet named]# [}

Figure 6: Starting the Named service

OK

6. Verify BIND service is working properly using dig and responding to the query as

before in Step 3 of Task 1.2:

# dig @0.0.1.3 wwv. ai a.cl ass

2.3 Configure Logging

Since BIND will be unable to access syslog from inside its jail, we will create a socket
inside the jail that allows BIND to communicate with syslog.

1. Use vito edit the /etc/sysconfig/syslog file.

| # vi /etc/sysconfig/syslog

Pressthe [l nsert] keyto change the line that reads:

| SYSLOGD_OPTI ONS="-m 0"

To:

| SYSLOGD _OPTI ONS="-m 0 —a /var/ naned/ chr oot/ dev/| og”

2. Save your changes and exit vi by pressing [ Esc] and entering:

2w

Juliet Task 3/7 © 2010 Carnegie Mellon University
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3. To put your changes into effect, use the following command to restart syslog:

| # service syslog restart |

[root@luliet dev]# service syslog restart

Shutting down kernel logger: [ OK ]
Shutting down system logger: [ 0K 1]
Starting system logger: [ 0K 1]
S5tarting kernel logger: [ 0K 1]
Figure 7: Restart Syslog
4. To verify your changes, use the following command:
# ps —eaf | grep sysl og
[root@Juliet dewv]# ps -eaf | grep syslog
root 5384 1 0 16:50 7 00:00:80 syslogd -m @ -a fvar/mnamed/chroot/dev/log

root 5448 4553 0 16:52 pts/1 00:00:80 grep syslog

Figure 8: Syslog Process Info

If syslogd was successfully modified, the output of your system should match the output
shown in Figure 8 above.
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Install and Configure Reverse Proxy Using Pound

Pound is a reverse proxy, load balancer, and HTTPS front-end for Web servers. The
current network setup forwards SMTP traffic through the firewall directly to Bravo on the
internal network. We will be using Pound to pass Outlook Web Access requests from
external hosts, through Juliet to Bravo. In this way, only Juliet, a DMZ server, is directly
exposed to external threats and our internal network is protected.

1 Install Pound

1. Install Pound by executing the following commands:

# cd / nmedi a/ Al STS/ Tool s/ Li nux/ Pound/
# useradd pound
# rpm —ivh pound-2.4.3-1.el5.rf.i386.rpm

2. We want to use SSL for external connections to Outlook Web Access. Create a
certificate for this using the following commands:

# cd /usr/local/etc
# openssl req -new -newkey rsa: 1024 -nodes -x509 -keyout
owa. ai a. cl ass. pem -out owa. ai a. cl ass. pem

3. Answer the questions as shown in following screenshot:

[root@Juliet etc]# openssl req -new -newkey rsa:1024 -nodes -x509 -keyout owa.ala.class.pem -out
owa.aia.class.pem

Generating a 1024 bit RSA private key

................ ++++++

P L e o

writing new private key to 'owa.aia.class.pem’'

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are gquite a few fields but you can leave some blank

For some fields there will be a default walue,

If you enter ".', the field will be 1left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:PA

Locality Name (eg, city) [Newbury]:Pittsburgh

Organization MName (eg, company) [My Company Ltd]:AIA

Organizational Unit Name (eg, section) []:Class

Common Name (eg, your name or your server's hostname) []:owa.ala.class

Email Address []:administrator@aia.class

[root@luliet etc]#

Figure 1: SSL Certificate Creation

2 Configure Pound

1. Open the Pound configuration file in Vi editor:

| # vi /etc/pound. cfg
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2. Delete the existing default configuration and type following configuration into the

Pound configuration file:

User “pound"
Group "pound"
LogLevel 1
Alive 30
Daemon 1

ListenHTTPS

Address 10.0.1.3

AddHeader "Front-End-Https: on"
Port 443

Cert "/usr/local/etc/owa.aia.class.pem"”
End

Service
BackEnd
Address 10.0.2.3
Port 80

Priority 5

End

End

3 Configure Outlook Web Access

1. Log into Bravo and open ‘Start’ -> ‘Administrative Tools’ -> ‘Internet Information

Services (1IS) Manager’.

2. Gointo ‘BRAVO’ -> ‘Sites’ -> ‘Default Web site’ -> ‘owa’ and click on ‘SSL Settings’

from the central pane.

E'\Elnternet Information Services (IIS) Manager

@@ [ P » BRAVO » Sites b DefaultWebSite » owa »

File View Help

£&d Jowa Home
45 Start Page Filter: -
21-93 BRAVO (AIACLASS \Administrator) TEr ) %
ﬁ' Application Pools Respo... LI
(& Sites 0 o =
) Default Web Site <§‘;ﬂ jiesl =
| aspnet_dient Modul 5 tput R t
> ) lodules utpu eques
¥ Autodiscaver Caching Filtering
Management
---, | Public
Configuration
Editor
-

Ready

=13l =]
| & 1® -
Open Feature
) Explore
Edit Permissions. ..

Basic Settings...
View Virtual Directories
Manage Application A
Browse Application
@] Browse =80 (http)
[@] Browse :443 (https)
Advanced Settings. ..
Q') Help
Online Help
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3. Uncheck the ‘Require SSL’ checkbox and click on ‘Apply’.

*E Internet Information Services (IIS) Manager -0l =|

@E} ['3* » BRAVO » Sites b DefaultWebSite » owa b ]i’ﬂ o e -

=l

File  View Help

Comnections . CActons
9 SSL Settings

- |"‘1| |&, LE| =¥ Apply
~-%% Start Page B Cancdl
H ) i =y Cance
L s - This page lets you modify the S5L
= >-=-| BE‘}MIO {..ﬁ.I.ﬁ:CLASS\,ﬁ.dmlnlsh'ab::r} settings for the content of a Web site .@ Help
e Application Poals or application. | |
E-[&] Sites ) Online Help
=143 Default Web Site I Require ssL
| aspret_dient Client certificates:
-[¥ Autodiscover
. ‘r—j" % Ignore
-é, ecp
E-[2F EWS ' Accept
-a| Exchange T Require
| Exchweb

: 3 Microsoft-Server-Actiy

: 3 PowerShell
-] Public

. | | [resnres vew]. - conentven

Configuration: 'localhost’ applicationHast.config , <location path="Default Web Site fowa™= gﬂ:g

Pound will now accept SSL connections from the Internet and forward them to Bravo
using HTTP. Internal hosts can still connect to Bravo directly using SSL.

4 Start Pound
1. Go back into Juliet and start the Pound service by executing following command:

| # service pound start |

2. Set pound to start on boot with the following:

| # chkconfig —1evel 345 pound on |

External requests for Outlook Web Access will now be forwarded from the firewall
and directed to Bravo through Pound without exposing the internal machine directly

to the Internet.
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Installing and Configuring Bastille-Linux

We have already done preliminary hardening (by removing users, groups, etc) and now we will
use Bastille-Linux to finish the task. Bastille allows us to easily modify many OS settings. In
this task, we will apply a previously configured Bastille template file (analogous to the Security
Configuration templates used on Windows) to our system.

1 Bastille Configuration

1.1 Install Bastille
1. If you have not already done so, log on to the machine using:

Username: root
Password: tartans@1

2. Open a terminal window by clicking on:
‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. There are two modules that are required to implement Bastille:
perl-Curses-1.12-1.2.el4.rf.i386.rpm
Bastille-3.0.8-1.0.noarch.rpm

Copy the required modules to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Bastille/* /root

4. Using the following commands, change to the /root directory and get a directory
listing to confirm all of the Bastille files copied:

# cd /root
# 1s —l

5. Install perl-Curses module:

|# rom—ivh perl-Curses-1.28-1.el5.rf.i386.rpm

6. Install Bastille module:

|# rpm—ivh Bastille-3.0.9-1.0.noarch.rpm
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Configuring Bastille

1.2 Run Bastille

1. Copy Juliet's Bastille template to the Bastille configuration directory (this command
should be typed as one continuous line with a space after ‘cp’ and after ‘bastille-ids-

config’):

# cp

/ medi a/ Al STS/ Tool s/ Li nux/ Config _Files/Juliet_10.0. 1. 3/ bast
ille-dns-config /etc/Bastille/config

2. Run Bastille in batch mode to apply the preconfigured template:

# bastille —b —n 2>/ dev/ nul |

Note: The template generates error messages about the CentOS version, but the
settings will be applied successfully. These messages are not important, and so in
this command, we divert all error messages to /dev/null (the trash).

NOTE: Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

NOTE: Bastille is scanning the system configuration...

MNOTE: Bastille is now locking down your system in accordance with your
answers in the "config" file. Please be patient as some modules
may take a number of minutes, depending on the speed of your

machine.
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
MNOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing

Figure 1: Bastille Output
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Configuring Bastille

2 Bastille Configuration

1. The template we applied has been previously configured as follows.
Enter the following command to view the new Bastille security settings:

|# cat /etc/Bastille/config | |ess |

2. Now you can scroll up and down to view the entire file. When you are finished reviewing
the file, press the ‘q’ key to quit viewing the file and return to the shell prompt.

3. After reviewing the config file, reboot the system by typing r eboot . You will now have to
login with the admin account that was created in the Linux Host System Hardening task.
Make sure that the admin account was created before rebooting the system or you will
not be able to login.

You may need to reset the screen resolution to 1024x768 the first time you log on to the
admin account. You can do this by going to ‘System’ -> ‘Preferences’ -> ‘Screen
Resolution’.

The remaining sections of this document detail the previously configured template that
we applied. Note that you will NOT need to actually perform any tasks in the following
sections; it is merely here for your edification. After reviewing, you can move on to the
next task.

2.1 File Permissions

¢ Disallow non-root access to ping, usernetctl, mount/umount, and at
¢ Disable the r-toals (rsh, rlogin, etc) which are troublesome due to their use of
weak authentication.
# 0: Would you Llike to set more restrictive permissions on the administration u
tilities? [N]
FilePermissions.generalperms_1 1="%"

# 0: Would you like to disable SUID status for mount/umount?
FilePermissions.suidmount="%"

# 0Q: Would you like to disable 5SUID status for ping? [Y]
FilePermissions.suidping="Y¥"

# 0: Would you like to disable SUID status for at? [Y]
FilePermissions.suidat="%"

# 0: Would you like to disable the r-tools? [Y]
FilePermissions.suidrtool="%"

# 0: Would you like to disable SUID status for usernetctl? [Y]
FilePermissions.suldusernetctl="%"

Figure 2: File Permissions
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Configuring Bastille

2.2 Account Security Settings

e Enforce password aging
Restrict cron (scheduler) to the root user

¢ Disallow root from direct login. After we apply this template all administrators must
login using the ‘admin’ account and then su to root.

e Set permissions on all user-created files so that the file is only readable by the user
who created it.

# Q: 5Should Bastille disable clear-text r-protocols that use IP-based authentic
ation? [Y]
AccountSecurity.protectrhost="Y"

# 0: Would you like to enforce password aging? [Y]
AccountSecurity.passwdage="Y"

# 0Q: Do you want to set the default umask? [Y]
AccountSecurity.umaskyn="Y"

# 0: What umask would you like to set for users on the system? [877]
AccountSecurity.umask="077"

# 0: 5Should we disallow root login on tty's 1-67 [N]
AccountSecurity.rootttylogins="N"

Figure 3: Account Security Settings

2.3 Boot Security Settings

o Disable CTRL-ALT-DELETE rebooting so that a user must have a valid login and
password to reboot the machine.

e Password protect single user mode to require the root password. Single user mode
is equivalent to run level 1. You are granted root access, but networking is disabled.

# Q: Would you like to password-protect the GRUB prompt? [N]
BootSecurity.protectgrub="N"

# 0: Would you like to disable CTRL-ALT-DELETE rebooting? [N]
BootSecurity.secureinittab="Y"

# 0: Would you like to password protect single-user mode? [Y]
BootSecurity.passsum="Y"

Figure 4: Boot Security Settings
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Configuring Bastille

2.4 Securing inetd and TCP Wrappers

¢ Disable telnet and ftp
¢ Create authorized use banners that will be displayed before the user can log in

o We do not set default deny on TCP wrappers in this configuration. Later on we will
configure an IPtables firewall which will handle this for us.

# Q: Would you like to set a default-deny om TCP Wrappers and xinetd? [N]
Securelnetd.tcpd _default deny="N"

# Q: Would you like to display "Authorized Use" messages at log-in time? [Y]
Securelnetd.banners="Y"

# Q: Who is responsible for granting authorization to use this machine?
Securelnetd.owner="administrator@aia.class"”

Figure 5: Securing inetd and TCP Wrappers

2.5 Configure PAM

e Set limits on resources. Users will only be allowed to start 150 concurrently running
processes, and will be unable to open core system (kernel) files.
e Only allow root and admin to log in at the console

# 0: Would you like to put limits on system resource usage? [N]
ConfigureMiscPAM.limitsconf="Y"

# 0Q: 5Should we restrict console access to a small group of user accounts? [N]
ConfigureMiscPAM.consolelogin="%"

# 0Q: Which accounts should be able to login at console? [root]
ConfigureMiscPAM.consolelogin_ accounts="root,admin”

Figure 6: PAM Settings

2.6 Logging Settings
o We will configure logging in a later module, therefore we will not configure logging
through Bastille
# 0: Would you 1like to set up process accounting? [N]
Logging.pacct="N"

Figure 7: Logging Settings

2.7 Sendmail Settings

e Prevent sendmail from running in daemon mode. This machine will not be a mail
server, so sendmail need not listen for connections

# 0Q: Do you want to stop sendmail from running in daemon mode? [Y]
Sendmail.sendmaildaemon="Y"

Figure 8: Sendmail Settings
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Configuring Bastille

2.8 DNS Settings

¢ We have configured and chrooted BIND in another module, so we will not
configure it through Bastille

# Q: Would you like to chroot named and set it to rum as a non-root user? [N]

DNS.chrootbind="N"

# Q: Would you 1like to deactivate named, at least for now? [Y]
DNS . namedoff="N"

2.9 Miscellaneous Daemons

2.10

2.11

# 0: Would you like to disable acpid and/or apmd? [Y]
MiscellaneousDaemons.apmd="Y"

# 0Q: Would you like to disable GPM? [Y]
MiscellaneousDaemons.gpm="Y"

# 0: Would you like to deactivate the HP Officeldet (hpoj) script on this machin
et
MiscellaneousDaemons.disable hpoj="Y"

# 0: Would you like to deactivate the ISDN script on this machine?
MiscellaneousDaemons.disable isdn="Y"

Figure 9: Miscellaneous Deamons

Apache Web Server Settings

# 0: Would you like to bind the Web server to listen only to the localhost? [N]
Apache.bindapachelocal="N"

# Q: Would you like to bind the web server to a particular interface? [N]
Apache.bindapachenic="N"

# 0: Would you like to deactivate the following of symbolic links? [¥]
Apache.symlink="N"

Figure 10: Apache Web Server Settings

Tempdir Scripts

e This system is not a multi-user system, and therefore we will not be very
concerned with the temporary (shared) directories

# 0: Would you like to install TMPDIR/TMP scripts? [N]
TMPDIR. tmpdir="N"

Figure 11: Tempdir Scripts
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Configuring Bastille

2.12 Packet Filtering Firewall
o We will configure a firewall in a later module, therefore we will not use Bastille’s
firewall configuration

# 0: Would you like to run the packet filtering script? [N]
Firewall.ip_intro="N"

Figure 12: Packet Filtering Firewall
2.13 FTP Settings

# 0: Would you like to disable anonymous download? [N]
FTP.anonftp="Y"

# 0: Would you like to disable user privileges on the FTP daemon? [N]
FTP.userftp="Y"

Figure 13: FTP Settings
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Configuring IPTables as a Host Based Firewall on Linux
Systems

The host based firewall for Linux, iptables, can be configured by accessing the console directly

or via SSH from a management workstation.

Iptables has six pre-defined “chains” that are

available with the ability to create user defined chains as well. The default chains are:

« INPUT

e OUTPUT

e INPUT

« FORWARD

¢ PREROUTING

¢ POSTROUTING

The table below lists various options that can be used when configuring iptables rules.
Additional information is available by typing i pt abl es - - hel p at the Linux command line or
by reviewing the iptables man page (type: man i pt abl es).

~table

4 Description

filter | Default table. This is used if not
specified

nag Metwork address translation

mangle | Used for Quality Of Service (Q03)

and preferential treatrment

raw  |Enables optimization. g, lgnore
fireswall state matching for port 80 for

enhanced speed due to less

nracessing. Requires kemel patch

Command
[Use one)

A
~append
-0
~delete

|
~ingett

R
~replace

-
~flush

-z

-ZBM0

~list

N
~new-chain
R

~delete-

chain

P
~palicy

-E
~renane-

chain

Figure 1: IPtables Options
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Description

Append rule ta chain

Delete rule from chain

Inert rule at beginring or at
specified seguence number in
chain.

Replace nile

Flush all rules

Zera byte courters in all chaing

List all rules.

Add option ~line-numbers for
fule nurmber.

Create new chain

Delete user defined chain

Set default policy for 3 chain

Rerame a chain

Command
Option

-5
--50urce

d
-destination

1
~in-inteface

-0
-out-intetface

P
-nratocal

]

~jump
o
~fragment

-
-get-counters

-m L&g
-match tcp

-m state
~match state

Description
Source address of packet
Diestination address of packet
Interface packet is amving from
Interface packet is going to

Pratocol:

5

~sport port]:part]
~dpart portf:pon]
:&Mll

\dp

“icon

2

MaE.

Target to send packet to
Fragment matching

Set packet/byte counter

“-gource-port port[:por]
{port # or range ##)

“- destination- port port]:port]
“op-flags

~state

“ESTABLISHED

“RELATED

NEW

INYALID

(Push content, not expected to
regigye this packet.)

© 2010 Carnegie Mellon University

Defined
Policies

ACCEPT
DROP
REJECT
RETURN
MARK

MASQUERADE
L0G

ULoG

SNAT

REDIRECT
DNAT
QUEUE

Descrigtion

Let packet thraugh

Deny packet with no reply
Deny packet and notify sender
Handled by default targets

Used for error response
Use with option --reject-with type

Used with pat table and DHCP

Lag to file and specify message:
°-log-level #

“-log-prefis "prefis”
“-log-tpg-seguence
“-logtpg-options
“-log-ig-options

Log ta file and specify userpace logaing
messages

Walid in PREROUTING chain. Used by
nat

Used with pat table. Output.
Walid in POSTROUTING chain. Output

Pass packet to ugerspace.
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Configuring IPTables

1 Creating Inbound and Outbound Filtering Rules

The filtering rules for this server will be set up to allow the following traffic into and out of

the system:
Source Destination | Proto | Sourc | Destinati | Direction Purpose
Address Address e on
Ports Port
10.0.4.0/24 | 10.0.1.3/32 | ANY | ANY ANY Inbound Management
10.0.3.2/32 | 10.0.1.3/32 | ANY | ANY ANY Inbound Mike-Nagios
0.0.0.0/0 10.0.1.3/32 | UDP | ANY 53 Inbound DNS
0.0.0.0/0 10.0.1.3/32 | TCP | ANY 443 Inbound OWA
127.0.0.1/32 | 127.0.0.1/3 * * * Inbound Loopback
2
Log All Denied
10.0.1.3/32 | 10.0.4.0/24 | ANY | ANY ANY Outbound Management
10.0.1.3/32 | 10.0.1.1/32 | TCP | ANY 25 Outbound SMTP
10.0.1.3/32 | 10.0.1.1/32 | UDP | ANY 53 Outbound DNS
10.0.1.3/32 | 10.0.2.3/32 | TCP | ANY 80 Outbound OWA
10.0.1.3/32 | 10.0.2.3/32 | TCP | ANY 443 Outbound OWA
10.0.1.3/32 | 10.0.1.1/32 | UDP 123 123 Outbound NTP
10.0.1.3/32 | 10.0.1.1/32 | TCP | ANY 3128 Outbound Squid Proxy
10.0.1.3/32 0.0.0.0/0 UDP 53 ANY Outbound DNS
127.0.0.1/32 | 127.0.0.1/32 * * * Outbound Loopback
Log All Denied

1. If you have not already done so, log on to the machine using the newly enforced admin
account:

Username: admin Password: steelers
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Ensure iptables is stopped.

| # service iptables stop

5. Clear all existing iptables rules.

| # iptables --flush

6. Set the default policy for the FORWARD chain to DROP all packets.

| # i ptabl es —P FORWARD DROP

7. Create the iptables file that will be used to save firewall rules.

# i ptabl es-save > /etc/sysconfig/iptabl es
# vi [etc/sysconfig/iptables
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8. Remove the last two lines. Move the cursor to each line and press the [D] key twice.
This will delete the current line in VI. The file should look like the following when
completed:

# Generated by iptables-save w1.3.5 on Mon Jun 14 16:52:10 2018
*filter

:INPUT ACCEPT [5:420]

:FORWARD DROP [B:0]

:0UTPUT ACCEPT [5:420]

9. Add the remaining rules to the iptables file as listed below. Comments/remarks are
identified with a ‘#" at the beginning of the line. These lines are used to identify what the
rules beneath them are used for. Although they are not required, it is a good practice to
describe the rules, their intent, who added the rule, and potentially the date on which the
rule was added or modified. Use the cursor to go to the bottom of the file.

Simultaneously press the [ Shift] and [ A] keys to append text to the end of the
last line. Press[Enter] toadd a new line. Enter the following lines:

# Allow all inbound traffic from the MGMT network
-A INPUT -5 10.0.4.8/24 -d 10.0.1.3/32 -1 eth® -j ACCEPT

# Allow all inbound traffic from Mike-Nagios
-A INPUT -5 10.08.3.2/32 -d 18.8.1.3/32 -1 eth® -j ACCEPT

# Allow inbound DNS queries from the Internet
-A INPUT -d 10.8.1.3/32 -i eth® -p udp --dport 53 -j ACCEPT

# Allow inbound OWA requests from the Internet
-A INPUT -d 18.08.1.3/32 -1 eth® -p tcp --dport 443 -j ACCEPT

# Allow all established connections
-A INPUT -1 eth® -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all inbound traffic on the loopback interface
-A INPUT -i lo -p all -j ACCEPT

# Enable logging on INPUT chain
-A INPUT -j LOG --log-level 6

# Set the default INPUT policy to Drop
-P INPUT DROP

Figure 2: IPtables Input Rules
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10.

# Allow outbound mail traffic to Quebec
-A OUTPUT -5 10.08.1.3/32 -d 10.0.1.1/32 -0 eth® -p tcp --dport 25 -j ACCEPT

# Allow outbound DNS gueries to Quebec
-A OUTPUT -5 10.08.1.3/32 -d 10.0.1.1/32 -0 eth® -p udp --dport 53 -j ACCEPT

# Allow Pound to forward OWA reguests to Bravo
-A QUTPUT -s 108.0.1.3/32 -0 eth® -p tcp --dport 88 -j ACCEPT
-A OUTPUT -5 10.06.1.3/32 -0 eth® -p tcp --dport 443 -j ACCEPT

# Allow outbound web proxy traffic to Quebec
-4 QUTPUT -s 10.0.1.3/32 -d 10.8.1.1/32 -0 eth® -p tcp --dport 3128 -j ACCEPT

# Allow outbound NTP traffic to Quebec
-A OUTPUT -5 108.08.1.3/32 -d 10.0.1.1/32 -0 eth® -p udp --dport 123 -j ACCEPT

# Allow outbound DNS replies to the Internet
-A QUTPUT -s 10.0.1.3/32 -d 8.0.0.08/0 -0 eth® -p udp --sport 53 -j ACCEPT

# Allow a1l outbound traffic to the MGMT network
-A OUTPUT -5 10.08.1.3/32 -d 10.0.4.0/24 -0 eth® -p all -j ACCEPT

# Allow all established connections
-& QUTPUT -o eth® -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all outbound traffic on the loopback interface
-A& QUTPUT -o lo -p all -j ACCEPT

# Enable logging on OQUTPUT chain
-4 QUTPUT -j LOG --log-lewvel 6

# 5et the default OUTPUT policy to Drop
-P OUTPUT DROF

# Enable rule set
COMMIT

Figure 3: IPtables Output Rules

Save and exit the file. Press [ Esc] and type : wgq then press|[Enter].

1.1 Applying the firewall rules

1.

Enter the following command to start the iptables firewall:

# service iptables start
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2. If the service started successfully, you should see the following:

Flushing firewall rules: [ OK
Setting chains to policy ACCEPT: filter [ OK
Unloading iptables modules: [ OK
Applying iptables firewall rules: [ OK
Loading additional iptables modules: ip_conntrack_netbios_n[ OK

bl e i el

Figure 4: IPtables Successful Startup

1.2 Making the iptables file immutable

1. Since we do not want the iptables file to change for ANY reason after the rules have
been built without intervention from the administrator, we will make this file immutable.
To do this, we will issue the following command.

| # chattr +i /etc/sysconfig/iptables

2. Relinquish the elevated root privileges by typing the following command:

| # exit
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OSSEC Agent

OSSEC agents will be installed on each Linux and Windows server and send events to
the OSSEC server which is running on Foxtrot. The OSSEC server processes events
and generate warnings and alerts sent by agents. Before installing the OSSEC agent
make sure you have successfully deployed the OSSEC server in order to connect
agents to the server running on Foxtrot.

1 OSSEC Agent setup

11 Installation
1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. Elevate to root level privileges by typing the following command and entering the
root password tartans@1

| # su -

4. Navigate to the Course CD by executing following command:

| # cd /medi a/ Al STS/ Tool s/ Li nux/ OSSEC/

5. Copy OSSEC installation package:

|# Cp ossec-hids-2.4.1.tar.gz /root/

6. Extract installation package in root directory

# cd /root/
# tar -xzvf ossec-hids-2.4.1.tar.gz

7. Start installation using following command and accept default language by pressing
[Enter]:

# cd ossec-hids-2.4.1
# ./linstall.sh

8. Read the information and press [ Ent er] :
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0S55EC HIDS v2.4.1 Installation Script - http://www.ossec.net

¥You are about to start the installation process of the 055EC HIDS.
You must have a C compiler pre-installed in your system.

IT you have any questions or comments, please send an e-mail

to dcid@ossec.net (or daniel.cid@gmail.com).

System: Linux Juliet 2.6.18-164.e15
- User: root
- Host: Juliet

-- Press ENTER to continue or Ctrl-C to abort. --

9. Answer the rest of the questions as shown in below and press [ Ent er] when you
have finished:

1- What kind of installation do you want (server, agent, local or help)?
agent

- Agent(client) installation chosen.
2- Setting up the installation environment.
- Choose where to install the 0SS5EC HIDS [/fvar/fossec]:
- Installation will be made at /var/ossec
3- Configuring the O0S5S5EC HIDS.
3.1- What's the IP Address of the 0S5EC HIDS server?: 10.0.4.2
- Adding Server IP 18.8.4.2
3.2- Do you want to run the integrity check daemon? (y/n) [y]: ¥
- Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]: ¥
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3.4 - Do you want to enable active response? (y/n) [y]: n

- Active response disabled.

3.5- Setting the configuration to analyze the following logs:
-- fwar/log/messages
-- fvar/log/secure
-- Jfvar/log/maillog

- If you want to monitor any other file, just change
the ossec.conT and add a new localfile entry.

Any questions about the configuration can be answered
by wvisiting us online at http://www.ossec.net

--- Press ENTER to continue ---

10. When the installation has completed you should see following screen and press
[Enter]:

- System is Redhat Linux.
- Init script modified to start 0S5EC HIDS during boot.

- Configuration finished properly.

To start 0SSEC HIDS:
Svar/ossec/bin/ossec-control start

To stop 055EC HIDS:
Svar/fossec/bin/ossec-control stop

The configuration can be wviewed or modified at /var/ossec/etc/ossec.c
onf

Thanks for using the 055EC HIDS.

IT you have any guestion, suggestion or if you Tind any bug,
contact us at contact@ossec.net or using our public maillist at
os5ec-list@ossec.net

( http://www.ossec.net/main/support/ ).

More information can be found at http:// www.ossec.net

--- Press ENTER to finish (maybe more information below). ---
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1.2 Configuration

1. Now we are going to setup a shared key between the OSSEC agent and the
OSSEC server. In order to get a shared key from the OSSEC server, login to
Foxtrot through SSH:

| # ssh root @0.0.4.2

Accept SSH connectivity by typing yes and type the password t ar t ans @ and you
will be connected to Foxtrot.

[root@luliet ~]# ssh root@le.o.4.2

The authenticity of host '10.0.4.2 (10.0.4.2)" can't be established.
RSA key fingerprint is f5:b7:79:02:ff:f8:7d:aT:32:37:87:db:eB@:ee:cl:5e.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '18.8.4.2" (RSA) to the 1list of known hosts.
root@le.0.4.2°'s password:

Last login: Wed Jun 16 12:03:50 2816 from 10.08.2.18

[root@Foxtrot ~]# [}

2. Start the OSSEC agent manager:

| # [var/ ossec/ bi n/ manage- agent s

[root@Foxtrot ~]# /var/ossec/bin/manage agents

o e o o o o e o o o o
* 055EC HIDS w2.4.1 Agent manager. *
* The following options are available: *
o e o B o o o o o o o R o
(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L).
(R)emove an agent (R).
(QJuit.
Choose your action: A,E,L,R or Q:

3. Now add Juliet's OSSEC agent to the OSSEC server by entering A. Type y and
press [ Ent er] when you have finished entering the information about Juliet as
shown below:

- Adding a new agent (use "\q"' to return to the main menu).
Please provide the following:
* A name for the new agent: Juliet
* The IP Address of the new agent: 10.8.1.3
* An ID for the new agent[002]: 002
Agent information:
ID:882
Name:Juliet
IP Address:10.0.1.3

Confirm adding it?(y/n): y
Agent added.
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4. Now type E and press [ Ent er] to extract the shared key for Juliet, and enter 002
when the OSSEC agent manager asks for an agent ID. Please note that key will not
be same as shown in following screenshot, because shared keys are generated
randomly each time an OSSEC agent is added:

e o e e o o o e e o o e e
* DS5EC HIDS vZ2.4.1 Agent manager. *
* The Tollowing ocptions are available: *
o e R o B e o o
(A)dd am agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L).
(R)emove an agent (R).
(Q)uit.
Choose your action: A,E,L,R or Q: E

Available agents:
ID: 001, Name: Hotel, IP: 10.8.1.5
ID: 8682, Name: Juliet, IP: 18.08.1.3
Provide the ID of the agent to extract the key (or °"\g' to quit): 082

Agent key information for '082' is:
MDAYIEp1bGL1dCAXMC4wL j EUMYBjNZMOYTKyOTOxN]Q3YZzc3YWYwNDNmZ jdiYzIwYjQzN2Nk
DgSNWEXNZE2YzZA2

#*%* Press ENTER to return to the main menu.

5. Copy the shared key to your clipboard by highlighting it, right-clicking and choosing
‘Copy’.

6. Type Qand press [ Ent er] to quit from the OSSEC agent manager, and type exi t
and press [ Ent er] to end the SSH session:

e o o e o o e o e e e B
* DS5SEC HIDS w2.4.1 Agent manager. ®
* The following options are available: *
e 3 sk o o o o o o e o o o ol R e o o o o o ol e o e o o o o o e
(A)dd an agent (A).
(E)xtract key fTor an agent (E).
(LYist already added agents (L).
(R)yemowve an agent (R).
(Qjuit.
Choose your action: A,E,L,R or Q: Q

7. Now you should be back in the shell of Juliet. Execute the following command to
import the copied key.

| # [var/ ossec/ bi n/ manage_agent s

8. Typel thenpress[Enter].
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9. Paste the copied key by right-clicking and choosing ‘Paste’ to import the key and
accept confirmation by typing y then pressing [ Ent er] as shown below:

o ke ke o o ok o ke e o ok o oo ol o o e ok o o e e ke ke ke e e

* 055EC HIDS vw2.4.1 Agent manager. =

* The following options are available: *

R R R O R OO R R R R R R R R R R
{(I)mport key from the server (I).
(Q)uit.

Choose your action: I or Q: I

* Provide the Key generated by the server.
* The best approach is to cut and paste it.
#%% 0BS5: Do not include spaces or new lines.

Paste it here (or '\g' to quit): MDAYIEplbGlldCAxMC4wLjEuMyBjNzMOYTkyO0TQ
XKNjO3YzZzc3YWYWNDNmMZ jdi¥zIwY jOzN2ZNKNTUZMTFLNDMOOGEXYmU3MTAZMDgSNWEXNZEZYZA
2

Agent information:
ID:8082
Name:Juliet
IP Address:10.0.1.3

Confirm adding 1t?(v/n):

10. Exit from OSSEC manager by typing Qthen pressing [ Ent er] :

Confirm adding it?(y/mn): y
Added .
** Press ENTER to return to the main menu.

e e o e e o o e ol o o o o e e o R R
* 055EC HIDS v2.4.1 Agent manager. *

* The following options are available: *
EZ S S EE SR EE RS R EE R R R EE R R R EE R R R E RS R

(I)mport key from the server (I).
(Q)uit.
Choose your action: I or Q: 0Q

** You must restart the server for your changes to have effect.

manage_agents: Exiting ..

11. Start the OSSEC agent by executing following command:

| # [ var/ ossec/ bi n/f ossec-control start

[root@Juliet ~]# fwvarfossec/bin/ossec-control start
Starting O0SSEC HIDS v2.4.1 (by Trend Micro Inc.)...
Started ossec-execd...

Started ossec-agentd...

Started ossec-logcollector...

Started ossec-syscheckd...

Completed.

12. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

# exit
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Lima High Level Description

Lima is a Linux system operating in the services network. The main purpose of Lima is to
operate the Snort sensor. Once configured, it will alert administrators to any unusual or
malicious activity by monitoring network traffic and hosts and sending alerts to the alert
collection database.

Snort is a free IDS that can make use of other multiple tools—such as MySQL and BASE—in
order to monitor network activity. Snort can record logs in a variety of different
formats/databases.

Following are descriptions of the hands-on tasks you must complete on Lima's:
Task 1. Linux Host System Hardening

You will be minimizing non-essential services (e.g., xinetd, portmap) as well as
extraneous default users and groups. As a standalone system running Snort, Lima does
not require these components; as a result, you will follow security best practices by
removing them. Also,you will create a non-privileged administrator account to provide
an audit trail for all administrative access.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local
time server—in this deployment the local time server is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will synchronize
with Quebec every ten minutes; and the Window hosts will synchronize with Alpha every
forty-five minutes until three good synchronizations occur, then once every eight hours.
With all the hosts’ time synchronized across the network, cross examining multiple hosts’
logs or logs at the syslog server is easier to perform and is more meaningful.

Task 3. Configuring Bastille

The Bastille hardening system is a user-configurable script that attempts to lock down
Linux/UNIX operating systems. The Bastille script embodies recommendations from
every major reputable source on Linux/UNIX security. You will use pre-configured
Bastille templates to lock down weak system settings such as maximum password age,
user privileges, etc.

Task 4. Configuring IPTables

IPTables is a Linux firewall application that can be configured to perform packet filtering
on network firewalls or host systems. IPTables will be configured on this host as a host-
based firewall to allow only valid packets to and from this host. To do this, you will set
up INPUT and OUTPUT rules to specifically allow known-good packets into and out of
the host, and will create default LOG rules and DROP rules.

Task 5. Installing and Configuring Snort

Snort will be configured to fit this network’s particular needs. You will be led through the
steps to enable/disable rules and setup up the Snort configuration file.
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Task 6. Configuring OSSEC Agent

You will install and configure OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 7. Wireshark Network Protocol Analyser

You will install and configure Wireshark in order to perform packet analysis.
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Linux Host System Hardening

1 Remove Zeroconf Route
1. If you have not already done so, log on to the machine using:
Username: root Password: tartans@1
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

By default Linux adds a "zeroconf" route at boot time. This is a static route that
designates the 169.254/16 prefix as local. This is unnecessary on our network, so you
will remove the route:

3. Specify to not use zeroconf at boot time:

NOTE: In this and all subsequent Linux documents, the ‘# at the beginning of each line
should not be typed in as part of the command. Itis simply meant to represent a
command prompt.

\ # echo " NOZEROCONF=yes" >> /etc/sysconfi g/ network

2 Linux Kernel Upgrade

One of the most essential hardening tasks for Linux systems is to ensure that the latest kernel
version is being used. The kernel is the core of the operating system and every effort should be
made to ensure that the most current version is in use. Most versions of Linux include some
automated means for updating software, including the kernel. You will use a tool called YUM
(Yellowdog Updater Modified) to download updates from an external web server that is hosting

the YUM repository.

2.1 Apply latest updates to the kernel and other installed packages

1. Edit the yum config file using vi:
\ # vi [etc/yumrepos. d/ Cent CS- Base. repo |

2. There are six sections of the file denoted by names in brackets. You will edit 3 of these
sections and disable the other 3. Press[Insert] or[i] to edit the file and scroll down
to the first section, ‘[base]’. Comment out the line beginning with ‘mirrorlist=" by typing a #
at the beginning of the line. Next, uncomment the line below it beginning with ‘baseurl=’

and edit the URL to point to the trusted yum repository at
http://192. 168. 30. 14/ cent os/ 5. 4/ os/ i 386/

The updated lines will be as follows:

[base]
name=Cent05-%releasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep

D=05
baseurl=http://192.168.30.14/centos/5.4/05/1386/]]
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 1: Configuring YUM base repository
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3. Repeat the above steps for the second section, ‘[updates]’, pointing it to the URL
http://192. 168. 30. 14/ cent os/ 5. 4/ updat es/ i 386/

#released updates

[updates]

name=Cent05-sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=Sreleasever&arch=%basearch&rep
o=updates

baaeurl=http:fﬁ192.168.3@.14!cent05!5.4!updat95f1385!l

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 2: Configuring YUM updates repository

4. Scroll down to the next section, ‘[addons] and add enabl ed=0 underneath the last line of
the section to disable it. The updated lines will be as follows:

#packages used/produced in the build but not released

[addons]

name=Cent05-%releasever - Addons
mirrorlist=http://mirrorlist.centos.org/?release=5%releasever&arch=3%basearch&repo
=gddons

#bpaseurl=http://mirror.centos.org/centos/sreleasever/addons/S$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

enabled=0

Figure 3: Disabling YUM addons repository

5. Scroll down to the next section ‘[extras]’, comment out the ‘mirrorlist’, and point ‘baseurl’ to
the URL http://192. 168. 30. 14/ cent os/ 5. 4/ extras/i 386/

#additional packages that may be useful

[extras]

name=Cent05-%releasever - Extras
#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=sbasearch&rep
o=extras

baseurl=http://192.168.30.14/centos/5.4/extras/1386/

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 4: Configuring YUM extras repository

You will leave the remaining two sections at their default setting of disabled.
6. Press[ Esc], then type : wg and press|[ Ent er] to save the changes and exit VI.

7. Add a variable to ‘/etc/yum.conf’ so that all future updates use the HTTP proxy. Edit
‘letc/yum.conf’ with vi:

| # vi /etc/yum conf
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8. To configure yum to use the web proxy server, you need to add a line to the ‘/etc/yum.conf
file’. Add the following line to the end of the ‘[main] section of the file:

[pr oxy=http://10.0. 2. 1: 3128 |

[main] =
cachedir=/var/cache/yum
keepcache=0

debuglevel=2
logfile=/var/log/yum.log
distroverpkg=redhat-release
tolerant=1

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1
proxy=http://10.8.2.1:3128

Figure 5: Configuring YUM proxy server

Press [ Esc] then type : wg and press [ Ent er] to save the changes and exit VI.

NOTE: In order to access the Internet or even the trusted update server, routing needs to
be enabled on Quebec and Romeo. Once the access control lists are in place on these
two router/firewall machines, only a few devices will be able to directly access external
networks. You may need to wait until these tasks are completed—check with your
teammates on this.

9. Run yum in update mode:

# yum updat e

10. Type y then press [ Ent er] when prompted to download the updates.
11. Type y then press [ Ent er] when prompted to import the CentOS 5 GPG key.
A number of packages will be downloaded and installed, including a newer kernel.

This step may take several minutes to complete. Press[Ctrl ] +[Shift] +[T] to
open a new terminal tab if you want to move on to the next steps while the updates take
place.
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3 Service Minimization

3.1 Removing Unnecessary Services

By default Linux runs many services that a standalone server will not need. Extraneous
services are dangerous because they provide possible attack vectors.

The services that need to be removed from this system are:

. anacron « mdmonitor « rpcsvcgssd
.« apmd « mdmpd « rpcidmapd
. atd « microcode_ctl « sendmall
. autofs « netfs « Xinetd

. cpuspeed . nfslock

e Cups . portmap

e gpm « rawdevices

« irgbalance . rpcgssd

1. Terminate the ‘anacron’ service properly by using the following command:

| # service anacron stop

2. Remove the ‘anacron’ startup routine using the following command:

| # chkconfig --del anacron

root@Lima:~

File Edit View Terminal Tabs Help

[root@lima ~]# service anacron stop

Stopping anacron: [ OK 1
[root@lLima ~]# chkconfig --del amacron

[root@Lima ~]# |]

Figure 6: Removing a service

3. Repeat steps #1 and #2 for each service listed above. (ADVANCED: see the ‘Bash
Script’ ADDENDUM located on the last two pages of this section to automate these
repetitive steps.)

Note: On some systems, some of the services may not be started and may not
return the ‘OK’ when stopped. If this is the case, it is sufficient to simply delete the
service.

4. To check that the appropriate services have been removed, use the following two
commands from a terminal window:

# netstat —ntap | grep —i listen

root@Lima:c~

Fle Edit View Terminal Tabs Help

[root@Lima ~]# netstat -ntap | grep -1 listen

tep 4] @ :::22 o LIST]
EN 3133/sshd

[root@gLima ~]# ]

Figure 7: Confirming service removal
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# chkconfig --1ist

grep on |

sort

File

acpid

auditd
avahi-daemon
avahi-dnsconfd
conman

crond
firstboot
haldaemon

hidd

ip6tables
iptables
lvm2-monitor
mcstrans
messagebus
netconsole
network

pcscd
readahead early
readahead_later
restorecond
sshd

syslog
vmware-tools
wdaemon

xTs

[root@Lima ~]#

0:
off
off
off
off
off
off
off
off
off
off
off
off
ofT
off
0Tt
toff
0Tt
0Tt
toff
toff
ofT
off
0Tt
ofT

[ - R - B < I > I - B - B - > - - B - B - T - [ - > R > - [ - T > -

off

[ e e e e R e T e I e e e e e e e i ]

Edit View Terminal Tabs

[root@Lima ~]# chkconfig --list |
roff
roff
roff
roff
roff
roff
roff
roff
roff
roff
roff
ron

offt
:ofT
ofTt
ofT
rof Tt
ofT
ofT
offT
offt
:ofT
ofT
ofT
rof Tt

root@L'lma:-

Help

grep on | sort

2:on 3:on
2:on 3:on
2:o0ff 3:on
2:o0ff 3:off
2:0ff 3:off
2:on 3:on
2:o0ff 3:on
2:0fT 3:on
2:on 3:on
2:on 3:on
2:on 3:on
2:on 3:on
2:on 3:on
2:0TT 3:on
2:0fT J:off
2:on 3:on
2:on 3:on
2:on 3:on
2:0TT J:ofT
2:on 3:on
2:on 3:on
2:o0n 3:on
2:on 3:on
2:0fT J:ofT
2:on 3:on

B AL bsELAELELELELELEDLELELAELELERELELEREDLREDLE R R R R

ron
ron
ron
roff
roff
ron
:off
ron
ron
ron
ron
ron
ron
ron
off
ron
ron
ron
ofT
ron
ron
ron
off
0TT
ron

[* RS R R R E R I R BT R R B R T RS R RO, BT R RS, B, BT T RS R, BT, ]

ron
ron
ron
off
off
ron
ron
ron
ron
ron
ron
ron
ron
ron
off
ron
ron
ron
ron
ron
ron
ron
ron
0Tt
ron

LI = o ) R o o I o o I o I o ) O o I o o 3 o ) o) o o B o)

roff
roff
roff
roff
roff
roff
roff
roff
roff
roff
roff
roff
offt
ofT
coff
ofT
rof T
ofT
ofTt
toff
:offt
ofT
coff
ofT
rof Tt

Figure 8: Results of service removals

If your results are similar to the output shown above, the services have been

removed successfully.

4 User / Group Account Minimization

It is important to disable all default vendor accounts that will be unused. Typically, a
default account (e.g., gopher or news) is created only when the respective service is
also installed; however, many default accounts exist even if you have not installed the

related services on your system.

In this case, you will not use many of the default

accounts and so you will remove them. The more accounts you have, the easier it is for
outsiders to access your system.

4.1 Remove Default User Accounts
The users you will need to remove are:

1. Remove the ‘adm’ user account using the following command:

o adm

« apache
. ftp

. games
« gopher
o halt

« p

. mall

o mailnull

e« News

« nfsnobody
« nobody

« nscd

. Operator

. rpcuser

« IpC

shutdown
smmsp
uucp
vcsa

xfs

| # userdel adm

Lima Task 1/7
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2. Repeat the previous step for each account listed above. Verify removal by executing

the following command:

# cat /etc/passwd

root@Limac—~

Hle Edit Wiew Terminal Tabs Help

[root@lLima ~]# cat fetc/passwd
root:x:0:@:root:/root:/bin/bash
bin:x:1l:1:bpin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
Sync:x:5:@:sync:/sbin:/bin/sync
distcache:x:94:94:Distcache:/:/sbin/nologin
webalizer:x:67:67 :Webalizer: /var/www/usage:/sbin/nologin

dovecot:x:97:97:dovecot: fusr/libexec/dovecot: /sbin/nologin

squid:x:23:23::/varsspool/squid: /sbin/nologin
mysql:x:27:27:My50L Server:/var/lib/mysql:/bin/bash
pcap:x:77:77: f/varfarpwatch:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin
dbus:x:81:81:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
named:x:25:25:Named: /var/named: /sbin/snologin

sshd:x:74:74:Privilege-separated 55H:/var/empty/sshd:/sbin/nologin

haldaemon:x:68:68:HAL daemon:/:/sbin/snologin

avahi-autoipd:x:100:102:avahi-autoipd: /svar/Llib/avahi-autoipd:/sbin/nologin

gdm:x:42:42::/var/gdm: /sbin/nologin
user:x:500:500:User: home/suser:/bin/bash
[root@Lima ~1# ||

Figure 9: Results of removing unnecessary default user accounts

3. If the default user accounts have been successfully removed, your /etc/passwd file

will look similar to the output shown in the figure above.

4.2 Remove Default Groups

Now that you have removed all unnecessary accounts from the /etc/passwd file, you will

clean up the /etc/groups file.

The groups that you will remove are:

. adm « Ip
. dip « mall
« lock e News

uucp

Removing a group account is similar to the process of removing a user shown above.

1. Delete the ‘adm’ group using the following command:

| # groupdel adm

2. Repeat the previous step for each group listed above.

3. Verify removal by executing the following command:

# cat /etc/group

Page 6 of 11
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root@Limac—~

File Edit Miew Terminal Tabs Help

[root@Lima ~]# cat sfetc/group =
root:x:0@:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin
tty:x:5:

disk:x:6:root

mem:x:8:

kmem:x:9:
wheel:x:10:root
man:x:15:

users:x:100:

utmp:x:22:
utempter:x:35:
audio:x:63:gdm
distcache:x:94:

TlLoppy ::x:19:
webalizer:x:67:
dovecot:x:97:
squid:x:23:

mysql:x:27:

pcap:x:77:
slocate:x:21:

ntp:x:38:
ecryptfs:x:101:
dbus:x:81:

avahi:x:70:

Figure 10: Results of removing unnecessary default groups

(IL

4. If the default groups have been successfully removed, the /etc/group file will look
similar to the output shown in the figure above.

4.3 Create the ‘Admin’ User

The last account management task you will perform manually is to create an ‘admin’
user for daily administration tasks.

1. Add the admin user using the following command:

| # useradd adnin

2. Set the password for the ‘admin’ account:

| # passwd adnin

3. When prompted for a password use the following: st eel er s

The output will resemble that shown below:

[root@Lima ~]# useradd admin

Group 'mail’ not found. Creating the user mailbox file with 8608 mode.
[root@lLima ~]# passwd admin

Changing password for user admimn.

New UNIX password:

BAD PASSWORD: it is based on a dictionary word

Retype new UNIX password: =
passwd: all authentication tokens updated successfully. :
[root@Lima ~]#

Figure 11: Creating an Admin user

Note: In a real production environment you should always choose a strong password or
passphrase that is sufficiently long and contains a combination of letters, numbers, and
special characters. The above password is used for demonstration purposes only.
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5 Installing ClamAV
1. Copy the ClamAV tarball from the course CD to the /root directory:

| # cp /medi a/ Al STS/ Tool s/ Li nux/ O amAV/ cl amav-0. 96. 1. tar. gz /root

2. Untar ClamAYV:

# cd /root
# tar xvzf clamav-0.96.1.tar.gz

3. You will need to install a few prerequisite packages before installing ClamAV. You
will use the trusted yum repository that you set up earlier in this task to install zlib-
devel. Additionally, in order to compile ClamAV and other tools in later tasks from
source code you will need to install a compiler on the machine because this
distribution of CentOS does not come with a compiler pre-installed.

Make sure to remove the installed compiler when all of this machine’s tasks have
been completed;.it could be used to compile malicious code if an attacker gained
access to the system.

# yuminstall gcc zlib-devel

Typey then press [ Ent er] when prompted to confirm the download.
Change into the clamav-0.96.1 directory and install ClamAV:

ok

cd clanmav-0.96. 1

adduser cl amav

./configure --sysconfdir=/etc
make

make i nstall

ST N T Y

o

Use the VI editor to open the clamav.conf file in order to configure ClamAV:

# vi [etc/cland. conf

7. Press[Insert] toenteredit mode. Comment out the line near the beginning of
the file containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 12: Editing clamd.conf

8. Find and uncomment the following lines by removing the ‘# in front of them:
a. ‘LogFile /ftmp/clamd.log’
b. ‘LogTime yes’
c. ‘LogSyslog yes’
d. ‘LocalSocket /tmp/clamd.socket’
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9. Save and exit the file. Press [ Esc] and type :wg then press[Enter].

10. The ClamAV updater (freshclam) needs to be pointed to the internal proxy (10.0.2.1)
in order to update virus definitions. Use the VI editor to open the freshclam.conf file:

# vi [etc/freshcl am conf

11. Comment out the line near the beginning of the file containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 13: Editing freshclam.conf

12. Find the proxy settings. Uncomment them and make the following changes to
indicate the IP address of the proxy server and the port number to use:

HTTPPr oxyServer 10.0.2.1
HTTPPr oxyPort 3128

Note: Although freshclam has been configured, it probably will not successfully run yet.
The Squid Proxy server may still need to be set up.

13. Save and exit the file. Press [ Esc] andtype : wg then press [ Enter].

14. Enable the ClamAV daemon to start it automatically as a service:

# cp /nedi a/ Al STS/ Tool s/ Li nux/ Cl amAV/ cl and /etc/init.d/
# chkconfig --add cl and
# service cland start

15. Setup cron jobs for Virus definition updates and nightly virus scans:

# crontab —u root -e

16. Add the following two lines to the file:

15 2 * * * [usr/local /bin/freshclam --qui et
15 3 * * * [usr/local/bin/clandscan --quiet /

17. Save and exit the cron file. Press [ Esc] andtype :wqg then press[Enter].

18. Remove the ClamAV installation files (they contain test signatures that will be found
on every scan if you do not remove them) then reboot the server.

# cd /root
# rm-rf clamav-0.96*
# reboot
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ADDENDUM Bash Script: ‘for loop’

Create afile containing the list of items

1. If you would like to automate the task of removing the unwanted services, users, and
groups you can write a Bash script to loop through the list of items and process them
one by one. First, start by creating a text file containing the list of items that you
want to process. Enter the following command to create the text file:

| # cat > del et edSvcli st |

2. After you typed the previous command and hit the [ Ent er] key, notice that there is
no prompt (‘#’) at the cursor. The file is now open and you can enter the list of items
that you want to process. Enter each item on a separate line, hitting the [ Ent er ]
key to move to the next line.

3. When all of the items have been entered into the file, press [ Ct r | +d] to save and
close the file. Notice that the prompt (‘#') has returned to the shell.

Write the ‘for loop’

1. Now you will create a ‘for loop’ that will read the items in the deletedSvcList file one
by one and stop each service. Enter the following script as it appears below to stop
the unwanted services:

|# for str in $(cat del etedSvcList); do service $str stop; done |

A simple modification makes sure that those services do not start on boot up:

|# for str in $(cat del etedSvcList); do chkconfig --del $str; done |

2. Notice that the script is in three sections, separated by semi-colons (‘;’). The first
section of this script creates a variable, named ‘str’, and assigns it to the first item in
the file. The second section inserts the value of the variable, ‘str’, into the shell
command. The command is executed and then the process is repeated for each
item in the file. When there are no more items in the file, the third section of the
script ends the process and returns control back to the shell.

As you go through the steps, you will have to create three separate files for services,
users, and groups. Then you must modify the file name in the first section of the
script. Likewise, you will have to modify the command in the second section to
perform the action that you want.
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Here are the files and scripts that should be created to remove the following items:

Users:

| # cat > del et edUser Li st

|# for str in $(cat del etedUserList); do userdel $str; done

Groups:

| # cat > del et edG pLi st

|# for str in $(cat del etedG pList); do groupdel $str; done
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Linux Network Time Protocol Daemon (ntpd) Client

1 Setup Linux ntpd Client Service

1.1 Installation
If you have not already done so, log on the console using:

1.

Username: root Password: tartans@1

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

The Network Time Protocol Daemon (ntpd) is installed with most Linux distributions.
You will create a cron job that will cause the Linux ntpd to periodically query
Quebec’s ntp server and update the system time.

1.2 Configuration

1. Run the following command to see the current local system time. Hopefully, it is
significantly different from the time server’s system time as this will explicitly
demonstrate when the client becomes synchronized with the server:

# date

2.

If the date is not significantly different from the time server’'s system time, you can
change the local client’s system time manually by entering the following command
(you can change the system date and time to whatever you want):

| # date -s "Fri Sep 12 14:38:19 EDT 2003" |

3. The ntp configuration file must be modified to tell it which time server to use to
update the system time. This file is located in the ‘/etc’ directory. To open the config

file in the ‘vi’ text editor, enter:

# vi [etc/ntp.conf

4.

5.

Lima Task 2/7

In order to modify the file in the ‘vi’ editor, the [ I nsert] or[i] key must be
pressed before trying to add or change text.

Scroll down to the section beginning with “# Use public servers” which is excerpted

here:

# Use public servers from
# Please consider joining
#server O.centos.pool.ntp

the pool.ntp.org project.
the pool (http://www.pool.ntp.org/join.html).

.org
#server l.centos.pool.ntp.
#server 2.centos.pool.ntp.

org
org

restrict 18.8.2.1 mask 255.255.255.255 nodmodify notrap nogquery

server 10.0.2.1 prefer

Figure 1: Default NTP configuration file
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Comment out the previous servers and add the following two lines at the end of this
section:

restrict 10.0.2.1 mask 255. 255. 255. 255 nonodi fy notrap noquery
server 10.0.2.1 prefer

Your section should look similar to the following:

E Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).

#server B.centos.pool.ntp.org

#server l.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

restrict 10.08.2.1 mask 255.255.255.255 nomodify notrap noquery server 108.0.2.1 p
refer

Figure 2: Edited NTP configuration file
6. Save and exit the file. Press [ Esc] andtype:wqg thenpress[Enter].

7. Now we need to cause ntpd to update to the ntp server time by modifying
/etc/ntp/step-tickers to run ntpdate when ntpd is started. Do this by running these
two commands:

| # echo "10.0.2.1" > /etc/ntp/step-tickers

8. The ‘step-tickers’ file should now contain only the ntp server’s IP address. The file
contents can be viewed by entering this command:

# cat /etc/ntp/step-tickers

9. Enter the date command to see that the date is still incorrect.

10. If the ntpd service is not currently running, it must be started by entering the following
command. If the service is currently running, replace ‘start’ with r est art. NOTE:
Once the service is running, always remember to ‘restart’ after making any changes
to the ntp config file. Otherwise, the service will continue to run according to the
previous config file settings until the service is restarted. Later, we will be creating a
cron job to periodically restart the service. For now, enter this command:

| # service ntpd start

11. You should see these two messages:
ntpd: Synchronizing with fime Server: [ OK 1

Starting ntpd: [ OK 1]
Figure 3: Starting the NTP service
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12. Enter the date command again to see that the time has been synchronized.
Note: This will only be successful after Quebec’s time server has been configured
properly. Check with your teammates for its status.

13. The service can be verified and the current pid identified by entering:

| # service ntpd status

14. Now, we are going to make sure that ntpd updates the system time regularly. Skew
the local system time again by entering the following command that you entered
earlier (up arrow to find this command and press enter):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

15. A cron job must be created to cause the ntpd service to periodically query the time
server and update the local system time accordingly. Enter this command to create
the cron job file:

| # crontab —u root —e

16. This file should automatically open using the ‘vi' text editor again, so you must press
the [ I nsert] key before you can add or modify text.

17. Insert the following line at the top of the file to set up a cron job that will execute
every 10 minutes. You can review the ‘man 5 crontab’ pages to understand the
crontab fields in more depth after you are done with this task. After the ntpd is
verified to be up and running correctly, the first set of numbers can be changed to a
‘0’ to cause the cron job to run at the top of every hour (0™ minute of every hour)
instead.

Make sure that there is a space after the 50 and between each *’ and the ‘/’
character following them. There are no spaces between the initial set of numbers.

0, 10, 20, 30, 40,50 * * * * Jetc/rc.d/init.d/ntpd restart

6,16,20,308,46,58 * * * * fetc/rc.d/init.d/ntpd restart
15 2 * * * Jusr/local/bin/freshclam --quiet
15 3 * * * Jusr/local/bin/clamdscan --quiet /

18. Now Save and exit the file. Press [ Esc] andtype:wq thenpress|[Enter].

19. Entering the following command will create init scripts at run levels 3-5 to start the
ntpd service every time the system is started up.

| # chkconfig --level 345 ntpd on

20. Use the following command to verify that the ntpd service is turned on at run levels 3,
4, and 5:

# chkconfig --list | grep ntpd
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21.

22.

23.

Page 4 of 4

Make sure that it looks like this:

ntpd B:off l:off 2:o0ff 3:on 4:on 5:on G:off
Figure 4: NTP service startup run levels

Now, use the date command to see if the cron job has updated the system time. If
not, wait a few more minutes and try again.

Once the remote centralized syslog server is installed and configured, we can review

the logs that are generated from the Network Time Server process. There we will
see each time that the client is updated and the offset amount by which it is updated.
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Installing and Configuring Bastille-Linux

You have already completed preliminary hardening (by removing users, groups, etc) and now
will use Bastille-Linux to finish the task. Bastille allows you to easily modify many OS settings.
In this task, you will apply a previously configured Bastille template file (analogous to the
Security Configuration templates used on Windows) to the system.

1 Bastille Configuration

1.1 Install Bastille
1. If you have not already done so, log on to the machine using:

Username: root
Password: tartans@1

2. Open a terminal window by clicking on:
‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. There are two modules that are required to implement Bastille:
perl-Curses-1.12-1.2.el4.rf.i386.rpm
Bastille-3.0.8-1.0.noarch.rpm

Copy the required modules to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Bastille/* /root

4. Using the following commands, change to the /root directory and get a directory
listing to confirm that all the Bastille files copied:

# cd /root
# 1s —l

5. Install perl-Curses module:

|# rom—ivh perl-Curses-1.28-1.el5.rf.i386.rpm

6. Install Bastille module:

|# rpm—ivh Bastille-3.0.9-1.0.noarch.rpm
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1.2 Run Bastille

1. Copy Lima’s Bastille template to the Bastille configuration directory (this command
should be typed as one continuous line with a space after ‘cp’ and after ‘bastille-ids-

config’):

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Config_Fil es/Lim_10.0. 2. 5/ bast
ille-ids-config /etc/Bastille/config

2. Run Bastille in batch mode to apply the preconfigured template:

| # bastille —b —n 2>/ dev/nul |

Note: The template generates error messages about the CentOS version but the
settings will be applied successfully. These messages are not important and so in
this command, you divert all error messages to /dev/null (the trash).

NOTE: Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

NOTE: Bastille is scanning the system configuration...

NOTE: Bastille is now locking down your system in accordance with your
answers in the "config" file. Please be patient as some modules
may take a number of minutes, depending on the speed of your

machine.
NOTE: Executing
NOTE: Executing
MNOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing
NOTE: Executing

Figure 1: Bastille Output
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2 Bastille Configuration

1. The template you applied has been previously configured as follows.
Enter the following command to view the new Bastille security settings:

|# cat /etc/Bastille/config | |ess |

2. You can scroll up and down to view the entire file. When you are finished reviewing the
file, press the ‘q’ key to quit and return to the shell prompt.

3. After reviewing the config file, reboot the system by typing r eboot . You will now have to
login with the admin account that was created in the Linux Host System Hardening task.
Make sure that the admin account was created before rebooting the system or you will
not be able to login.

You may need to reset the screen resolution to 1024x768 the first time you log on to the
admin account. You can do this by going to ‘System’ -> ‘Preferences’ -> ‘Screen
Resolution’.

The remaining sections of this document detail the previously configured template that
you applied. Note that you will NOT need to actually perform any tasks in the following
sections; it is merely here for your edification. After reviewing, you can move on to the

next task.

2.1 File Permissions

e Disallow non-root access to ping, usernetctl, mount/umount, and at
¢ Disable the r-tools (rsh, rlogin, etc) which are troublesome due to their use of
weak authentication.
# 0: Would you Llike to set more restrictive permissions on the administration u
tilities? [N]
FilePermissions.generalperms_1 1="%"

# 0: Would you like to disable SUID status for mount/umount?
FilePermissions.suidmount="%"

# 0Q: Would you like to disable 5SUID status for ping? [Y]
FilePermissions.suidping="Y¥"

# 0: Would you like to disable SUID status for at? [Y]
FilePermissions.suidat="%"

# 0: Would you like to disable the r-tools? [Y]
FilePermissions.suidrtool="%"

# 0: Would you like to disable SUID status for usernetctl? [Y]
FilePermissions.suldusernetctl="%"

Figure 2: File Permissions
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2.2 Account Security Settings

e Enforce password aging
Restrict cron (scheduler) to the root user

o Disallow root from direct login. After you apply this template all administrators must
login using the ‘admin’ account and then su to root.

e Set permissions on all user-created files so that the file is only readable by the user
who created it.

# 0: 5Should Bastille disable clear-text r-protocols that use IP-based authentic
ation? [¥]
AccountSecurity.protectrhost="¥Y"

# 0: Would you like to enforce password aging? [Y]
AccountSecurity.passwdage="Y"

# 0Q: Do you want to set the default umask? [Y]
AccountSecurity.umaskyn="Y"

# 0: What umask would you like to set for users on the system? [877]
AccountSecurity.umask="077"

# 0: Should we disallow root login on tty's 1-67 [N]
AccountSecurity.rootttylogins="Y"

Figure 3: Account Security Settings

2.3 Boot Security Settings

o Disable CTRL-ALT-DELETE rebooting so that a user must have a valid login and
password to reboot the machine.

e Password protect single user mode to require the root password. Single user mode
is equivalent to run level 1. You are granted root access, but networking is disabled.

# 0: Would you like to password-protect the GRUB prompt? [N]
BootSecurity.protectgrub="N"

# 0: Would you like to disable CTRL-ALT-DELETE rebooting? [N]
BootSecurity.secureinittab="Y"

# 0: Would you like to password protect single-user mode? [Y]
BootSecurity.passsum="Y"

Figure 4: Boot Security Settings
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2.4 Securing inetd and TCP Wrappers
¢ Disable telnet and ftp

¢ Create authorized use banners that will be displayed before the user can log in

e You do not set default deny on TCP wrappers in this configuration. Later on you will
configure an IPtables firewall which will handle this.

# Q: Would you like to set a default-deny om TCP Wrappers and xinetd? [N]
Securelnetd.tcpd _default deny="N"

# Q: Would you like to display "Authorized Use" messages at log-in time? [Y]
Securelnetd.banners="Y"

# Q: Who is responsible for granting authorization to use this machine?
Securelnetd.owner="administrator@aia.class"”

Figure 5: Securing inetd and TCP Wrappers

2.5 Configure PAM

e Set limits on resources. Users will only be allowed to start 150 concurrently running
processes, and will be unable to open core system (kernel) files.
e Only allow admin to log in at the console

# 0: Would you like to put 1limits on system resource usage? [N]
ConfigureMiscPAM. limitsconf="Y"

# 0: 5Should we restrict console access to a small group of user accounts? [N]
ConfigureMiscPAM. consolelogin="Y"

# 0Q: Which accounts should be able to login at console? [root]
ConfigureMiscPAM. consolelogin_accounts="admin"

Figure 6: PAM Settings

2.6 Logging Settings
¢ You will configure logging in a later module, therefore you will not configure logging
through Bastille
# 0: Would you 1like to set up process accounting? [N]

Logging.pacct="N"

Figure 7: Logging Settings

2.7 Sendmail Settings
e Prevent sendmail from running in daemon mode. This machine will not be a mail
server, so sendmail need not listen for connections
# 0Q: Do you want to stop sendmail from running in daemon mode? [Y]

Sendmail.sendmaildaemon="Y¥"

Figure 8: Sendmail Settings
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2.8 Miscellaneous Daemons
# 0: Would you like to disable acpid and/or apmd? [Y]

2.9

2.10

2.11

2.12

MiscellaneousDaemons.apmd="%"

# 0Q: Would you like to disable GPM? [Y]
MiscellaneousDaemons.gpm="Y%"

# 0: Would you like to deactivate the HP

et

MiscellaneousDaemons.disable hpoj="¥"

Officelet

(hpoj) script on this machin

# 0: Would you like to deactivate the ISDN script on this machine?

MiscellaneousDaemons.disable_isdn="¥Y"

Figure 9: Miscellaneous Deamons

Apache Web Server Settings

# Q: Would you like to bind the Web server to listen only to the localhost? [N]

Apache.bindapachelocal="N"

# 0: Would you like to bind the web server to a particular interface? [N]

Apache.bindapachenic="N"

# 0: Would you like to deactivate the following of symbolic links? [¥]

Apache.symlink="N"

Figure 10: Apache Web Server Settings

Tempdir Scripts

e This system is not a multi-user system, and therefore you will not be very
concerned with the temporary (shared) directories

# 0: Would you like to install TMPDIR/TMP scripts? [N]

TMPDIR. tmpdir="N"

Figure 11: Tempdir Scripts

Packet Filtering Firewall

¢ You will configure a firewall in a later module, therefore you will not use Bastille’s

firewall configuration

# 0: Would you like to run the packet filtering script? [N]

Firewall.ip_intro="N"

Figure 12: Packet Filtering Firewall

FTP Settings

# Q: Would you like to disable anonymous download? [N]

FTP.anonftp="Y%"

# 0: Would you like to disable user privileges on the FTP daemon? [N]

FTP.userftp="Y"

Figure 13: FTP Settings
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Configuring IPTables as a Host Based Firewall on Linux
Systems

The host based firewall for Linux, iptables, can be configured by accessing the console directly

or via SSH from a management workstation.

Iptables has six pre-defined “chains” that are

available with the ability to create user defined chains as well. The default chains are:

« INPUT

e OUTPUT

e INPUT

« FORWARD

¢ PREROUTING

¢ POSTROUTING

The table below lists various options that can be used when configuring iptables rules.
Additional information is available by typing i pt abl es - - hel p at the Linux command line or
by reviewing the iptables man page (type: man i pt abl es).

~table

4 Description

filter | Default table. This is used if not
specified

nag Metwork address translation

mangle | Used for Quality Of Service (Q03)

and preferential treatrment

raw  |Enables optimization. g, lgnore
fireswall state matching for port 80 for

enhanced speed due to less

nracessing. Requires kemel patch

Command
[Use one)

A
~append
-0
~delete

|
~ingett

R
~replace

-
~flush

-z

-ZBM0

~list

N
~new-chain
R

~delete-

chain

P
~palicy

-E
~renane-

chain

Figure 1: IPtables Options
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Description

Append rule ta chain

Delete rule from chain

Inert rule at beginring or at
specified seguence number in
chain.

Replace nile

Flush all rules

Zera byte courters in all chaing

List all rules.

Add option ~line-numbers for
fule nurmber.

Create new chain

Delete user defined chain

Set default policy for 3 chain

Rerame a chain

Command
Option

-5
--50urce

d
-destination

1
~in-inteface

-0
-out-intetface

P
-nratocal

]

~jump
o
~fragment

-
-get-counters

-m L&g
-match tcp

-m state
~match state

Description
Source address of packet
Diestination address of packet
Interface packet is amving from
Interface packet is going to

Pratocol:

5

~sport port]:part]
~dpart portf:pon]
:&Mll

\dp

“icon

2

MaE.

Target to send packet to
Fragment matching

Set packet/byte counter

“-gource-port port[:por]
{port # or range ##)

“- destination- port port]:port]
“op-flags

~state

“ESTABLISHED

“RELATED

NEW

INYALID

(Push content, not expected to
regigye this packet.)

© 2010 Carnegie Mellon University

Defined
Policies

ACCEPT
DROP
REJECT
RETURN
MARK

MASQUERADE
L0G

ULoG

SNAT

REDIRECT
DNAT
QUEUE

Descrigtion

Let packet thraugh

Deny packet with no reply
Deny packet and notify sender
Handled by default targets

Used for error response
Use with option --reject-with type

Used with pat table and DHCP

Lag to file and specify message:
°-log-level #

“-log-prefis "prefis”
“-log-tpg-seguence
“-logtpg-options
“-log-ig-options

Log ta file and specify userpace logaing
messages

Walid in PREROUTING chain. Used by
nat

Used with pat table. Output.
Walid in POSTROUTING chain. Output

Pass packet to ugerspace.
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1 Creating Inbound and Outbound Filtering Rules

The filtering rules for this server will be set up to allow the following traffic into and out of

the system:
Source Address Destination Proto | Source | Destination Direction Purpose
Address Ports Port

10.0.4.0/24 10.0.2.5/32 ANY ANY ANY Inbound Management

10.0.3.2/32 10.0.2.5/32 ANY ANY ANY Inbound Mike-Nagios

127.0.0.1/32 127.0.0.1/32 * * * Inbound Loopback
Log All Denied

10.0.2.5/32 10.0.4.0/24 ANY ANY ANY Outbound Management

10.0.2.5/32 10.0.3.2/32 ANY ANY ANY Outbound Mike-Nagios

10.0.2.5/32 10.0.2.3/32 TCP ANY 25 Outbound SMTP

10.0.2.5/32 10.0.2.4/32 UDP ANY 53 Outbound DNS

10.0.2.5/32 10.0.2.1/32 UDP 123 123 Outbound NTP

10.0.2.5/32 10.0.2.1/32 TCP ANY 3128 Outbound Squid Proxy

127.0.0.1/32 127.0.0.1/32 * * * Outbound Loopback
Log All Denied

1. If you have not already done so, log on to the machine using the newly enforced admin

account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Ensure iptables is stopped.

| # service iptables stop

5. Clear all existing iptables rules.

| # iptables --flush

6. Set the default policy for the FORWARD chain to DROP all packets.

| # i ptabl es —P FORWARD DROP

7. Create the iptables file that will be used to save firewall rules.

# vi

# i ptabl es-save > /etc/sysconfig/iptabl es
[ etcl/sysconfigl/iptabl es

Page 2 of 5
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8. Remove the last two lines. Move the cursor to each line and press the [D] key twice.
This will delete the current line in VI. The file should look like the following when
completed:

# Generated by iptables-save w1.3.5 on Mon Jun 14 16:52:10 2018
*filter

:INPUT ACCEPT [5:420]

:FORWARD DROP [B:0]

:0UTPUT ACCEPT [5:420]

9. Add the remaining rules to the iptables file as listed below. Comments/remarks are
identified with a ‘#' at the beginning of the line. These lines are used to identify what the
rules beneath them are used for. Although they are not required, it is a good practice to
describe the rules, their intent, who added the rule, and potentially the date on which the
rule was added or modified. Use the cursor to go to the bottom of the file.

Simultaneously press the [ Shift] and [ A] keys to append text to the end of the
last line. Press[Enter] toadd a new line. Enter the following lines:

# Allow all inbound traffic from the MGMT network
-A INPUT -s 18.8.4.68/24 -d 18.8.2.5/32 -1 eth® -j ACCEPT

# Allow all inbound traffic from Mike-Nagios
-A INPUT -5 18.08.3.2/32 -d 10.0.2.5/32 -1 eth® -j ACCEPT

# Allow all established connections
-& INPUT -1 eth® -m state --state ESTABLISHED,RELATED -j ACCEPT

# Allow all inbound traffic on the loopback interface
-A INPUT -i lo -p all -j ACCEPT

# Enable logging on INPUT chain
-A INPUT -j LOG --log-level 6

# Set the default INPUT policy to Drop
-P INFUT DROP

Figure 2: IPtables Input Rules
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# Allow outbound mail traffic to Bravo
-A OUTPUT -d 10.8.2.3/32 -0 eth® -p tcp --dport 25 -j ACCEPT

# Allow outbound DNS traffic to Alpha
-A OUTPUT -d 10.0.2.4/32 -0 eth® -p udp --dport 53 -j ACCEPT

# Allow a1l outbound traffic to Mike-Nagios
-A OUTPUT -d 10.0.3.2/32 -0 eth® -p all -j ACCEPT

# Allow outbound web proxy traffic to Quebec

-A QUTPUT -d 10.0.2.1/32 -0 eth® -p tcp --dport 3128 -j ACCEPT

# Allow outbound NTP traffic to Quebec

-A OUTPUT -d 10.0.2.1/32 -0 eth® -p udp --dport 123 -j ACCEPT

# Allow all outbound traffic to the MGMT network
-A OUTPUT -d 10.0.4.0/24 -0 eth® -p all -j ACCEPT

# Allow all outbound traffic on the loopback interface
-A OUTPUT -o lo -p all -j ACCEPT

# Enable logging on OUTPUT chain
-& QUTPUT -j LOG --log-level 6

# 5et the default OUTPUT policy to Drop
-P OUTPUT DROP

# Enable rule set
COMMIT

Figure 3: IPtables Output Rules
10. Save and exit the file. Press [ Esc] andtype :wq then press[Enter].

1.1 Applying the firewall rules
1. Enter the following command to start the iptables firewall:

# service iptables start

2. If the service started successfully, you should see the following:

Flushing firewall rules: [
Setting chains to policy ACCEPT: filter [
Unloading iptables modules: [
Applying iptables firewall rules: [
Loading additional iptables modules: ip_conntrack netbios n[

Figure 4: IPtables Successful Startup
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1.2 Making the iptables file immutable

1. Since we do not want the iptables file to change for ANY reason after the rules have
been built without intervention from the administrator, we will make this file immutable.
To do this, we will issue the following command.

| # chattr +i /etc/sysconfig/iptables

2. Relinquish the elevated root privileges by typing the following command:

| # exit
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Installing and Configuring Snort

1 Snort Installation and Configuration

The Snort Intrusion Detection System can be a powerful tool to help in protecting a
network. We will be installing Snort, along with other modules that Snort requires.

1.1 Installation

Snort can log in a variety of different formats, including a few different database formats
and flat text. We will be installing Snort to log to a MySQL database.

There are several prerequisites that must be installed for Snort to run. Snort uses
libpcap to capture packets from the ethernet interface. There are also a number of other
packages we need to install in order to configure Snort to send our alerts to the central
MySQL console.

1. If you have not already done so, log on to the machine using the newly enforced
admin account:
Username: admin Password: steelers
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal.

3. Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Download and install the prerequisites from the trusted repository that was set up in
the Linux Host System Hardening step by executing the following command:

# yuminstall mysql-server nysqgl-bench nmysql -devel |ibpcap
| i bpcap- devel pcre-devel

5. Typey [ Enter] when prompted to download the packages.
6. There are several files that we will need to implement Snort:

snort-2.8.6.tar.gz
snortd
snortrules-aists.tar.gz
Copy the required files to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Snort/* /r oot

7. Setup folders that we will use for Snort:

# nkdir /var/log/snort
# nkdir /etc/snort

8. Untar the Snort installation file and cd into the new directory:

# tar xvzf snort-2.8.6.tar.gz
# cd snort-2.8.6
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9. Configure the installation to have Snort be compatible with MySQL, compile the
code, then install the files to their final location:
# ./configure —w th-nysql —enable-zlib
# make
# make install

10. Install the rules and configuration files:
# cd /root
# cp ./snortrules-aists.tar.gz /etc/snort
# cd /etc/snort
# tar xvzf snortrules-aists.tar.gz
# rm—f snortrules-aists.tar.gz
# cp etc/*
#rm-rf etc

11. Copy the Snort startup script into the /etc/rc.d/init.d directory:
# cp /root/snortd /etc/rc.d/init.d

12. Configure Snort to start when the machine is booted:
# cd /etc/rc.d/init.d
# chnod 755 snortd
# chkconfig — 1 evel 2345 snortd on

13. Use chkconfig to ensure that snort is configured to start at the correct run levels
(2,3,4,5):
# chkconfig —1list | grep snortd

snortd B:off l:off 2:on 3:on 4:on B:off

Figure 1: Chkconfig output for Snort

14. The snortd file needs to be edited to ensure that snort starts after MySQL has started

Page 2 of 6

on bootup. Use VI to edit the snortd file:

# vi /etc/rc.d/init.d/snortd
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15.

Installing and Configuring Snort

During the boot, MySQL is started first, but does not complete before Snort is
started, so Snort fails to start. We need to make sure that Snort is set to wait extra
time before it runs. Verify that the following line has been added to the snortd file
right below the line labeled “start)”:

sleep 3

This causes the Snort startup script to wait 3 seconds before continuing to run the script.
It should look like the figure below:

16.

# Source function library.
. fetc/rec.d/init.d/functions

# Specify your network interface here
INTERFACE=eth®

# See how we were called.
case "%1" in
start)
sleep E
echo -n "Starting snort: "
daemon fusr/local/bin/snort -d -D \
-c /etc/snort/snort.conf
touch /var/locK/subsys/snort
echo
stop)
echo -n "Stopping snmort: "
killproc snort
rm - fvar/lock/subsys/snort
echo
restart)

Figure 2: Have Snort pause 3 seconds

To save and exit the VI editor, press [ Esc] then type : wg and press [ Enter] .

1.2 Configuration

1.

Edit the snort configuration file

# vi [etc/snort/snort.conf

Lima Task 5/7

Scroll down to the section titled ‘Step #1: Set the network variables’. This is where
we will tell Snort the layout of our network and the location of the rules that we just
installed. Press [ I nsert] to edit the file. Change the following lines, making sure to
include the brackets “[* and “]” where shown when entering the info:

var HOME_NET [10.0.2.0/24,10.0.3.0/24,10.0.4.0/24]

var EXTERNAL_NET !$HOME_NET

var DNS_SERVERS [10.0.2.4/32]

var SMTP_SERVERS [10.0.2.3/32]

var HTTP_SERVERS [10.0.1.5/32,10.0.2.3/32,10.0.2.6/32]

var SQL_SERVERS [10.0.2.10/32]

portvar HTTP_Ports 80

portvar SHELLCODE_PORTS !I$HTTP_PORTS

var RULE_PATH /etc/snort/rules

var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH /etc/snort/preproc_rules
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Note: When entering in the IP addresses, be sure not to include any spaces or
carriage returns.

Scroll down to the section titled ‘Step #5: Configure preprocessors’. We are going
remove the small_segments directive in the Snort stream5_tcp preprocessor
because it can cause a large number of false positive alerts. Find the line beginning
with ‘preprocessor stream5_tcp:’ and remove the ‘small_segments 3 bytes 150," text
from the line. The result should look like the following:

preprocessor stream5 tcp: policy windows, detect anomalies, require_3whs 188, \
overlap limit 18, timeout 186, \
ports client 21 22 23 25 42 53 79 109 118 111 113 119 135 136 137 139 143 \
161 445 513 514 587 593 891 1433 1521 2100 3306 6665 6666 6667 GOBE BGGD
%

Figure 3: Edit Snort preprocessor

Next find the ‘Portscan detection’ heading in this section and enable portscan
detection by removing the ‘#’ in front of the line beginning with ‘preprocessor
sfportscan’ and set the ‘sense_level’ to medi um

Add a new ‘ignore_scanners’ directive to not alert us of portscan traffic coming from
hosts on our network that are known to cause false positives of such alerts:

# Portscan detection. For more information, see README.sTportscan

preprocessor sfportscan: protoe { all } memcap { 1080088688 } sense level { mediu
m } o\

ignore_scanners { 10.0.2.1/32,10.0.2.3/32,10.0.2.4/32,10.0.2.6/32,108.0.3.2/32 }

Scroll down to the section titled ‘Step #6: Configure output plugins’. We will be
configuring Snort to log to our MySQL database. Find the section beginning with ‘#
database’ and edit the first ‘output database’ line to look like the following:

# database

output database: alert, mysgl, user=snort password=snortpw dbname=snort host=10.
0.4.4 port=3306 sensor_name=lima

# putput database: log, =<db type=, user=<username> password=<=password= test dbna
me=<name> host=<hostname:>

Figure 4: Configure Snort output database
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1.3 Rules

There are many rules that are enabled by default when Snort is initially installed. Many
of these may or may not be necessary depending on your particular network
configuration. We will be disabling some unnecessary rules. The reason that we do this
is that the more rules that are active, the more Snort has to parse for each packet that is
scanned.

1. We do not need all of the rule sets since the User network does not have many of
the services that Snort is looking for exploits for. For example, there is no Oracle
database and telnet should be disabled on all hosts. Scroll down to the ‘Step #7:
Customize your rule set’ section of the config file. Disable all rule sets by placing ‘#
at the beginning of each rule line, except for the following rules which we will leave
enabled:

include $RULE_PATH/chat.rules
include $RULE_PATH/exploit.rules
include $RULE_PATH/icmp.rules
include $RULE_PATH/policy.rules
include $RULE_PATH/sql.rules
include $RULE_PATH/web-iis.rules
include $RULE_PATH/web-misc.rules

Scroll down to the ‘Step #9: Customize your Shared Object Snort Rules’ section of
the config file. Enable the following rule sets by removing the ‘#" at the beginning of
each of the following rule lines:

include $SO_RULE_PATHY/chat.rules
include $SO_RULE_PATH/exploit.rules
include $SO_RULE_PATH/icmp.rules
include $SO_RULE_PATH/sqgl.rules
include $SO_RULE_PATH/web-iis.rules
include $SO_RULE_PATH/web-misc.rules

2. Save and exit the file. Press [ Esc] type : wg then press [ Enter].
3. Install pre-compiled shared object rules:

# nkdir /usr/local/lib/snort_dynam crul es

# cp /etc/snort/so_rul es/ preconpil ed/ Cent os- 5-
4/1386/2.8.6.0/* /usr/local/lib/snort_dynam crul es/

# snort -c /etc/snort/snort.conf --dunp-dynam c-
rul es=/etc/snort/so_rules
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Finished Loading all dynamic preprocessor libs from /fusr/local/lib/snort_dynam
icpreprocessor/
Dumping dymamic rules...
Dumping dynamic rules for Library icmp 1.0.1
Dumping dymamic rules for Library misc 1.0.1
Dumping dymamic rules for Library imap 1.0.1
Dumping dynamic rules for Library web-activex 1.0.1
Dumping dynamic rules for Library exploit 1.08.1
Dumping dynamic rules for Library chat 1.0.1
Dumping dynamic rules for Library bad-traffic 1.0.1
Dumping dynamic rules for Library multimedia 1.0.1
Dumping dymamic rules for Library smtp 1.0.1
Dumping dynamic rules for Library nntp 1.0.1
Dumping dynamic rules for Library web-misc 1.06.1
Dumping dymamic rules for Library web-client 1.08.1
Dumping dynamic rules for Library netbios 1.0.1
Dumping dynamic rules for Library dos 1.08.1
Dumping dynamic rules for Library web-iis 1.
Dumping dynamic rules for Library sql 1.0.1
Dumping dynamic rules for Library p2p 1.0.1
Finished dumping dynamic rules.
Snort exiting

0.1

Figure 5: Install Snort dynamic rules

4. Start the snort service:

| # service snortd start |

5. Make sure that Snort has started successfully:

| # ps —ef | grep snort |

If the output of the above command looks similar to the following, Snort has
successful started:

root 29737 1 @ 089:53 7 00:00:00 /usr/local/bin/snort -d -D -c /e
tc/snort/snort. conf
root 29748 4259 0 B89:54 pts/l 00:00:00 grep snort

Figure 6: Snort process running

6. If Snort did not start successfully, look at the syslog messages file to search for Snort
entries:

# tail -100 /var/l og/ messages | grep snort

7. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

# exit
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OSSEC agents will be installed on each Linux and Windows server and will send events
to the OSSEC server, which is running on Foxtrot. The OSSEC server processes events
and generate warnings and alerts sent by agents. Before installing the OSSEC agent
make sure you have successfully deployed the OSSEC server in order to connect
agents to the server running on Foxtrot.

1 OSSEC Agent setup

11 Installation
1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the
root password tartans@1

| # su -

4. Navigate to the Course CD by executing following command:

| # cd /nedi a/ Al STS/ Tool s/ Li nux/ OSSEC/

5. Copy OSSEC installation package:

|# cCp ossec-hids-2.4.1.tar.gz /root/

6. Extract installation package in root directory

# cd /root/
# tar -xzvf ossec-hids-2.4.1.tar.gz

7. Start installation using following command and accept default language by pressing
[Enter]:

# cd ossec-hids-2.4.1
# ./linstall.sh
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8. Read the introduction and press [ Enter]:

055EC HIDS w2.4.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the 055EC HIDS.
You must have a C compiler pre-installed in your system.

IT you have any questions or comments, please send an e-mail

to dcid@ossec.net (or daniel.cid@gmail.com).

System: Linux Lima 2.6.18-164.15.1.e15
User: root
Host: Lima

-- Press ENTER to continue or Ctrl-C to abort. --

9. Answer the rest of the questions as shown below and press [ Ent er] when you
have finished:

1- What kind of installation do you want (serwver, agent, local or help)?

agent
- Agent(client) installation chosen.
2- Setting up the installation environment.
- Choose where to install the 0SSEC HIDS [/var/ossec]:
- Installation will be made at /var/ossec
3- Configuring the OSS5EC HIDS.
3.1- What's the IP Address of the O0S55EC HIDS server?: 18.08.4.2
- Adding Server IP 18.08.4.2
3.2- Do you want to runm the integrity check daemon? (y/n) [y]: ¥
- Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]: ¥
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3.4 - Do you want to enable active response? (y/n) [y]: n

- Active response disabled.

3.5- Setting the configuration to analyze the following logs:
-- fvar/log/messages
-- Jfvar/log/secure
-- /var/log/maillog

- ITf you want to monitor any other file, just change
the ossec.conT and add a new localfile entry.

Any questions about the configuration can be answered
by wvisiting us online at http://www.ossec.net

--- Press ENTER to continue ---

10. When the installation has finished you should see following screen and press
[Enter]:

- System is Redhat Linux.
- Init script modified to start 0S5EC HIDS during boot.

- Configuration finished properly.

To start 0SSEC HIDS:
Svar/ossec/bin/ossec-control start

To stop 055EC HIDS:
Svar/fossec/bin/ossec-control stop

The configuration can be wviewed or modified at /var/ossec/etc/ossec.c
onf

Thanks for using the 055EC HIDS.

IT you have any guestion, suggestion or if you Tind any bug,
contact us at contact@ossec.net or using our public maillist at
os5ec-list@ossec.net

( http://www.ossec.net/main/support/ ).

More information can be found at http:// www.ossec.net

--- Press ENTER to finish (maybe more information below). ---
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1.2 Configuration

1. Now you are going to setup a shared key between the OSSEC agent and the
OSSEC server. In order to get a shared key from the OSSEC server, login to
Foxtrot through SSH:

| # ssh root @0.0.4.2

Accept SSH connectivity by typing yes and type the password t ar t ans @ and you
will be connected to Foxtrot.

[root@Lima ~]# ssh root@le.o.4.2

The authenticity of host '10.0.4.2 (10.0.4.2)" can't be established.
RSA key fingerprint is f5:b7:79:02:ff:f8:7d:aT:32:37:87:db:ebB:ee:cO:5e.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added °"10.08.4.2' (R5A) to the 1ist of known hosts.
root@le.0.4.2°'s password:

Last login: Wed Jun 16 12:83:508 26816 from 10.0.2.18

[root@Foxtrot ~]# [}

2. Start the OSSEC agent manager:

| # [var/ ossec/ bi n/ manage_agent s

[root@Foxtrot ~]# /var/ossec/bin/manage_agents

e e o ke o o e e e o e e e ol e e ol ke o ol e e o ol ol ol ke ol ol ol ol o ke ol o o e
* 0DS5EC HIDS v2.4.1 Agent manager. *
* The following options are awvailable: *
e o o e e o e e o o o
(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L).
(R)Yemove an agent (R).
(Qjuit.
Choose your action: A,E,L,R or Q:

3. Now add Lima’s OSSEC agent to the OSSEC server by entering A. Type y and
press [ Ent er] when you have finished entering the information about Lima as
shown below:

- Adding a new agent (use °"\qg' to return to the main menu).
Please prowvide the following:
* A name Tor the new agent: Lima
* The IP Address of the new agent: 10.8.2.5
* An ID for the new agent[@O5]: 005
Agent information:
ID:@es5
Name:Lima
IP Address:10.0.2.5

Confirm adding it?(y/n): y
Agent added.
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Lima Task 6/7

OSSEC Agent

Now type E and press [ Ent er ] to extract the shared key for Lima, and enter 005
when the OSSEC agent manager asks for an agent ID. Please note that key will not
be the same as shown in following screenshot because the shared key is generated
randomly each time an OSSEC agent is

added.

* 055EC HIDS v2.4.1 Agent manager. *

(A)dd an agent (A).
(E)xtract key for an agent (E).
(L)ist already added agents (L).
(R)emove an agent (R).
(Quit.

Choose your action: A,E,L,R or Q: E

Available agents:
ID: 881, Name: Hotel, IP: 18.8.1.5
ID: 882, Name: Juliet, IP: 10.0.1.3
ID: 883, Name: Bravo, IP: 18
ID: 0604, Name: Alpha, IP: 18
ID: 8685, Name: Lima, IP: 18.8.2.5

Provide the ID of the agent to extract the key (or "\g" to quit): 065

.8.2.3
.8.2.4

Agent key information for '085' is:
MOAITExpbWEgGMTAUMCAyL jUgODIwZDkzN2YwYWMwWNjNhMmY 3MzY xMDCcyMz ISMDMxNDN1ZG
IxZDN1ZjdiN20xMGIwZm] JNDASY jUyNzc4ZDdmY g==

** Press ENTER to return to the main menu.

Copy the shared key to your clipboard by highlighting it, right-clicking and choosing
‘Copy’.

Type Qand press [ Ent er] to quit from the OSSEC agent manager, and type exi t
and press [ Ent er] to end the SSH session:

(A)dd an agent (A).
(E)xtract key Tor an agent (E).
(L)ist already added agents (L).
(R)emove an agent (R).
(Quit.

Choose your action: A,E,L,R or Q: Q

Now you should be back in the shell of Lima. Execute following command to import
the copied key.

# [var/ ossec/ bi n/ mranage_agent s |
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8. Typel thenpress[Enter].

9. Paste the copied key by right-clicking and choosing ‘Paste’ to import the key and
accept confirmation by typing y then pressing [ Ent er] as shown below:

o o o o e o e e e e e e e e e e e e e e e e e e e e o

* 055EC HIDS v2.4.1 Agent manager. *
* The following coptions are awvailable: #*

o R o o o o o o o o o o R
(Iymport key from the server (I).
(Qjuit.

Choose your action: T or Q: I

* Provide the Key generated by the server.
* The best approach is to cut and paste it.
#%% 0QB5: Do not include spaces or new lines.

Paste it here (or "“g' to quit): MDAITExpbWEgMTAUMCAyLjUgODIWZDKZNZYwY
WiwN j NAMmY 3MzZY xMDcyMz ISMDMxNDNLIZGIxZDh1Z]diN20xMGIwZm] jNDA3Y jUyNZzcd4ZDd
mYg==

Agent information:
ID:005
Name:Lima
IP Address:10.0.2.5

Confirm adding it?({y/n): y
10. Exit from OSSEC manager by typing Qthen pressing [ Ent er] :

Confirm adding it?(y/n): y
Added.
*#%# Press ENTER to return to the main menu.

e o o o o o o o o o o e o e o o o e e e e e e e e e e e e e e e e e e R R R

* (0S55EC HIDS w2.4.1 Agent manager. *
* The following options are available: *

R o i o e o o o i ol e o e e e
(I'mport key from the serwver (I).
(Qyuit.

Choose your action: I or Q: Q

#* You must restart the server for your changes to have effect.

manage_agents: Exiting
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11. Start Lima's OSSEC agent by executing following command:

| # [ var/ ossec/ bi n/f ossec-control start

[root@Lima ossec-hids-2.4.11# /fvar/ossec/bin/f/ossec-control start
Starting OSS5EC HIDS v2.4.1 (by Trend Micro Inc.)...

Started ossec-execd. ..

Started ossec-agentd...

Started ossec-logcollector...

Started ossec-syscheckd. ..

Completed.

12. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

# exit |
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Wireshark Network Protocol Analyzer

1 Install Wireshark

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

# su - |

4. Use the trusted yum repository to install arpwatch:

[# yuminstal |l wireshark-gnone |

5. Typey and press [ Ent er] if asked to confirm the download or import the GPG key.

Package Arch Version Repository 5ize
Installing:

wireshark-gnome i386 1.8.8-1.e15 3.1 base 671 k
Installing for dependencies:

libsmi 1386 8.4.5-2.el5 base 2.4 M
wireshark i386 1.0.8-1.el5 3.1 base 11 M

Transaction Summary

Install 3 Package(s)
Update B Package(s)
Remove B Package(s)

Total download size: 14 M
Is this ok [y/N]: ¥y

Figure 1: Installing Wireshark

2 Running Wireshark
1. Start Wireshark with the following command:
| # wireshark &
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2. A warning message may appear cautioning against running as root. Place a check in the
‘Do not show this message again’ box and click ‘OK’. The message may appear behind
the main Wireshark window. If so, you will have to drag the Wireshark window to the
side in order to handle the warning before the program will respond.

ri The Wireshark Network Analyzer E]@E]
Fle Edit Wiew Go Capture Analyze 5Statistics Help
& & -
[ | v” &% Expression..." gglear" v Applyl
e =

Running as user “root" and group “root”.
This could be dangerous.
[7] iDon't show this message again.:

Ready to load or capture No Packets Profile: Default

Figure 2: Running Wireshark

3. You can experiment with the settings and options of the program to familiarize yourself
with it. Knowledge of packet analysis will be important in the upcoming exercise.

4. When you have finished, close Wireshark by clicking on the ‘X’ in the top right corner of
the window.

5. If you are not performing any more administrative tasks on this machine, relinquish the
elevated root privileges by typing the following command:

# exit
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Mike High Level Description

Mike is a Linux System running three different services: ArpWatch, TCPDump, and Snort.

ArpWatch is a security application that will track the IP Address/MAC Address pairings on the
User Network and report any changes via email and/or syslog to the Management Network.
TCPDump is a network packet sniffer that will be configured to specially look for DHCP offer
packets (excluding the DHCP server) and report this information via email to the Management
Network. The purpose of these services is to prevent MAC/IP Spoofing and Man-in-the-Middle
Attacks.

Following are descriptions of Mike’s specific hands-on tasks that students must complete:

Task 1. Linux Host System Hardening

Students will be minimizing non-essential services (e.g., xinetd, portmap) as well as extraneous
default users and groups. As a standalone system running TCPDump and ArpWatch, Mike
does not require these components and so students will follow security best practices in
removing them. Also, students will create a non-privileged administrator account to provide an
audit trail for all administrative access.

Task 2. Configuring Time Synchronization

Network Time Protocol (NTP) is used to synchronize the host computer’s time to a local time
server, in this deployment it is the Internet firewall (Quebec).

Alpha will synchronize to Quebec every ten minutes; the Linux hosts will synchronize with
Quebec every ten minutes; and the Window hosts will synchronize with Alpha every forty-five
minutes until three good synchronizations occur, then once every eight hours. With all the hosts’
time across the network synchronized, the cross examination of multiple hosts’ logs, or the logs
at the Syslog Server, become more meaningful and easier to examine.

Task 3. Configuring Bastille

The Bastille hardening system is a user-configurable script that attempts to lock down
Linux/UNIX operating systems. The Bastille script embodies recommendations from every
major reputable source on Linux/UNIX security. We will use pre-configured Bastille templates to
lock down such weak system settings as maximum password age, user privileges, etc.

Task 4. Configuring IPTables

IPTables is a Linux firewall application, which can be configured to do packet filtering on
network firewalls or on host systems. IPTables will be configured on this host as a host-based
firewall to allow only valid packets to and from this host. To do this, we will set up INPUT and
OUTPUT rules to specifically allow known-good packets into and out of the host, and we’'ll
create default LOG rules and DROP rules.

© 2010 Carnegie Mellon University



Task 5. Hardening Apache

Nagios requires a web server for its monitoring interface. We will use the Apache web server.
Like any other widely distributed software, Apache is vulnerable to attacks. The student will be
stepped through the process of protecting Apache by configuring it to be more resistant to
common attacks.

Task 6. Configuring ArpWatch

ArpWatch is a Linux/Unix based security application that tracks and monitors MAC/IP pairing for
systems on the subnet, which it is deployed. ArpWatch has the capability to send reports either
via emalil or Syslog.

Task 7. DHCP Packet Filter for TCPDump

TCPDump is a lightweight packet sniffer. In this deployment, TCPDump will be configured to
filter on DHCP offer packets (excluding the recognized network DHCP Server) and report any
captured DHCP offer packets via email to an administrator account (Eventwatch@AIA.Class)

Task 8. Installing and Configuring Snort

Snort will be configured to fit this network’s particular needs. Students will be led through the
steps to enable/disable rules and setup up the Snort configuration file.

Task 9. Nagios Network Monitoring

Nagios is a powerful free tool for network monitoring. Nagios itself is simply a monitoring
framework; the actual monitoring is done by plug-ins. A wide variety of Nagios plug-ins are
freely available and an active user base continues to contribute more. Nagios provides a web
interface for checking host and service availability and it can also send notification emails
proactively.

Task 10. Configuring OSSEC Agent

Students will install and configure the OSSEC Agent, which will then send information about
security events to the syslog/OSSEC server (Foxtrot).

Task 11. Wireshark Network Protocol Analyzer

Students will install and configure Wireshark in order to do packet analysis.
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Linux Host System Hardening

1 Remove Zeroconf Route
1. If you have not already done so, log on to the machine using:
Username: root Password: tartans@1
2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

By default Linux adds a "zeroconf" route at boot time. This is a static route that
designates the 169.254/16 prefix as local. This is unnecessary on our network, so we
will remove the route:

3. Specify to not use zeroconf at boot time:

NOTE: In this and all subsequent Linux documents, the ‘# at the beginning of each line
should not be typed in as part of the command. Itis simply meant to represent a
command prompt.

\ # echo " NOZEROCONF=yes" >> /etc/sysconfi g/ network

2 Linux Kernel Upgrade

One of the most essential hardening tasks for Linux systems is to ensure that the latest kernel
version is being used. The kernel is the core of the operating system and every effort should be
made to ensure the most current updated and/or patched version is in use. Most versions of
Linux include some automated means for updating software, including the kernel. We will use a
tool called YUM (Yellowdog Updater Modified) to download updates from an external web
server hosting our YUM repository.

2.1 Apply latest updates to Kernel and other installed packages
1. Edit the yum config file using vi:
\ # vi [etc/yumrepos. d/ Cent CS- Base. repo |

2. There are six sections of the file denoted by names in brackets. You will edit 3 of these
sections and disable the other 3. Press[ I nsert] or [i] to edit the file and scroll down
to the first section, ‘[base]’. Comment out the line beginning with ‘mirrorlist=" by typing a #
at the beginning of the line. Next, uncomment the line below it beginning with ‘baseurl=’
and edit the URL to point to our trusted yum repository at
http://192. 168. 30. 14/ cent os/ 5. 4/ os/ i 386/ . The updated lines will be as

follows:
[base]

name=Cent05-%releasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep

0=05
baseurl=http://192.168.308.14/centos/5.4/05/1386/]]

gpgcheck=1
gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 1: Configuring YUM base repository
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3. Repeat the above steps for the second section, ‘[updates]’, pointing it to the URL
http://192. 168. 30. 14/ cent os/ 5. 4/ updat es/ i 386/ .

#released updates

[updates]

name=Cent05-sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=Sreleasever&arch=%basearch&rep
o=updates

baaeurl=http:fﬁ192.158.3@.14!cent05!5.4!updat95f1385!l

gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 2: Configuring YUM updates repository

4. Scroll down to the next section, ‘[addons] and add enabl ed=0 underneath the last line of
the section to disable it. The updated lines will be as follows:

#packages used/produced in the build but not released

[addons]

name=Cent05-%releasever - Addons
mirrorlist=http://mirrorlist.centos.org/?release=5%releasever&arch=3%basearch&repo
=gddons

#bpaseurl=http://mirror.centos.org/centos/sreleasever/addons/S$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

enabled=0

Figure 3: Disabling YUM addons repository

5. Scroll down to the next section, ‘[extras]’ and point it to the URL
http://192. 168. 30. 14/ cent os/ 5. 4/ extras/i 386/ .

#additional packages that may be useful
[extras]
name=Cent05-%releasever - Extras

#mirrorlist=http://mirrorlist.centos.org/?release=sreleasever&arch=sbhasearchirep
o=extras

baseurl=http://192.168.30.14/centos/5.4/extras/i386/
gpgcheck=1

gpgkey=Tile:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent05-5

Figure 4: Configuring YUM extras repository

We will leave the remaining two sections at their default setting of disabled.
6. Press[ Esc], then type :wg and press[ Ent er] to save the changes and exit VI.

7. Add a variable to ‘/etc/yum.conf’ so that all future updates use the HTTP proxy. Edit
‘letc/yum.conf’ with vi:

| # vi /etc/yum conf

Page 2 of 11 Mike Task 1/11



Linux Host System Hardening

8. To configure yum to use the web proxy server we need to add a line to the ‘/etc/yum.conf
file’. Add the following line to the end of the ‘[main] section of the file:

[pr oxy=http://10.0. 2. 1: 3128 |

[main] =
cachedir=/var/cache/yum
keepcache=0

debuglevel=2
logfile=/var/log/yum.log
distroverpkg=redhat-release
tolerant=1

exactarch=1

obsoletes=1

gpgcheck=1

plugins=1
proxy=http://10.8.2.1:3128

Figure 5: Configuring YUM proxy server

Press [ Esc] then type : wg and press [ Ent er] to save the changes and exit VI.

NOTE: In order to access the Internet, or even our trusted update server, routing will need
to be enabled on Quebec and Romeo. Once the Access control lists are in place on these
two router/firewall machines, very few devices will be able to access external networks
directly. You may need to wait until these tasks are completed--check with your
teammates on this.

9. Run yum in update mode:

# yum updat e

10. Type y then press [ Ent er] when prompted to download the updates.
11. Type y then press [ Ent er] when prompted to import the CentOS 5 GPG key.
A number of packages will be downloaded and installed, including a newer kernel.

This step may take several minutes to complete. Press[Ctrl ] +[Shift] +[T] to
open a new terminal tab if you want to move on to the next steps while the updates take
place.
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3 Service Minimization

3.1 Removing Unnecessary Services

By default Linux runs many services that a standalone server will not need. Extraneous
services are dangerous because they provide possible attack vectors.

The services that will need to be removed from this system are:

. anacron « mdmonitor « rpcsvcgssd
.« apmd « mdmpd « rpcidmapd
. atd « microcode_ctl « Xinetd

. autofs « netfs

. cpuspeed . nfslock

« Cups . portmap

« gpm . rawdevices

« irgbalance . rpcgssd

1. Terminate the ‘anacron’ service properly by using the following command:

[ # service anacron stop |

2. Remove the ‘anacron’ startup routine using the following command:

| # chkconfig --del anacron |

Stopping anacron: . [ OK 1]
Figure 6: Removing a service

3. Repeat steps #1 and #2 for each service listed above. (ADVANCED: see the ‘Bash
Script’ ADDENDUM located on the last two pages of this section to automate these
repetitive steps.)

Note: On some systems, some of the services may not be started and may not
return the ‘OK’ when stopped. If this is the case, it will be sufficient to simply delete
the service.

4. To check that the appropriate services have been removed, use the following two
commands from a terminal window:

# netstat —ntap | grep —i listen

tcp ] B 127.0.0.1:25 0.0.09.0:* LIST
EN 3163/sendmail: acce

tcp ] B :::22 I LIST
EN 3131/sshd

Figure 7: Confirming service removal

# chkconfig --list | grep on | sort
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acpid

auditd
avahi-daemon
avahi-dnscontd
conman

crond
Tirstboot
haldaemon

hidd

ipetables
iptables
1lwvm2-monitor
mcstrans
messagebus
netconsole
network

pcscd
readahead_early
readahead later
restorecond
sendmail

sshd

syslog
vmware-tools
wdaemon

xTs

[clcRcRcloRcNolclololcNoNocNoNoRoNoNoloNoloNolcRoloRol

toTT
toTT
toTT
toTT
toTT
toTT
toTT
toTT
toTT
tof T
toTT
tof T
toTT
tof T
toTT
tof T
toTT
tofT T
toTT
toff
toTT
toff
toTT
toTT
toTT
toTT

e el el e R R e R e e e e e el el el

[

toTT
toTT
toTT
toTT
toTT
toTT
toTT
toTT
toTT
tof T
toTT
on
toTT
tof T
toTT
tof T
toTT
tofT T
toTT
toff
toTT
toff
toTT
toTT
toTT
toTT

NNNNNMNNMNMNMNMNMNNNNMNNNMNNNRNNNRNRNRNRNRN

Figure 8: Results of service removals
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If your results are similar to the output shown above, the services have been

removed successfully.

4 User /Group Account Minimization

It is important to disable all default vendor accounts that will be unused. Typically a
default account, e.g., gopher or news, is created only when the respective service is also
installed; however, many default accounts will exist even if you have not installed the

In our case, we will not use many of the default
accounts and so we will remove them. The more accounts you have, the easier it is for

related services on your system.
outsiders to access your system.

4.1 Remove Default User Accounts

The users we will need to remove are:

. adm

. ftp

. games
« gopher
« halt

- Ip

o mail

mailnull
news

nfsnobody

nobody
nscd
operator
rpcuser
rpc

shutdown

uucp
vcsa
xfs

1. Remove the ‘adm’ user account using the following command:

| # userdel adm

2. Repeat the previous step for each account listed above. Verify removal by executing
the following command:

| # cat /etc/passwd

Mike Task 1/11
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root:x:0:0:root: root: binsbash

pin:x:1:1:bpin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/ssbin:/Ssbin/snologin
sync:xX:5:0:sync:/Ssbin:/binssync
distcache:x:94:94:Distcache: /i /sbin/Nologin
webalizer:x:67:67:Webalizer: /var/wew/usage: ssbin/nologin
dovecot:!x:97:97 dovecot:Jusr/libexec/dovecot:/sbin/nologin
squid:x:23:23:::/var/spool/squid:/ssbin/Nnologin

mysql:x:27:27:My50L Server:/svar/slib/mysql:/bin/sbash

pcap:x:f7: 77 fvarfarpwatch:/sbin/mologin

ntp:x:38:38: Jetc/ntp:/sbin/nologin

dbus:x:81:81:5ystem message bus:/:/sbin/nologin
avahi:x:70:70:Avahi daemon:/:/sbin/nologin
named:x:25:25:Named: fvar/named: /sbin/Nnologin
sshd:®x:74:74:Privilege-separated SSH:/varlfempty/ssshd:ssbins/nologin
haldaemon:x:68:68 :HAL daemon:/:/sbin/nologin
avahi-auteoipd:x:100:182:avahi-auteipd: /var/slib/savahi-autoipd: fsbhbinSsnologin
gdm:x:42:42::fvar/gdm: /sbin/nologin

user:x:500:580:User: home/user:/bin/bash

Figure 8 : Results of removing unnecessary default user accounts

3. If the default user accounts have been successfully removed, your /etc/passwd file
will look similar to the output shown in the figure above.

4.2 Remove Default Groups

Now that we have removed all unnecessary accounts from the /etc/passwd file, we will
clean up the /etc/groups file.

The groups that we will remove are:

o adm « Ip e uucp
. dip « mall
« lock e news

Removing a group account is similar to the process of removing a user shown above.

1. Delete the ‘adm’ group using the following command:

| # groupdel adm

2. Repeat the previous step for each group listed above.

3. Verify removal by executing the following command:

# cat /etc/group
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4.

root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daesmon
sysix:3:root,bin
tty:x:5:
disk:x:6:root
mem:x:8:
kmem:x:9:
wheel:x:10: root
man:x:15:
users:x:1000:
utmp:x:22:
utempter:x:35:
audio:x:63:gdm
distcache:x:94:
Tloppy ::x:19:
webalizer:x:67:
dovecot:x:97:
sgquid:x:23:
mysql:x:27:
pcap:x:77:
slocate:x:21:
ntp:x:38:
ecryptfs:=<:101:
dbus:x:81:
avahi:x:70O:
named:x: 25:
sshd:x:74:
haldaemon:x:68:
avahi-autoipd:x:102:
gdm:x:42:
user:x:5006:

Figure 9: Results of removing unnecessary default groups

4.3 Create the ‘Admin’ User
The last account management task we will perform manually is to create an ‘admin’ user

for daily administration tasks once the initial setup is complete.

1. Add the admin user using the following command:

Linux Host System Hardening

If the default groups have been successfully removed, the /etc/group file will look
similar to the output shown in the figure above.

| # useradd adnin

2. Set the password for the ‘admin’ account:

| # passwd adnin

3. When prompted for a password use the following: st eel er s

The output will resemble that shown below:

Changing password for user admin.

New UNIX password:

BAD

PASSWORD: it is based on a dictionary word

Retype new UNIX password:

passwd:

all authentication tokens updated successfully.
Figure 10: Creating an Admin user

Note: In a real production environment you should always choose a strong password or
passphrase that is sufficiently long and contains a combination of letters, numbers, and
special characters. The above password is used for demonstration purposes only.

Mike Task 1/11
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5 Installing ClamAV
1. Copy the ClamAV tarball from the course CD to the /root directory:

| # cp /medi a/ Al STS/ Tool s/ Li nux/ O amAV/ cl amav-0. 96. 1. tar. gz /root

2. Untar ClamAYV:

# cd /root
# tar xvzf clamav-0.96.1.tar.gz

3. We need to install a few prerequisite packages before installing ClamAV. We will use
our trusted yum repository that we set up earlier in this task to install zlib-devel.
Additionally, in order to compile ClamAV and other tools in later tasks from source
code we will need a compiler installed on the machine. This distribution of CentOS
does not come with a compiler pre-installed so we will install the gcc compiler
ourselves.

Make sure to remove this compiler when all of this machine’s tasks have been
completed as it can be leveraged by an attacker to compile malicious code if
they were to gain access to the system.

| # yuminstall gcc zlib-devel

4. Typey then press [ Enter] when prompted to confirm the download.
5. Change into the clamav-0.96.1 directory and install ClamAV:

# cd clamav-0.96.1

# adduser cl amav

# ./configure --sysconfdir=/etc

# make

# make install

o

Use the VI editor to open the clamav.conf file in order to configure ClamAV:

# vi [etc/cland. conf

7. Press[Insert] to enteredit mode. Comment out the line near the beginning of
the file containing ‘Example’:

# Comment or remove the line below.
#Example

Figure 11: Editing clamd.conf

8. Find and uncomment the following lines by removing the ‘# in front of them:
a. ‘LogFile /tmp/clamd.log’
b. ‘LogTime yes’
c. ‘LogSyslog yes’
d. ‘LocalSocket /tmp/clamd.socket’
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9. Save and exit the file. Press [ Esc] andtype:wqg thenpress[Enter].

10. The ClamAV updater (freshclam) needs to be pointed to our internal proxy (10.0.2.1)
in order to be able to update virus definitions. Use the VI editor to open the
freshclam.conf file:

# vi [etc/freshcl am conf

11. Comment out the line near the beginning of the file containing ‘Example’:
# Comment or remove the line below.
#Example

Figure 12: Editing freshclam.conf

12. Find the proxy settings. Uncomment and make the following changes to indicate the
IP of the proxy server and the port number to use:

HTTPProxyServer 10.0.2.1
HTTPPr oxyPort 3128

Note: Although freshclam has been configured, it probably won't successfully run yet.
The Squid Proxy server may still need to be set up.

13. Save and exit the file. Press [ Esc] andtype : wq then press|[Enter].

14. Enable the ClamAV daemon to start automatically as a service:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ C amAV/ cl and /etc/init.d/
# chkconfig --add cl and
# service clamd start

15. Setup cron jobs for Virus definition updates and nightly virus scans:

# crontab —u root -e

16. Add the following two lines to the file:

15 2 * * * Jusr/local/bin/freshclam --qui et
15 3 * * * Jusr/local/bin/clandscan --quiet /

17. Save and exit the cron file. Press [ Esc] and type : wg then press[Enter].

18. Remove ClamAYV installation files (they contain test signatures that will be found on
every scan if we don't remove them) then reboot the server.

# cd /root
# rm-rf clamav-0.96*
# reboot
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ADDENDUM Bash Script: ‘for loop’

Create afile containing the list of items

1. If you would like to automate the task of removing the unwanted services, users and
groups, you can write a Bash script to loop through the list of items and process
them one by one. First, start by creating a text file containing the list of items that
you want to process. Enter the following command to create the text file:

| # cat > del et edSvcli st |

2. After you typed the previous command and hit the [ Ent er] key, notice that there is
no prompt (‘#) at the cursor. The file is now open and you can enter the list of items
that you want to process. Enter each item on a separate line, hitting the [ Ent er ]
key to move to the next line.

3. When all of the items have been entered into the file, press [ Ct r | +d] to save and
close the file. Notice that the prompt (‘#') has returned to the shell.

Write the ‘for loop’

1. Now we will create a ‘for loop’ that will read the items in the deletedSvcList file one
by one and stop each service. Enter the following script as it appears below to stop
the unwanted services:

|# for str in $(cat del etedSvcList); do service $str stop; done |

A simple modification makes sure that those services do not start on bootup:

|# for str in $(cat del etedSvcList); do chkconfig --del $str; done |

2. Notice that the script is in three sections, separated by semi-colons (‘;’). The first
section of this script creates a variable, named ‘str’, and assigns to it the first item in
the file. The second section inserts the value of the variable, ‘str’, into the shell
command. The command is executed and then the process is repeated for each
item in the file. When there are no more items in the file, the third section of the
script ends the process and returns control back to the shell.

As you go through the steps, you will have to create three separate files for services,
users and groups. Then you must modify the file name in the first section of the
script. Likewise, you will have to modify the command in the second section to
perform the action that you want.
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Here are the files and scripts that should be created to remove the following items:

Users:

| # cat > del et edUser Li st

|# for str in $(cat del etedUserList); do userdel $str; done

Groups:

| # cat > del et edG pLi st

|# for str in $(cat del etedG pList); do groupdel $str; done
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Linux Network Time Protocol Daemon (ntpd) Client
1 Setup Linux ntpd Client Service

1.1 Installation
1. If you have not already done so, log on the console using:
Username: root Password: tartans@1

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

The Network Time Protocol Daemon (ntpd) is installed with most Linux distributions.
You will create a cron job that will cause the Linux ntpd to periodically query
Quebec’s ntp server and update the system time.

1.2 Configuration

1. Run the following command to see the current local system time. Hopefully, it is
significantly different from the time server’s system time as this will explicitly
demonstrate when the client becomes synchronized with the server:

| # date

2. If the date is not significantly different from the time server’'s system time, you can
change the local client’s system time manually by entering the following command
(you can change the system date and time to whatever you want):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

3. The ntp configuration file must be modified to tell it which time server to use to

update the system time. This file is located in the ‘/etc’ directory. To open the config
file in the ‘vi’ text editor, enter:

| # vi /etc/ntp. conf

4. In order to modify the file in the ‘vi’ editor, the [ I nsert] or [i] key must be
pressed before trying to add or change text.

5. Scroll down to the section beginning with “# Use public servers” which is excerpted
here:

E Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html).
server 0.centos.pool.ntp.org

server l.centos.pool.ntp.org
server 2.centos.pool.ntp.org

Figure 1: Default NTP configuration file
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Comment out the previous servers and add the following two lines at the end of this
section:

restrict 10.0.2.1 mask 255. 255. 255. 255 nonodi fy notrap noquery
server 10.0.2.1 prefer

Your section should look similar to the following:

# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html}).
#server O.centos.pool.ntp.org

#server l.centos.pool.ntp.org

#server 2.centos.pool.ntp.org

restrict 10.0.2.1 mask 255.255.255.255 nomodify notrap noguery

server 10.8.2.1 prefer

Figure 2: Edited NTP configuration file

6. Save and exit the file. Press [ Esc] and type :wg then press[Enter].
7. Now we need to cause ntpd to update to the ntp server time by modifying

letcintp/step-tickers to run ntpdate when ntpd is started. Do this by running these
two commands:

| # echo "10.0.2.1" > /etc/ntp/step-tickers |

8. The ‘step-tickers’ file should now contain only the ntp server’'s IP address. The file
contents can be viewed by entering this command:

# cat /etc/ntp/step-tickers

9. Enter the date command to see that the date is still incorrect.

10. If the ntpd service is not currently running, it must be started by entering the following
command. If the service is currently running, replace ‘start’ with r est art. NOTE:
Once the service is running, always remember to ‘restart’ after making any changes
to the ntp config file. Otherwise, the service will continue to run according to the
previous config file settings until the service is restarted. Later, we will be creating a
cron job to periodically restart the service. For now, enter this command:

# service ntpd start

11. You should see these two messages:
ntpd: Synchronizing with time server: [ OK

Starting ntpd: [ OK
Figure 3: Starting the NTP service
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12. Enter the date command again to see that the time has been synchronized.
Note: This will only be successful after Quebec’s time server has been configured
properly. Check with your teammates for its status.

13. The service can be verified and the current pid identified by entering:

| # service ntpd status

14. Now, we are going to make sure that ntpd updates the system time regularly. Skew
the local system time again by entering the following command that you entered
earlier (up arrow to find this command and press enter):

|# date -s "Fri Sep 12 14:38:19 EDT 2003"

15. A cron job must be created to cause the ntpd service to periodically query the time
server and update the local system time accordingly. Enter this command to create
the cron job file:

| # crontab —u root —e

16. This file should automatically open using the ‘vi' text editor again, so you must press
the[ I nsert] or [i] keybefore you can add or modify text.

17. Insert the following line at the top of the file to set up a cron job that will execute
every 10 minutes. You can review the ‘man 5 crontab’ pages to understand the
crontab fields in more depth after you are done with this task. After the ntpd is
verified to be up and running correctly, the first set of numbers can be changed to a
‘0’ to cause the cron job to run at the top of every hour (0™ minute of every hour)
instead.

Make sure that there is a space after the 50 and between each *’ and the ‘/’
character following them. There are no spaces between the initial set of numbers.

0, 10, 20, 30, 40,50 * * * * Jetc/rc.d/init.d/ntpd restart

6,10,20,30,40,50 * * * * fetc/rc.d/init.d/ntpd restart
15 2 = * * Jusr/local/bin/freshclam --quiet
15 3 # * *# Jusr/local/bin/clamdscan --quiet /

18. Now Save and exit the file. Press [ Esc] andtype:wq thenpress|[Enter].

19. Entering the following command will create init scripts at run levels 3-5 to start the
ntpd service every time the system is started up.

| # chkconfig --level 345 ntpd on

20. Use the following command to verify that the ntpd service is turned on at run levels 3,
4, and 5:

# chkconfig --list | grep ntpd
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21.

22.

23.

Page 4 of 4

Make sure that it looks like this:

ntpd B:off l:off 2:o0ff 3:on 4:on 5:on G:off
Figure 4: NTP service startup run levels

Now, use the date command to see if the cron job has updated the system time. If
not, wait a few more minutes and try again.

Once the remote centralized syslog server is installed and configured, we can review

the logs that are generated from the Network Time Server process. There we will
see each time that the client is updated and the offset amount by which it is updated.
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Installing and Configuring Bastille-Linux

We have already done preliminary hardening (by removing users, groups, etc) and now we will
use Bastille-Linux to finish the task. Bastille allows us to easily modify many OS settings. In
this task, we will apply a previously configured Bastille template file (analogous to the NSA
templates used on Windows) to our system.

1 Bastille Configuration

1.1 Install Bastille
1. If you have not already done so, log on to the machine using:

Username: root
Password: tartans@1

2. Open a terminal window by clicking on:
‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. There are two modules that are required to implement Bastille:
perl-Curses-1.12-1.2.el4.rf.i386.rpm
Bastille-3.0.8-1.0.noarch.rpm

Copy the required modules to the /root directory with this command:

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Bastille/* /root

4. Using the following commands, change to the /root directory and get a directory
listing to confirm all of the Bastille files copied:

# cd /root
# 1s —l

5. Install perl-Curses module:

|# rom—ivh perl-Curses-1.28-1.el5.rf.i386.rpm

6. Install Bastille module:

|# rpm—ivh Bastille-3.0.9-1.0.noarch.rpm
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1.2 Run Bastille

1. Copy Mike’s Bastille template to the Bastille configuration directory (this command
should be typed as one continuous line with a space after ‘cp’ and after ‘bastille-
sniffer-config’):

# cp /nmedi a/ Al STS/ Tool s/ Li nux/ Config_Fil es/M ke_10. 0. 3. 2/ bast
ille-sniffer-config /etc/Bastille/config

2. Run Bastille in batch mode to apply the preconfigured template:

| # bastille —b —n 2>/ dev/nul |

Note: The template generates error messages about the CentOS version, but the
settings will be applied successfully. These messages are not important, and so in
this command, we divert all error messages to /dev/null (the trash).

NOTE:

NOTE:

NOTE:

NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:
NOTE:

Entering Critical Code Execution.
Bastille has disabled keyboard interrupts.

Bastille is scanning the system configuration...

Bastille is now locking down your system in accordance with your
answers in the "config" file. Please be patient as some modules
may take a number of minutes, depending on the speed of your

machine.

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

Firewall Specific Configuration

File Permissions Specific Configuration
Account Security Specific Configuration
Boot Security Specific Configuration
Inetd Specific Configuration

PAM Specific Configuration

Logging Specific Configuration

Daemon Specific Configuration

Sendmail Specific Configuration

Apache Specific Configuration

FTP Specific Configuration

Temporary Directory Specific Configuration

Figure 1: Bastille Output
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2 Bastille Configuration

1. The template we applied has been previously configured as follows.
Enter the following command to view the new Bastille security settings:

|# cat /etc/Bastille/config | |ess |

2. Now you can scroll up and down to view the entire file. When you are finished reviewing
the file, press the ‘q’ key to quit viewing the file and return to the shell prompt.

3. After reviewing the config file, reboot the system by typing r eboot . You will now have
to login with the admin account that was created in the Linux Host System Hardening
task. Make sure that the admin account was created before rebooting the system or you
will not be able to login.

You may need to reset the screen resolution to 1024x768 the first time you log on to the
admin account. You can do this by going to ‘System’ -> ‘Preferences’ -> ‘Screen
Resolution’.

The remaining sections of this document detail the previously configured template that
we applied. Note that you will NOT need to actually perform any tasks in the
following sections; it is merely here for your edification. After reviewing, you can
move on to the next task.

2.1 File Permissions

¢ Disallow non-root access to ping, usernetctl, mount/umount, and at
¢ Disable the r-tools (rsh, rlogin, etc) which are troublesome due to their use of
weak authentication.
# 0: Would you like to set more restrictive permissions on the administration u
tilities? [N]
FilePermissions.generalperms_1 1="%"

# 0: Would you like to disable SUID status Tor mount/umount?
FilePermissions.suidmount="%"

# 0: Would you like to disable SUID status for ping? [Y]
FilePermissions.suidping="Y"

# 0: Would you like to disable SUID status for at? [Y]
FilePermissions.suidat="%"

# 0Q: Would you like to disable the r-tools? [Y]
FilePermissions.suidrtool="%"

# 0: Would you like to disable SUID status for usernetctl? [Y]
FilePermissions.suidusernetctl="%"

Figure 2: File Permissions
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2.2 Account Security Settings

Enforce password aging
Restrict cron (scheduler) to the root user

Disallow root from direct login. After we apply this template all administrators must
login using the ‘admin’ account and then su to root.

Set permissions on all user-created files so that the file is only readable by the user
who created it.

# 0Q: ©Should Bastille disable clear-text r-protocols that use IP-based authentic
ation? [Y]
AccountSecurity.protectrhost="Y"

# 0: Would you like to enforce password aging? [Y]
AccountSecurity.passwdage="Y"

# 0: Do you want to set the default umask? [Y]
AccountSecurity.umaskyn="Y"

# 0: What umask would you like to set for users on the system? [877]
AccountSecurity.umask="077"

# 0: Should we disallow root login on tty's 1-67 [N]
AccountSecurity.rootttylogins="Y"

Figure 3: Account Security Settings

2.3 Boot Security Settings

Page 4 of 6

Disable CTRL-ALT-DELETE rebooting so that a user must have a valid login and
password to reboot the machine.

Password protect single user mode to require the root password. Single user mode
is equivalent to run level 1. You are granted root access, but networking is disabled.

# Q: Would you like to password-protect the GRUB prompt? [N]
BootSecurity.protectgrub="N"

# Q: Would you like to disable CTRL-ALT-DELETE rebooting? [N]
BootSecurity.secureinittab="Y"

# (Q: Would you like to password protect single-user mode? [Y]
BootSecurity.passsum="Y"

Figure 4: Boot Security Settings
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2.4 Securing inetd and TCP Wrappers

¢ Disable telnet and ftp
Create authorized use banners that will be displayed before the user can log in

o We do not set default deny on TCP wrappers in this configuration. Later on we will
configure an IPtables firewall which will handle this for us.

# 0: Would you like to set a default-deny on TCP Wrappers and xinetd? [N]
SecureInetd.tcpd default_deny="N"

# 0: Would you like to display "Authorized Use" messages at log-in time? [¥]
SecureInetd.banners="Y"

# Q: Who is responsible for granting authorization to use this machine?
Securelnetd.owner="administrator@aia.class"”

Figure 5: Securing inetd and TCP Wrappers

2.5 Configure PAM

e Set limits on resources. Users will only be allowed to start 150 concurrently running
processes, and will be unable to open core system (kernel) files.
e Only allow admin to log in at the console

# 0: Would you like to put limits on system resource usage? [N]
ConfigureMiscPAM.limitsconf="%"

# 0: 5Should we restrict console access to a small group of user accounts? [N]
ConfigureMiscPAM. consolelogin="Y"

# 0: Which accounts should be able to leogin at console? [root]
ConfigureMiscPAM.consolelogin_accounts="admin"

Figure 6: PAM Settings

2.6 Logging Settings

o We will configure logging in a later module, therefore we will not configure logging
through Bastille

# Q: \Would you like to set up process accounting? [N]
Logging.pacct="N"

Figure 7: Logging Settings
2.7 Sendmail Settings

e Sendmail will be used by arpwatch to send mail alerts so we will keep it enabled

# 0: Do you want to stop sendmail from running in daemon mode? [Y]
Sendmail.sendmalldaemon="N"

Figure 8: Sendmail Settings
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2.8 Miscellaneous Daemons

# 0: Would you like to disable acpid and/or apmd? [Y]
MiscellaneousDaemons.apmd="Y"

# 0: Would you like to disable GPM? [Y]
MiscellaneousDaemons.gpm="Y"

# 0: Would you like to deactivate the HP Officeldet (hpoj) script on this machin
e?
MiscellaneousDaemons.disable hpoj="Y"

# 0Q: Would you like to deactivate the ISDN script om this machine?
MiscellaneousDaemons.disable_isdn="¥"

Figure 9: Miscellaneous Deamons

29  Apache Web Server Settings

# 0Q: Would you like to bind the Web server to listen only to the localhost? [N]
Apache.bindapachelocal="N"

# 0: Would you like to bind the web server to a particular interface? [N]
Apache.bindapachenic="N"

# 0: Would you like to deactivate the following of symbolic links? [Y]
Apache.symlink="N"

Figure 10: Apache Web Server Settings

2.10 Tempdir Scripts

e This system is not a multi-user system, and therefore we will not be very concerned
with the temporary (shared) directories

# 0Q: Would you like to install TMPDIR/TMP scripts? [N]
TMPDIR. tmpdir="N"

Figure 11: Tempdir Scripts

2.11 Packet Filtering Firewall

o We will configure a firewall in a later module, therefore we will not use Bastille’s
firewall configuration

# Q: Would you like to run the packet filtering script? [N]
Firewall.ip_intro="N"

Figure 12: Packet Filtering Firewall

2.12 FTP Settings

#0: Would you like to disable anonymous download? [N]
FTP.anonftp="Y"

# 0: Would you like to disable user privileges on the FTP daemon? [N]
FTP.userftp="Y"

Figure 13: FTP Settings
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Configuring IPTables as a Host Based Firewall on Linux
Systems

The host based firewall for Linux, iptables, can be configured by accessing the console directly

or via SSH from a management workstation.

Iptables has six pre-defined “chains” that are

available with the ability to create user defined chains as well. The default chains are:

« INPUT

e OUTPUT

e INPUT

« FORWARD

¢ PREROUTING

¢ POSTROUTING

The table below lists various options that can be used when configuring iptables rules.
Additional information is available by typing i pt abl es - - hel p at the Linux command line or
by reviewing the iptables man page (type: man i pt abl es).

~table

4 Description

filter | Default table. This is used if not
specified

nag Metwork address translation

mangle | Used for Quality Of Service (Q03)

and preferential treatrment

raw  |Enables optimization. g, lgnore
fireswall state matching for port 80 for

enhanced speed due to less

nracessing. Requires kemel patch

Command
[Use one)

A
~append
-0
~delete

|
~ingett

R
~replace

-
~flush

-z

-ZBM0

~list

N
~new-chain
R

~delete-

chain

P
~palicy

-E
~renane-

chain

Figure 1: IPtables Options
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Description

Append rule ta chain

Delete rule from chain

Inert rule at beginring or at
specified seguence number in
chain.

Replace nile

Flush all rules

Zera byte courters in all chaing

List all rules.

Add option ~line-numbers for
fule nurmber.

Create new chain

Delete user defined chain

Set default policy for 3 chain

Rerame a chain

Command
Option

-5
--50urce

d
-destination

1
~in-inteface

-0
-out-intetface

P
-nratocal

]

~jump
o
~fragment

-
-get-counters

-m L&g
-match tcp

-m state
~match state

Description
Source address of packet
Diestination address of packet
Interface packet is amving from
Interface packet is going to

Pratocol:

5

~sport port]:part]
~dpart portf:pon]
:&Mll

\dp

“icon

2

MaE.

Target to send packet to
Fragment matching

Set packet/byte counter

“-gource-port port[:por]
{port # or range ##)

“- destination- port port]:port]
“op-flags

~state

“ESTABLISHED

“RELATED

NEW

INYALID

(Push content, not expected to
regigye this packet.)

© 2010 Carnegie Mellon University

Defined
Policies

ACCEPT
DROP
REJECT
RETURN
MARK

MASQUERADE
L0G

ULoG

SNAT

REDIRECT
DNAT
QUEUE

Descrigtion

Let packet thraugh

Deny packet with no reply
Deny packet and notify sender
Handled by default targets

Used for error response
Use with option --reject-with type

Used with pat table and DHCP

Lag to file and specify message:
°-log-level #

“-log-prefis "prefis”
“-log-tpg-seguence
“-logtpg-options
“-log-ig-options

Log ta file and specify userpace logaing
messages

Walid in PREROUTING chain. Used by
nat

Used with pat table. Output.
Walid in POSTROUTING chain. Output

Pass packet to ugerspace.
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1 Creating Inbound and Outbound Filtering Rules

The filtering rules for this server will be set up to allow the following traffic into and out of

the system:
Source Address Destination Proto | Source | Destination Direction Purpose
Address Ports Port

10.0.4.0/24 10.0.3.2/32 ANY ANY ANY Inbound Management

127.0.0.1/32 127.0.0.1/32 * * * Inbound Loopback
Log All Denied

10.0.3.2/32 10.0.1.0/24 ANY ANY ANY Outbound DMZ

10.0.3.2/32 10.0.2.0/24 ANY ANY ANY Outbound LAN

10.0.3.2/32 10.0.4.0/24 ANY ANY ANY Outbound Management

10.0.3.2/32 10.0.2.1/32 TCP ANY 3128 Outbound Squid Proxy

10.0.3.2/32 10.0.2.1/32 UDP ANY 123 Outbound NTP

10.0.3.2/32 192.168.30.13/ | ICMP ANY ANY Outbound ICMP-Quebec

32

10.0.3.2/32 10.0.3.1/32 ICMP | ANY ANY Outbound ICMP-Romeo

127.0.0.1/32 127.0.0.1/32 * * * Outbound Loopback
Log All Denied

1. If you have not already done so, log on to the machine using the newly enforced admin

account:

Username: admin Password: steelers

2. Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

3. Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. Ensure iptables is stopped.

| # service iptables stop

5. Clear all existing iptables rules.

| # iptables --flush

6. Set the default policy for the FORWARD chain to DROP all packets.

| # i ptabl es —P FORWARD DROP

7. Create the iptables file that will be used to save firewall rules.

# Vi

# i ptabl es-save > /etc/sysconfig/iptabl es
[ etc/sysconfig/iptabl es

Page 2 of 5

Mike Task 4/11




Configuring IPTables

8. Remove the last two lines. Move the cursor to each line and press the [D] key twice.

This will delete the current line in VI. The file should look like the following when
completed:

# Generated by iptables-save w1.3.5 on Mon Jun 14 16:52:10 2018
*filter

:INPUT ACCEPT [5:420]

:FORWARD DROP [B:0]

:0UTPUT ACCEPT [5:420]

9. Add the remaining rules to the iptables file as listed below. Comments/remarks are
identified with a ‘#' at the beginning of the line. These lines are used to identify what the
rules beneath them are used for. Although they are not required, it is a good practice to
describe the rules, their intent, who added the rule, and potentially the date on which the
rule was added or modified. Use the cursor to go to the bottom of the file.

Simultaneously press the [ Shift] and [ A] keys to append text to the end of the
last line. Press[Enter] toadd a new line. Enter the following lines:

# Allow all inbound traffic from the MGMT network
-A INPUT -s 10.6.4.68/24 -d 10.08.3.2/32 -1 eth® -j ACCEPT

# Allow all established connections
-A INPUT -i eth® -m state --state ESTABLISHED,RELATED -j ACCEFT

# Allow all inbound traffic on the loopback interface
-A INPUT -i lo -p all -j ACCEPT

# Enable logging on INPUT chain
-A INPUT -j LOG --log-level 6

# Set the default INPUT policy to Drop
-P INFUT DROP

Figure 2: IPtables Input Rules
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# Allow all outbound traffic to the DMZ network
-A OUTPUT -d 10.06.1.8/24 -o eth® -p all -j ACCEPT

# Allow all outbound traffic to the Services network
-A OUTPUT -d 10.8.2.0/24 -o eth® -p all -j ACCEPT

# Allow outbound web proxy traffic to Quebec

-A OUTPUT -d 10.0.2.1/32 -0 eth® -p tcp --dport 3128 -j ACCEPT

# Allow outbound NTP traffic to Quebec

-A QUTPUT -d 10.0.2.1/32 -0 eth® -p udp --dport 123 -j ACCEPT

# Allow all outbound traffic to the MGMT network
-A OUTPUT -d 10.0.4.0/24 -o eth® -p all -j ACCEPT

# Allow outbound ICMP to Quebec eth2
-A QUTPUT -d 192.168.30.13 -o eth® -p icmp -] ACCEPT

# Allow outbound ICMP to Romeo ethl
-A QUTPUT -d 10.0.3.1 -o eth® -p icmp -j ACCEPT

# Allow all outbound traffic on the loopback interface
-A OUTPUT -0 lo -p all -j ACCEPT

# Enable logging on OUTPUT chain
-A OUTPUT -j LOG --log-level 6

# 5et the default OUTPUT policy to Drop
-P OUTPUT DROP

# Enable rule set
COMMIT

Figure 3: IPtables Output Rules

10. Save and exit the file. Press [ Esc] andtype: wq then press|[Enter].

1.1 Applying the firewall rules
1. Enter the following command to start the iptables firewall:

| # service iptables start

2. If the service started successfully, you should see the following:

Flushing firewall rules: [
Setting chains to policy ACCEPT: filter [
Unloading iptables modules: [
Applying iptables firewall rules: [
Loading additional iptables modules: ip_conntrack netbios n[

Figure 4: IPtables Successful Startup
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1.2 Making the iptables file immutable

1. Since we do not want the iptables file to change for ANY reason after the rules have
been built without intervention from the administrator, we will make this file immutable.
To do this, we will issue the following command.

| # chattr +i /etc/sysconfig/iptables

2. Relinquish the elevated root privileges by typing the following command:

| # exit
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Installing and Hardening the Apache Web Server
1 Setup the Apache Web Server

1.1 Configure Apache

1. Entering the following command will create init scripts at run levels 2-5 to start the
httpd (Apache) service every time the system is started up.

| # chkconfig —1evel 2345 httpd on |

2. Use chkconfig to ensure that httpd is configured to be running on the correct run
levels (2,3,4,5):

| # chkconfig —1list | grep httpd |

httpd B:off l:off 2:on J:off 4:on 5:on B:off

3. To help apache start, ensure that the server has an entry in its’ host file. This will
speed up the start process and allow httpd to start even if the configured DNS server
is unavailable.

| # vi /etc/hosts |

4. Add the following host entry at the bottom of the file:
110.0.3.2 m ke |

5. Press [ Esc] to exit edit mode and save and exit the file:

L wa |
6. Open the Apache configuration file for editing:

| # vi /etc/httpd/ conf/httpd. conf |

7. Change the ‘ServerName’ variable to ‘ServerName mike.aia.class’:

e

ServerName gives the name and port that the server uses to identify itself.
This can often be determined automatically, but we recommend you specify
it explicitly to prevent problems during startup.

If this is not set to valid DNS name for your host, server-generated
redirections will not work. See also the UseCanonicalMName directive.

IT your host doesn't have a registered DN5 name, enter its IP address here.
You will have to access 1t by 1its address anyway, and this will make
redirections work in a sensible way.

HoH OH O H W HE R H K

#
ServerName mike.aia.class

8. Press|[ Esc] to exit edit mode and save and exit the file:

[+ wg
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9. Start the web server:

| # service httpd start

10. Make sure that Apache is running:

| # ps —eaf | grep httpd

If the output from the above command is similar to the output in the following screenshot,
then Apache is up and running.

root

apache
apache
apache
apache
apache
apache
apache
apache
root

24946
24948
24949
24950
24951
24952
24953
24954
24955
24982

1
24946
24946
24946
24946
24946
24946
24946
24946
24653

=]

e I v I R R T - R -

11:
11:
11:
11:
11:
11:
11:
11:
11:
12:

2 Securing the Apache Web Server

Apache, like any other largely distributed software, is vulnerable to attack. In order to
lessen the probability of an attack succeeding against Apache, we will harden the
configuration of Apache.

2.1 Securing Apache with SSL
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0o:
0o
0o
Qe
ae:
Qe :
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oe
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ee
oo
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oo
ae
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Jusr/sbin/httpd
Jusr/sbin/httpd
fusr/sbin/httpd
Jusr/sbin/httpd
Jusr/sbin/httpd
Jusr/sbin/httpd
Jusr/sbin/httpd
Jusr/sbin/httpd
Jusr/sbin/httpd
grep httpd

1. The first thing that needs to be done is to create our own SSL certificate with
information pertaining to our network. Issue the following command:

# cd /root
# openssl

req —new —out server.csr

When prompted, enter the passphrase pirates. Verify the passphrase by reentering it
when asked. You will be asked to enter in information about your organization. We will
leave most of these blank. In order to do this, a period must be entered to avoid having
the default value filled in. Enter a period and press [ Ent er] for the following fields:

Country Name (2 letter code)

State or Province Name (full name)
Locality Name (ed, city)

Organizational Name (eg, company)
Organizational Unit Name (eg, section)

2. For the Common Name, enter in the IP address of Mike (10.0.3.2) and press
[Enter].

For the Email Address, enter apache@J KE and press [ Enter] .

Ignore the prompts for a ‘challenge password’ and ‘optional company name’ and just

press [ Ent er] twice to pass through these.
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Country Name (2 letter code) [GE]:.

State or Province Name (full name) [Berkshire]:.

Locality Name (eg, city) [Newbury]:.

Organization Name (eg, company) [My Company Ltd]:.

Organizational Unit Name (eg, section) []:.

Common Name (eg, your name or your server's hostname) []:10.8.3.2
Email Address []:apache@MIKE

Please enter the following ‘extra' attributes
to be sent with your certificate reguest

A challenge password []:

An optional company name []:

[root@Mike ~1# |]

5. Next issue the following command to create a key:

| # openssl rsa —in privkey. pem —out server. key

Enter the passphrase that was entered for the certificate creation (pirates) and press
[Enter].

[root@Mike ~]# openssl rsa -in privkey.pem -out server.key
Enter pass phrase for privkey.pem:

writing RSA key

[root@Mike ~]#

6. Now, generate the certificate by entering the following command:

|# openssl x509 —in server.csr —out server.crt -req —signkey server.key —days 365

This creates the certificate that has been signed and is good for 365 days. Note that this
certificate has been signed by MIKE, which is enough for an internal network. However,
if this was going to be used as a public web server, then we would want to get the
certificate signed by a valid certificate authority such as Verisign.

[root@Mike ~]# openssl x589 -in server.csr -out server.crt -req -signkey server.
key -days 365

Signature ok

subject=/CN=10.0.3.2/emailAddress=apache@MIKE

Getting Private key

[root@Mike ~1# ||

7. Copy the generated files so that Apache knows where they are:

# nkdir /etc/httpd/ conf/ssl.csr/
# nkdir /etc/httpd/ conf/ssl.key/
# nkdir /etc/httpd/conf/ssl.crt/
#
#
#

my —f server.csr /etc/httpd/conf/ssl.csr/
my —f server.key /etc/httpd/conf/ssl.key/
m/ —f server.crt /etc/httpd/conf/ssl.crt/

8. Restart the web server:

# service httpd restart
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2.2 Verifying Correct Configuration

1.

3.

On a management workstation, open Internet Explorer, and connect to the default
Apache web page by typing the following URL: htt ps://10.0. 3. 2

If the following message appears, click ‘Yes'.
x|

Information you exchange with this site cannat be viewed or
changed by others. However, there is a problem with the site's
securty certificate.

& The security certificate was issued by a company you have
nat chosen to tust. Yiew the certificate to determine whether
you want o trust the certifping autharity,

0 The securnity certificate date is walid,

@ The secuily certiicate has a valid name matching the name
of the page you are tying to view

Do pou want to procsed?

Tes I No I !lew[gerlllu:alel

Figure 1: Security Alert

After clicking ‘Yes’ you should be at the default Apache web page — with
‘https://10.0.3.2" in the browser Address window.

2.3 Change permissions of root directory and configuration files

1.

2.

Return to the MIKE system command line interface.

Change the ownership/permissions of the HTML document root to be owned by the
apache user and group and use the Is —| command to ensure that the changes were
successful. We want the entire directory structure to have rwx (7) permissions for
the apache user and group and rx (5) permissions for everyone else:

# chown —R apache. apache /var/ww/ ht m
# chnod —R 775 /var/ww/ ht mi
#1s - [/var/ww/ | grep htn

[root@Mike ~]# chown -R apache.apache /var/www/html
[root@Mike ~1# chmod -R 775 /var/www/himl

[root@Mike ~]# 1s -1 /var/www/ | grep html

drwxrwxr-x 2 apache apache 4896 Mar 27 13:56 html
[root@ike ~]# ||

Change the ownership/permissions of the Apache configuration directory to be
owned by the root user and apache group and use the Is —| command to ensure that
the changes were successful. We want the entire directory structure to have rwx (7)
permissions for the root user and the apache group, but no permissions at all for
anyone else:

# chown —R root.apache /etc/httpd
# chnod —R 770 /etc/httpd
#1s —| /etc | grep httpd

[root@Mike ~]# chown -R root.apache /fetc/httpd
[root@Mike ~]# chmod -R 778 fetc/httpd

[root@Mike ~]# 1s -1 fetc | grep httpd

drwxrwx--- 4 root apache 4096 Jun 11 18:52 httpd
[root@Mike ~]#
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Configuring Arpwatch

1 Install Arpwatch

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

# su -

4. Use the trusted yum repository to install arpwatch:

# yuminstall arpwatch

5. Typey and press [ Ent er] if asked to confirm the download or import the GPG key.

Installing:
arpwatch 1386 14:2.1al13-21.e15 base 209 k

Transaction Summary

Install 1 Package(s)
Update B Package(s)
Remove B Package(s)

Total download size: 289 k
Is this ok [y/N]: ¥
Downloading Packages:
arpwatch-2.1al3-21.e15.1386.rpm | 209 kB oe:ee
Running rpm_check_debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : arpwatch 1/1

Installed:
arpwatch.i386 14:2.1a313-21.el5

Complete!

Figure 1: Installing Arpwatch
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2 Configuring and Running Arpwatch
2.1 Configuring Arpwatch

1. Edit the configuration file for Arpwatch with the VI editor. To do this, enter the
following command:

\# vi /etc/sysconfig/arpwatch

When the arpwatch command is entered, the configuration settings from this file will
be used to start the application. The user needs to change to root and since the mail

from arpwatch needs to go to the eventwatch@aia.class mailbox, it also needs to be
set up in this configuration file as well.

Press the [Insert] key and edit the user after the —u tag and address after the —e tag
on the OPTIONS line to be root and eventwatch@aia.class, respectively and leave
the remainder of the settings the same in the /etc/sysconfig/arpwatch file. See
Figure 2.
# -u <username> : defines with what user id arpwatch should run
# -e <email=

: the <=email> where to send the reports
# -5 <from= : the =from=-address

OPTIONS="-u root -e ewventwatch@aia.class -s ‘root (Arpwatch)
Figure 2: Arpwatch configuration file

3. Save this file and exit. Press [ Esc] and enter:

# wWg

4. To ensure that the arpwatch daemon will be started when the system is booted, the

chkconfig for arpwatch needs to be on at the right levels (run level 3). To do this,
enter the following command:

# chkconfig —1evel 2345 arpwatch on

5. To ensure that arpwatch will start when the system is booted, enter the following
command and make sure levels 2, 3, 4, and 5 are set to on:

\# chkconfig -—list | grep arpwatch

The output of the commands should like similar to this:

[root@Mike ~]# chkconfig --1ist | grep arpwatch

arpwatch B:ofT l:ofT 2:on 3:on 4:on 5:

ron B:offT
Figure 3: Checking Arpwatch at run level 3
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2.2 Running Arpwatch

1. To start the Arpwatch daemon, simply type the following command:

# ar pwat ch

2. To ensure that the arpwatch daemon is running, enter the following command:

| # ps —eaf | grep arpwatch

The output should look similar this:

[root@Mike ~]# arpwatch

[root@Mike ~]# ps -eaf | grep arpwatch

root 18469 R - Jol o R 00:00:00 arpwatch

root 18471 18273 0 15:52 pts/1 B0:00:00 grep arpwatch

Figure 4: Checking the arpwatch process

3. Restart Arpwatch

|# service arpwatch restart

As new stations are brought into the network, mail will be sent from arpwatch to

eventwatch@aia.class - and should arrive at that mailbox within minutes of arpwatch
being started.

4. If you are not performing any more administrative tasks on this machine, relinquish the
elevated root privileges by typing the following command:

| # exit
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Creating the DHCP Offer Packet Filter for tcpdump

1 Creating the tcpdump filter

1.1  Writing the tcpdump filter command

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

# su -

4. The command for tcpdump needs to use the following switches and filters:
a. X — print each packet in hexadecimal
b. |- make standard out buffered (to increase readability)
c. n—don’t convert hostnames via DNS
d. s - setthe length of packet capture (default is 68 bytes) — we want to use
1500 to capture the entire Ethernet frame
i — listen on specified interface (ethO in this case)
udp src 67 — to filter and display only packets which have a UDP source port
of 67
g. not src 10.0.3.1 — this filters out packets from 10.0.3.1 (the real DHCP server)
and shows only DHCP offer and DHCP ACK packets from other hosts
h. >> filename.file — redirects the output to a file named filename.file (we’ll use
/root/dhcprogue.list)

o

5. To put the complete command together, enter the following to get tcpdump running
with all the above switches and filters each time your system boots. (NOTE: each of
the following commands should be entered as single continuous lines in your terminal
window. They appear as multiple lines in the text boxes due to space limitations.):

# echo “tcpdunp —xlns 1500 —i ethO udp src port 67 and not src
10.0.3.1 >> /root/dhcprogue.list& >> /etc/rc.d/rc. | ocal

6. To start tcpdump immediately, enter the command again without the echo and without
everything after the closing quotes (").

# tcpdunp —xlns 1500 —i ethO udp src port 67 and not src
10.0.3.1 >> /root/dhcprogue. list&
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7. To check to ensure that tcpdump is running enter the following command:

| # ps —eaf | grep tcpdunp

The output should look similar to this:

[root@Mike ~]# ps -eaf | grep tcpdump

pcap 18586 18273 0 15:55 pts/1 00:00:00 tcpdump -xlns 1500 -i eth® udp s
rc port 67 and not src 10.8.3.1
root 18601 18273 0 15:55 pts/1 B0:00:00 grep tcpdump

Figure 1: Verifying that tcpdump is running

2 Creating a cron job to review the contents of /froot/dhcprogue.list

2.1 Writing a perl script to check the size of the /root/dhcprogue.list file

We will now copy a perl script from the course CD which will review the number of lines

in a specified file (/root/dhcprogue.list in this case) and will send mail if the file is not 0
lines long.
1. Copy perl script to the root directory:
# cp
/ medi a/ Al STS/ Tool s/ Li nux/ Confi g_Fi | es/ M ke_10. 0. 3. 2/ checki t. pl
/ r oot
2. The perl script will check the contents of the /root/dhcprogue.list and can be

Page 2 of 4

reviewed below.

$count = "we -1 < /root/dhcprogue.list’;
die "w failed: $?" if $?;
chonp($count);

if ($count !'= 0) {
print ($count);
open( SENDMVAI L, "|/usr/sbin/sendmail -oi -t")
or die "can't fork for sendmail: $!'\n";
print SENDVAI L <<"EOF";
From DHCP O fer Filter <root\@M ke. ai a. cl ass>
To: Event Watch <eventwatch\ @i a. cl ass>
Subj ect: DHCP Ofer Filter Alert!

The /root/dhcprogue.list file is not O bytes - better check it
out !

EOF

cl ose( SENDVAI L) or warn "sendmail didn't close

ni cel y";

}
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3. Change to the /root directory:

| # cd /root

4. Test this script by running it with the following command:

| # perl /root/checkit.pl

There should be no output from the file — and no mail should be sent.

5. Further test the script by entering some text into the /root/dhcprogue.list file by
entering the following command:

| # echo 1111 >> /root/dhcprogue.|li st

6. Run the perl script again (same command as from step 4 above)

7. The output from the script should be a 1 near the command line and a mail sent to
eventwatch@aia.class - check that mailbox to ensure sendmail sent the message
correctly

8. Remove the contents of the /root/dhcprogue.list file by entering the following
commands:

# rm —f /root/dhcprogue.|ist
# touch /root/dhcprogue.|i st

#t perl checkit.pl

#t echo 1111 > dhcprogue.list
#t perl checkit.pl

14

#t rm -f /root-sdhcprogue.list
#t touch /root-sdhcprogue.list
1t

Figure 2: Testing the perl script
2.2 Creating a cron job

The cron job we will create will check the contents of the /root/dhcprogue.list file and
alert the administrator if the file has any data.

1. First, we want to eliminate the mail messages which cron will create each time the
cron job is run. To do this, open the /etc/crontab file with an editor. Enter the
following command:

| # vi /etc/crontab

2. Pressthe [l nsert] key and change ‘MAILTO=root’ to ‘MAILTO=/dev/null’

Mike Task 7/12 Page 3 of 4


mailto:eventwatch@aia.class�

DHCP Packet Filter for TCPDump

3. Save and exit the vi session ([ ESC] :wq [Enter])

4. Enter this command to modify the existing scheduled jobs for the root user:

# crontab —u root -e

1. This file should automatically open using the ‘vi' text editor again.
Enter the following command at the bottom of the file to set up a cron job that will
execute every 15 minutes:

0,15,30,45 * * * * perl|l /root/checkit. pl

n

Press the [ Ent er] key at the end of the line to make sure that there is a blank line
at the bottom of the file.

3. Now to save and close the file, press the [ Esc] key and the following command:

2w

4. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

| # exit
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1 Snort Installation and Configuration

The Snort Intrusion Detection System can be a powerful tool to help in protecting a
network. We will be installing Snort, along with other modules that Snort requires.

1.1 Installation

Snort can log in a variety of different formats, including a few different database formats
and flat text. We will be installing Snort to log to a MySQL database.

There are several prerequisites that must be installed for Snort to run. Snort uses
libpcap to capture packets from the ethernet interface. There are also a number of other
packages we need to install in order to configure Snort to send our alerts to the central
MySQL console.

Additionally, in order to compile Snort from its source code we will need a compiler
installed on the machine. This distribution of CentOS does not come with a compiler pre-
installed so we will install the gcc compiler ourselves. We will make sure to remove this
compiler when we are done with it as it can be leveraged by an attacker to compile
malicious code if they were to gain access to the system.

1. If you have not already done so, log on to the machine using the newly enforced
admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

# su -

4. Download and install these prerequisites from the trusted repository that was set up
in the Linux Host System Hardening step by executing the following command:

# yum install mysgl-server mysqgl-bench mysgl-devel libpcap
libpcap-devel pcre-devel

Type y [Enter] if prompted to download the packages.
Type y [Enter] if prompted to import the GPG key.
There are several files that we will need to implement Snort:

snort-2.8.6.tar.gz
snortd
snortrules-aists.tar.gz
Copy the required files to the /root directory with this command:

# cp /media/AISTS/Tools/Linux/Snort/* /root
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8. Setup folders that we will use for Snort:

# mkdir /var/log/snort
# mkdir /etc/snort

9. Untar the Snort installation file and cd into the new directory:

# tar xvzf snort-2.8.6.tar.gz
# cd snort-2.8.6

10. Configure the installation to have Snort be compatible with MySQL, compile the
code, then install the files to their final location:

# ./configure —--with-mysgl --enable-zlib
# make

# make install

11. Install the rules and configuration files:

# cd /root

# cp ./snortrules-aists.tar.gz /etc/snort
# cd /etc/snort

# tar xvzf snortrules-aists.tar.gz

# rm —-f snortrules-aists.tar.gz

# cp etc/*

# rm -rf etc

12. Copy the Snort startup script into the ‘/etc/rc.d/init.d’ directory:

# cp /root/snortd /etc/rc.d/init.d

13. Configure Snort to start when the machine is booted:

# cd /etc/rc.d/init.d
# chmod 755 snortd
# chkconfig —-level 2345 snortd on

14. Use chkconfig to ensure that snort is configured to start at the correct run levels
(2,3,4,5):

# chkconfig —--list | grep snortd

[root@Mike init.d]# chmod 755 snortd

[root@EMike init.d]# chkconfig --level 2345 snortd on

[root@Mike init.d]# chkconfig --1ist | grep snortd

snortd B:o0ff 1:0ff 2:on 3:on 4:on 5:on 6:0fT

15. The snortd file needs to be edited to ensure that snort starts after MySQL has started
on bootup. Use VI to edit the snortd file:

|# vi /etc/rc.d/init.d/snortd
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16. During the boot, MySQL is started first, but does not complete before Snort is
started, so Snort fails to start. We need to make sure that Snort is set to wait extra
time before it runs. Verify that the following line has been added to the snortd file
right below the line labeled “start)”:

sleep 3

This causes the Snort startup script to wait 3 seconds before continuing to run the script.
It should look like the figure below:

# Source function library.
. fetc/rc.d/init.d/functions

# Specify your network interface here
INTERFACE=eth@

# 5See how we were called.
case "$1" in
start)
sleep E
echo -n "Starting snort: "
daemon fusr/local/bin/snort -d -D \
-¢ fetc/smort/snort.cont

touch /var/lock/subsys/snort
echo

stop)
echo -n "Stopping snort: "
killproc snort
rm -f /var/lock/subsys/snort
echo

restart)

17. To save and exit the VI editor, press [ESC] :wg [Enter]

1.2 Configuration
1. Edit the snort configuration file

# vi /etc/snort/snort.conf

2. Scroll down to the section titled ‘Step #1: Set the network variables’. This is where
we will tell Snort the layout of our network and the location of the rules that we just
installed. Change the following lines, making sure to include the brackets [ and T
where shown when entering the info:

var HOME_NET [10.0.3.0/24]

var EXTERNAL_NET !$HOME_NET

var DNS_SERVERS [10.0.2.4/32]

var SMTP_SERVERS [10.0.2.3/32]

var HTTP_SERVERS [10.0.1.5/32,10.0.2.3/32,10.0.2.6/32]
var SQL_SERVERS [10.0.2.10/32]

portvar HTTP_PORTS [80]

portvar SHELLCODE_PORTS I$HTTP_PORTS

var RULE_PATH /etc/snort/rules

var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH /etc/snort/preproc_rules

Note: When entering in the IP addresses, be sure not to include any spaces or
carriage returns.
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3. Scroll down to the section titled ‘Step #5: Configure preprocessors’. We are going
remove the small_segments directive in the Snort stream5_tcp preprocessor
because it causes a large number of false positive alerts when new sensors are
turned on. Find the line beginning with ‘preprocessor stream5_tcp:’ and remove the

‘small_sements 3 bytes 150,” text from the line. The result should look like the
following:

preprocessor stream5 _tcp: policy windows, detect anmomalies, require 3whs 188, \
overlap limit 18, timeout 188, \

ports client 21 22 23 25 42 53 79 109 118 111 113 119 135 136 137 139 143 \

161 445 513 514 587 593 691 1433 1521 21080 3306 6665 G666 G667 G66E 6669
\

4. Next find the ‘Portscan detection’ heading in this section and enable portscan
detection by removing the # in front of the line beginning with ‘preprocessor
sfportscan’ and set the ‘sense_level’ to medium.

5. Add a new ‘ignore_scanners’ directive to not alert us of portscan traffic coming from
hosts on our network that are known to cause false positives of such alerts:

# Portscan detection. For more information, see README.sfTportscan
preprocessor sfportscan: prote { all } memcap { 10800860 } sense level { medium

A
ignore_scanners { 18.0.3.2/32 }

6. Scroll down to the section titled ‘Step #6: Configure output plugins’. We will be
configuring Snort to log to our MySQL database. Find the section beginning with
‘#database’ and edit the first ‘output database’ line to look like the following:

# database

output database: alert, mysgl, user=snort password=snortpw dbname=snort host=10.
0.4.4 port=3306 sensor name=mike

# output database: log, <db type=, user=<username=> password=<password= test dbna
me=<name=> host=<hostname=

1.3 Rules

There are many rules that are enabled by default when Snort is initially installed. Many
of these may or may not be necessary depending on your particular network
configuration. We will be disabling some unnecessary rules. The reason that we do this

is that the more rules that are active, the more that Snort has to parse for each packet
that is scanned.

1. We do not need all of the rule sets since the User network does not have many of
the services that Snort is looking for exploits for. For example, there is no Oracle
database, and telnet should be disabled on all hosts. Scroll down to the ‘Step #7:
Customize your rule set’ section of the config file. Disable all rule sets by placing ‘#

at the beginning of each rule line, except for the following rules which we will leave
enabled:

include SRULE PATH/chat.rules
include SRULE PATH/exploit.rules
include SRULE PATH/icmp.rules

include SRULE PATH/policy.rules
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Scroll down to the ‘Step #9: Customize your Shared Object Snort Rules’ section of
the config file. Enable the following rule sets by removing the ‘#’ at the beginning of
each of the following rule lines:

include $SO_RULE PATH/chat.rules
include $SO _RULE PATH/exploit.rules
include $SO _RULE PATH/icmp.rules

2. Press [Esc] to stop editing and then save and exit the file:

o]

3. Install pre-compiled shared object rules:

# mkdir /usr/local/lib/snort dynamicrules

# cp /etc/snort/so rules/precompiled/Centos-5-
4/i1386/2.8.6.0/* /usr/local/lib/snort dynamicrules/

# snort -c /etc/snort/snort.conf —--dump-dynamic-
rules=/etc/snort/so_rules

Finished Loading all dynamic preprocessor libs from Jusr/local/lib/snort_dynam
icpreprocessory
Dumping dynamic rules...
Dumping dynamic rules for Library icmp 1.8.1
Dumping dynamic rules for Library misc 1.8.1
Dumping dynamic rules for Library imap 1.8.1
Dumping dynamic rules for Library web-activex 1.0.1
Dumping dynamic rules for Library exploit 1.08.1
Dumping dynamic rules for Library chat 1.8.1
Dumping dynamic rules for Library bad-traffic 1.0.1
Dumping dynamic rules for Library multimedia 1.0.1
Dumping dynamic rules for Library smtp 1.0.1
Dumping dynamic rules for Library nntp 1.8.1
Dumping dynamic rules for Library web-misc 1.8.1
Dumping dynamic rules for Library web-client 1.0.1
Dumping dynamic rules for Library netbios 1.08.1
Dumping dynamic rules for Library dos 1.0.1
Dumping dynamic rules for Library web-iis 1.
Dumping dynamic rules for Library sgql 1.0.1
Dumping dynamic rules for Library p2p 1.0.1
Finished dumping dynamic rules.
Snort exiting

8.1

4. Start the snort service:

|# service snortd start

5. Make sure that Snort has started successfully:

|# ps —ef | grep snort

If the output of the above command looks similar to the following, Snort has
successful started:

root 29737 1 @ 09:53 7 BO:00:80 /usr/local/bin/snort -d -D -c /e
tc/snort/snort.conf
root 29748 4259 0 89:534 pts/1 00:00:00 grep snort
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6. If Snort did not start successfully, look at the syslog messages file to search for Snort
entries:

|# tail -100 /var/log/messages | grep snort

7. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

|# exit
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1 Installing Nagios

Nagios is a network monitoring framework. All monitoring functionality is left to plug-ins,
which are separate from the main Nagios installation. Fortunately, a set of default plug-
ins is available from the Nagios website, and these have all the monitoring functionality

we will need.

1. If you have not already done so, log on to the machine using the newly enforced
admin account:
Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root
password tartans@1

| # su -

4. The following files are required:
nagios-3.0.tar.gz
nagios-plugins-1.4.11.tar.gz
Copy the required modules to the root directory with the command:

\# cp / medi a/ Al STS/ Tool s/ Li nux/ Nagi os/* /r oot

5. Get a directory listing of the /root directory to ensure all of the files were copied there
with the following command:

| # 1s -1 /root

6. Switch into the root directory (if you are not already there):

| # cd /root

7. Create a user for Nagios to run as:

| # useradd nagi os

8. Create the nagcmd group to support external commands through the web interface:

# groupadd nagcnd
# usermod —G nagcnd nagi os
# usernod —G nagcnd apache
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9. Install Nagios with the following series of commands (tar unpackages and then
unzips the zipped tarball — which is a set of files packaged together). Install the main
program, CGls, and HTML files::

# tar zxvf nagios-3.2.1.tar.gz

# cd nagi os-3.2.1

# ./configure --w th-command-group=nagcnd
# make all

# make install

10. Install the init script in /etc/rc.d/inid.d:

| # make install-init

11. Install the sample configuration files:

| # make install-config

12. Copy over the pre-configured Nagios configuration files. Appendix — Configuring
Nagios details the steps taken to update these files. To speed the installation
process the finished configurations are provided on the Tools CD. Type the following
command on a single line:

# cp —-R
[ medi a/ Al STS/ Tool s/ Li nux/ Config Files/M ke_10. 0. 3. 2/ Nagi os/ etc/ *
[ usr/ | ocal / nagi os/ et c/

Confirm any requests to overwrite the current files by pressing y and then
[Enter].

13. Give the Nagios user access privileges to the nagios directories.

| # make instal | - commandnode

14. Enable Nagios to run at boot-time:

| # chkconfig --add nagios

15. Install the Nagios plug-ins with the following series of commands:

# cd /root

# tar zxvf nagi os-plugins-1.4.14.tar.gz

# cd nagi os-plugins-1.4.14

# ./configure --wth-nagi os-user=nagi 0s --w th-nagi os-
gr oup=nagi os —di sabl e-redhat - pt hr ead- wor kar ound

# make all

# make install
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16. Give the Nagios user access privileges to ping and ntpdate (Bastille has limited

access to these programs so only root can use them. Note: we are only giving
Nagios access--all other users besides root are still prevented from running these
programs). Next verify the settings are correct:

# chgrp nagi os /bin/ping

# chnod u+s /bin/ping

# chgrp nagi os /usr/sbin/ntpdate

# 1s -1 /bin/ping /usr/sbin/ntpdate

The output should be similar to the following:

[root@Mike nagios-plugins-1.4.141# 1s -1 /fbin/ping Jfusr/sbin/ntpdate
-rwsr-xr-x 1 root nagios 35832 5ep 26 2009
-rwxr-xr-x 1 root nagios 63436 Dec 18 19:58 fusr/sbin/ntpdate

2 Configuring Apache

Nagios uses a web interface to report monitoring information, and therefore requires a
web server to be configured. Nagios requires two virtual directories on the web server—
one for CGI programs and one for static content. We will require basic authentication on
each of these directories.

1.

2.
3.

4.

Edit the httpd.conf file with VI to add the virtual directories:

# vi [etc/httpd/conf/httpd. conf

Press [ Esc] andthen [ Shi ft] +[ G to move to the end of the file.

Press [ J to add a new line and enter insert mode. Add the following lines to the
file to create a scripts virtual directory:

ScriptAlias /nagios/cgi-bin /usr/local/nagi os/sbin/
<Directory "/usr/local/nagi os/sbin/">
Opti ons ExecCd
Aut hNarme " Nagi os Access"
Aut hType "Basic"
Aut hUser Fil e /usr/I ocal / nagi os/ et c/ ht passwd. users
requi re valid-user
Satisfy all
all ow from 10.0. 4.0/ 24
all ow from 10. 0. 3. 2/ 32
deny from all
order deny, al | ow
Server Si gnature O f
</Directory>

Press [ Esc] to return to command mode. Press . to repeat the last command.
The same lines will be added again. Now change the text marked in bold to add
the static content virtual directory. The original pasted text:

ScriptAlias /nagios/cgi-bin /usr/local/nagi os/sbin/
<Directory "/usr/local/nagi os/sbin/">
Opti ons ExecCd
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Must be changed to the following:

Al i as /nagi os /usr/local/nagi os/ share/
<Directory "/usr/local/nagi os/share/">
Opti ons None

5. Because this web server will not serve any content aside from Nagios, add a
directive to redirect requests for the root virtual directory to the Nagios virtual
directory. Press [ Esc] andthen[ Shift]+[ G to move to the end of the file, then
press [ J to enter insert mode on a new line, and type the following:

| Redi rect Match ~/'$ https://10.0. 3. 2/ nagi os/

6. Press [Esc] to stop editing and then save and exit the file:

2w

7. Move to the Nagios etc directory:

| # cd /usr/local/nagios/etc

8. Create a password file for Apache authentication:

|# ht passwd —c ht passwd. users nagi os

9.  You will be prompted for a password twice; enter t ar t ans @ each time.

10. Make sure Apache can access this file by giving it ownership:

# chown apache. apache ht passwd. users
# chnod 700 ht passwd. users

11. Restart the Apache service:

| # service httpd restart

If you see the following, Apache is running correctly:

[root@Mike etc]# service httpd restart
Stopping httpd: [ OK ]
Starting httpd: [ 0K 1]

3 Test and Start Nagios

1. Run the Nagios configuration verification. Make sure ‘Total Warnings’ and ‘Total
Errors’ are both zero:

# chown nagi o0s. nagi os /usr/| ocal / nagi os/ et c/ obj ect s/ ai a.cfg
# cd /usr/local/nagios/etc
# ../bin/nagios —v nagios.cfg | |ess

2. Start Nagios

# service nagi os start

If you see the following message, Nagios is running correctly:

[root@Mike etc]# service naglos start
S5tarting nagios: done.
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3. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

| # exit

4 Using Nagios
1. Go to a system on the management network (10.0.4.0/24).

2. Open a web browser, and log into Nagios by typing as the URL:
https://10.0. 3. 2/ nagi os

3. Click on ‘Continue to this website’ and login with the following credentials:
Username: nagios
Password: tartans@1

(Note: it is recommended to not allow Internet Explorer to remember passwords in
this exercise)

4. Explore the Nagios interface. Note that some of the features are not enabled by
default. Of most interest are these items under “Monitoring”:

e Tactical Overview
e Hosts
e Services

Note that if Nagios has been started recently, many services and hosts may be listed
as “Pending” since Nagios hasn't polled them yet.
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OSSEC Agent

OSSEC agents will be installed on each Linux and Windows server and send events to
the OSSEC server which is running on Foxtrot. The OSSEC server processes events
and generate warnings and alerts sent by agents. Before installing the OSSEC agent
make sure you have successfully deployed the OSSEC server in order to connect
agents to the server running on Foxtrot.

1 OSSEC Agent setup

11 Installation
1. If you have not already done so, log on to the machine using the newly enforced
admin account:
Username: admin Password: steelers
Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the
root password tartans@1

|# su -

4. Navigate to the Course CD by executing the following command:

|# cd /media/AISTS/Tools/Linux/0OSSEC/

5. Copy OSSEC installation package:

|# cp ossec-hids-2.4.1.tar.gz /root/

6. Extract installation package in root directory

# cd /root/
# tar -xzvf ossec-hids-2.4.1.tar.gz

7. Start installation using following command and accept default language by pressing
[Enter]:

# cd ossec-hids-2.4.1
# ./install.sh

8. Read the information and press [Enter]:
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055EC HIDS v2.4.1 Installation Script - http://www.ossec.net

You are about to start the installation process of the 0S5EC HIDS.
You must have a C compiler pre-installed in your system.

IT you have any gquestions or comments, please send an e-mail

to dcid@ossec.net (or daniel.cid@gmail.com).

- System: Linux Mike 2.6.18-164.e15
- User: root
- Host: Mike

- Press ENTER to continue or Ctrl-C to abort. --

9. Answer the rest of the questions as shown below and press [Enter] when you
have finished:

1- What kind of installation do you want (server, agent, local or help)?
agent

- Agent(client) installation chosen.
2- Setting up the installation environment.
- Choose where to install the 0SS5EC HIDS [/fvar/fossec]:
- Installation will be made at /var/ossec
3- Configuring the O0S5S5EC HIDS.
3.1- What's the IP Address of the 0S5EC HIDS server?: 10.0.4.2
- Adding Server IP 18.8.4.2
3.2- Do you want to run the integrity check daemon? (y/n) [y]: ¥
- Running syscheck (integrity check daemon).

3.3- Do you want to run the rootkit detection engine? (y/n) [y]: ¥
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3.4 - Do you want to enable active response? (y/n) [y]l: n
- Active response disabled.

3.5- Setting the configuration to analyze the following logs:
-- fvar/log/messages
-- /fvar/log/secure
-- fvar/log/maillog
-- fvarflog/httpd/error_log (apache log)
-- Jfvar/flog/httpd/faccess log (apache log)

- IT you want to monitor any other file, just change
the ossec.conf and add a new localfile entry.
Any guestions about the configuration can be answered
by wvisiting us online at http://www.ossec.net

--- Press ENTER to continue ---

10. When the installation has finished you should see following screen and press
[Enter]:

- System is Redhat Linux.
- Init script modified to start O55EC HIDS during boot.

- Configuration fTinished properly.

- To start 055EC HIDS:
Svarfossec/binfossec-control start

- To stop O0S55EC HIDS:
/varjfossec/binfossec-control stop

- The configuration can be viewed or modified at svar/ossec/etc/ossec.c

ont

Thanks Tor using the O055EC HIDS.

IT you have any question, suggestion or if you find any bug,
contact us at contact@ossec.net or using our public maillist at
ossec-list@ossec.net

( http://www.ossec.net/main/support/ }.

More information can be found at http://www.ossec.net

--- Press ENTER to finish (maybe more information below). ---
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1.2
1.

2.
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Configuration

Now we are going to setup a shared key between the OSSEC agent and the
OSSEC server. In order to get a shared key from the OSSEC server, login to
Foxtrot through SSH:

|# ssh root@10.0.4.2

Accept SSH connectivity by typing yes and type the password tartans@1 and you
will be connected to Foxtrot.

[root@Mike ~]# ssh root@le.o.4.2

The authenticity of host '10.0.4.2 (10.0.4.2)" can't be established.
RSA key fingerprint is f5:b7:79:02:ff:f8:7d:aT:32:37:87:db:ebD:ee:cO:5e.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added "10.0.4.2° (RS5A) to the 1list of known hosts.
root@le.0.4.2's password:

Last login: Wed Jun 16 15:58:08 2010 from 18.8.1.5

[root@Foxtrot ~]#

Start the OSSEC agent manager:

|# /var/ossec/bin/manage agents

[root@Foxtrot ~]# Svar/fossec/bin/manage_agents

e e e e R e e R e R R e R e e B e R R e R R e R 7R e R e R OB e 2B 7R e 2R e R R e R

* 0SS5EC HIDS w2.4.1 Agent manager. *
* The following options are available: #*
e R o o o o o o R o e K
(A)dd an agent (A).
(E)xtract key for an agent (E}.
(L)ist already added agents (L}.
(R)emove an agent (R).
(Qjuit.
Choose your actiom: A,E,L,R or Q:
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3. Now add Mike’s OSSEC agent to the OSSEC server by entering 2. Type y and
press [Enter] when you have finished entering the information about Mike as
shown below:

- Adding a new agent (use '\g' to return to the main menu).
Flease provide the following:
* A nmame for the new agent: Mike
* The IP Address of the new agent: 18.8.3.2
* An ID for the new agent[089]: 869
Agent information:
ID: 009
Name :Mike
IP Address:18.08.3.2

Confirm adding it?(y/n): y
Agent added.

4. Now type E and press [Enter] to extract the shared key for Mike, and enter 009
when the OSSEC agent manager asks for an agent ID. Please note that the key will
not be the same as shown in the following screenshot, because the shared key is
generated randomly each time an OSSEC agent is added.

e e R e R R e R R e R TR R OB e R R e R R R OB ST R B e R R R R BT R 2B e R o R R o R

* 055EC HIDS v2.4.1 Agent manager. *
* The following options are awvailable: #*
R R R o R o R
(A)dd an agent (A).
(E)xtract key for an agent (E).
(LYist already added agents (L).
(R)emove an agent (R).
(Qjuit.
Choose your action: A,E,L,R or Q: E

Available agents:
ID: 881, MName: Hotel, IP: 10.08.1.5
ID: 682, Name: Juliet, IP: 16.6.1.3
ID: 883, Name: Bravo, IP: 18
ID: 0604, Name: Alpha, IP: 1
ID: 885, Name: Lima, IP: 18.8.2.5
ID: 8686, Name: Charlie, IP: 10.0.2.6
ID: 887, MName: Echo, IP: 10.0.2.10
ID: 688, Name: Golf, IP: 18.08.4.4
ID: 669, MName: Mike, IP: 10.0.3.2

Provide the ID of the agent to extract the key {(or "‘\g' to guit): 089

.0.2.3
.0.2.4

@

Agent key information for "009' 1is:
MDASIElpaZUgMTAUMC4zL]IgMjASOWNLIMZFLM
YZ1]ZmExOThKODLiMjcxMTAZN] cxYmUxY2U00

JgwHMTIWwZTO2ZDCc1YmVmYzZzgzMDRAN]jg22ZTY
A==

#%* Press ENTER to return to the main menu.
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5. Copy the shared key to your clipboard by highlighting it, right-clicking and choosing
‘Copy’.

6. Type Q and press [Enter] to quit from the OSSEC agent manager, and type
exit and press [Enter] to end the SSH session.

e e e e e o e o e e e e ol o o o R e B e o R e ol R e B e o R e ol R e o R o R o o
* DS5SEC HIDS w2.4.1 Agent manager. ®
* The following options are available: *
R R o o o o o o O O
(A)dd an agent (A).
(E)xtract key fTor an agent (E).
(LYist already added agents (L).
(R)yemowve an agent (R).
(Qjuit.
Choose your action: A,E,L,R or Q: Q

7. Now you should be back in shell of Mike. Execute the following command to import
the copied key.

|# /var/ossec/bin/manage agents

8. Type T then press [Enter].

9. Paste the copied key by right-clicking and choosing ‘Paste’ to import the key and
accept confirmation by typing y then pressing [Enter] as shown below:

o o o o o o o o o o o o o o o o o o o o o e e o e e e e e e e o e o o o R R R R

* 055EC HIDS v2.4.1 Agent manager. *

* The following options are available: *

e o o e ol R e ol ol e e ol o e ol o ol e ol o e ol o ol e ol o e ol ol e ol o e ol o ol
(Iymport key from the server (I).
(Qjuit.

Choose your actionm: T or Q: I

* Provide the Key generated by the server.
* The best approach is to cut and paste it.
##% 0B5: Do not include spaces or new Llines.

Paste it here (or '"“g' to quit): MDASIElpa2UgMTAuUMC4zLjIgMjASOWNLMZFiMjg
WMTIWZTQ2ZDCc1YmVmYzgzMDRANjg2ZTYxYZz1 jZmExOThkODLiM] cxMTAZN ] cxXYmUxY2UB0A=

Agent information:
ID: 089
Name:Mike
IF Address:10.6.3.2

Confirm adding it?({y/n): y
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10. Exit from OSSEC manager by typing Q then pressing [Enter]:

Confirm adding it?(y/n): y
Added.
*#%# Press ENTER to return to the main menu.

T R T T T T T T T T R T e e e e e e e e e e e e e e e e e e e e e e
* DS55EC HIDS w2.4.1 Agent manager. ®

* The following options are awvailable: #*
o o o o o o o o o o o o o o o o o o o o o o e o e e e e e e e e e e e o e e

(Iymport key from the server (I).
(Qyuit.
Choose your action: I or Q: Q

##% You must restart the server for your changes to have effect.
manage agents: Exiting

11. Start Mike’s OSSEC agent by executing the following command:

|# /var/ossec/bin/ossec-control start

[root@Mike ~]# fvar/fossec/binfossec-control start
Starting OS5EC HIDS v2.4.1 (by Trend Micro Imc.)...
Started ossec-execd. ..

Started ossec-agentd...

Started ossec-logcollector...

Started ossec-syscheckd. ..

Completed.

12. If you are not performing any more administrative tasks on this machine, relinquish
the elevated root privileges by typing the following command:

|# exit
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Wireshark Network Protocol Analyzer

1 Install Wireshark

1. If you have not already done so, log on to the machine using the newly enforced

admin account:

Username: admin Password: steelers

Open a terminal window by going to ‘Applications’ -> ‘Accessories’ -> ‘Terminal’.

Elevate to root level privileges by typing the following command and entering the root

password tartans@1

# su -

4. Use the trusted yum repository to install arpwatch:

# yuminstall wireshark-gnone

5. Typey and press [ Ent er] if asked to confirm the download or import the GPG key.

Package Arch
Installing:

wireshark-gnome i386
Installing for dependencies:
libsmi 1386
wireshark i386

Transaction Summary

Install 3 Package(s)
Update 0 Package(s)
Remowve 0 Package(s)

Total download size: 14 M
Is this ok [y/N]: vy

Figure 1: Installing Wireshark

Version Repository 5ize
1.0.8-1.e15_3.1 base 671 K
0.4.5-2.el5 base 2.4 M
1.0.8-1.e15_3.1 base 11 M
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2 Running Wireshark

1. Start Wireshark with the following command:

| # wireshark &

2. A warning message may appear cautioning against running as root. Place a check in the
‘Do not show this message again’ box and click ‘OK’. The message may appear behind
the main Wireshark window. If so, you will have to drag the Wireshark window to the

side in order to handle the warning before the program will respond.

-
i@ The Wireshark Network Analyzer

(=)B]]

File Edit View Go Capture Analyze 5tatistics Help

B &l el &

[ | A4 " <k Expression... “@ Qlear" v Apply]

Running as user "root” and group "root”.
This could be dangerous

[] Don't show this message again.

Ready to load or capture No Packets Profile: Default

Figure 2: Running Wireshark

-

3. You can experiment with the settings and options of the program to familiarize yourself
with it. Knowledge of packet analysis will be important in the upcoming exercise.

4. When you have finished, close Wireshark by clicking on the ‘X’ in the top right corner of

the window.

5. If you are not performing any more administrative tasks on this machine, relinquish the

elevated root privileges by typing the following command:

# exit

Page 2 of 2

Mike Task 11/11



CERT | i‘: Software Engineering Institute | Carnegie Mellon

Appendix — Configuring Nagios

To speed up the installation process for this class, the following steps have been
performed and the finished configurations have been saved to the tools CD.

1 Edit cgi.cfg

By default many of the Nagios features are inaccessible by any user. You
need to explicitly allow access to use these features.

1. Edit cgi.cfg with VI. This file controls settings for the Nagios web
interface CGI programs.

| # vi [lusr/local/nagios/etc/cgi.cfg

2. Use the VI find command (‘/’) to find the system information access
setting:

| / system i nf or mati on

3. Press ‘0’ (zero) to move to the beginning of the line. Press ‘X’ to remove
the “#”. Press <shift>+‘A’ to enter insert mode at the end of the line.
Press <backspace> until the finished line looks as follows:

| aut hori zed for_system.i nfornmati on=nagi os

4. Press [Esc] to return to command mode. Use the VI search command
(‘/’) to find the host access setting:

| /all _hosts

5. Use the technique above to change the line as follows:

| aut hori zed for_all _host s=nagi os

6. Press [Esc] to return to command mode. Use the VI search command
(‘/") to find the host access setting:

| / enabl e_spl unk_i nt egrati on

7. Use the technique above to change the line as follows (remove the ‘#’):

| enabl e_spl unk_i nt egrati on=1

8. Un-comment the Splunk URL line and change the address to the syslog
server:

| splunk_ur | =http: //10. 0. 4. 2: 8000/

9. Press [Esc] to return to command mode, then save and exit:

2w
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2 Edit resource.cfg

1. This file contains definitions of macros used in other configuration files.
It is particularly useful for storing sensitive information such as user
names and passwords. The CGI programs do not directly access this
file, so you can set restrictive permissions on it to protect its contents.

| # vi [lusr/local /nagi os/etc/resource.cfg

2. There is already a section for users and passwords. Move the cursor to
the line “#$USER$=someuser” (hint: ‘3}jj’).:

3. Press ‘0’ (zero) to move to the beginning of the line. Press ‘X’ to remove
the “#”. Move the cursor forward to the “s” of “someuser”. Change
“someuser” to “nagios” (hint: <shift=+‘C’). The line should look as
follows:

| $USER3$=nagi os

4. Press [Esc] to return to command mode. Do the same thing for the next
line except set it to “administrator”:

| $USER4A$=adni ni strat or

5. Now enter insert mode on a new line by typing ‘o’ and type the
following:

$USERS$=base
$USERGS=t ar t ans

6. Be sure you're in command mode ([Esc]), then save and exit:

[+ wg

7. Make sure this file is only accessible by Nagios and root:

| # chnod 660 resource. cfg

3 Edit nagios.cfg

1. We will be creating a new object to monitor the network services. We
need to tell nagios to use this new custom aia.cfg file:

| # vi [lusr/local/nagi os/ et c/ nagi os. cfg

2. Use the VI find command (‘/’) to find the system information access
setting:

| /tenpl ates.cfg

3. Press <shift=+‘A’ to enter insert mode at the end of the line. Press
<Enter> to begin a new line:

| cfg file=/usr/local /nagi os/ etc/objects/aia.cfg

4. In command mode (Press [Esc] if unsure), save and exit the file:

2w
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4 Edit the commands file

1. Edit commands.cfg with VI. This file defines the commands that Nagios
will use to monitor services. In addition to the defaults we will create
several new commands to validate our services:

| # vi [lusr/local/nagi os/ et c/ obj ect s/ commands. cfg

2. Many of the commands we will need are predefined. However, we need
to create a few custom commands. Keep all the existing commands by
pressing [Shift]+‘G’ to skip to the end of the file.

Note that many commands use macros in the command line. Some of the
macros Nagios uses are:

e $HOSTADDRESS$ - the address of the host for which the command
IS run

e S$USER1$ - the full path to the Nagios plug-ins directory
e S$USERNS - custom macros defined in resource.cfg
e S$ARGNS - parameters supplied in the service definition

3. Add a command definition for checking Nagios itself. This command will
verify that the correct Nagios process is running and the Nagios log file
is updated frequently. Press ‘0’ to add a new line and enter edit mode,
and press ‘Enter’ to add a blank line. Now add the following lines (note:
‘command_line’ must all appear on one line, even though it spans
multiple lines in this document):

def i ne command{
command_nanme check _nhagi os
command_|ine $USER1$/ check nagi os —F
/usr/l ocal / nagi os/var/status.log —e 5 -C
[ usr /1 ocal / nagi os/ bi n/ nagi os

}
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5.

5 Edit
1.

2.

3.

4.

Press ‘Enter’ to ensure there is a blank line after the ‘}’. Now add the
following commands. First yank the command definition you just created
(hint: *{’, ‘y}’), then put it eight times (hint: ‘8’<shift=+‘P’). Now press
‘I’ to enter insert mode and use the keyboard arrows to scroll down to
the pasted command definitions and edit them per the table below:

Command_ name

command_line

check_squid $USER1$/check_http -H $HOSTADDRESSS$ -p 3128
-u $ARG1S$
check ntp $USER1$/check ntp -H $HOSTADDRESS$

check_http_nagios

$USER1%$/check_http -H $HOSTADDRESS$ --ssl —u
/nagios/ -a $USER3$:$USERES$

check _http_splunk

$USER1$/check_http -H $SHOSTADDRESS$ -p 8000
-u / -a $USER4$:$USERGS

check_http_base

$USER1$/check_http -H $SHOSTADDRESS$ -u /base/
-a $USER5$:$USERGS

check_internal_dns

$USER1$/check_dns -H www.aia.class -s
$HOSTADDRESS$

check_dmz_dns

$USER1%$/check_dns -H www.aia.class -s
$HOSTADDRESS$

In command mode (Press [Esc] if unsure), save and exit the file:

L wg

the templates file

Edit commands.cfg with VI. This file defines the commands that Nagios
will use to monitor services. In addition to the defaults we will create
several new commands to validate our services:

| # vi [lusr/local/ nagi os/ etc/objects/tenpl ates.cfg

Use the VI find command (‘/’) to find the system information access

setting:

| / generi c_service

In the generic_service definition, change the contact_group from
‘admins’ to ‘aia-adimns’:

In command mode (Press [Esc] if unsure), save and exit the file:

[+ wg

6 Create a customized configuration

We will create a custom file for our environment to identify the various
services, hosts, and host groups we will need to monitor. The localhost.cfg
file has numerous examples that can be used for reference.

1.

Page 4 of 7

Create the aia.cfg with VI.

| # vi [usr/local/nagi os/etc/objects/aia.cfg
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2. For every host we will define a “ping” service, just to verify that the
machine is reachable. Press ‘0’ to add a new line and enter insert mode
then press ‘Enter’ to add a blank line. Now add the following lines:

define service{
use generi c-service
host nane *
servi ce_description PING
check _command check_pi ng! 100. 0, 2098 500. 0, 60%
}

3. Press ‘Enter’ to ensure there is a blank line after the ‘}’. Now we will
add definitions for the specific services running on the hosts. The
following is a list of all the services we will monitor. Press ‘Esc’ to return
to command mode. First yank the service definition you just created
(hint: ‘{’, 'y}, then put it 14 times (hint: ‘14'<shift>=+‘P"). Now press
‘I’ to enter insert mode and use the keyboard arrows to scroll down to
the pasted service definitions and edit them per the table below: (note:
all settings must be written on a single line and “use” will always be
“generic-service”):

Host name service description check command

Mike Nagios HTTP check_http_nagios

Mike Nagios check nagios

Quebec eth0, Bravo SMTP check smtp

Alpha DNS check internal _dns

Juliet DMZ DNS check _dmz_dns

Hotel HTTP check_http

Golf

Quebec NTP check ntp

Echo File/Print check tcp!'445

Quebec_ethO Squid Proxy check_squid!http://www.
aia.class

Foxtrot Syslog check udp!514

Quebec_ethO, SSH check_ssh

Romeo_ethO0, Juliet,

Lima, Mike

4. Add a host definition for Miker to the end of the file. The definition will
specify which template to use, the host’s name, an alias, and the IP
address. All other settings are taken from the template. Press ‘0’ to add
a new line and enter insert mode, press ‘Enter’ to add a blank line and
then add the following lines:

defi ne host {
use generi c- host
host nane M ke
alias m ke
addr ess 10.0.3.2
}
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Page 6 of 7

Press ‘Enter’ to ensure there is a blank line after the ‘}’. The remaining
host definitions will be very similar to this one, so we will copy and paste
this definition (or “yank” and “put” in VI jargon). Press ‘Esc’ to leave
insert mode and then use ‘{’ to move to the line before “define host{”.
Now type ‘y}'. This yanks to the next blank line. We will add nineteen
more hosts, so use the command ‘16’<shift>+‘P’ to put the yanked text

nineteen times before the cursor.

Now we need to edit the new hosts. The following is the host data:

host name Address
Quebec_eth2 192.168.30.13
Quebec _ethl 10.0.1.1
Juliet 10.0.1.3
Hotel 10.0.1.4
Quebec_ethO 10.0.2.1
Romeo_eth2 10.0.2.2
Bravo 10.0.2.3
Alpha 10.0.2.4
Lima 10.0.2.5
Charlie 10.0.2.6
Echo 10.0.2.10
Romeo_ ethl 10.0.3.1
Mike 10.0.3.2
Romeo ethO 10.0.4.1
Foxtrot 10.0.4.2
Golf 10.0.4.4

Here are some hints for speeding up these edits.

© oo T p

_—h

> Q

Use ‘/’ to search for the string “Mike”

Press <shift=+‘C’ to change the host_name
Press [Esc] to stop editing

Press ‘n’ to find the next “Mike”

Press ‘.” to repeat the previous “change” command, so the alias is
changed to the new host name

Press ‘n’ to find the next “Mike”

. repeat from step (b.) for all hosts
. Use ‘/’ to search for “10.0.3.2”. Note, the ‘/’ command uses regular

expressions, so you must enter the command as follows: ‘/10\.0\.3\.2
(the ‘\’ removes the wildcard meaning of *.")

Use ‘n’ and/or <shift=+N to move to the next address to change
Press <shift=+‘C’ to change the address

Press [Esc] to stop editing

repeat from step (i.) for all hosts
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8. Add a hostgroup definition for the DMZ hosts. Press ‘0’ to add a new line
and enter edit mode, and add the following lines (note: ‘members’ must
all appear on one line):

defi ne host group{
host group_nane DMZ- host s
al i as DVZ- host s
contact_groups ai a-adm ns
nmemnber s Quebec_eth2, Juliet, Hotel
}

9. Press ‘Enter’ to ensure there is a blank line after the ‘}’. Now add the
following hostgroups. Use the same techniques from the hosts section
to speed up the edits. Press ‘Esc’ to exit insert mode. First yank the
initial hostgroup definition (hint: ‘{’, ‘'y}’), then put it four times (hint:
‘4’'<shift=+'P’). Then search for “DMZ-hosts” (hint: /) and change that
text to the appropriate hostgroup name and alias (hint: <shift=+'C’).
Finally, search for “Quebec_eth2”, and set the correct members for each

hostgroup.
hostgroup name Members
Services-hosts Quebec_eth0O, Romeo_eth2, Bravo, Alpha,
Lima, Charlie, Echo
User-hosts Romeo ethl, Mike
Mgmt-hosts Romeo ethO, Foxtrot, Golf
External Quebec eth2

10. Press [Esc] to stop editing and then save and exit the file:

L wg
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Quebec High Level Description

Quebec is an Endian firewall appliance built on Linux and Netfilter technology. This system will
act as the border router and firewall for the aia.class domain. It will be configured to provide
static routing and packet filtering between the networks it connects (10.0.1.0/24, 10.0.2.0/24,
10.0.3.0/24, and 10.0.4.0/24). It will perform port forwarding (Destination NAT) on inbound
packets destined for the web and DNS servers in the DMZ. Additionally, the Endian firewall will
provide the following services:

0 Network Time Server: All Linux boxes and the Windows Domain controller (Alpha) will
synchronize with Quebec.

o Traffic Monitoring Server. NTOP will be enabled to allow administrators the ability to
view important network statistics.

o0 Intrusion Detection Services: Minimal Intrusion Prevention services will be enabled on
the DMZ and LAN interfaces. Additional packet filtering rules will be configured on the
firewall.

0 Mail Gateway Server: Incoming e-mail must pass through the anti-virus and anti-spam
services provided by Quebec before being forwarded to the internal Microsoft Exchange
Server (Bravo).

0 Web Proxy Server: Most servers and all User network machines will be required to use
the Squid Web Proxy service on Quebec. There will also be filtering rules enabled to
enforce web-browsing policies.

Following are descriptions of Quebec's specific hands-on tasks that students must complete:

Task 1. Endian Firewall Configuration

Routing and Network Access rules will be configured to support network connectivity from all
networks and initialize administrative passwords. Routes must be added for the User and
Management networks and additional network access permissions must be enabled to
recognize those segments as trusted internal networks. Additional configuration tasks will
include, configuring Syslog, NTP, IDS, NTOP, Squid, SMTP proxy, and firewall rules.

© 2010 Carnegie Mellon University
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Endian Firewall Configuration

1 Firewall Login

You will need to login using the url ht t ps: // 10. 0. 2. 1: 10443. This will have to be from
one of the LAN servers on the 10.0.2.0/24 network until we configure the necessary access
permissions to allow access from the MGMT network.

1.

N o g > w DN

8.
9.

If required, log in to the server ‘Echo’ with username: Administrator and password:
tartans@1. This is our SQL server and does not have any immediate
dependencies within our class network build.

Open Internet Explorer

In the address bar enter https://10.0.2.1:10443 and press [Enter].

Click ‘Ask me later’ if presented with the Internet Explorer 8 Welcome Screen.
Click ‘OK’ if presented with the IE Enhanced Security Configuration Alert.

Click ‘OK’ on the Security Alert informing you of the change to a secure web site.

Click ‘Continue to this website’ to accept the current SSL certificate provided by the
Endian firewall.

Enter the username: ‘admin’ and the password ‘tartans@1’ (without the quotes).

Click ‘Add’ twice and then ‘Close’ to add the site to your trusted zone.

2 Enable Routing

In order for Quebec and it’s directly connected networks to know how to reach the USER
and MGMT networks we need to add two
routing statements to the configuration.

1.
2.

10.
11.

Add routing entry

Selector

Click the ‘Network’ tab

Select the ‘Routing’ option from

Source Metwaork * I

the menu on the |eft Deztination Metvwark * I1D.D.3.D.l‘24
Select the ‘Add a new route’ link.

he Destination Network e
Set the Des
Option' 10.0.3.0/ 24 IStatic Gatewvary vl 10022
Set the Static Gateway field:
10. 0. 2. 2.

] ] Enahled ¥
Identify the purpose of the route in
the remark fleld ROUt e t o) t he Remark IRDutetothe USER network
USER net wor k.
Click the ‘Add Route’ button. Aol Route | ¢ cancel

Select the ‘Add a new route’ link.
Set the Destination Network option: 10. 0. 4. 0/ 24.
Set the Static Gateway field: 10. 0. 2. 2.

Identify the purpose of the route in the remark field: Route to t he MAMI
net wor k.

Quebec task 1/1 © 2010 Carnegie Mellon University Page 1 of 14



Endian Firewall Configuration

12. Click the ‘Add Route’ button.

13. Click the ‘Apply’ button to activate
your changes.

!;]E!d and need to be EppHEd in order

14. The finished rules should be similar
to below:

ﬁ Static Routing

»  Current routing entries

D 2ad & new route

Source Hetwork Destination Hetwork  Via Gateway Remark Actions

100.3.0524 10022 Route to the USER natwork & F
10.0.4.0024 10022 Route to the MGMT network [
Logend: =i Enabled (clickto  [] Disabled rolickta & et b E—
disable) enable)

3 Configure HTTP Proxy

Squid is a widely deployed HTTP proxy server that will be enabled on port 3128 and
required for outbound Internet access for DMZ/Services/User network machines
(10.0.1.0/24, 10.0.2.0/24, 10.0.3.0/24). Web Content Filtering for Squid will be provided by
the Dan’s Guardian service, which is also included with Endian. It is a powerful open

source plug-in for Squid. It will be configured to allow all requests except those for
pornographic sites.

1. Click the ‘Proxy’ tab.
2. Select the ‘HTTP’ option from the menu on the left.

3. Click the button to enable Squid. The button should now be green to
indicate that the service is running. =

Set the Proxy Port: 3128.

Enter the Cache administrator email: event wat ch@i a. cl ass.
Expand the ‘Log Settings’ section.

Enable HTTP proxy logging by selecting the ‘Enable logging’ box.
Check ‘Log query terms’ and ‘Log useragents’ as well.

© N o g &

E] Log settings #

HTTP proxy logging
¥ Enable logging

Query term logging
v Log guery terms

Contentfilter logging
| Log contentfitering

Useragent logging

F Log useragents

Firewall logging (transparent proxies only)

[ Leg ocutgoing connections

9. Expand the ‘Allowed Ports and SSL Ports’ section.
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10. Remove all ports from the Ports list box except ‘80 # http’.
11. Remove all ports from the SSL ports list box except ‘443 # https’.

E] Allowed ports and ss| ports 2

Allowed Ports (from client) Allowed S5L Ports (from client)

80 # http =] |44z # neepes =]

H 7|

12. Expand the ‘Cache Management’ section.
13. Change the ‘Cache size on harddisk (MB)’ to 50.
14. Add 192. 168. 30. 14 to the ‘Do not cache this destinations’ box.

E] Cache management 7

Cache size on harddisk (MB) * Clear cache

50 | [ clear cache
Cache size within memory (MB) * Do not cache this destinations
|4U | 182.188.30.14

Maximum object size (KB) *
[102¢ |

Minimum object size (KB) *

£ |

Cache offline mode

[ enabie offine mode

15. Click ‘save’, and then ‘Apply’ the changes.

and need to b

16. Go to the ‘Access Policy’ section.

17. We will edit the existing rule and enable the content filter in addition to scanning for
viruses. Click on the pencil icon to edit the default rule.

ﬁ Configuration ‘ Access Policy | Authentication  Contentfiter  Antivirus  AD join

@ Add sccess policy

#  Policy Source Destination Authgroupl-uzer When Useragent Actions

1 filter for virus ANY ANY not required Always ANY (,t; ﬁ ‘i" '@ E’
|
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18. From the ‘Filter profile’ drop down menu, select ‘Default Profile (contentl)’ as shown

19. Click the ‘Update policy’ button, and then ‘Apply’ the changes.

below:

Authentication

| disabled

Time restriction

I enable time restrictions

Useragents 7

2

AOL
AvantBrowser
Firefox
FrontPage

Gecko compatible

bk

Access policy *

IAIIDW ACCESS

Policy status

v Enable policy rule

Update policy | or Cancel

Mimetypes

Only available with Deny access policies.

Filter profile *

I Default Profile (content! )

Position *

| First position

* This Field is required.

20. Inthe ‘Proxy’ -> ‘HTTP’ -> ‘Content Filter’ section, click the pencil to edit the default

21.

Page 4 of 14

profile.

Endian has the ability to not only block sites in specific categories, but can also filter
content by evaluating words and phrases which exist on web pages or that were
used in various search engines. Expand ‘Content Filtering’ and ‘URL Blacklist’ by

clicking the plus sign next to each of them. Select the green arrow .

next to the

‘Adult’ category for both. This will toggle that category to being blocked as

displayed by the now red icon 1 Click ‘Update profile’ and then ‘Apply’.

[ﬂ Filters pages containing phrases of the following categories. [Content Filtering)

[ Adult

[ Audio

H Dating

1 Forums

l"ﬂ Games

lﬂ HNews

I-ﬂ Travel

lﬂ Web-based

l"ﬂ Uncategorized

=

Advertisements

Chat

Drugs

Gambling

Hacking

Sports

Viclence

WebProxies
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& Filter pages known to have content of the following categories. (URL Blacklist) %3
) Adult =l (3] Advertisements =
# Audio = [ Drugs =
4 Gambling =5 4 Hacking =5
[# violence =5 4 Web-based =5
[ WebProxies =

This is the only category being filtered for our training environment. The decision to
block or allow certain categories should be made with management input and take
into consideration existing acceptable use policies.

4 Configure SMTP Proxy

Anti-spam, Anti-Virus, and mail forwarding services will be configured to inspect incoming
e-mail for this domain. Once scanned, it will be forwarded to the internal Exchange server
for delivery to users.

1.
2.

8.
9.

Click the ‘Proxy’ tab.
Select the ‘'SMTP’ option from the menu on the left.

Click the ~ button to enable SMTP Proxy. The button should now be green
to indicate that the service is running. &

Set the ‘RED’ interface to active to enable external hosts to send mail to the
network.

Click the ‘+’ next to ‘Virus Settings’ to expand the antivirus options.

Check ‘Scan mail for virus’ to enable virus scanning of Email.

Enter the Email address used for virus notifications: event wat ch@i a. cl ass.
& Virus settings ?

Mail virus scanner *

p Scan mail for virus

Choose virus handling *

move to default qguaranting lecation _vJ

Email used for virus notifications {virus admin)

Ieuentwatch@aia.class

Click the ‘+" next to ‘Spam settings’ to expand the spam options.
Check ‘Filter mail for spam’ to enable spam filtering of Email.
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10.

11.
12.
13.
14,

15.

16.
17.
18.

Page 6 of 14

Enter the Email address used for spam notifications: event wat ch@i a. cl ass.

@ spam settings 2

Mail spam filter *

Ird Fitter mail for spam

Choose spam handling *

Imove to default quarantine location LI

Email used for spam notifications (spam admin
Spam subject * X (sp !

[P

Ievantw atch@aia.class

Spam mark level *

Spam tag level *
63

]

Send notification only below level *

Spam quarantine level * I
10

l63

Spam filtering *

[T Activate greylisting for spam

Click the ‘+" next to ‘File settings’ to expand the file extension options.
Check ‘Block files by extension’ to enable file extension blocking.
Check ‘Block files with double extension’.

Enter the Email address used for banned file notifications:
event wat ch@i a. cl ass.

Highlight all of the file types in the ‘Choose filetypes’ to block box by clicking on the
first item and then clicking on the last item while holding down [ Shi ft].

E] File settings ?

Block files by extension *

V¥ Block files by extension

Choose handling of blocked files *

Imuve to default quarantine location L!

Email used for blocked file notifications {file admin)

I&ventw atchi@aia.class

Block files with double extension

file (.bat)
Compiled HTML Help file {.chm)

v Block files with double extension

Click ‘Save’.
Click on ‘Black- & Whitelists’ at the top of the SMTP proxy configuration screen.
Click the ‘+" next to ‘Realtime Blacklist (RBL)'.
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19. Enable all RBLs by clicking on the red arrows and changing them to green arrows
as shown below:

l:] Realtime Blacklist (RBL} ?

[Z) 1P based RBL = [Z DOMAIN based RBL =5
mCop. e = sn.foc-ignorant.org [

=%

=%

| ne =

d nitu.ne =

=¥ RBLenabled =l RBL disabled

20. Click ‘Save’. As mail reaches the SMTP proxy server, the Real-time Black Lists
(RBL) will be queried for the sending mail server and domain names. If present, the
message will be tagged as SPAM. Additional settings allow an administrator to
override the RBLs with specifically approved (whitelist) or denied (blacklist) settings.

21. Inthe ‘Proxy’ -> ‘SMTP’ -> ‘Incoming Domains’ section, click ‘Add a domain’ and
enter the Domain: ai a. cl ass and the Internal mailserver: 10. 0. 2. 3 as shown

below and click ‘Add’.

SMTP proxy: Incoming domains

'::"-‘-..-- o - . . 1 1 B . [ .. s 2 1
Eell Configuration  Black- & Whitelists | Incoming domains | Mailrouting  Advanced

Domain: |aia.class

Mailserver IP: |1l].l].2.3

* Thiz Field is required.

Add | or Cancel

i

Restart
Domain Mailserver Actions
aia.class 10.0.2.3 & _:f" |

P D
Legend: 4 Edt [§ Remove

22. ltis this Domains section where we are enabling the Endian firewall to receive mail
for a designated domain and forward it to an Internal mail server. If necessary,
multiple domain names could be enabled. Click ‘Restart’.

23. Click on the ‘Advanced’ tab of the SMTP proxy section.

24. Expand the ‘Mail server settings’ section and set the ‘Choose maximal email
contentsize’ option to 5 MB.

25. Click ‘Save’.
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5 Configure System Access

Now that we can reach Quebec from the MGMT network we need to configure the System
Access options to allow us to administer the firewall from that network segment.

1.

2.
3.

10.

Click the ‘Firewall’ tab.
Select ‘System access’ from the

Click the link to ‘Add a new
system access rule’.

Set the Source Address:
10. 0. 4. 0/ 24.

Set the Source Interface:
‘Green’.

Set the Protocol: ‘TCP".

Set the Destination Ports to:
10443, 3001, 22
(one each line).

Set the Action to ‘Allow’.

menu on the left.

Add a system access rule

Source address
Inzett networkAPsMACs (one per ine)

Source interface
Select interfaces (hold CTRL for muttizelect)

10.0.4.0/24 =]
ORANGE
RED
- Uplink main
; _'|_I Interface 1 (Zone: GREEN) k|
Service/Port
Service: Protocol Destination part (one per line):
Uszer defined LI ITCP ;I 10443 ;I
2001
2z =
Policy
Action: IALLOW 'I Remark: IMGMT access to firewall management ports Position; IFirst ;I
¥ Enabled r Loy all accepted packets

or Cancel

Identify the purpose of the rule in the remark field: MGMI' access to firewall

managenent ports.

Click the ‘Add Rule’ button to save. The finished rule should be similar to below:

Systemn access configuration

»  Courrert rules

T Log packets  Save

& Add & nevw svstem access ruls

# | Source address Source interface Service

1 1004024 GREEM TCPAN443
TCP3001

TCPr2

& Enabled (dlickta [

Legend: dizable)

Show rules of system services =7

Policy Remark

= hisMT access o firewal
management ports

Dizahled (clickto g

it
enshble) it

11. Click ‘Apply’ to apply the changes.

Actions

-
P |

Remove

At this point you can continue working from your current desktop or access Quebec from
any of the Management network workstations.

6 Configure NTP

Quebec will synchronize network time with trusted North America NTP pool servers

provided by NTP.org. Quebec will then act as the authoritative time server for all servers
on the network. Alpha will synchronize to Quebec every ten minutes and so will the Linux
hosts. Windows domain computers will synchronize with Alpha upon login and at regular
intervals using the integrated Windows Time service.

1.

Page 8 of 14

Click the ‘Services’ tab.
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Select ‘Time server’ from the menu on the left.

Select the option to ‘Override default NTP Servers’, and then type 0. nort h-
aneri ca. pool . nt p. or g in the list box that appears.

Choose your Timezone from the drop down list.
Click the ‘Save’ button.

Because Internet connectivity may not be currently available there may be a delay
while the server attempts to reach the NTP server. Upon this failure, you can set
the current date/time in the ‘Adjust manually’ dialogue--use 24-hour notation in the
Hours box (i.e. 13 instead of 1). Click the ‘Set time’ button.

7 Configure Syslog

Now that all hosts will have their time settings synchronized, the cross examination of
multiple hosts’ logs on the centralized Syslog server becomes more meaningful and easier.
We now need to enable remote logging on Quebec.

1.

a kr 0w DN

Click the ‘Logs’ tab.

Select ‘Settings’ from the menu on the left.

Check the box to enable remote logging.

Enter the Syslog server in the appropriate field: 10. 0. 4. 2.

In the ‘Firewall logging’ area select the box to ‘Log refused packets’ as seen below:
Log seftings

»  Log viewing options

NMumber of lines to dizplay: 150 Sort in reverse chronological order: r

»  Log summaries

Keep summaries for |56 darys Digtail level: ILDW hd
3% Remcte ogging
Enabled: = Syslog server: |1 00432
3 Firewall logging
Log packets with BAD constellation of TCP flags: I Log MNEW connections without VM flag: r
Loy accepted outgoing connections: Il Log refused packets: W
H 3 1
Click ‘Save'.
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8 Enable IDS

Enabling IDS on the Green and Orange interfaces will allow us to use the Snort functionality
built into Endian. Since we will be deploying Snort sensors on other servers and
consolidating alerts to a central console, this task is used just to highlight the availability of
this function on Endian.

1.
2.

5.

Click the ‘Services’ tab.
Select ‘Intrusion prevention’ from the menu on the left.

Click the ~ button to enable Snort. The button should now be green to
indicate that the service is running. =

After starting Snort, the option to enable automatic checking for updates will appear.
Check the box to ‘Automatically fetch SNORT rules’, and set the update schedule to
Daily.

¥  Intrusion Prewention System
Enable Intrusion Prevention System

SMNORT Rules Seftings

Emerging Threats SNORT rules *
v Automatically fetch SNORT rules LERE ST |

Choose update schedule *

T ——

Custom SHORT Rules *

I Browse... | Upload custom rules |

msy efther uze & far.gz, zip, or single .rules file containing the mules

Save and restart

Click the ‘Save and restart’ button.

9 Enable NTOP

NTop is a network traffic probe that shows network utilization information. NTOP is
included with Endian but the Traffic Monitoring service must be enabled. Once configured,
a separate built in web server is used to display information about network traffic.
Administrators can use a browser to navigate through a variety of different network

statistics.
1. Click the ‘Services’ tab.
2. Select the ‘Traffic Monitoring’ option from the menu the left.
3. Click the = button to enable NTOP. The button should now be green to
indicate that the service is running. il
4. Type[Ctrl-N toopen a new browser window and access NTop by entering the

Page 10 of 14

following URL: htt ps:// 10. 0. 2. 1: 3001.
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5. Click ‘Continue to this website’ to accept the security certificate and ‘OK’ to accept

the secure connection.

NTop provides many options to
observe network traffic flow
information from the services
network. Click on the
‘Summary’ link at the top of the
page. This brings up a sub-
menu on the line below it.
Click on the ‘Hosts’ link in the
sub-menu. This screen, ‘Host
Information’, gives information
about the traffic that has been
seen from different hosts as it
passes the NTop sniffing
interface. This screen has a

5 Bl P [ oo im0 pesd i Bz 8w [Tl
W Gattng Shatad L3 Lateit Masclines
{C) 1990-2007
Bbout Surmay Alfctoeck Uk Pugrs Ade \
Host Information
Tratfic Urat: | Fytes | [ Fackats |
Hast Doman| 1P Address | MAC Addrrss | Commmunity [Other Sameds) | Bandwidth

saces x MR 200R b o 100.7.4| 0000297

- t

1004300 g [ —_—

auehee % B Q@R T | =

feuetroot aia.class = * —

wozs 4 B 00R =

woaz a0 100 =

oz &0 0. an A

10013 5 Bp

eharke sinatons 2= Op i o TR

Wwoads g=
STTEETEY

wwwala class il

lot of important information that could be used to identify problem hosts in the

network.

Click on the ‘Network Load’ link in the Summary sub-menu. This provides a MRTG

like graph of the network throughput that is seen by NTop.

Close the NTop browser
Window(s) to exit.

Throughput

B Throughput

Network Load Statistics

Last 10 Minutes Throughput

L
400 k

200 k

0830 0@:35

Min: 201.2k Max: T7I8.8Bk Avg: 470.0k Last: 201.2k

OAnosalia W Upper [OLower W Trend (30 sin)

10 Configure Access Control Lists

Time [ Wed Mar 26 08:29:36 2008 through now]

Access controls will be configured on the firewall to allow only valid packets to/from each of

the networks.

10.1 Configure Port Forwarding / NAT

Port forwarding steps have already been taken to enable external access to Web and DNS
services in the DMZ. Port forwarding allows us to redirect any incoming packets that reach
the Internet IP address of the firewall (on the RED interface) to an appropriate server in the
DMZ. In this manner, our network can securely provide multiple services, on multiple
servers, while using only one Internet IP address. However, it is not good practice to
forward ports from external connections directly into the internal network. We will edit the
existing rule forwarding external outlook web access requests to Bravo by instead directing
them to Juliet in the DMZ which will then be directed to Bravo using the Pound reverse
proxy that will be set up in Juliet’s tasks.

1. Click the ‘Firewall’ tab at the top of the page.

2. Select the ‘Port forwarding / NAT’ option from the menu on the left.

Quebec task 1/1
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3. Click the pencil icon next to the bottom rule with the remark ‘Support Internet
Outlook Web Access’ to edit it.

Change the line ‘Insert IP’ to 10. 0. 1. 3.
Click ‘Update Rule’.
Click ‘Apply’, the finished rules should look similar to the figure below:

#  Incoming IP Service Policy = Translate to Remark Actions
1 192.168.30.13 UDR/S3 "7.2'-‘» 10.0.1.3 : 53 Support Internet NS gueries s ,,? + Td
(Uplink main
ALLOW with IPS from: < ANY = Ge\ :I'nr
2 192.168.30.13 TCPR/B0 == 10.0.15:80 Support Internet WA o F O 7 :'I'
(Uplink main server
ALLOW with IPS from: =ANY = & :r‘r
192.165.30.13 TCP/443 = 10.0.1.3 443 Support Internet Outlook o TN |
(Uplink main Web Access
ALLOW with IPS from: <ANY'> & :r"’

10.2 Configure Outgoing Firewall

The Outgoing firewall allows us to control outbound network traffic. By explicitly allowing a
minimum set of rules, we can even prevent the spread of unknown attacks or malware. For
example, if we only allow our corporate mail server to send mail out on tcp/25, unauthorized
mail servers or malware would not be able to send mail and/or circumvent filtering options
or abuse our Internet bandwidth.

1. Go to the ‘Firewall tab.
2. Select the ‘Outgoing traffic’ option from the menu on the left.

e

i §

Remove all existing rules by selecting the remove icon for each.

Click the ‘Apply’ button.

5. Using the ‘Add a new firewall rule’ link, create four separate outbound firewall rules.
Ensure that you select ‘Allow’ as the action and not ‘Allow with IPS’ because we will
be deploying our own Snort IPS sensors in the network. These rules will allow our
trusted MGMT workstations and servers Internet access, our Exchange server to
send e-mail, our Domain Controller/DNS Server to forward DNS name lookups, and
Ping/Traceroute access from all of our networks to the Internet. Create the rules to
match the list below:

# Source Destination Service Policy Remark Actions
1 10040024 RED =AY = Allowy MGMT Irternet access. ¥ & “T’f
2 10024 REL TCP+UDPSE3 = Aoy Blpha to forward DNS AT ‘?f
fueries B
3 10023 RED: TCRi2S =5 Allowy outhound mail from the ¥ & “T’f
Exchange Server N
4 10040024 RED ICMPsS =5 Allowr Ping traffic A
10.0.2.024 ICMPI30 .

00030024

6. After creating the four rules, click ‘Apply’ at the top of the page to enable the new
firewall rules.
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10.3 Zone firewall

The Zo
passes

ne firewall is designed to assign access controls which regulate network traffic that
between each network segment attached to the firewall. Users have limited access

to the DMZ whereas the MGMT network has full access to everything. We also need to
poke “pinholes” from the DMZ to specific servers to support Syslog and Web-to-Database

traffic.
1.

Quebec task 1/1

Select the ‘Inter-Zone traffic’ option from the menu on the left.

Take a look at the existing rules that were put in place to allow the network services
to function. These rules are not restrictive enough and allow many ports to be open
between zones that are not needed. Especially egregious is the top rule, allowing
traffic between the DMZ and the services network. While this does accomplish the
goal of allowing these two networks to talk, notably for connectivity between the web
site on Hotel and the SQL database on Echo, it also completely defeats the purpose
of the DMZ. We will tighten these rules so that only the minimum necessary
connections are allowed between zones, reducing the attack surface of our network
and the exposure of the internal machines from external threats.

# Source Destination Service Policy Remark Actions
i GREEN <ANYs =3%  Allow DMZ to talk to Services ¢ 73
2 GREEN GREE! <AN = AT |
BLUE <Al = R A8 |
P <AN = V¥ S §
5 BLUE BLUE <Al = AT |
<AN = & ¢ ; 3F

Remove all existing rules by selecting the remove % icon for each.
Click the ‘Apply’ button.

Using the ‘Add a new inter-zone firewall rule’ link, create eight separate zone firewall
rules to match the final rule set listed below. Ensure that you select ‘Allow’ as the
action and not ‘Allow with IPS’ because we will be deploying our own Snort sensors
in the network.

# Source Destination Service Policy Remark Actions
1 10.0.1.3 10.0.4.2 UDPM514 = OSSEC to Foxtrot $&F 7 F
10.0.1.5
2 10.0:1.5 10:0.2.10 TCPH433 =5 MS-S0L from Web to DB P & (%4 iv.. i
Server =
3 10.0.3.0/24 10.0.1.5 TCP/S0 = R direct access to i B & ?-’r
4 10.0.4.0/24 <ANY <ANT= =p  Alow trusted MGMT accessto | 4 S B &7 §F
all .
5 10.03.2 AN AN =1 coess to W\C/@ F
8 10015 10,023 TCPZS =5 MZ serverstosende- | @ & &7 F
L
10.0.1.3 ng Bravo
710013 10.0.2.3 TCP/E0 = Allow Pound to access OWA R
on Brave
& 10.0.1.3 10.0.4.2 TCRIZ2 =p  Allow SSH to Foxtrot: FOR i T |
10.0.1.5 INMTIAL SETUP ONLY
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5.

Note: The last rule that we created is for the initial setup of OSSEC on the DMZ
servers to allow the keys to be transferred between Hotel/Juliet and Foxtrot without
the need for the user to type out the entire keys by hand. Allowing SSH access from
the DMZ to the internal network is a dangerous practice and this rule MUST BE
DISABLED as soon as the OSSEC installation tasks are completed on Hotel and
Juliet.

Ensure the rules are applied by clicking the ‘Apply’ button.

10.4 SSH access
Endian firewall allows remote SSH access. By default this is disabled, only allowing web

and

console access. You will enable this to allow administrators remote logon

capabilities.

1.
2.

3.

Page 14 of 14

Click on the ‘System’ tab.
Select the ‘'SSH access’ option from the menu on the left.

Click the = button to enable Secure Sh._s‘_II_Access. The button should now
be green to indicate that the service is running. =
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Romeo High Level Description

Romeo is a system that will act as the interior router/firewall for the aia.class domain. It will be
configured to perform static routing and packet filtering between the networks it connects
(10.0.2.0/24, 10.0.3.0/24, and 10.0.4.0/24). 1t will also provide DHCP services to the
10.0.3.0/24 network.

Below are descriptions of the hands-on tasks that you must complete on Romeo:

Task 1. Securing the Cisco router platform

Cisco routers have virtually no security enabled in their default configuration. It is the engineer’'s
responsibility (and yours for this exercise) to enhance security, including:

Creating user accounts (because it is exponentially easier to guess a password alone
than it is to guess a username/password pair)

Encrypting stored passwords (so that an unauthorized person who somehow gains
access to the router, a backup of its configuration, or a printout of its configuration will
not be able to read the password in plaintext.)

Requiring passwords for system access (to control access to the router appliance to only
users that are both authenticated and authorized)

Setting controls on system access connections (to limit access to the router appliance
from only authorized sources; e.g., only from the management subnet and not from the
user subnets or from the Internet. This means that even if an attacker compromises a
username/password, they cannot use it to attack from unauthorized source networks).

Requiring encrypted remote system access (this will safeguard against capturing
username/password combinations while in transmission between the source terminal
and the router).

Eliminating unnecessary services (this has the same effect as eliminating unnecessary
services on any other computer—it reduces the exposed ‘footprint’ of the router and
makes the router less vulnerable to attack).

Synchronizing the system clock using NTP service (the major function of synchronized
Network Time Protocol services is to ensure all devices have the same relative
timestamps, which allows for log file correlation between devices and accurate reporting
of the true time of an event. Additionally, it assists in the correct operation of security
certificates; all certificates have effective date windows included in the certificate and the
certificate is invalid when system time does not align with the certificate validity period).

Logging using Syslog (Cisco logging is limited due to a lack of storage space, so a
syslog server is required. Additionally, security best practices dictate that logging for any
given system should be stored outside of that system so that a compromise of the
system does not also give the attacker the ability to modify its logs).

Creating login banner notifications (these warnings caution unauthorized personnel to
not enter the router, while also removing any excuse that someone ‘didn’t know’ that
what they were doing was an unapproved act.).

© 2010 Carnegie Mellon University
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Configuring the Cisco internal router as a
Network Firewall — Internal Firewall

1 Using the router to secure the network infrastructure

To build the internal firewall, you will be using Access Control Lists (ACLS) on the internal Cisco
router to control traffic between subnets via the Cisco IOS Command Line Interface (CLI). At
the end, you will review the rules through the

show runni ng- confi g command to ensure the rules are accurate and make sense.

1.1 Creating Filtering Rules

For Romeo to function as designed, it is necessary to understand the theory behind
Cisco ACLs. ACLs obey the following rules:

o ACLs can be written as standard ACLs (which only identify the traffic source by
IP) or extended ACLs (which can identify traffic by its source and destination,
using its IP, its ICMP type, its TCP or UDP ports, or other parameters).

e ACLs, once written, are inactive until applied to a network interface. ACLs can be
applied to any given interface:

o INBOUND (checking traffic proceeding into that particular router interface
from the network beyond the interface), or

o OUTBOUND (checking traffic which has already entered the router and is
now attempting to leave the router through an interface to flow out to a
network beyond the interface).

(Put another way: if IN and OUT are judged from a position at the center of the router,
any traffic coming toward the router through a given interface is tagged as INBOUND;
any traffic leaving the router through a given interface is seen as OUTBOUND.)

*Only one ACL can be applied per direction per interface, for a maximum of two ACLs
per interface (one IN and one OUT). The ACL itself can have as many access control
entries in the ACL as are necessary to control the traffic, but only one ACL can be
referenced per interface per direction.)

The general syntax for a standard access-list is as follows:

access-list [1-99] [pernit|deny] a.b.c.d[address]
W. X.y.z[w |l dcard mask]

A sample access-list line would be
access-list 1 permt 10.0.4.0 0.0.0. 255

NOTE: the mask used above is not a subnet mask; rather, it is called a wildcard mask.
Skipping a long explanation, a wildcard mask is generally the binary opposite of a subnet
mask. So, if a subnet mask of 255.255.255.0 in binary would look like

111121211 12711221 12211211 00000000,
then the binary of a wildcard mask for the same expression would be
00000000 00000000 00000000 11111111, or 0.0.0.255

Wildcard masks use a binary 0 to represent a significant bit which must match to be true,
while a binary 1 represents an insignificant bit that does not have to match. In the
example above, the wildcard mask is indicating that the first 3 octets (10.0.4) must
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match, while the 4th octet (.0) can be anything (thus identifying any host in the 10.0.4.0
network).

The general syntax for an extended access-list is as follows:

access-list [100-199] [permit]|deny] [protocol] a.b.c.d[source
address] w. x.y.z[mask] a.b.c.d[destination address] w. X.y.z[nmask]
[ protocol nodifier (such as TCP port#, etc.)]

A sample extended access-list that permits HTTP traffic originating in the 10.0.2.0
network destined for the 10.0.4.0 network would look like this:

access-list 101 permt tcp 10.0.2.0 0.0.0.255 10.0.4.0 0.0.0. 255
eq 80

SPECIAL RULES FOR INDIVIDUAL HOSTS OR THE DEFAULT NETWORK

Normally, any access-list uses the syntax a.b.c.d w.x.y.z to identify a network followed
by its wildcard mask. There are two special cases where you can use alternative syntax,
(1) on an individual host or (2) on the default network. An individual host can be
identified by 10.0.4.2 0.0.0.0 (one address, with a mask identifying all 32 bits as
significant). However, that same single address can also be identified by the syntax
host 10. 0. 4. 2. You can specify the address using either syntax but the router will
store it using the host syntax.

Similarly, the default network (usually used to identify all Internet addresses), can be
identified as 0. 0. 0. 0 255. 255. 255. 255 (signifying the wildcard network, with no
network bits identified as significant). However, the same effect can be accomplished by
using the single word any instead of the longer syntax (which is the way the router will
always store it).

Let's take the example extended access-list above and create a new list. In this new list,
we will allow any Internet address to access the web server at address 10.0.4.9. In this
case, using the rules above, the access-list could be written as:

access-list 101 permt tcp any host 10.0.4.9 eq 80
ACCESS-LIST ENTRIES, ORDER OF EXECUTION, AND THE IMPLICIT DENY

The final aspect that must be understood is that an access-list may be a series of
access-list line entries. In access-lists, line entries are processed one line at a time in
sequence. This means that if you want to let any host on the 10.0.3.0 network except
10.0.3.3 to be able to access the Internet, you first have to deny 10.0.3.3, and then
permit 10.0.3.0/24. If you reversed the order and permit 10.0.3.0/24 as the first line, the
address 10.0.3.3 will be permitted by line 1 and would not be denied by line 2.

One last rule, all access-lists ends with a default rule: deny any any. This rule does
not have to be written; however, some people do write it to remind them of its existence.
It means that any traffic not explicitly permitted will be implicitly denied. This is a default
behavior of access-lists in Cisco: the deny any any rule will always block traffic not
specifically permitted. This means that one sanity check for validating an access-list is
that it must have at least one permit statement to be valid; otherwise, all traffic will be
blocked.

It also means that if you want to have the default rule to permit traffic—as you might
want if you desire to deny one host and permit everything else—then your last line in the
access-list will be permi t any any.
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For this exercise, you will be told exactly what to type. The information above is
to assist you in understanding the effects of the lines you will type.

ACCESS-GROUP and ACCESS-CLASS commands

Access-lists can be written, but they do not take effect until they are applied. The act of
applying an access-list is to tell it where on the router you want the list to take its action,
which usually means selecting an interface like Ethernet 0. To apply an access-list to
traffic through an interface, you apply the access-list to an interface using the access-
group command. If you want an access-list to safeguard a service like Telnet, you
apply the access-list using the access- cl ass command to the 5 default virtual
terminal lines (vty O 4).

When applying an access-list, you also have to decide whether the list is being applied
IN or OUT (as previously discussed). The access-list must be written with the traffic
direction in mind—with the actual direction being applied at the access-class or access-
group command. In this exercise, you will be instructed what to type to make the lists
operate correctly.

1.2 Identifying the traffic controls that need to be implemented

For this course, the Cisco router will use ACLSs to control traffic between subnets
internally. The three subnets managed by the router are:

e The services subnet (10.0.2.0/24)
e The user subnet (10.0.3.0/24)
e The management subnet (10.0.4.0/24)

The security philosophy here is to explicitly permit traffic that is authorized and expected
and deny all other traffic. The implementation does take some shortcuts for the sake of
brevity, but executes the essential elements of that philosophy. (Note that in the syntax
below, the ‘deny any any’ default ACL behavior will cut off all traffic not explicitly
permitted.)

In the LHS scenario network, the traffic to be permitted includes:

e User access to the web proxy server (Quebec) (to permit web access while
blocking direct Internet access)

e Unlimited user access to the Windows Domain Controller and DNS server
(Alpha)

o IMAP mail client access to the Exchange mail server (Bravo)

o Direct HTTP access to the WSUS server for windows updates (Charlie)

¢ Unlimited access to all nets/hosts for the user subnet security host (Mike)
¢ Unlimited management network access to all subnets

e Ping requests and responses will be allowed between networks to support
connectivity diagnostics

These rules need to be translated into IP addresses and protocol ports.
This means:

e Network 10.0.3.0 should have HTTP access to the web proxy (10.0.2.1 on proxy
port 3128) and only WSUS (10.0.2.6).
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e Network 10.0.3.0 should have unlimited access to the Windows DC/DNS server
(10.0.2.4)

e Network 10.0.3.0 should have IMAP4 mail client access (TCP 143) to the mail
server (10.0.2.3)

e Host 10.0.3.2 should have unlimited access to all subnets
e Network 10.0.4.0 should have unlimited access to all subnets

e All networks should be able to communicate using ICMP echo-request and echo-
reply messages to support Ping diagnostics

1.3 Converting security rules to access-lists

Using the access-list rules of section 1.2, the effective access-lists should filter traffic in
the following manner:

Ethernet 1/0 inbound:
¢ Network 10.0.4.0 and host 10.0.3.2 are permitted to ssh to the router
e Network 10.0.3.0 should permit all traffic to 10.0.2.4
¢ Network 10.0.3.0 should allow DHCP requests
e Network 10.0.3.0 should permit IMAP traffic (tcp 143) to 10.0.2.3
e Network 10.0.3.0 should permit HTTP traffic (tcp 80) to 10.0.2.3
e Network 10.0.3.0 should permit SMTP traffic (tcp 25) to 10.0.2.3

e Network 10.0.3.0 should permit Windows File and Print Sharing (udp 137, udp
138, tcp 139, tcp 445) to 10.0.2.6.

e Network 10.0.3.0 should permit squid proxy traffic (tcp 3128) to 10.0.2.1 and
deny all other traffic to 10.0.2.1

¢ Network 10.0.3.0 should permit traffic from 10.0.3.2 to all nets

e All networks should allow ICMP echo-request and ICMP echo-reply messages
to/from each segment

e Network 10.0.3.0 should deny all other traffic to network 10.0.4.0
1.4 Entering and applying access-lists

Note: In this document, all tasks that require your input (typing) will be displayed in white text
on a black background (just how the router display looks.) Anything else is for your information
only.

What if | make a mistake?

If you make a mistake in a router configuration, there are two main methods to fix the mistake.
If you need to change something like a hostname, simply enter the hostname line again and the
router will overwrite the wrong answer with the right answer. If you need to undo or reverse
something you have already done, almost any command can be removed by going to the same
config area in the router and repeating the command with the word no in front of it. You have
already done that by turning off the default behavior of automatically resolving any text string to
DNS when you typed the command no i p domai n-1 ookup (italics for emphasis only).
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Return to the router and type the following commands as shown below:

ROVEO>

ROVEGC>enabl e

ROVECG#config t

ROMEQ( confi g) #access- | i 1 permit 10.0.3.2

ROMEQ( confi g) #access- | i 1 permit 10.0.4.0 0.0.0. 255

ROMEQ( confi g) #access- | i 101 permt udp any eq 68 any eq 67
ROMEQ( confi g) #access- | i 101 permt icnp any any echo
ROVEQ( conf i g) #access- | i 101 permt icnp any any echo-reply

ROVEQ( confi g) #access- | i 101 permit ip 10.0.3.0 0.0.0.255 host
10.0.2.4

ROVEQ( confi g) #access- | i 101 permt tcp 10.0. 3. . 0. 0. 255 host
10.0.2.3 eq 25

ROVEQ( confi g) #access- | i 101 permit tcp 10.0. 3. . 0. 0. 255 host
10.0.2.3 eq 80

ROMEQ( confi g) #access- | i 101 permt tcp 10.0. 3. . 0. 0. 255 host
10.0.2.3 eq 143

ROMEQ( confi g) #access- | i 101 permt udp 10.0. 3. . 0. 0. 255 host
10.0.2.6 eq 137

ROMEQ( confi g) #access- | i 101 permt udp 10.0. 3. . 0.0. 255 host
10.0.2.6 eq 138

ROVEQ( confi g) #access- | i 101 permt tcp 10.0. 3. . 0. 0. 255 host
10.0.2.6 eq 139

ROVEQ( confi g) #access- | i 101 permit tcp 10.0. 3. . 0. 0. 255 host
10.0.2.6 eq 445

ROVEQ( confi g) #access- | i 101 permt tcp 10.0. 3. . 0. 0. 255 host
10.0.2.1 eq 3128

ROMEQ( confi g) #access- | i 101 permt ip host 10.0.3.2 any
ROVEQ( confi g) #access-1ist 101 deny ip any 10.0.4.0 0.0.0. 255
ROVEQ(config)# interface FastEthernet 1/0

ROVEQ( confi g-if)#ip access-group 101 in

ROVEQ( confi g-if)#exit

ROVEQ(config)#line vty 0 4

ROVEQ( confi g-1ine)#access-class 1 in
ROVEQ( confi g-1i ne) #exi t

ROVEQ( conf i g) #exi t

ROVECQ#COpY run start
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2 Securing the Cisco router platform

It is important to shut down all unneeded TCP/UDP services on the router. Services
that are not running can not cause problems or be used as the basis for attacks.
Also, you will be freeing up memory and processing cycles by minimizing services.

You may require some TCP/IP services (like TFTP or SNMP) as part of your network
management and administrative tasks. Use these services with caution—they can
open the door to intruders if they are not tightly controlled. There are many
features in Cisco 10S that are enabled by default (for legacy reasons); however,
they present security risks and should be disabled (see below).

The show processes command can help to show active information about the
servers on the router.

Type the following commands to disable the following servers: TCP/UDP small
servers (echo, discard, daytime, chargen), bootps, finger, http, and snmp.

ROVECG#config t
ROVEQ( confi g) # service tcp-small-servers

ROVEQ( confi g) # service udp-small -servers
ROVEQ( confi Q) # i p bootp server

ROVEQ( confi g) # servi ce finger
ROVEQ( confi g) # snnp-server conmunity public
ROVEQ( confi Q) # snnp-server conmunity private

Type the following commands to disable these unneeded services: Cisco Discovery
Protocol (CDP), remote configuration downloading, and source routing.
ROMEQ(config)# no cdp run

ROVEQ( config)# no service config

ROMVEQ(config)# no ip source-route

Type the following commands to disable web services on the router:

ROVEQ( config)#no ip http server
ROVEQ( config)#no ip http secure-server

Type the following commands to enable router logging and send the results to the syslog server:

ROVEQ( confi g) #1 oggi ng buffered 16000 debuggi ng
ROVEQ( confi g) #1 oggi ng consol e critical

ROVEQ( confi g)#l ogging facility locall
ROVEQ( confi g) #1 oggi ng 10.0.4.2
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Type the following commands to set correct time for the router so digital certificates will be valid:

ROVEQ( config)#ntp server 10.0.2.1
ROVEQ( confi g) #cl ock tinmezone EST -5

ROVEQ( confi g) #cl ock summer-time EDT recurring 2 SUN MAR 02: 00 1 SUN
NOV 02: 00

Type the following commands to restrict remote terminal access to SSH by creating a digital
certificate on the router and denying telnet access to the vty (virtual terminal) ports:
ROVEQ( confi g) #i p domai n- nane ai a. cl ass
ROVEQ( confi g) #crypto key generate rsa
(Some output omitted)
How many bits in the nodulus [512]: 1024
Cenerating 1024 bit RSA keys, keys will be non-exportable.[ K]
ROVEQ(config)#line vty 0 4
ROMEQ( confi g-1ine)#transport input ssh

Type the following commands to enable the SSH server using the new digital certificate:

ROVEQ(config-line)#i p ssh source-interface FastEthernet0/0
ROMVEQ(confi g)#i p ssh rsa keypair-nane ROVEQ ai a. cl ass
ROVEQ( confi g-1i ne) #exi t

Type the following commands to create and enable a secret [MD5 encrypted] password, create
username/password pairs on all service connections, encrypt all system passwords, and enable
timeouts on all service connections

ROVECG#config t

ROVEQ( confi g) #enabl e secret tartans@l

ROVEQ( confi g) #user name adm n password tartans@

ROVEQ( confi g) #servi ce password-encryption

ROVEQ( confi g)#line con O

ROVEQ( confi g-1ine)#exec-timeout 5 0

ROVEQ( confi g-1ine)#l ogin | ocal
ROVEQ( config-line)#line vty 0 4
ROVEQ( confi g-1ine)#exec-timeout 5 0
ROVEQ( confi g-1i ne)#l ogi n | ocal
ROVEQ( confi g-1i ne) #exit

The router can also display security messages through its ‘banner’ service. You will use the
message-of-the-day banner (banner not d) to display a security message to anyone
attempting to connect to the router.
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The command sequence for banners uses a ‘delimiter character’ to mark the beginning and end
of the message. In the syntax, you will use the % symbol as the delimiter. Type the following
to complete this security banner task:

ROVEQ( confi g) #banner notd %
Enter TEXT nessage. End with character ‘9%.

WARNI NG AUTHORI ZED ACCESS ONLY. VI OLATORS MAY BE PROSECUTED
%
ROVEQ( conf i g) #exi t

FOR THE FINAL STEP, inspect the running configuration (sh run) then save it (copy run start)
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