IPTABLES(8) IPTABLES(S)

NAME
iptables — IP paa¥t filter administration

SYNOPSIS
iptables -[ADC] chain rule-specification [options]
iptables -[RI] chain rulenum rule-specification [options]
iptables -D chain rulenum [options]
iptables -[LFZ] [chain] [options]
iptables -[NX] chain
iptables -Pchain taget [options]
iptables -E old-chain-name ne-chain-name

DESCRIPTION
Iptables is used to set up, maintain, and inspect the tables of IR{plltdr rules in the Linuxdrnel. Se-
eral diferent tables may be defineBtach table contains a number aiilbin chains and may also contain
userdefined chains.

Each chain is a list of rules which can match a set ofgtackEachrule specifies what to do with a patk
that matchesThis is called a ‘taget’, which may be a jump to a us#afined chain in the same table.

TARGETS
A firewall rule specifies criteria for a pagk and a tgyet. Ifthe packt does not match, thexteule in the
chain is the xamined; if it does match, then thexheule is specified by thealue of the tayet, which can
be the name of a usdefined chain or one of the specialuesACCEPT, DROP, QUEUE, or RETURN

ACCEPTmeans to let the paekthrough. DROP means to drop the paskon the floar QUEUE means to
pass the paet to userspace (if supported by therriel). RETURNmeans stop tkersing this chain and
resume at the méerule in the preious (calling) chain.If the end of a bilt-in chain is reached or a rule in a
built-in chain with taget RETURNis matched, the tget specified by the chain polidetermines theate
of the packt.

TABLES
There are current three independent tables (which tables are pressgntiraeadtepends on thesknel con-
figuration options and which modules are present).

-t, --table
This option specifies the pastkmatching table which the command should operatdfdhe ker-
nel is configured with automatic module loading, an attempt will be made to load the appropriate
module for that table if it is not already there.

The tables are as folles: filter This is the dedult table. It contains the bilt-in chains INPUT (for
paclets coming into the box itself), FQMARD (for paclets being routed through the box), and
OUTPUT (for locally-generated paets). nat This table is consulted when a patkhat creates a
new connection is encounteredt consists of threeublt-ins: PRERODUTING (for altering packts

as soon as tlgecome in), OUTPUT (for altering locally-generated paiskbefore routing), and
POSTROUTING (for altering packts as thg are about to go out)mangle This table is used for
specialized paek alteration. It has two built-in chains: PRERUTING (for altering incoming
paclets before routing) and OUTPUT (for altering locally-generatedqiadiefore routing).

OPTIONS
The options that are recognizediptables can be diided into seeral different groups.

COMMANDS
These options specify the specific action to perfo@nly one of them can be specified on the command
line unless otherwise specified beloFor all the long ersions of the command and option names, you
need to use only enough letters to ensureipiables can diferentiate it from all other options.
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-A, --append
Append one or more rules to the end of the selected chdiren the source and/or destination
names resok/to more than one address, a rule will be added for each possible address combina-
tion.

-D, --delete
Delete one or more rules from the selected ch@imere are tw versions of this command: the
rule can be specified as a number in the chain (starting at 1 for the first rule) or a rule to match.

-R, --replace
Replace a rule in the selected chalhthe source and/or destination names resddvmultiple
addresses, the command willf Rulesare numbered starting at 1.

-1, --insert
Insert one or more rules in the selected chain as Wea gile number So, if the rule number is 1,
the rule or rules are inserted at the head of the cHdirs is also the datilt if no rule number is
specified.

-L, --list
List all rules in the selected chaiif.no chain is selected, all chains are listéiis legd to ec-
ify the -Z (zero) option as well, in which case the chain(s) will be atomically listed and zeroed.
The eact output is décted by the other guments gien.

-F, -flush
Flush the selected chaifthis is equialent to deleting all the rules one by one.

-Z, --zero
Zero the pacit and byte counters in all chainis.is legd to ecify the-L, --list (list) option as
well, to see the counters immediately beforg #we cleared. (See aba)

-N, --new-chain
Create a n& userdefined chain by the gn name. Therenust be no taet of that name already

-X, --delete-chain
Delete the specified usdefined chain.There must be no references to the chdirthere are,
you must delete or replace the referring rules before the chain can be d#letedugument is
given, it will attempt to deletevery non-huiltin chain in the table.

-P, --policy
Set the polig for the chain to the gén target. Sedhe sectionTARGETS for the leyd tamgets.
Only non-usedefined chains can Y policies, and neitheruilt-in nor userdefined chains can be
policy tamgets.

-E, --rename-chain
Rename the user specified chain to the user supplied rigmgis cosmetic, and has ndezft on
the structure of the table.

-h Help. Give a €urrently \ery brief) description of the command syntax.

PARAMETERS
The folloving parameters makup a mle specification (as used in the add, delete, insert, replace and
append commands).

-p, --protocol[!] protocol
The protocol of the rule or of the patko check.The specified protocol can be onetqs, udp,
icmp, or all, or it can be a numericalue, representing one of these protocols orfardifit one.A
protocol name from /etc/protocols is also a#al. A"!" argument before the protocolierts the
test. Thenumber zero is equélent toall. Protocolall will match with all protocols and is tak
as deault when this option is omitted.

-s, --souce(!] addres$/mask
Source specificationAddresscan be either a hostname, a rmtwname, or a plain IP address.
Themaskcan be either a netwk mask or a plain numhbespecifying the number of &' the left
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side of the netark mask. Thus, a mask o024 is equvalent to 255.255.255.0 A "I" argument
before the address specificatiomdrts the sense of the address. The flags is a conenient alias
for this option.

-d, --destination[!] addres$/mask
Destination specificationSee the description of the (source) flag for a detailed description of
the syntax.The flag--dstis an alias for this option.

-j, --jump target
This specifies the tget of the rule; i.e., what to do if the patknatches it.The taget can be a
userdefined chain (other than the one this rule is in), one of the spediigh bargets which
decide the dte of the paakt immediatelyor an extension (sedeEXTENSIONS below). If this
option is omitted in a rule, then matching the rule willdhao effect on the paait’s fate, ut the
counters on the rule will be incremented.

-i, --in-interface [!] [ namé
Optional name of an inteate via which a pael is recered (for paclets entering théNPUT,
FORWARD and PREROUTING chains). Wherthe "I" agument is used before the inté
name, the sense isviarted. Ifthe interhce name ends in a "+", thenydnterface which bgins
with this name will matchlf this option is omitted, the string "+" is assumed, which will match
with ary interface name.

-0, --out-interface[!] [ namég
Optional name of an intexte via which a paek is going to be sent (for pagk entering the
FORWARD, OUTPUT andPOSTROUTING chains). Wherhe "I" agument is used before the
interface name, the sense igdried. Ifthe interhce name ends in a "+", theryanterface which
begins with this name will matchilf this option is omitted, the string "+" is assumed, which will
match with ag interface name.

[ -f, --fragment
This means that the rule only refers to second and further fragments of fragmengdd. p&uoice
there is no wy to tell the source or destination ports of such aqia@k ICMP type), such a
paclet will not match ayrules which specify themWhen the "I" agument precedes the "-f" flag,
the rule will only match head fragments, or unfragmentedgiack

-c, --set-countersPKTS BYTES
This enables the administrater to initialize the gaeld byte counters of a rule (duriNSERT,
APPEND, REPLACE operations)

OTHER OPTIONS
The following additional options can be specified:

-v, --verbose
Verbose output.This option maks the list command siahe interfice address, the rule options
(if any), and the ©S masks.The paclkt and byte counters are also listed, with thési€’, 'M’
or 'G’ for 1000, 1,000,000 and 1,000,000,000 multipliers respaygtibut see thex flag to
change this).For appending, insertion, deletion and replacement, this causes detailed information
on the rule or rules to be printed.

-n, --numeric
Numeric output.IP addresses and port numbers will be printed in numeric foratefult, the
program will try to display them as host names, ogwnames, or services (wheeeapplicable).

-X, --exact
Expand numbersDisplay the ®act \alue of the paakt and byte counters, instead of only the
rounded number in I’ (multiples of 1000) Ms (multiples of 1000K) or G (multiples of 27000M).
This option is only releant for the-L command.

--line-numbers
When listing rules, add line numbers to thgibaing of each rule, corresponding to that mle’
position in the chain.
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--modprobe=<command>
When adding or inserting rules into a chain, ca@mandto load ay necessary modules (tgats,
match &tensions, etc).

MATCH EXTENSIONS

tcp

udp

iptables can usextended pacost matching modulesThese are loaded in baways: implicitly, when-p or
--protocol is specified, or with them or --match options, follaved by the matching module name; after
these, arious &tra command line options becomeritable, depending on the specific modudou can
specify multiple gtended match modules in one line, and you can usehtbe --help options after the
module has been specified to reedielp specific to that module.

The following are included in the base package, and most of these can be precededobyneert the
sense of the match.

These gtensions are loaded if *--protocol tcp’ is specified. ltvides the folleving options:

--source-port ['] [ port[:port] ]
Source port or port range specification. This can either be a service name or a port Aumber
inclusive range can also be specified, using the foroat: port. If the first port is omitted, "0" is
assumed,; if the last is omitted, "65535" is assuniéthe second port greater then the firstythe
will be swapped. Thélag --sport is an alias for this option.

--destination-port ['] [ port[:port] ]
Destination port or port range specification. The fldgort is an alias for this option.

--tcp-flags[!] mask comp
Match when the TCP flags are as specifi€de first agument is the flags which we shoubdm-
ine, written as a comma-separated list, and the secgacthant is a comma-separated list of flags
which must be setFlags areSYN ACK FIN RST URG PSH ALL NONE. Hence the com-
mand
iptables -A FORVARD -p tcp --tcp-flags SYN,BK,FIN,RST SYN
will only match packts with the SYN flag set, and th€K, FIN and RST flags unset.

['] --syn
Only match TCP paeks with the SYN bit set and theCK and FIN bits clearedSuch packts
are used to request TCP connection initiation; f@meple, blocking such paets coming in an
interface will prevent incoming TCP connectionspboutgoing TCP connections will be unaf-
fected. Itis equvalent to--tcp-flags SYN,RSTACK SYN. If the "I" flag precedes the "--syn",
the sense of the option isvanted.

--tcp-option [!] number
Match if TCP option set.

These gtensions are loaded if ‘--protocol udp’ is specifi¢idprovides the follaving options:

--source-port ['] [ port[:port] ]
Source port or port range specificatiddee the description of thesource-port option of the TCP
extension for details.

--destination-port ['] [ port[:port] ]
Destination port or port range specificatidbee the description of thedestination-port option
of the TCP gtension for details.

icmp

This extension is loaded if ‘--protocol icmp’ is specifief.provides the follaving option:

--icmp-type [!] typename
This allons specification of the ICMP type, which can be a numeric ICMP type, or one of the
ICMP type names sk by the command
iptables -p icmp -h
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mac
--mac-source[!] address
Match source M& address. limust be of the form XX:XX:XX:XX:XX:XX. Note that this only
makes sense for paets entering theREROUTING, FORWARD or INPUT chains for paokts
coming from an ethernet dee.
limit
This module matches at a limited rate using @mnolucket filter: it can be used in combination with the
LOG tamet to gve limited logging. A rule using this ®ension will match until this limit is reached
(unless the ‘! flag is used).

--limit rate
Maximum aerage matching rate: specified as a numbéh an optional ‘/second’, ‘/minute’,
‘hour’, or ‘/day’ sufix; the de&ult is 3/hour

--limit-b urst number
The maximum initial number of paets to match: this number gets recjeal by one eery time
the limit specified abee is ot reached, up to this number; thealdf is 5.

multiport
This module matches a set of source or destination ports. Up to 15 ports can be specified. It can only be
used in conjunction witkp tcp or -p udp.

--source-port [port[,port]]
Match if the source port is one of theai ports.

--destination-port [port[,port]]
Match if the destination port is one of theeji ports.

--port [port[,port]]
Match if the both the source and destination ports are equal to each other and to oneverfi the gi
ports.

mark
This module matches the netfilter mark field associated with &péekich can be set using tMARK
target belav).

--mark value[/mask]
Matches paolts with the gien unsigned mark &lue (if a mask is specified, this is logically
ANDed with the mark before the comparison).

owner
This module attempts to matchrious characteristics of the patlcreatorfor locally-generated paeks.
It is only valid in the OUTPUT chain, and een this some paaits (such as ICMP ping responses) may
have o owner, and hence neer match.

--uid-owner userid

Matches if the paak was created by a process with theegieffective wser id.
--gid-owner groupid

Matches if the paak was created by a process with theegieffective goup id.

--pid-owner processid
Matches if the paak was created by a process with theegiprocess id.

--sid-owner sessionid
Matches if the paak was created by a process in theegisession group.

state
This module, when combined with connection trackingwadlaccess to the connection tracking state for
this paclet.
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--state state
Where state is a comma separated list of the connection states to fRatdible states are
INVALID meaning that the paekis associated with no kwa connectionESTABLISHED
meaning that the paekis associated with a connection which has seerefatkboth directions,
NEW meaning that the paekhas started a weconnection, or otherwise associated with a con-
nection which has not seen patkin both directions, affELATED meaning that the paekis
starting a n& connection, bt is associated with axisting connection, such as an FTP data trans-
fer, or an ICMP error

unclean
This module taks no options, Wi attempts to match paets which seem malformed or unusudhis is
regarded as ¥perimental.

tos
This module matches the 8 bits ofp€ of Service field in the IP header (ie. including the precedence bits).

--tostos
The agument is either a standard name, (use
iptables -m tos -h
to see the list), or a numerialue to match.

TARGET EXTENSIONS
iptables can usexeended taget modules: the folleing are included in the standard distrtibn.

LOG
Turn on lernel logging of matching paets. Wherthis option is set for a rule, the Linuerkel will print
some information on all matching pa&tk (like most IP header fields) via thetael log (where it can be
read withdmesgr sysl@d(8)).

--log-level level
Level of logging (numeric or segysla@.confb)).

--log-prefix prefix
Prefix log messages with the specified prefix; up to 29 letters long, and useful for distinguishing
messages in the logs.

--log-tcp-sequence
Log TCP sequence numbers. This is a security risk if the log is readable by users.

--log-tcp-options
Log options from the TCP paekheader

--log-ip-options
Log options from the IP paekheader

MARK
This is used to set the netfilter maedwe associated with the patk Itis only \alid in themangletable.

--set-mark mark

REJECT
This is used to send back an error gdidk response to the matched petclotherwise it is equélent to
DROP. This taget is only walid in theINPUT, FORWARD and OUTPUT chains, and usetefined
chains which are only called from those chails®eral options control the nature of the error petck
returned:

--reject-with type
The type gten can beicmp-net-unreachable icmp-host-unreachable icmp-port-unr eachable
icmp-proto-unreachable icmp-net-prohibitedor icmp-host-prohibited, which return the appro-
priate ICMP error message (port-unreachable is thaultgf The option echo-reply is also
allowed; it can only be used for rules which specify an ICMP pingeiaekd generates a ping
reply. Finally, the optiontcp-resetcan be used on rules which only match the TCP protocol: this
causes a TCP RST patko be sent backThis is mainly useful for blockinglent probes which
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frequently occur when sending mail to beakmail hosts (which an’t accept your mail other

wise).
TOS
This is used to set the 8-biyde of Service field in the IP headdtris aly valid in themangletable.
--set-tostos
You can use a humericS \alues, or use
iptables -j OS -h
to see the list ofalid TOS names.
MIRR OR

This is an gperimental demonstration tgat which iverts the source and destination fields in the IP header
and retransmits the paatk Itis only walid in theINPUT, FORWARD and PREROUTING chains, and
userdefined chains which are only called from those chaiate that the outgoing paets areNOT seen

by ary paclet filtering chains, connection tracking oAN to avoid loops and other problems.

SNAT

This taget is only walid in thenat table, in thdPOSTROUTING chain. ltspecifies that the source address

of the paclkt should be modified (and all future patkin this connection will also be mangled), and rules
should cease being@mined. Itakes one option:

--to-source <ipaddr>[-<ipaddr>][:port-port]
which can specify a single wesource IP address, an inclusirange of IP addresses, and option-
ally, a port range (which is onlyalid if the rule also specifiep tcp or -p udp). If no port range
is specified, then source ports bel612 will be mapped to other ports b&l®12: those between
512 and 1023 inclugg will be mapped to ports beln1024, and other ports will be mapped to
1024 or abwe. Where possible, no port alteration will occur

DNAT
This taget is only walid in thenat table, in thePREROUTING andOUTPUT chains, and usetefined
chains which are only called from those chaittsspecifies that the destination address of the giack

should be modified (and all future patkin this connection will also be mangled), and rules should cease
being ékamined. Ittakes one option:

--to-destination<ipaddr>[-<ipaddr>][:port-port]
which can specify a single wedestination IP address, an inchkesirange of IP addresses, and
optionally a port range (which is onlyalid if the rule also specifiep tcp or -p udp). If no port
range is specified, then the destination port wilenbe nodified.
MASQUERADE
This taget is only walid in thenat table, in thePOSTROUTING chain. Itshould only be used with
dynamically assigned IP (dialup) connections: if youeha satic IP address, you should use theAbNar
get. Masqueradings equvalent to specifying a mapping to the IP address of the aderthe paclt is
going out, lot also has the fefct that connections afergottenwhen the intedice goes den. Thisis the
correct behaor when the n& dialup is unlilely to hae the same intedice address (and hencey astab-
lished connections are lostyavay). Ittakes one option:

--to-ports <port>[-<port>]
This specifies a range of source ports to ugerriding the defult SNAT source port-selection
heuristics (see abe). Thisis only valid with if the rule also specifiep tcp or -p udp).
REDIRECT
This taget is only walid in thenat table, in thePREROUTING andOUTPUT chains, and usetefined
chains which are only called from those chaitislters the destination IP address to send thegpackhe
machine itself (locally-generated patk are mapped to the 127.0.0.1 addrdssqkes one option:
--to-ports <port>[-<port>]

This specifies a destination port or range or ports to use: without this, the destination part is ne
altered. Thigs only \alid with if the rule also specifiep tcp or -p udp).
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EXTRA EXTENSIONS
The following extensions are not included by datft in the standard distation.

ttl
This module matches the time tadifield in the IP header

--ttl ttI Matches the gien TTL value.

TTL
This taget is used to modify the time todi field in the IP headeit is anly valid in themangletable.
--ttl-set ttl
Set the TTL to the gen value.
--ttl-dec ttl
Decrement the TTL by thegn value.
--ttl-inc ttl
Increment the TTL by the gn value.
ULOG
This taget pravides userspace logging of matching peisk Wherthis taget is set for a rule, the Linux
kernel will multicast this paakt through anetlink soclet. One or more userspace processes may then sub-
scribe to arious multicast groups and reeeithe packts.
--ulog-nlgroup <nlgroup>
This specifies the netlink group (1-32) to which the pagksent.Default value is 1.
--ulog-prefix <prefix>
Prefix log messages with the specified prefix; up to 32 characters long, and useful fro distinguish-
ing messages in the logs.
--ulog-cprange<size>
Number of bytes to be copied to userspaceales of 0 alvays copies the entire paek regard-
less of its size. Dalilt is O
--ulog-qthreshold<size>
Number of packt to queue insideeknel. Setting thisalue to, e.g. 10 accumulates ten sk
inside the krnel and transmits them as one netlink multpart message to userBedaelt is 1
(for backwards compatibility)
DIAGNOSTICS
Various error messages are printed to standard. efifoe &it code is 0 for correct functioningerrors
which appear to be caused byalid or alused command line parameters causexércede of 2, and other
errors cause arxi code of 1.
BUGS

Check is not implemented (yet).

COMPAT IBILITY WITH IPCHAINS
This iptables is very similar to ipchains by Rusty Russellhe main diference is that the chaifiPUT
andOUTPUT are only traersed for packts coming into the local host and originating from the local host
respectiely. Hence gery paclet only passes through one of the three chaingjiquely a forvarded
paclet would pass through all three.

The other main diérence is thati refers to the input inteate;-o refers to the output intex€e, and both
are aailable for paclets entering thEORWARD chain.

iptablesis a pure pacakt filter when using the dedlt filter’ table, with optional xtension modulesThis
should simplify much of the pveous confusion eer the combination of IP masquerading and gaditer
ing seen pndously. So the folloving options are handled thfently:

-] MASQ

-M -S

-M -L
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There are seral other changes in iptables.

SEE ALSO
The iptables-H®&/TO, which details more iptables usage, theIMMOWTO, which details )T, and the

netfilterhacking-HOQWTO which details the internals.

AUTHORS
Rusty Russell wrote iptables, in early consultation with Michael Neuling.

Marc Boucher made Rusty abandon ipnatctl by lobbying for a generietpealkction frameork in ipta-
bles, then wrote the mangle table, thener match, the mark sfufand ran around doing cool stefery-
where.

James Morris wrote thedS taget, and tos match.

Jozsef Kadlecsik wrote the REJECTget:

Harald Welte wrote the ULOG tget, TTL match+taget and libipulog.

The Netfilter Core &@am is: Marc Bouchedames Morris, Harald ¥fte and Rusty Russell.
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