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I. Executive Summary
Evidence-based medicine is now being used as an explicit approach to problem solving and continual professional learning which requires the use of current best clinical knowledge in making medical decisions about individual patients. Its ideal application takes place at the level of the individual physician’s decisions about managing patients, and requires up-to-date knowledge of symptoms and indicators of disease, current knowledge of patient health status, periodic reminders to patients to undergo appropriate treatment, decision support to enable physicians to provide appropriate treatment, and patient follow-up and monitoring.  The Heinz School of Public Policy and Management and the West Penn Hospital developed the Physician Reminder System (PRS) to store comprehensive patient medical records and examination results, and generates reminders to physicians and administrative staff to act based on those records via a graphical user interface.  Initially, the PRS will be implemented at Medical Ambulatory Care Clinic at West Penn Hospital with 10-15 client machines and a main database server in a local area network.  Although, the system is not mission-critical to the hospital, West Penn anticipates a gradual need for security and survivability as the system matures.

Applying the Survivable Network Analysis (SNA) method, we are able to answer the following questions about the PRS:

· What essential functions must survive attacks and failures? 

· What effects can attacks have? 

· What survivability risks exist? 

· What architecture changes could improve survivability? 
By answering these questions about the survivability we formulated recommendations addressing the security policy and architecture of the PRS.

Policy Recommendations:

P1. Establish new access control rules
P2. Establish a backup and appropriate backup policy 

P3. Establish security training procedures

P4. Monitor and update system security

Architecture Recommendations:

R1. Firewall
R2. Distinct backup for PRS

R3. Workstation timeouts
R4. Database scanner: Automated tool for checking “Audit Trail” logs

R5. Cryptographic checksum
R6. Encryption (Database Encryption) 

R7. IDS

II. Section

1. Overview

This project was undertaken as part of the Security Architecture and Analysis course at Carnegie Mellon University. Students are expected to work together and apply the survivable network analysis (SNA) method developed at the Software Engineering Institute, Carnegie Mellon University.  The SNA method determines the essential functions of your system that must survive, selects attack scenarios based on the system environment and risks, identifies potential softspots in the system architecture, and defines architecture improvement strategies in a Survivability Map for management decision making.  The goal of the project is to allow students to have an opportunity to integrate the facts and techniques they have learned throughout the course and put them to work in a practical environment.

The members of this group were primarily students studying Information Systems Management. Team members include the following:

· Earl Crane

· Hap Huynh

· Jeongwoo Ko

· Koichi Tominaga

2. The Survivable Network Analysis Method

(This section derived solely from the Soft Engineering Institute’s description of the survivable network analysis method)

Survivability Concepts

The success of virtually all organizations in business, government, and defense is dependent on the availability and correct functioning of large-scale networked information systems of astonishing complexity. Because of the severe consequences of failure, organizations are focusing on system survivability as a key risk management step. 

Survivability is the capability of a system to fulfill its mission in a timely manner, even in the presence of attacks or failures. Survivability goes beyond security and fault tolerance to focus on delivery of essential services, even when systems are penetrated or experience failures, and rapid recovery of full services when conditions improve. Unlike traditional security measures that require central control and administration, survivability addresses highly distributed, unbounded network environments that lack central control and unified security policies. 

The Three Rs: Resistance, Recognition, and Recovery

The focus of survivability is on delivery of essential services and preservation of essential assets. Essential services and assets are those system capabilities that are critical to fulfilling mission objectives. Survivability depends on three key capabilities: resistance, recognition, and recovery. Resistance is the capability of a system to repel attacks. Recognition is the capability to detect attacks as they occur and to evaluate the extent of damage and compromise. Recovery, a hallmark of survivability, is the capability to maintain essential services and assets during attack, limit the extent of damage, and restore full services following attack. 

Survivable Network Analysis: Addressing Architecture Softspots

The Survivable Network Analysis (SNA) method was developed by the SEI CERT®: Coordination Center. SNA is a practical engineering process that permits systematic assessment of the survivability properties of proposed systems, existing systems, and modifications to existing systems. The analysis is carried out at the architecture level as a cooperative project by an SEI team working with your team of system architects, developers, and stakeholders. The method proceeds through a series of joint working sessions, culminating in a briefing on findings and recommendations. 

The SNA method provides a means for organizations to understand survivability in the context of their operating environments. What functions must survive? What intrusions could occur? How could intrusions affect survivability? What are the business risks? How could architecture modifications reduce the risks? Systematic consideration of these questions through SNA reveals the risks and leads to mitigation strategies. 

The SNA method is composed of four steps, as follows: 

· Step One: System Definition 

The first step focuses on understanding mission objectives, requirements for the current or candidate system, structure and properties of the system architecture, and risks in the operational environment. 

· Step Two: Essential Capability Definition 

Once step one is complete, essential services (services that must be maintained during attack) and essential assets (assets whose integrity, confidentiality, availability, and other properties must be maintained during attack) are identified, based on mission objectives and failure consequences. Essential service and asset uses are characterized by usage scenarios, which are traced through the architecture to identify essential components whose survivability must be ensured. 

· Step Three: Compromisable Capability Definition 

Next, intrusion scenarios are selected based on assessment of environmental risks and intruder capabilities. These scenarios are likewise mapped onto the architecture as execution traces to identify corresponding compromisable components (components that could be penetrated and damaged by intrusion). 

· Step Four: Survivability Analysis 

The final step of the SNA method takes aim at softspot components of the architecture. These are components that prove both essential and compromisable, based on the results of steps two and three. Softspot components and the supporting architecture are then analyzed for the key survivability properties of resistance, recognition, and recovery. The analysis of the "three Rs" is summarized in a Survivability Map. The map enumerates, for every intrusion scenario and corresponding softspot effects, the current and recommended architecture strategies for resistance, recognition, and recovery. The Survivability Map provides feedback to the original architecture and system requirements, and gives management a roadmap for survivability evaluation and improvement. 

SNA Deliverables

The SNA method produces the following deliverable items for the selected system: 

· Essential services and assets, and essential architecture components 

· Representative intrusions and compromisable architecture components 

· Architecture vulnerabilities and softspots 

· Mitigation strategies for resistance, recognition, and recovery 

· System survivability map 

These deliverables are provided in a final report and briefing to your management team, and provide a basis for risk analysis, cost/benefit trade-off, and system improvement. 

SNA Benefits

The SNA process raises awareness of survivability exposures in the systems your organization and customers depend on. SNA helps avoid unpleasant surprises. It provides a management roadmap for addressing exposures before the fact rather than consequences after the fact. System survivability means mission survivability for most organizations. It is more effective to manage survivability risks up front than to manage damage control later. 

3. SNA STEP1

1) Business Mission

The primary business missions of PRS system is:

· Generate just-in-time physician reminders based on proactive patient management and practice guidelines
The primary functionality of the information system designed for the Medical Ambulatory Care (MAC) Clinic at the Western Pennsylvania Hospital is to cue physicians to enforce clinical best practices for treatment of three diseases: hyperlipidemia, diabetes, and preventive care management which include influenza, pneumococcal vaccination cervical and breast cancer screening. These diseases have been selected because they remain a high priority for our client, they have been deemed critical common disease areas within the chronically ill patient population, and many could potentially benefit from such an automated system via helping doctors keep up with the abundance of patient information. Also, the diseases are very common which provided greater ease of functionality implementation.  

2) Functional Requirement

As functional requirement, we identified:

· Response time is most important. 

· Generate time-driven & visit-driven reminders

· Cover three chronic disease areas: diabetes, hyperlipidemia, and preventive cares

· Download the patient demographic data, lab data and billing data from HIS.

· Privacy for patients’ data should be ensured.
Most fundamental requirement is to generate reminders for physicians and staffs. Also, the quick response is strongly favored so that at least it should not frustrate the users and patients. As for the range of the disease it deals with, currently we take 3 diseases into consideration, they will add more in the near future. 

To acquire data, the PRS system will listen to the data flow from existing database system. This data flow is one-way (this will be explained later).

Privacy requirement is also fairly important. The data stored in, and accessible with, the PRS system must be secure from the outsiders.
3) Users

The users will be classified into 3 categories:

· Physicians

· Staffs and nurses

· Database Administrators (DBA)

In addition to these users, “patients” are sometimes referred as users. But from the narrowest definition of “users” we use here, they are not “users” since they actually benefit from the PRS, but they themselves never use it.



4) Architecture

The diagram below shows the architecture of PRS system and the related networks. PRS system is a subsystem of Western Penn Hospital Information System. 














· PRS System

PRS system consists of PRS server, which is running Windows NT server on it, and PRS client, which is running Windows 95.Although the Windows 95 is less stable than Windows 98, and is lacking in several security tools, from the requirement of the compatibility with the existing Hospital Information System (HIS) system, WPH employs this. 

PRS client talks to the PRS server via Ethernet network. The data exchange is not encrypted. The PRS client has several applications other than PRS client software; typically email client and browser. Email system is totally for intranet mail, but the browser will presumably be used to browse sites on public network as well as the intranet sites.

Currently, the PRS has no logic to restrict one user to view all the patients record. That is, any nurse or physicians can view all the patients’ records.

This might be a problem, because one nurse might view or change the patients’ records, which they need not know nor change. I.e. the privacy of the patients is at risk.

· Hospital Information System (HIS)

HIS is a large-scale network, based on ATM and Ethernet. 

The database in PRS server machine subscribes to the existing hospital information system databases. The HIS systems include Affinity system, Eclypsis, and Lab, etc.

Eclypsis is a management system for the MACC (Medical Ambulatory Care Clinic). Affinity system is a system that treats registrations, and PRS obtain patients’ demographic data from this. Lab is the system from which we obtain test results of patients.

Interface engine is a Unix-based “data converter” system, which allows the each components of the system to talk to each other.

The Interface engine, which is a Unix-based data converter, enables those legacy systems to talk to the database. Since this is a speaker-listener model, there is no data flow from PRS Server to these existing systems. 

The update in the HIS is reflected to the PRS in real time, except for the periodical update of lab results (lab results are updated in every evenings). So, the HIS data is protected from the manipulation of data in the PRS (therefore, we do not have to worry about the possibility that PRS database wrongly overwrite the data stored in the existing systems). 

4. SNA STEP2

1) Normal Usage Scenarios

To identify the essential services for WPH in using PRS system, we first listed all normal usage scenarios based on three users, physicians, staffs and DBA.

Normal Usage Scenarios for Physicians

NUS1. View physician reminders

A physician views the reminders to check evidence-based practice guideline. PRS must generate these reminders and ensure that they are current and correct.

NUS2. Respond to the physician reminders  

A physician responds to the reminders by choosing an action based on the patient demographic information, diagnosis and lab test results. PRS must show base information and update the response.

NUS3. Update diagnoses

A physician views the all diagnoses ever made for the patient and may add a new diagnosis. PRS must provide a standard ICD-9 code or a user-defined code.

NUS4. View reports

A physician views the physician-directed reports. PRS must generate physician-directed reports that summarize system reminders. 

Normal Usage Scenarios for Staffs

NUS5. Record a patient’s visit 

A staff records information related with a patient’s visit. PRS must save this information with the name of the staff.

NUS6. View visit-driven reminders

A staff views visit-driven reminders when the patient visits the hospital.  PRS must generate visit -driven reminders.

NUS7. View time-driven reminders

A staff views all time-driven reminders (e.g. letters to patients reminding them to visit the clinic). PRS must generate time-driven reminders.

NUS8. View reports

A staff views the staff-directed reports and patient-directed reports. PRS must generate staff-directed reports and patient-directed reports with mailing label.

Normal Usage Scenarios for Database Administrators (DBA)

NUS9. Manage PRS system

DBA manages database for staff information, reminder codes and disease codes. PRS must log the administrator’s actions.

NUS10. View reports

DBA views the reports. PRS must generate admin-directed reports.

2) Essential Services

· Generate reminders for physicians

· Generate reminders for staff

The two major functions of PRS system are to remind the physicians, and to remind the staffs. Other functions, such as keeping data/availability/printing reports are also very important, but not so important as these services.

3) Essential Assets

· PRS data for reminders

· PRS rules for reminders

Although most of the information are from outside, the PRS database stores some information that are unique. It also keeps data in electronic form, so these data are considered one of the essential assets. It is POSSIBLE to retrieve this information from its original source, but it is at least tedious to do so.

The PRS rule for reminders, which means the triggers and codes to generate the reminder, is also the essential assets.

4) Essential Components

· Database

· PRS Client Program

· Interface Engine

As essential components, we picked up these three. The existing legacy systems, such as affinity systems, are also very important to the PRS system, but they are out of our scope (it should be considered to be a part of the HIS system, not a part of PRS system, and the security consideration should be made with HIS system).

5. SNA STEP3

1) Attacker Profiles

We identified 3 most likely threats to the PRS system (shown below). Although there are a lot of other possible threats, such as terrorist, natural disasters, newspaper writers, and stalkers, but it makes more sense to focus on these three realistic categories.

	Attacker
	Disgruntled Employee
	Recreational Hacker
	Competitor (Spy)

	Resources
	High level of experience with system
	Range of skills
	Expert knowledge

	Tools
	Readily available tools
Social engineering
	Readily available tools
	Customized tool

Social engineering

	Risk
	Disclosure of patient medical information 
Corruption of patient medical information

Denial of service
	Hospital network 

PRS server
	Hospital network 

PRS server

Denial of service

	Access
	Internal
	External (Dialup/Internet)
	External (Dialup/Internet)

	Objectives
	Personal gain

Embarrass hospital
	Personal recognition

Curiosity
Develop hacking skills
	Embarrass hospital
Impact public or patient opinion

	Level of attack
	Intermediate Attack
	Target-of-Opportunity Attack
	Sophisticated Attack

	Probability
	High probability due to current policies and PRS configuration 
	Medium probability if attack is outside of the Hospital network because the network is closed (PRS will not be its primary target since it does not perform critical functions for hospital) 
	Low probability because repercussions will be more damaging than potential gain (PRS will not be its primary target since it does not perform critical functions for hospital)


2) Intrusion Usage Scenario 

IUS1. Unauthorized use of PRS by insider
· What is this attack
Legitimate users view or modify the patient medical data without violating any policy because current policy assumes that all PRS medical staff can see the patient data. (Abuse of legitimate access rights)
· Who is the attacker

Insider (disgruntled employee, former employee)

· What are at stake

View or modify private patient medical data.
Disclose private patient medical data to embarrass and harm the hospital

IUS2. Unauthorized use of PRS by outsider
· What is this attack
An intruder obtains password by sniffing or social engineering, accesses the PRS system by network or physically, and then views or modifies private patient medical data

· Who is the attacker

Insider (disgruntled employee, former employee), corporate spy
· What are at stake

View or modify private patient medical data

Disclose patient medical data to embarrass and harm the hospital

IUS3. Spoofing Attack
· What is this attack
Unauthorized user employs PRS to modify or view the patient data by spoofing a legitimate user.
· Who is the attacker

Insider (disgruntled employee, former employee), corporate spy
· What are at stake

View or modify patient information

Disclose patient medical data to embarrass and harm the hospital

IUS4. Malicious Code (Trojan horses, viruses or worms) Attack

· What is this attack
Users download malicious code from outside the network accidentally or intentionally.

Intruder installs malicious code.
· Who is the attacker

Hacker, Competitor

· What are at stake

Data integrity, privacy and availability

3) Vulnerabilities
The execution of the IUS revealed various component vulnerabilities.
· ISU1 shows that hospital network works under a trusted group model which allows all PRS medical staff to view the patient data. 
· ISU2 shows that PRS system does not have an intelligent way of auditing user activity do not have real-time notification of unauthorized access by users.

· ISU3 shows that PRS system does not have detection software. 

· ISU4 shows that PRS applications do not have enough protection method from the network.

4) Compromisable Components

From four ISUs, we can choose compromisable components which are compromised by attacker.  

· From ISU1, PRS client program and database could be compromised.
· From ISU2, PRS client program and database could be compromised.
· From ISU3, PRS server machine could be compromised.
· From ISU4, email program or browser of PRS client could be compromised.
This diagram shows compromisable components.




6. SNA STEP4

1) Softspot Components

Softspot components are the components which are both essential and compromisable. Our softspot components are PRS Client program and database.


2) Policy Recommendations
P1. Establish new access control rules
Currently, the PRS is designed for the Medical Ambulatory Care Clinic (MACC).  The doctors and staff of MACC are accustomed to working in a trusted in environment.  In order to properly address the security vulnerability of unauthorized access we recommend an establishment of new access control rules that will meet the security and functional requirements of the clinic.

P2. Establish a backup and appropriate backup policy 

As a prototype system the PRS will need to establish a clear backup and appropriate backup policy in order to recover from an accident or intrusion incident.  The system might utilize Oracle’s built in backup functionality or create a distinct secondary system through replication.  There will also be a need to be instructions on when to back up this system to maintain the highest level of data integrity for the PRS.

P3. Establish security training procedures
Training is required and necessary with the introduction of new technology.  Security training should be integrated along with basic training of the functionality of the PRS.  Security training could range from good password management to reporting strange activities with the system.  Training is an ongoing process so staff will need to be consistently educated in regards to the development of the PRS.

P4. Monitor and update system security

Keeping constant vigilance over the security of the system is essential to the survivability of the PRS.  Monitoring the system could range from tracking network traffic to reporting strange individuals in the MACC.  System security needs to be constantly reviewed and updated to reflect changes in the outside world as well as the internal work environment.  
3) Architectural Recommendations
R1. Add firewall between PRS system and Hospital System

Type: Infrastructure

Strategy: Resistance and recognition

Intrusion: ISU 2, 4

Rationale: PRS is separate system from hospital information system. The firewall will be able to protect the PRS from the hospital network and vice versa as well.  This will also help secure and define the small group of user at the MACC.  
Result: Establish firewall filtering rules.

Implementations: The router-based firewall is enough.

R2. Distinct backup for PRS

Type: Infrastructure

Strategy: Recovery

Intrusion: ISU 1, 2, 3, 4

Rationale: PRS does not have backup system. 

Result: Decide on the backup period and the location of backup server.

Implementations: Hospital backup systems could be used.

R3. Workstation timeouts

Type: Application

Strategy: Resistance

Intrusion: ISU 1, 2

Rationale: One of the key concerns of West Penn is unauthorized access to PRS client program. This problem is especially acute given the trust environment of the MACC. This  is a way to limit unauthorized access. This is not a panacea but does provide a measure of protection for such incidents.  
Result: Decide timeout period for client machines using the PRS server. 

Implementations: Long-term solution will come with a better definition of policies such as access rights for users.

R4. Database scanner: Automated tool for checking “Audit Trail” logs

Type: Application

Strategy: Resistance and recognition

Intrusion: ISU 1, 2, 4

Rationale: PRS system should be protected from unauthorized database access. A database scanner takes audit trails and applies policy rules to recognize violations.  This provides a quick and systematic way of decipher streams of data from audit trails.  

Result: Establish policy rules for using this tool. Maintain awareness of general risks and the limitations of scanning techniques.

Implementations: COTS products could be used.

R5. Cryptographic checksum

Type: Application

Strategy: Resistance and recognition

Intrusion: ISU 1, 2, 3, 4

Rationale: The PRS store many types of medical information from lab reports to treatment plans. The measures to maintain the validity of the date are required. The checksum is a way validating the integrity of data already in the system.  This is an excellent way of recognizing when data is compromised. 

Result: Store checksum values in other secure place.

Implementations: Tripwire or application-level checksum could be used.

R6. Encryption (Database Encryption)

Type: Application

Strategy: Resistance

Intrusion: ISU 2, 3, 4

Rationale: As the PRS grows and HIPAA regulations go in to effect, encryption will become more necessary. This is a measure of security that will protect the data of the PRS from being compromised even if an attack happens.  
Result: Store encryption key safely. Change the key periodically.

Implementations: Specific encryption algorithm could be chosen.
R7. IDS (Intrusion Detection System)

Type: Infrastructure

Strategy: Resistance and recognition

Intrusion: ISU 1, 2, 3, 4

Rationale: IDS is a good measure to protect the system from inside attacks. 

Result: Establish IDS rules. Monitor the result.

Implementations: As IDS is expensive, hospital-based IDS could be used. 

** This is the modified architecture diagram based on our architecture recommendations.














4) Survivability Map
	Intrusion Scenario (#)
	Softspot

Effect
	Architecture Strategies

	
	
	Resistance
	Recognition
	Recovery

	1. Unauthorized use of PRS, by legitimate user/other office staff
	PRS Client program,

PRS DB
	Current:  

Trust

Threat of punishment
	Current:  

Audit trail


	Current:

Paper-based backup system
Audit trail recovery

Built-in recovery in commercial database



	
	
	Recommended:

Warning dialogues
Security education

Time-based restrictions

Visit-based restrictions
	Recommended:

Automated scan of audit logs
Flag access rule violations

Office Manager Review


	Recommended:

Backup policy

Backup on the other machine(s) devices


	2. Unauthorized use of PRS, by outsiders
	PRS Client program,

PRS DB
	Current:

Password management
Threat of punishment
	Current:

Audit Trail

 Physical access control
	Current:

Paper-based backup
Audit trail

Built-in recovery in commercial DB

	
	
	Recommended:

Time-based restrictions

Visit-based restrictions

Screensaver timeouts

Login timeouts

Boot password

Upgrade OS
	Recommended:

Physical access control

Oracle security tool

Office manager review

Access rules


	Recommended:

Backup policy

Backup on the other machine(s) devices


	3. Spoofing attack
	PRS DB
	Current:

Physical Access control
	Current:

Physical access control


	Current:

Built-in recovery in commercial DB


	
	
	Recommended:

Subnet PRS system with router

Encryption
Non-promiscuous mode network cards
	Recommended:

IDS 


	Recommended:

Access control review

Change password

Backup policy

Backup on the other machine(s)

Devices

Cryptographic checksum

	4. Malicious Code
	PRS DB
	Current:

Anti-virus software
Proxy Server
Unauthorized software installation
	Current:

Anti-virus software

 
	Current:

	
	
	Recommended:

Security education

IDS
	Recommended:


	Recommended:

IDS

Commercial recovery utility


5) Timeline Phasing of Recommendations

	Type
	Short Term

1-6 months
	Mid Term

6-12 months
	Long Term

18+ months

	Policy
	P2-Establish a backup and appropriate backup policy
P5-Rotation of dial number for dial-up connection


	P1-Establish new access control rules 

	P3-Establish security training procedures
P4-Monitor and update system security



	Architecture
	R1-Firewall
R3-Workstation timeouts

R4-Database scanner


	R5-Cryptographic checksum
R6-Encryption


	R2-Distinct backup for PRS
R7-IDS




6) Estimated Relative Resources to Implement Recommendation

	Recommendation
	Labor
	Equipment

	P1. Establish new access control rules
P2. Establish a backup and appropriate backup policy 

P3. Establish security training procedures
P4. Monitor and update system security

P5. 
Rotation of dial numbers for dial-up connection

	Low
Low

High

High

Low

	Existing
Existing

Existing

Existing 

Existing


	R1. Firewall

R2. Distinct backup for PRS

R3. Workstation timeouts

R4. Database scanner: Automated tool for checking “Audit Trail” logs

R5. Cryptographic checksum

R6. Encryption (Database Encryption)
	High
High

Low

Medium

Low

Medium

High

	Medium
High

Existing

Medium

Medium

High

High



	Labor:
	Low = 0-1 PM

Medium = 1-2 PM

High = 2+ PM

PM = Person-Month
	Equipment:
	Existing = current equipment

Low = @ 1 – 2 K

Medium = $ 2 –10 K

High = $ 10+ K


III. Lessons Learned

This section will discuss what we learned in this class as it relates to this project. As this course has been a mix of both technology and business practices, this section will divide into Technology and Business. Each will address the issues we dealt with throughout the course of this project, and what we learned from those issues.

Business

· External client accountability

We feel lucky, as our project was the only one that interfaced with a client outside of Carnegie Mellon. This created a different atmosphere, closer to the real world, as we felt accountable for the work we had done and the people we met with. An external client forced us to think hard about both the technological feasibility and the monetary tradeoffs for each recommendation we made. We believe this added element encouraged a higher level of performance and a better end result.

· Understanding client business

One of the most important responsibilities of dealing with our client was to have a firm understanding of their business practices and methodology. We learned that before we made any recommendation to their system, we first had to understand what they were doing. This is covered in the first step of the SNA process by understanding the business mission and business goals. However, we took it to the next level by understanding the culture of the MACC, the reasoning behind the decisions they made, and the types of personnel they employed. We had to understand what types of decisions the physicians made, the decisions the nurses made, and how they related. 

For example, we intuitively thought that a physician would outrank a nurse in responsibility and accountability. However, we learned that at the MACC they had an open environment based on trust, and there was no such hierarchy in place. Physicians had their duties, and nurses had different duties that rarely overlapped with the physicians. The only sign of hierarchy was the office manager, who had oversight of both physicians and nurses. This realization forced us to reconsider our structure so it reflected the business rules existing in the MACC.  

· Business Tradeoffs

The third lesson we learned was the importance and evaluation of business tradeoffs. We had two areas to consider, the access vs. privacy tradeoff and the cost vs. security tradeoff. 

Access vs. Privacy: The culture of the MACC center requires that all staff members have access to the information they need at any time. The worst fear is that a physician can not access critical patient records because of an access violation. This may happen if a patient visit is not properly scheduled in the reminder system, or if a patient needs to be seen unexpectedly, or if a physician with authorization does not show up to work. Therefore, the MACC is based on a policy of trust, arguably one of the worst security policies possible. The tradeoff was privacy, since patient browsing is a major concern. The common perpetrator is usually a nurse on the hospital staff with access to the patient’s records. This poses an interesting situation because the same person we want to keep from browsing records also needs unrestricted access to patent records for legitimate uses. Our solution was to identify other variables in the MACC center that we could use to discriminate the difference between a legitimate use of the data and an improper use of the data. However, the biggest hurdle is a change in the culture from the MACC center, from that of trust based to access rules based.

· Cost vs. Security

The second tradeoff considered was the cost of the system to improve security vs. the value added of the improved security. In this case the cost was that of upgrading the system, purchasing new hardware, and creating software to enforce and review access violations. The security in this case is a measure of how well the office policies are followed by the PRS system. What we learned was that because this was not a critical system, and the hospital could operate without the system, it was not a contender for a large cash investment. Therefore, we had to look at ways to improve security while keeping costs to a minimum. We also learned that because the PRS is part of a larger HIS, the HIS takes care of most of the intrusion security concerns. This allowed us to concentrate on our key areas of concern, like patient browsing.

Technology

· SNA Process

From a technological point of view, we learned how to apply the SNA process to an existing system. We learned the four steps: system definition, essential capability definition, Compromiseable capability definition, and survivability analysis. To apply the process to an unknown system, we first had to familiarize ourselves with the system. We learned that to make any recommendations of this system, we needed an understanding of Oracle, TCP/IP, network design and internetworking,  and current features available in the existing system. For example, without an understanding of Oracle, we would not have known about the different options for backup, and how they could be applied. Without an understanding of client/server architecture and access policies, we could not have researched database scanning tools and made a recommendation that serves the needs of our system. We learned that without a clear understanding of the underlying technology, no recommendations would be possible.

We also needed to understand the individual applications and protocols used so we could evaluate the system for any vulnerability. For example, without an understanding of TCP/IP and Ethernet, we could not have evaluated the threats of packet sniffing. 

Conclusion

In conclusion, we learned that the evaluation of a system for security is not limited to only technology or business, but to both and their interaction. Architects must have a large view of the system to consider technology issues and their application to business policies, and the business policies that are possible due to technology implementation. There is no silver bullet or magic tool that will solve all security issues, but a series of tools that will incrementally improve security.
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