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1 Intr oduction

In softwareengineeringeveral formalismarein someform or anothercompositionf statema-
chines.For example,Satecharts aresimply statemachinesThereis valuein simply writing these
formal specificationglowvn becauset forcesthe designerto think carefully However, in highly
distributeddesignssubtleerrors(suchasdeadlockr raceconditions)arevery hardto catchsim-
ply by inspection.Thedifficulty stemsrom thefactthattheglobalstatespaceof theentiresystem
canbe very large and exhibit very complex behaiors. Therefore thereis a needfor automatic
analysisof specificationsxpressedascompositionof statemachines.Model checking is a tech-
niqueto automaticallyanalyzewvhetheramodelof adistributedsystemhasadesiredoropertye.g.,
absencef deadlocks.

Model checkingtakesasits input a formal model of the systemanda property expressedn
temporallogic. Temporallogics arelogics thathave a notion of time. Using sophisticatedtate
spaceexplorationtechniques model checker verifiesthatthemodelsatisfiegshe desiredoroperty
If the propertyturnsoutto befalsein themodel,mostmodelcheckerutputa counterexample-a
traceof statesn themodelthatshavs“why” thepropertydoesnothold. Figurel givesaschematic
descriptionof amodel-checker

Next we describethe two inputsto the modelchecker The discussions keptat an abstract
level. We will discussspecificdetailswhenwe describehe modelcheckeMNuSW.

2 Describingthe model
A model M hastwo component$” and R describedelow:

e Variables

V is thesetof statevariablesn themodel.If themodelhasr statevariableswe will denote
themby vy, ---,v,. Eachstatevariablev; hasan associatedlomain D;. Notice thatthe
entirestatespaceof the systemis simply the Cartesiarproductof thedomainsD,,---, D,

(denotedby [T, D;). A state is simply an assignmento the variablesin the setV’ from

their domain. For example,considera modelthathastwo variables: andy with domains
{a,b,c} and{0, 1} respectiely. Then(z = b,y = 1) is a stateof the model. The setof all

stateds calledthe statespaceof the modelandwill bedenotedby S.
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Figurel: Schematidescriptionof modelchecking

e Transition relation
R isthetransitionrelation.Formally, R is therelationfrom S to S (denotedasR : S < 5).
If (s,s’) € R, thismeanghatfrom states it is possible or valid to transitionto states’. The
transitionrelation R encapsulatesll possible/alid transitionan themodel.

Usually, a setof initial states / C S is alsospecified. The model M can startin ary of
theinitial states/. Thereforewe will write amodel A as(V, R, I) emphasizinghe fact thatit
hasthreecomponentsi.e., the setof variables transitionrelation,anda setof initial states.The
specificlanguageusedto describethe modelis not very importantto describethe concepts.We
will describeaspecificmodelinglanguagdater Statesof amodelM weredefinedoefore.A path
is afinite or infinite sequencef stateqsq, s1,- - -, s;, - - -) suchthat(s,, s;+1) is avalid transition
in the model. In otherwordsa pathdescribes sequencef statesvereeachstepcorresponds$o
avalid transitionin the model. Usually we will denotea pathusingthe Greeksymbol=. Given
apathr = (sg, 1,54, -), 7 denoteghe suffix of = startingatthe:-th state or given by the
following sequence:

(Siy8ig1s )
Figure2 shavs a smallmodel(canyou guessvhatthemodeldoes?) A path= throughthe model
is shavn below:

((z=0,y=-1),(2=0,y=0),(z=0,y=1),(a=Ly=1),(z =0,y =0))
Path7? startsatthe secondstate(remembewve startcountingfrom zero)andis shavn below:
((x =0,y = 1)7(1; =1ly= 1)7(7; =0,y = 0))

3 Temporallogic
In temporallogic onecantalk about‘time” in additionto atomicproperties As we will seelater,

it is importantto have the notion of time to expresspropertiesaboutreactve systems.We will
describea powerful temporallogic calledthe Computation Tree Logic or CTL* for short.
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Figure2: A smallexample

First,we describeatomic properties for describinglocal” propertiesaboutstates.Throughout
this sectionconsideramodel M = (V, I, R), wheretherearen statevariablesV = {vy,---,v,}.
Let D; bethedomainassociateavith variablev;. A basic atomic property hasthefollowing form:

o v; = x,v; < x,andv; > z wherez is anothewariablefrom thesetV or aconstanfrom the
domainD; of thevariablev;.

A basicatomicpropertyis anatomic property. More complicatedatomicpropertiescanbe con-
structedfrom otheratomicpropertiesusingconjunction(denotedoy A), disjunction(denotedoy
V), andnegation(denotedoy —). An exampleof anatomicpropertyis givenbelow:

p=(r=y)A~(z>3) 1)

Recallthat a states is simply an assignmento all the variablesv,, - - -, v,. Supposdhereis a
programwith threevariablese,y, andz. Considetthefollowing two states:

s1 = (e=3,y=3,z=

S = (e=3,y=2,2=2

Considerthe atomicpropertyp shavn in equationl. The atomicpropertyp shavn in equationl
is truein states; andfalsein states, (why?).We denotethisfactby s, |= p (or s; satisfiep) and
sy = p (or s, doesnot satisfyp). Hencegivenan atomicpropertyp anda states onecandecide
whetheror not s satisfies.

CTL* hastwo typesof formulasstate formulas (to expresspropertiesaboutstates)and path
formulas (to expresspropertiesaboutpaths).Let AP bethe setof atomicproperties.Grammars
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SF — AP
SF — {=SF|SFASF|SFvVSF}
SF — {A(PF) | E(PF)}
Figure3: Grammairfor generatingstateformulas
PF — SF
PF — {-PF | PFAPF|PFVPF}
PF — {XPF|FPF|GPF|PFUPF|PFRPF}

Figure4: Grammarfor generatingpathformulas

for generatingstateandpathformulasin CTL* areshavn in Figure3 and4 respectiely. S F and
P F arenon-terminaldhatderive stateandpathformulasrespectrely. Recallthat A P is the setof
atomicformulas.

Exercisel Considettheformula f givenbelow:
f =

Is f apathor stateformula?Usethegrammarshavn in Figures3 and3 to derive f.

Al(z =2) U (E(y >3)))

We have giventhe syntaxof CTL*. Next we turnto the semanticof CTL*, i.e., givenamodel
M = (V, R, ) andaCTL"* formulaf, how doesoneonedeterminevhetherM satisfiesf (denoted
by M = f)? Firstwe definethe“satisfactionrelationfor statesandpathsandthenfor models.In
generalfor thestatementgivenbelon M, s |= f meanghatastates in themodel M satisfieghe
stateformula f andM, = = f meanghatthe pathr satisfiesa pathformula f. Remembethata
stateformulais interpretecbver statesanda pathformulais interpretedover paths.

M,sEp & skEp
M,sk=-fi & M,slfi
M,skEfiAf, & M,skfi and M,s = f;
M,skE AVf, & Mskfior Mk f
M,s = E(f1) & thereisapathz from s suchthatM, = = ¢
M,s = A(f,) < foreverypathr froms M,n = g, holds
M,mE fi & sisthefirststateof m andM,s E f;
M,al=-g & MnFag
MrEaNg & Mg andM,n =g,
M,mlEqVg & MrEgorMEg
MaEXg & Mia'kEag
M,m=F ¢ <& thereexistsak > 0 suchthatM, " = g
M, 7= g Ug, & thereexistsak > 0 suchthat

M, 7" |= g, andforall 0 < j < k, M, 77 = g
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M,m =g Rg, & forallj > 0,if for every
i < 3, M, 7t [ g thenM, n7 = g,

Noticethatthe semanticgivenabore is with respecto a specificstateanda pathin themodel. A
modelM = (V, R, [) is said to satisfy a stateformula f if for all initial statess € I, M,s |= f,
or in otherwordsall initial statesof the modelsatisfythe formula f. Next we try to explain the
semantic®f CTL in anintuitive manner Hereis an explanationof the variousoperatorghatcan
appeain apathformula.

X (“next time”) requiregthata propertyhold in the secondstateof the path.

F (“eventually” or “in the future”) operatorgs usedto assertthata propertywill hold at
somestateon thepath.

G (“always” or “globally”) specifieghata propertyholdsat every stateon the path.

U (“until”) operatoris a bit morecomplicatedsinceit is usedto combinetwo properties.It
holdsif thereis a stateon the pathwherethe secondpropertyholds,andat every preceding
stateon the path,thefirst propertyholds.

R (“releases”)alsocombinestwo properties,andis the logical dual of the U operator It
requireshatthe secondropertyholdsalongthe pathupto anincludingthefirst statewhere
the first propertyholds. In otherwords, oncethe first propertybecomedrue, the second
propertyis “released’of its commitmentj.e., doesnot have to betruearymore.

Make surethat you understandhe explanationsgiven above. Try to relatethe explanations
given abore to formal semanticprovided earlier Now we will give a procedureo translatea
CTL* formulainto a naturallanguagdorm. Thiswill aidyou in understandinghe formulas.Let
T R(f) denotethetranslationof formula f into english(well sortof english).Hereis therecursve
definitionof f:

T'R(p)
(statesatisfies' R(p))

_‘f1
(statedoesnotsatisfyT' R( f1))

i fo
(statesatisfies!'R( f1) andT R( f2))

fiVvfe
(statesatisfies!'R( f1) or T'R( f2))

o A(f)

(all pathsstartingfrom the statesatisfy7 R( f))



o E(f)
(thereexistsa pathstartingfrom the statesatisfying7' R( f))

o fi
(pathsatisfiesl'R( f,))

[} _|gl

(pathdoesnot satisfyT R(g1))

® g1 Vg
(pathsatisfies!' R(g1) or T'R(g2))

® g1 \g
(pathsatisfies!' R(g; ) and7 R(g2))

e X g
(in thenext time onapath7 R(g,) holds)

[} Fgl
(eventuallyonthepath? R(g¢, ) holds)

e Gy
(globally onthepath' R(g,) holds)

e 1 Ug
(T'R(g2) eventuallyholdson the pathanduntil thattime 7' (¢, ) holds)

e 1 Rg
(T'R(g2) holdsalongthe pathup to andincludingthefirst statewhere?' R(g, ) holds)

Considetthe following formula:
AG(Req — AF Ack)
Translatingheformulausingtherecipegivenabore we getfollowing naturallanguagehrase:

(all paths starting fromthe state satisfy
(gl obally on the path
(i1f “*Req’’ is true then
(all paths starting fromthe state satisfy
(eventually on the path *‘Ack’’ hol ds)
)
)
hol ds )

)

Theenglishphrasegivenabove canbe paraphraseds(checkthis!)

Alwaysif arequesbccursthenit is alwayseventuallyacknavledged.
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PF — {XSF|FSF|GSF|SFUSF|SFRSF}

Figure5: Grammarfor generatingpathformulasfor CTL

PF — AP
PF — {~PF | PF A PF|PFV PF}
PF — {XPF|FPF|GPF|PFUPF|PFRPF}

Figure6: Grammairfor generatingpathformulasfor LTL

3.1 CTLandLTL

CTL andLTL areimportantfragmentsof the powerful logic CTL*. Both CTL andLTL are“less
powerful” than CTL*. CTL is a restrictedsubsetof CTL* whereeachof the temporaloperators
X, F,G,U, andR have to be immediatelyprecededoy a pathquantifierA or E. The grammar
describingthe stateformulafor thelogic CTL is the sameasgivenin Figure3. Thegrammarfor
describingpathformulasin thecaseof CTL is shovn in Figure5.

Linear temporal logic (or LTL) for short)wherethe stateformulasareof theform A f, where
f isapathformula. In otherwords,the only productiondescribinghe stateformulain the caseof

LTL is:
SF — APF

Thegrammardescribingpathformulafor LTL is shovn in Figure6.

CheckthatA(FGp) isnotaCTL formulabutaLTL formula. It canbeshavn thattheredoesnot
exist a CTL formulathatis “equivalent”to the LTL formulaA(FGp). Similarly, thereis not LTL
formulathatis equivalentto the CTL formulaAG(EFp). Thedisjunctionof thesetwo formulas

A(FGp) v AG(EFp)

is a CTL* formulathatis not expressiblen CTL or LTL. In otherwords,CTL andLTL arestrict
subset®f CTL*, andCTL andLTL areincomparable.

3.2 Typical specifications

Sometypical specificationghat might arise during the verification processare describednext.
Makesurethattheexplanationgrovidedwith eachspecificatiorarecompatiblewith thesemantics
givenearlier

o EF(Started N —Ready): It is possibleto getto a statewhereStarted holdsbut Ready does
nothold.

AG(Req — AF Ack): If arequesbccursthenit will be eventuallyacknaviedged.

e AG(AF Device Enable ): ThepropositionDevice Enabled holdsinfinitely oftenoneverycom-
putationpath.

o AG(EFRestart): Fromary stateit is possibleto getto the Restart state.



3.3 Relationshipsbetweenformulas

Most of the formulaswe will encountemwill bewrittenin CTL. Thereareten basicoperatorsn
CTL.

AX andEX.

AF andEF.

AG andEG.

AU andEU.

AR andER.

Eachof theten operatorcanbe expressedn termsof the threeoperator€EX, EG, EU. So
thereareonly threebasicoperatorsandtherestis just“syntacticsugar”.

o AX f = —EX(~f)
e EF f = E[true U f]
e AG f = —EF(—f)

AF f = —EG(—f)

A[f U g] = —|E[—|g U —|f A —|g] A —|EG—|g

AlfRg] = —E[~f U —g]
E[fRg] = -A[-f U —g]

Let usreasoraboutthethird equation We will referto theequationgjivenabove astheduality
eguations. SupposeAG f is truein a states of the model. This meansthat on every path =
startingfrom the states the formula f holdsglobally. In otherwords,—f is never true on ary
pathr startingfrom the states, or EF—f is nottruein states. You shouldreasoraboutthe other
equationsn asimilar mannerandcorvinceyourselfthatthey aretrue.



