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1 Intr oduction

In softwareengineeringseveral formalismarein someform or anothercompositionsof statema-
chines.For example,Statecharts aresimplystatemachines.Thereis valuein simplywriting these
formal specificationsdown becauseit forcesthedesignerto think carefully. However, in highly
distributeddesignssubtleerrors(suchasdeadlocksor raceconditions)areveryhardto catchsim-
ply by inspection.Thedifficulty stemsfrom thefact thattheglobalstatespaceof theentiresystem
canbe very large andexhibit very complex behaviors. Therefore,thereis a needfor automatic
analysisof specificationsexpressedascompositionof statemachines.Model checking is a tech-
niqueto automaticallyanalyzewhetheramodelof adistributedsystemhasadesiredproperty, e.g.,
absenceof deadlocks.

Model checkingtakesasits input a formal model of the systemanda property expressedin
temporallogic. Temporallogics arelogics thathave a notionof time. Using sophisticatedstate
spaceexplorationtechniquesamodel checker verifiesthatthemodelsatisfiesthedesiredproperty.
If thepropertyturnsout to befalsein themodel,mostmodelcheckersoutputacounter-example-a
traceof statesin themodelthatshows“why” thepropertydoesnothold. Figure1 givesaschematic
descriptionof amodel-checker.

Next we describethe two inputsto the modelchecker. The discussionis kept at an abstract
level. Wewill discussspecificdetailswhenwe describethemodelcheckerNuSMV.

2 Describingthe model

A model
�

hastwo components� and � describedbelow:

� Variables� is thesetof statevariablesin themodel.If themodelhas� statevariables,wewill denote
themby ���	��
�
�
��	��
 . Eachstatevariable ��� hasan associateddomain ��� . Notice that the
entirestatespaceof thesystemis simply theCartesianproductof thedomains� � ��
�
�
���� 

(denotedby � 
����� � � ). A state is simply an assignmentto the variablesin the set � from
their domain. For example,considera modelthathastwo variables� and � with domains��� �	���	� � and

��! ��"�� respectively. Then #$�&%'���	�(%)"�* is a stateof themodel.Thesetof all
statesis calledthestatespaceof themodelandwill bedenotedby + .
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Figure1: Schematicdescriptionof modelchecking

� Transition relation� is thetransitionrelation.Formally, � is therelationfrom + to + (denotedas �-,.+0/ + ).
If #21��	1�3�*546� , this meansthatfrom state1 it is possible or valid to transitionto state1�3 . The
transitionrelation � encapsulatesall possible/valid transitionsin themodel.

Usually, a set of initial states 798 + is also specified. The model
�

can start in any of
the initial states7 . Therefore,we will write a model

�
as #:�;�<���<7=* emphasizingthe fact that it

hasthreecomponents,i.e., thesetof variables,transitionrelation,anda setof initial states.The
specificlanguageusedto describethe modelis not very importantto describethe concepts.We
will describeaspecificmodelinglanguagelater. Statesof amodel

�
weredefinedbefore.A path

is a finite or infinite sequenceof states#21�>��	1 � ��
�
�
��	1 � ��
�
�
?* suchthat #$1 � �	1 ��@�� * is a valid transition
in themodel. In otherwordsa pathdescribesa sequenceof stateswereeachstepcorrespondsto
a valid transitionin themodel. Usuallywe will denotea pathusingtheGreeksymbol A . Given
a path A0%)#21�>��	1 � ��
�
�
��	1 � ��
�
�
B* , A � denotesthesuffix of A startingat the C -th state,or givenby the
following sequence: #21 � �	1 ��@�� ��
�
�
���*
Figure2 showsa smallmodel(canyouguesswhatthemodeldoes?).A path A throughthemodel
is shown below:

#D#$�E% ! �	�F%9GH"�*I��#2�(% ! �I�J% ! *I��#2�(% ! �I�J%9"�*I��#2�(%9"K�I�J%L"�*	��#$�E% ! �I�J% ! *D*
Path ANM startsat thesecondstate(rememberwestartcountingfrom zero)andis shown below:

#D#$�O% ! �	�P%9"�*I��#2�E%'"K�	�P%9"�*I��#2�E% ! �	�P% ! *Q*

3 Temporal logic

In temporallogic onecantalk about“time” in additionto atomicproperties.As we will seelater,
it is importantto have the notion of time to expresspropertiesaboutreactive systems.We will
describea powerful temporallogic calledtheComputation Tree Logic or CTLR for short.
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Figure2: A smallexample

First,wedescribeatomic properties for describing“local” propertiesaboutstates.Throughout
this sectionconsidera model

� %S#:�;�<7.���T* , wherethereare � statevariables�)% � � � ��
�
�
��I� 
 � .
Let � � bethedomainassociatedwith variable� � . A basic atomic property hasthefollowing form:

� � � %U� , � �NV � , and � �XW � where� is anothervariablefrom theset � or aconstantfrom the
domain � � of thevariable� � .

A basicatomicpropertyis anatomic property. More complicatedatomicpropertiescanbecon-
structedfrom otheratomicpropertiesusingconjunction(denotedby Y ), disjunction(denotedbyZ

), andnegation(denotedby [ ). An exampleof anatomicpropertyis givenbelow:

\ % #2�E%]�^*_Y`[a#2b Wdc * (1)

Recall that a state 1 is simply an assignmentto all the variables� � ��
�
�
��	� 
 . Supposethereis a
programwith threevariables� ,� , and b . Considerthefollowing two states:

1 � % #$�O% c �	�J% c �	bF%feg*
1 M % #$�O% c �	�J%Ue=�	bF%feg*

Considertheatomicproperty\ shown in equation1. Theatomicproperty\ shown in equation1
is truein state1K� andfalsein state1 M (why?).We denotethis factby 1h�ji % \ (or 1K� satisfies\ ) and1 M(ki % \ (or 1 M doesnot satisfy \ ). Hencegivenanatomicproperty\ anda state1 onecandecide
whetheror not 1 satisfies\ .

CTL R hastwo typesof formulasstate formulas (to expresspropertiesaboutstates)andpath
formulas (to expresspropertiesaboutpaths).Let lnm be thesetof atomicproperties.Grammars
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+po q lnm+po q � [r+po)i�+rodYs+po)i�+ro Z +pot�+po q �
A #:m�ot*ui E #vmnoH*D�

Figure3: Grammarfor generatingstateformulas

m�o q +pom�o q � [pm�owiKm�odY`m�o)i�m�o Z m�ot�m�o q �
X mnoxi F m�o)i G m�o)i�m�o U m�o)i�m�o R m�ot�

Figure4: Grammarfor generatingpathformulas

for generatingstateandpathformulasin CTLR areshown in Figure3 and4 respectively. +po andm�o arenon-terminalsthatderivestateandpathformulasrespectively. Recallthat lnm is thesetof
atomicformulas.

Exercise1 Considertheformula y givenbelow:

y % A #Q#2�E%feg* U # E #2� Wdc *Q*D*
Is y a pathor stateformula?Usethegrammarsshown in Figures3 and3 to derive y .

We have giventhesyntaxof CTLR . Next we turn to thesemanticof CTLR , i.e., givena model� %9#:�;�<���<7=* andaCTL R formula y , how doesoneonedeterminewhether
�

satisfiesy (denoted
by

� i %fy )? Firstwedefinethe“satisfaction”relationfor statesandpathsandthenfor models.In
general,for thestatementsgivenbelow

� �I1Ji %fy meansthatastate1 in themodel
�

satisfiesthe
stateformula y and

� �	Adi %'y meansthat thepath A satisfiesa pathformula y . Rememberthata
stateformulais interpretedoverstatesandapathformulais interpretedoverpaths.

� �I1Oi % \ z 1Ji % \� �	1{i %L[;y � z � �	1 ki %dy �� �	1Ji %Uy � Y|y M z � �	1(i %dy � and
� �I1Ji %]y M� �	1Ji %Uyg� Z y M z � �	1(i %dy�� or

� �I1Ji %fy M� �I1Ji % E #$y � * z thereis a path A from 1 suchthat
� �	A}i %�~ �� �	1(i % A #$yg�	* z for everypath A from 1 � �IA�i %�~=� holds� �IA�i %dy � z 1 is thefirst stateof A and

� �	1Ji %dy �� �	A�i %�[N~=� z � �	A ki %�~��� �	A�i %�~ � Y(~ M z � �	A}i %�~ � and
� �IA�i %�~ M� �	A�i %�~=� Z ~ M z � �	A}i %�~�� or

� �IA�i %�~ M� �	A0i % X ~ � z � �	A � i %}~ �� �	A}i % F ~ � z thereexistsa �|� !
suchthat

� �	AN�Pi %}~ �� �	A0i %�~ � U ~ M z thereexistsa �|� !
suchthat� �	AN�Pi %�~ M andfor all

!P�0� V �_� � �	A���i %}~ �
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� �	A0i %�~ � R ~ M z for all
� � !

, if for every

C V � � � �	A � ki %�~ � then
� �	A���i %}~ M

Noticethatthesemanticsgivenabove is with respectto a specificstateanda pathin themodel.A
model

� %w#v�������<7=* is said to satisfy a stateformula y if for all initial states1(4]7 ,
� �I1&i %Sy ,

or in otherwordsall initial statesof themodelsatisfythe formula y . Next we try to explain the
semanticsof CTL in anintuitive manner. Hereis anexplanationof thevariousoperatorsthatcan
appearin a pathformula.

� X (“next time”) requiresthata propertyhold in thesecondstateof thepath.

� F (“eventually” or “in the future”) operatorsis usedto assertthat a propertywill hold at
somestateon thepath.

� G (“always” or “globally”) specifiesthata propertyholdsateverystateon thepath.

� U (“until”) operatoris a bit morecomplicatedsinceit is usedto combinetwo properties.It
holdsif thereis a stateon thepathwherethesecondpropertyholds,andat every preceding
stateon thepath,thefirst propertyholds.

� R (“releases”)alsocombinestwo properties,andis the logical dual of the U operator. It
requiresthatthesecondpropertyholdsalongthepathupto anincludingthefirst statewhere
the first propertyholds. In otherwords,oncethe first propertybecomestrue, the second
propertyis “released”of its commitment,i.e.,doesnot have to betrueanymore.

Make surethat you understandthe explanationsgiven above. Try to relatethe explanations
given above to formal semanticsprovided earlier. Now we will give a procedureto translatea
CTL R formula into a naturallanguageform. This will aid you in understandingtheformulas.Let� ��#2yN* denotethetranslationof formula y into english(well sortof english).Hereis therecursive
definitionof y :

� � ��# \ *
(statesatisfies

� ��# \ * )
� [;yg�

(statedoesnotsatisfy
� ��#2y��D* )

� y � YOy M
(statesatisfies

� ��#2y � * and
� ��#$y M * )� y � Z y M

(statesatisfies
� ��#2y � * or

� ��#2y M * )� A #2yN*
(all pathsstartingfrom thestatesatisfy

� ��#$y�* )
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� E #2yN*
(thereexistsapathstartingfrom thestatesatisfying

� ��#2y�* )
� y �

(pathsatisfies
� ��#2y � * )

� [N~ �
(pathdoesnotsatisfy

� ��#�~ � * )
� ~ � Z ~ M

(pathsatisfies
� ��#�~ � * or

� ��#�~ M * )� ~ � YJ~ M
(pathsatisfies

� ��#�~ � * and
� ��#�~ M * )� X ~ �

(in thenext timeonapath
� ��#�~ � * holds)

� F ~ �
(eventuallyon thepath

� ��#�~ � * holds)

� G ~ �
(globallyon thepath

� ��#�~ � ) holds)

� ~ � U ~ M
(
� ��#�~ M * eventuallyholdson thepathanduntil thattime

� ��#�~ � * holds)

� ~ � R ~ M
(
� ��#�~ M * holdsalongthepathup to andincludingthefirst statewhere

� ��#�~ � * holds)

Considerthefollowing formula:

AG #:�T�Q�nq AF �u����*
Translatingtheformulausingtherecipegivenabovewegetfollowingnaturallanguagephrase:

(all paths starting from the state satisfy
(globally on the path

(if ‘‘Req’’ is true then
(all paths starting from the state satisfy

(eventually on the path ‘‘Ack’’ holds)
)

)
holds )

)

Theenglishphrasegivenabove canbeparaphrasedas(checkthis!)

Always if a requestoccurs,thenit is alwayseventuallyacknowledged.
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m�o q �
X +roxi F +po)i G +po)i�+ro U +roxiK+po R +pot�

Figure5: Grammarfor generatingpathformulasfor CTL

m�o q lnmm�o q � [pm�owiKm�odY`m�o)i�m�o Z m�ot�m�o q �
X mnoxi F m�o)i G m�o)i�m�o U m�o)i�m�o R m�ot�

Figure6: Grammarfor generatingpathformulasfor LTL

3.1 CTL and LTL

CTL andLTL areimportantfragmentsof thepowerful logic CTLR . Both CTL andLTL are“less
powerful” thanCTLR . CTL is a restrictedsubsetof CTLR whereeachof the temporaloperators
X, F,G,U, andR have to be immediatelyprecededby a pathquantifierA or E. The grammar
describingthestateformulafor the logic CTL is thesameasgivenin Figure3. Thegrammarfor
describingpathformulasin thecaseof CTL is shown in Figure5.

Linear temporal logic (or LTL) for short)wherethestateformulasareof theform A y , wherey is apathformula. In otherwords,theonly productiondescribingthestateformulain thecaseof
LTL is: +po q A m�o
Thegrammardescribingpathformulafor LTL is shown in Figure6.

CheckthatA # FG\ * is notaCTL formulabutaLTL formula.It canbeshown thattheredoesnot
exist a CTL formula that is “equivalent” to theLTL formulaA # FG\ * . Similarly, thereis not LTL
formulathatis equivalentto theCTL formulaAG # EF\ * . Thedisjunctionof thesetwo formulas

A # FG\ * Z AG # EF\ *
is a CTL R formula that is not expressiblein CTL or LTL. In otherwords,CTL andLTL arestrict
subsetsof CTL R , andCTL andLTL areincomparable.

3.2 Typical specifications

Sometypical specificationsthat might ariseduring the verification processare describednext.
Makesurethattheexplanationsprovidedwith eachspecificationarecompatiblewith thesemantics
givenearlier.

� EF #:���$�����v�Q�tY�[r�j�Q�����g* : It is possibleto getto a statewhere �^�2���	�:�Q� holdsbut �T�Q����� does
nothold.

� AG #v�T�Q�Tq AF �����.* : If a requestoccurs,thenit will beeventuallyacknowledged.

� AG # AF  ¡��¢�£��<�D¤¦¥.��§<¨©��* : Theproposition P��¢�£��<�D¤¦¥.��§<¨ª�Q� holdsinfinitely oftenoneverycom-
putationpath.

� AG # EF �j�D«��2���	�D* : Fromany stateit is possibleto getto the �T�D«��$����� state.
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3.3 Relationshipsbetweenformulas

Most of the formulaswe will encounterwill bewritten in CTL. Therearetenbasicoperatorsin
CTL.

� AX andEX.

� AF andEF.

� AG andEG.

� AU andEU.

� AR andER.

Eachof the ten operatorscanbe expressedin termsof the threeoperatorsEX, EG, EU. So
thereareonly threebasicoperatorsandtherestis just “syntacticsugar”.

� AX y¬% [ EX #:[;y�*
� EF y­% E ®B�$��¯^� U y�°
� AG y¬% [ EF #v[�yN*
� AF y¬% [ EG #:[;yN*
� A ®±y U ~=°s% [ E ®²[N~ U [;yOYs[�~=°.Y�[ EG [N~
� A ®±y R~=°|% [ E ®²[;y U [N~=°
� E ®±y R ~=°|% [ A ®²[;y U [N~=°
Let usreasonaboutthethird equation.Wewill referto theequationsgivenaboveastheduality

equations. SupposeAG y is true in a state 1 of the model. This meansthat on every path A
startingfrom the state 1 the formula y holdsglobally. In otherwords, [;y is never true on any
path A startingfrom thestate1 , or EF [;y is not truein state1 . You shouldreasonabouttheother
equationsin asimilarmannerandconvinceyourselfthatthey aretrue.
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