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Abstract

e reporton a new capability for mobile comput-
ing ealled InternetSuspend/Resumé& his medanism
mimicstheopeningandelosingof a faptop, but avoids
physicaltransportof hardware. e showthat this ea-
pability ean be implementedby layering virtual ma-
chine tedanola@y on a distributedfile system.\\e also
showhowthe key obstacleof large VM statesizeean
be overcomeby exploiting proactivity and by usingin-
ecrementalstatetransferto theresumesite Our exper
imentseonfirmthat thesetediniquesare successfuin
reducingresumdatencyto justa few secondgor a typ-
ical present-daymadiine configuation. Thepaperde-
scribesa numberof statetransferpoliciesand guan-
tifies their relative merits using an industry-standat
ben&mark.

1 Introduction

Internet Suspend/Resun{éSR) is a new capabil-
ity for mobile computingthatmimicsthe openingand
closing of a laptop, but avoids physicaltransportof
hardware. Throughrapid andeasypersonalizatioand
depersonalizatiomf anorymous hardvare, a useris
ableto effortlesslysuspenavork atonemachineandto
resumat atanotherISR canbeimplementedy layer
ing virtual maching VM) technologysuchasVMware
Workstation[5], on a distributed file systemsuchas
NFS, AFS or Coda. The VM performsthe encapsula-
tion of executionstateandusercustomizationthedis-
tributed file systemtransportsthat stateacrossspace
andtime betweensuspendandresume.Useof a VM
for stateencapsulatiorliminatesthe needfor modifi-
cationsto applicationsor the operatingsystem. As a
result,ISR supportainmodifiedWindows software.

A key obstacleto realizingISR s large resumda-
tency The stateof a typical VM todayis very big —
atleastmary GB, andpossiblymary tensof GB. The
time it takesto move this stateto the resumesite may
beintolerable.Sincedisk capacityandhenceVM state
size,is growing muchmorerapidly thanend-to-endn-
ternetbandwidththisdelaywill only worserovertime.

This paperdescribeshow we have overcomethis
problemandbuilt anISR systemwith resumeateny
of just afew seconds— comparableo thetypical de-
lay one experiencesafter openinga laptop. Specifi-
cally, foraVM configuredwith a4GBdiskand256MB
RAM running Windows XP and an industry-standard
benchmarkwe demonstratdest-caseesumelateny
of about2.5 seconds.This assumeampletravel time
betweeensuspendand resumesites, advance knowl-
edgeof resumesite, and LAN connectity. Under
the lessoptimal conditionsof minimal travel time and
no prior knowledgeof resumesite,we demonstratee-
sumelateny of about30 seconds.

We begin in Section2 with a brief review of virtual
machinesandalternatve approacheso usermobility.
Then,in Section3, we describdessondrom anearly
proof-of-concepprototype. We thenmotivateandde-
scribean improved prototypein Section4. Next, in
Section5, we describea rangeof statetransferpoli-
cies,their strength@andweaknesseandthe resultsof
experimentsthat quantify thesetradeofs. Finally, in
Sectionsb and7, we discussuture work andsumma-
rize the mainresultsof the paper

2 Background and Related Work

VMware Workstation (abbreiated to just
“VMw are” in the rest of this paper)is a modern,
commercialvirtual madine monitor (VMM) [4] that
providesaVM abstractiondenticaltoaPC.TheVMM
runswithin a hostoperatingsystemandrelieson it for
commonsystemservicessuchasdevice management.
The operatingsystemthat executeswithin a VM is
referredto as a guestoperatingsystem. VMware
supportsmary operatingsystemsas guestsincluding
Windows 95/98,Windows 2000/XR andLinux. A user
can configuremary importantparametershat define
the VM including the amountof memory size and
arrangemenif disks,andnumberof network adapters.

The stateof eachsupportedWM is mappedo files
in the local file systemof the host. For example, if
a VM is namedtestvm, its configurationis in the



file testvm.cfg. This file describeghe types,num-
bers, and arrangemenof the virtual hardware com-
ponents. Anotherfile, testvm. log, senesasa log-
ging mechanisnfor the VMM. The non-\olatile state
of the virtual systemis maintainedin a handful of
files: one for the standardPC non-wlatile memory
state(testvm.nvram), andonefor eachof the virtual
diskdrives(testvml .vmdk, testvm2.vmdk, andso
on). Thesenon-wlatile statefiles provide enoughin-
formationto restartthe VM afterit hasbeenpowered-
off. If testvm is suspendedthe file testvm.vmss
captureghevolatile stateof the processqmlevices,and
mainmemoryatthepointof suspensionOncetestvm
hasbeensuspendeahesefiles canbe copiedto a re-
motehostwith similar hardwarearchitectureA VMM
on the remotehostcanthenresumethe VM. In other
words,the VM hasbeenmigrated.

In contrasto thewell-known difficultiesof process
migration[2, 13, 15], VM migrationis simplerbecause
volatile executionstateis betterencapsulatedt is also
tolerantof greatedisparitybetweerthe sourceandtar-
get systemsacrosswhich migration occurs. For pro-
cessmigrationto succeedtherehasto be a very close
matchbetweerhostandtaiget operatingsystemsjan-
guageruntimesystemsandsoon. In contrastVM mi-
grationonly requiresacompatibleVMM andhardvare
architectureat the target. The price for this flexibility
is a substantiaincreasdn statetransfersize.

Anotherwell-documentedipproacho usermobil-
ity is to usea thin client. In this case all executionis
doneremotelyon a computesener andonly the user
interface follows a useras he moves around. Exam-
plesof thisapproachincludelnfopad[14], SLIM [10],
VNC [8] andX-Move[11]). Thisapproachs attractve
in a well-connectechetworking ervironmentbecause
little statehasto betransferredacrosssiteswhenauser
moves. However, it suffers from poor usability when
network lateny is high andfails completelywhenthe
client is disconnected.In contrast,ISR only requires
network connecwity while stateis beingtransferredo
the resumesite. After that, the network can be dis-
connectedintil the next move of the user Interactve
responsds crisp even when network lateny is high,
becausexecutionis local.

3 Initial Prototype

To gain hands-orexperiencewith ISR, we imple-
menteda simple prototypeusing NFS. The host OS

wasLinux andthe guestOS wasWindows XP config-
uredfor a VM with 128 MB of RAM anda 2 GB vir-
tual disk— a smallconfiguratiorby todays standards.
Sincethevirtual disk wasonly half full, VMwarecon-
densedhevirtual diskdatafile toaboutl GB. VM state
residedn thelocalfile system.On suspendthesefiles
werecopiedout to NFS; on resumethey werecopied
in from NFSto thenew site.

Figurel summarizeshe obsered suspendndre-
sumetimeson this prototype.Full detailsof theseex-
perimentscanbe found elsawhere[7]. As the second
columnof Figure 1 shaws, resumetook roughly two
minuteswhile suspendook abouttwo anda half min-
utes.Thesdaimesaremorethananorderof magnitude
largerthanthe few second®f delayexperiencedvhen
openingor closinga laptop.

Userstendto perceve resumdateny moreacutely
than suspendlateny becausesuspendcan overlap
travel — a usercan departimmediatelyafter initiat-
ing suspendinlesshe is paranoidaboutthe operation
failing. We usedfile compressiorto take adwantage
of this asymmetryin userperception. VM files were
compressedtthe suspendite beforecopyoutto NFS;
they weredecompressedftercopyin attheresumesite.
The third columnof Figure 1l shows thatresumetime
is reducedby nearly 40% to about73 secondswhile
suspendime s increasedy 8%.

Event No Compression With Compression
Resume 125(0.2) 73 (4.3)
Suspend 146 (19.6) 158(0.9)

This table shows the average time, in seconds, of suspend
and resume operations with cold NFS file caches. All experi-
ments were repeated three times, and the observed standard
deviations are shown in parentheses. All machines were 1.7
GHz Pentium 4 with 512 MB DRAM running Red Hat Linux
7.2, VMware Workstation 3.0 and NFS v3. The network was
100 Mb/s Ethernet. Compression was done with gzip.

Figure 1. Performance of Initial Prototype

4 Improved Prototype
4.1 Design Rationale

Our initial prototypeconfirmedthe thesisunderly-
ing ISR: by layeringa VM on top of a distributedfile
systemponecanindeedsuspendxecutionat oneloca-
tion andresumeit seamlesslglsawvhere.No modifica-
tionsarenecessaryo the operatingsystemor applica-
tions. In particular ISR worksrobustly with Windows.



At the same time, our experiments clearly
shawved that resumetimes comparableto laptop sus-
pend/resumarenot attainablewithout a more sophis-
ticatedimplementation We have thereforebuilt a new
prototypethatimprovesuponthe original in a number
of ways. In therestof this sectionwe discusshe key
factorsthathave influencedour redesign.

First, we wish to supportISR anywhereon the In-
ternet,includinglocationswith low-bandwidthconnec-
tivity. A typical scenariove ervisionis abusinesgrav-
eller in a hotel room with just a modem. SinceNFS
only works well in LAN ervironments,we have de-
cidedto useCodainstead.Codas supportfor weakly-
connecteanddisconnectedperation9] fits well with
our goalof ubiquitousISR.

Second,temporallocality is often presentin the
mobility patternsof users. For example,a common
usagepatternwe ervision for ISR is a userworking
at home, suspendingtravelling to his office, and re-
sumingthere; later in the day he suspendaat the of-
fice, returnshome,andresumesAs anotherexample,
a worker in a corporatecampusor a supervisorin a
factorymightvisit thelocationsof his coworkersmary
timesin the courseof a day We wish to exploit such
mobility patterngo improve ISR performance.

Third, we ervision mary situationswhereISR al-
lows a userto take advantageof anunanticipatedliver
of time for productve work. For example,duringan
unepecteddelayin a doctors office, we would like a
userto be productve ratherthanidly leafingthrougha
magazine.For suchsituationswith brief usageinter
vals,rapidresumes essentiabvenatthe costof slight
delayslater

Fourth, it is sometimepossibleto confidentlypre-
dictwhereauserwill resumework. Forexample when
auserleavesfor theairportaftersuspend is likely that
he will resumeeitherin his airline’s loungeor at his
preassignedircraftseat.With theassistancef higher
level software,it maybe possibleto identify likely re-
sumelocationsand proactvely transferstateto those
locations.Thiswill lowerresumdateng. Sinceproac-
tivity merelyrequireswarminga file cachein our de-
sign, the consequencesf actingon anerroneougpre-
dictionaremild. Usefulfile cachestatemaybeflushed
andnetwork bandwidthmaybewastedput thereis no
lossof correctnessr needfor cleanupactions.

VM
App (MS Word)
Guest OS (Win XP) « Vulpes
VMM (VMware) |
" _Fauxide | Host OS
(/devindk)

(Linux)

Hardware
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Figure 2. ISR Host Architecture
4.2 Architecture

Figure 2 shaws the hostarchitecturehat we have
developedin responsdo thesedesignconsiderations.
A key attribute of this architectureis that it givesus
considerabldlexibility in experimentingwith a wide
rangeof statetransferolicies.

A loadablekernelmodulecalledFauxidesenesas
thedevicedriverfor apseudo-déce named/dev/hdk
in Linux. A VM is configuredto use this pseudo-
device asits solevirtual disk in “raw” mode. Refer
encedo thispseudo-déce fromtheVM areredirected
by Fauxideto a processalledVulpes.It is Vulpesthat
implementghe statetransferpolicy for the VM’ s disk
by controllingthe mappingof its datato files in Coda.
It alsocontrolsthe hoarding(i.e., Codacachewarm-
ing) of thosefiles. SinceCodauseswholefile caching,
Vulpesdividesthevirtual disk into 256KB chunksand
mapseachto a separatdile. Thesefiles areorganized
asatreein Coda.VMwarealsousesCodato storethe
othercomponent®sf VM statementionedn Section2.
Sincethesefiles arerelatvely smallcomparedo a vir-
tual disk, whole-file cachingdoesnot posea problem.

5 VM State Transfer Policies

The copyout/copyin statetransferpolicy of our ini-
tial prototype(Section3) representshe mostconser
vative endpointin a spectrumof possiblepolicies. No
attemptis madeto propagatelirty statebeforesuspend,
andresumes blocked until the entirestatehasarrived.
Onecantake threestepso shorterresumdatengy:

o allow resumeo occurbeforefull statehasarrived.
This overlapsexecution at the resumesite with
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Figure 3. Conceptual ISR Timeline
statetransfer

e proactvely warm the Codafile cacheat the re-
sumesite. Thisreduceshecontrilutionto resume
lateny of fetchdelayfrom file seners.

e aggressiely propagatalirty statebeforesuspend.

Thisreduceghecontrihution to resumdateng of
storedelayto file seners.

Theseapproachesare not mutually exclusive, andcan
be combinedin mary waysto generatea wide range
of policies. In the sectionghatfollow, we explore the
relative meritsof a numberof thesepolicies.

Theconceptualimelineshawn in Figure3 provides
auniformframework for discussinghesepolicies.The
figuredepictsa userinitially working for durationtl at
Internetlocationsitel.He thensuspendsandtravelsto
Internetlocationsite2. In somesituations the identity
of site2is known (or canbe guesseda priori. In other
situations it becomeapparenbnly whenthe userun-
expectedlyshaws up andinitiatesresume Thetransfer
of dirty statefrom sitelto file senerscontinuesafter
suspendor durationt2. Thereis thena periodt3 avail-
ablefor proactve file cachewarmingatsite2,if known.
By theendof t3, theuserhasarrived at site2andiniti-
atesresume.He experiencesesumdateny t4 before
he is able to begin work again. He continueswork-
ing at site2for durationt5 until hesuspendagain,and
theabove cycle repeatstself. With somestatetransfer
policies,theusermayexperienceslowdown duringthe
early part of t5 becausesomeoperationsblock while
waiting for missingVM stateto be transferred. Al-
thoughthe architectureshown in Figure 2 makesthis
deferredstatetransferfunctionally transparentits per
formancedelaycannotbe masled.

It is importantto obsere that Figure 3 is only a
canonicalrepresentatiorof the ISR timeline. Many
specialor degenerateasearepossible.For example,
t2 maynotendbeforeresumeif travel durationis very
short. In that case the residueof t2 may addto t4 in
contriluting to resumelateny. On the otherhand,a
clever statetransferpolicy may allow this residueto

overlapt4. In otherwords, propagatiorof dirty state
from the suspenditeto file senerscouldoverlapstate
propagatiorfrom thosesenersto theresumesite. An-
otherspecialcaseis whent5 is very brief. With sucha
shortdwell time, full VM statemay never accumulate
atsite2— only enougtto allow theuserafew moments
of work pastthe suspengoint attheendof t1. While
mary suchspecialcasesareconcevable, the timeline
in Figure3 is likely to cover awide rangeof common
real-world scenarios.

5.1 Metrics

From a users perspectie, the key performance
metricsof ISR canbecharacterizethy two questions:

e Resume latency: How long after I resumeat a
new site can| begin usefulwork? The answerto
this questioncorrespondso the periodt4.

e Slowdown: How mud is my work sloweddown
after I resume? The answercorrespondgo the
slowdown duringt5.

Ideallyonewouldlike zeroresumdateny andzero
slowdown. In practice therearetradeofs betweerthe
two. Policiesthatshrinkresumédateny mayincrease
averageslowdown andvice versa.Our goalis to quan-
tify thesetradeofs for workloadsrepresentate of an-
ticipatedISR usage.

5.2 Policy Considerations

We definethefollowing virtual machinestatetrans-
fer policies.

Baseline The baselinepolicy most closely approxi-
mategheoperatiomf ISR undertheoriginal pro-
totype,but adaptedo the new architecture Refer
to Figure 3. After a suspendthe entire stateof
the virtual machine,including both the disk and
memoryimages,is transferredo the sener dur
ing t2. The periodt3 is empty and, following a
resume the entire stateof the virtual machineis
transferredo theresumesiteduringt4 andpinned
to theclientcache Noteherethatno statetransfer
occursduringeitherexecutionperiodtl or t5, op-
timizing for executionspeedatthecostof suspend
andresumdateng.

This policy is applicablewhen site2 can not be
predictedandwhenthe site may becomediscon-
nectedaftera successfutesume.For this policy,



we expecttheresumdateny to bethelongestas
it transferghe entirestatein t4, but expectslow-
down to be the shortest,becausell virtual ma-
chinestateis availablebeforeresume.

Fully Proactive If we can predict site2 we can de-
fine amuchmoreaggressie statetransfempolicy.
At site2 this policy shiftsthe entirestatetransfer
timefromt4 to earlierperiodsin thelSRtimeline.
During t3 (or earlier for ary statealreadyavail-
ableattheseners)site2transferall updatedstate
to its localcache NotethatthisincludeshothVM
disk and memory state. At resume,all that re-
mainsis to launchthe VM.

We ervision this policy to be mosteffective when
auseris workingbetweerasmallsetof sites,such
as homeandwork. If two sitesstartin a syn-
chronizedvirtual state,thenthe staterequiredto
betransferredduring travel time is limited to the
uniguestatemodifiedduringexecutionattl. Like
the baselinepolicy, after a successfutesumethe
fully proactve policy permitsoperationat site2
while disconnected.

For this policy, we expectresumelateny to be
shortestbecausall statetransferhasbeenmoved
to time t3. Slowdown will alsobe the leastbe-
causeall VM stateis availablebeforeresume.

Pure Demand-Fetch Supposauserarrivesunexpect-
edly at a new site. If we wish to keept4 asshort
aspossiblewe canamortizethe costof retrieving
theVM disk stateovert5 by usingapuredemand-
fetch policy. In this policy, only immediately-
requiredVM stateis retrievedduringt4, but trans-
fer of thedisk stateis deferred As soonasthecrit-
ical statehasarrived, the VM may be launched.
Then,duringt5, disk accesseby the VM arede-
mandfetchedvia Vulpesfrom the Codasener.

We expectthe resumelateny for this policy to
beshort,asonly critical stateis transferrediuring
t4. We alsoexpectsubstantiatlowdown because
clientcachemissedduringts introducedelay

Working Set While the puredemand-fetctpolicy al-
lows executionto commencewithout VM disk
state presentat site2 the downsideis the per
formancepenaltyuntil the client cachebecomes
warm. This penaltycanbe somavhat mitigated
by warmingthe site2 cache. In the Working Set
policy, the sitel systemestimateghe currentfile

cacheworking set. The systemthensendsa de-
scriptionof this seteitherto the sener or site2

If the resumesite can be predictedwith confi-
dencetheworking setmaybe prefetchedat site2
duringt3, which we call the Eager Wor king Set

policy. If executionmustberesumedatanunpre-
dictedsite, the working setmay be fetchedcon-
currently with demand-fetchduring t5. We call

thisthe L azy Working Set policy.

Eager Writeback Anotheraspectof VM statetrans-
feris the questionof whendirty stateis corveyed
from sitel backto the sener We defineeager
writebackasa policy in which modifiedVM disk
stateis aggressiely pushedto the sener during
t1. The effect of this is to reducet2 andthusto
accomodata shortertravel intenal betweensus-
pendandresume. Of course theseeagerwrite-
backaccessemay interferewith demandetches
andmaydegradetl performancef notscheduled
well.

5.3 Benchmarks

We have usedthreebenchmarksn our evaluation
of virtual machinestatetransferpolicies. Two of these
are commercialbenchmarksfor Windows produced
by the BusinessApplications PerformanceCorpora-
tion[1]). ThesearenamedSY Smark200Qffice Preduc-
tivity (SOP)and SY Smark200Mternet ContentCre-
ation (SICC).Thethird benchmarkRoamingSoftwae
Developer(RSD)wascreatedby usandis representa-
tive of a softwaredeveloperwhousedSR.We describe
thesebenchmarkén therestof this section.

SOP usesscript-drven Windows applicationsto
modela single users office actvity in an automobile
compan. Theusercreatesandeditsdocumentsising
Microsoft Word, Excel and Powerpoint. He accesses
emailusingMicrosoft Outlook andqueriesa database
using Microsoft Access. He views presentation®n
the Web usingNetscapaCommunicatar A partof the
benchmarkincludes speechto text translationusing
DragonNaturallySpeaking Anotherpart constructsa
file archve usingWinZip. McAfee VirusScaris runin
thebackgroundiuringtheentirebenchmark.

SOPexecutesin a VM in about2300 secondsof
elapsedime on the hardware usedin our experiments
(describedn Section5.4). This includesdelaysmod-
elling userthink time. The benchmarkconcurrently
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Figure 4. SOP Data Access Characteristics

executesmultiple applicationsand models the user
switching betweenthem during his work. Figure 4
shaws the obsered dataaccessharacteristicef SORP
We obtainedthis informationby having Vulpestrace
diskaddressewhile SOPis runningin the VM of Fig-
ure?2.

Like SOR SICCalsoconsistof script-driven Win-
dows applications. SICC modelsthe work of a de-
signer creatingWeb pagesfor a sportscompary us-
ing MacromediaDreamweser. He embedsmagesde-
velopedwith AdobePhotoshomndanimationsreated
with MacromedigFlash.He thencreatesa promotional
videousingAdobePremiereandencodest usingWin-
dows Media Encoder User think time, concurreny,
andswitchingbetweerapplicationaremodelledasfor
SOP Figure5 shaws the obsered dataaccessharac-
teristicsof this benchmark. SICC executesin about
5400second®n our hardware.

The soleperformancemetricreportedby SOPand
SICCis aveiage responsg¢ime Thisis thetime, aver
agedacrossall benchmarloperationsthatit takesthe
systento completeanoperatiorinitiatedby thebench-
mark script. In Microsoft Word, for example,the re-
sponsdime for a “ReplaceAll” operationis thedelay
betweerclicking in the “Edit/Replace”dialogbox and
theappearancef thecompletiondialogbox. Response
time is thus a direct measureof systemsluggishness
perceved by the user In the contet of ISR, this met-

g
g

Read
700 S 1700 _
(%)
he]
g 600 4 Unique clean 600 §
L
< 1
S 400 | + 400 £
s (5]
[a) o
[T m
5 300 - +3002
ue] ¥
= 200 - +200 3
Writes %
100 - +100 Z
Unique dirty
0 T T T T T 0
0 1000 2000 3000 4000 5000 6000

Time (seconds)

The interpretation of these curves is the same as for Figure 4.
Note that the right axis is in units of thousands of 1KB blocks.

Figure 5. SICC Data Access Characteristics

ric includesary delaysinducedby statetransferpolicy
— for example,the delaycausedy a file cachemiss
in Coda. The slowdown metric for an ISR policy is
given by the differencebetweenthe averageresponse
time whena benchmarkunswith that policy andthe
correspondingime for a referenceconfiguration.

Focusingsolely on averagevaluescan sometimes
bemisleading.Looking atdistributionsor groupingby
applicationmay offer usefulinsights. Although such
detaileddata can be extractedfrom SOP and SICC,
we areunableto presentthemhere. This is because
the SYSmarklicensingtermsprohibit reportingof ary
numberstherthanaverageresponsgime.

The RSD benchmarkmodelsa software developer
working in a Cyg\Wn ernvironmenton Windows. The
benchmarlconsistof a sequencef taskswith afixed
10-seconddelay betweenthem to model think time.
Thedeveloperfirst untarsandunzipsthesourcearchve
of the Sphinx speechrecognizer He then config-
uresthe sourcetreeandthenbuilds Sphinx. Next, he
grep’sthe sourcetreefor a string, touchesall header
files in the tree, and then reluilds Sphinx. Figure 6
shaws the dataaccessharacteristicof RSD. The to-
tal runningtime of RSD is 640 secondsn our hard-
ware. The differencein time betweena configuration
thatusesaparticularlSR policy andareferencesonfig-
urationgivesthe slowdown causedy thatpolicy. The
slowdown of individual tasksin the benchmarkoffers
moredetailon the effectsof the policy.

5.4 Experimental Setup and Methodology

Ourexperimentalnfrastructureconsisteaf single-
processor client computers connected to single-
processorCoda seners through 100 MB/s Ethernet.
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Figure 6. RSD Data Access Characteristics

The clientswere 2.0 GHz Pentium4 processebased
computerwith 1 GB of SDRAM, andthesenerswere
1.2 GHz Pentiumlll Xeon processebasedmachines
with 1 GB of SDRAM.

All computerswere running RedHat7.2 with the
Linux 2.4.18kernelinstalled.Theclientswererunning
VMw are Workstation3.1 and version5.3.190f Coda
with an 8 GB file cache. The non-replicatedseners
werealsorunningversion5.3.19of Coda.

5.4.1 Virtual Disk Representation

As mentionin Section4.2, Vulpes accomodates
Codas whole-file cachingby dividing VM disk state
into 256 KB chunks. We use a two-level directory
structureto organizethevirtual disk file chunks.

Chunksizemay have a seriousimpacton theuser
experience.With larger chunksize,Codas whole-file
cachingwill wastebandwidthwhen partially written
files aretransferredo seners. Further if the SR pol-
icy is demand-dxien, eachdemand-mis®n the client
will resultin achunkfetch. Again,if thechunksaretoo
large, bandwidthwill be wastedasthe systemfetches
datathatit never uses.Ontheotherhand,if the chunk
sizeis too small,we missanopportunityto exploit spa-
tial locality — resultingin agreateffile cachemissratio.

To determineappropriatevaluesfor thechunksize,
we captureda traceof the disk blocksfetchedduring
the executionof the two Sysmarkbenchmarks. We
adapteda cachesimulationpackageDinerolV [3], to
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Figure 7. Disk State Chunk Caching

calculatethe file chunkmissrate andbandwidthcon-
sumedduring workload execution for various chunk
sizes.In thesesxperimentswe assumedhatthe client
wasoperatingin a demand-fetchmodeandthatclient
chunkcachewaslarge enoughto containthe entireset
of file chunks. The resultsof thesesimulationsare
shawn in Figure7. In our experimentawe have chosen
to employ a chunksizeof 256 KB to strike a balance
betweerthe missrateandwastedandwidth.

5.4.2 Snapshots

For experimentatiorwith the variousbenchmarks
at different points in their respectte execution, we
maintainVM statesnapshot®f eachbenchmark.For
eachbenchmarkthe first snapshotdenotedsO is ob-
tainedby suspendinghe VM at the startof the work-
load. For SOPand SICC, this point is after SysMark
hasfinishedits setupandthelaunchof thewindows ap-
plicationsis aboutto commence.For RSD, this point
is immediatelypreceedinghe executionof ary of the
componenstepsof thebenchmark.

For eachbenchmarka mid-executionsnapshotde-
notedsl, wastaken by suspendinghe VM at a point
approximatelyhalfway throughthe workload.

Finally, aterminalsnapshotdenoteds2 wastaken
for eachworkload by suspendinghe VM after com-
pletion of the workload. For SOPand SIPR this oc-
curedaftertheconclusiorof thewindows applications,
but beforethecleanup/summargctionsof the Sysmark
driver script.



Policy SOP SICC RSD
Baseline 2060(29) 2020(82) 2034(23)
Proactve 2.50.15 2.5(0.14) 3(0.02)
Demand 271.9) 335.1) 18(1.0)

Average resume time in seconds and standard deviation for
three iterations of the SOP, SICC, and RSD benchmarks.

Figure 8. Resume latency for s1 snapshot
5.5 Evaluation: Resume Time

A summaryof theresumeimesfor threelSR poli-
ciesandourthreebenchmarkss providedin Figure8.
For eachbenchmarkwe resumeda VM from snapshot
s1l.Wedefinetheendof theresumeoperatiornto bethe
firstinstantthattheuseris ableto interactwith the VM.

In the baselinepolicy, resumeinvolves three se-
rial phasesFirst, the disk datais transferredrom the
senerto theclient. Secondthememoryimageis trans-
ferredfrom the senerto theclient. Finally, VMwareis
launched.

Thepuredemand-fetcipolicy launchesheVM be-
foretheentirediskimageis cachedocally. Hence this
policy avoidsthelateny of thefirst phaseTheresume
time for demand-fetclis the sumof thememoryimage
transfertime andthe VMM launchtime.

The fully proactve policy further reducesresume
time by eliminatingthe memoryimagetransferphase.
Underthis policy, we have assumedhattheclientma-
chineis constantlysynchronizingcachedcopiesof the
disk andmemorydatawith the sener. Consequently
with awarmclient file cache theresumeime is equal
to thetime requiredto launchthe VMM.

Figure 8 shaws thatby emplaging eitherthe fully
proactie or pure demand-fetclpolicies, we can re-
ducethe userperceved resumelateny substantially
The proactve policy improves the resumetime from
approximately2000 seconddo 2.5 seconds.The de-
mandpolicy alsoshaws a marked improvement- re-
ducing the resumelateny from 2000 secondgo ap-
proximately30 seconds.

Theresumeateny is directly relatedto the quan-
tity of datathat mustbe transferredduring t4. The
largestportionsof VM statearethe disk data(divided
into chunksasmentionedreviously) andthe memory
image. Identical volumesof virtual disk stateis em-
ployedin all threeimagesnamely4 GB. However, be-
causethe time requiredto transferthe memoryimage
is a significantcomponenof theresumdime whenthe
userbeagins with a cold client file cache we compress

SOP SICC RSD
vmsssize 262 262 262
vmss.gzsize 96 142 62
compression 63.4% 45.8% 76.3%
Figure 9. Memory state file sizes (MB)

thememoryimageonthesenerin ourimplementation.
Thesizeof theresultingfilesis givenin Figure9.

The differencebetweenthe resumetimes of the
benchmarkgor puredemand-fetctin Figure8 canbe
traceddirectlyto thedifferencebetweerthesizesof the
compressechemoryimagesreportedn Figure9. Nat-
urally, thedifferencen compresseflle sizesis directly
relatedto the entrofy of thedatain the memoryimage
becausehe sizeof the memoryallocatecto thevirtual
machinds the samein all caseg256 MB).

Comparingthebaselineesumeime of Figure8 to
theresumeimesof ourinitial prototype(Figurel), we
seethatour implementationpasedon Coda,is slower
thanour initial prototype,basedon NFS. This differ-
enceis dueto two factors. First, the initial VM was
muchsmaller—comprisinga 2 GB diskwhichwasonly
half full and128 MB of main memory The VMs in
the currentexperimentshave disks and memoryboth
scaledby factorof two. Additionally, our currentVM
statejncludingthe Sysmarkinstallation,is only half as
compressiblehencethe volume of datausedto cre-
ateFigure8 wasaboutfour timesgreaterthanthe data
usedto createFigurel. By substitutinganrsyncopera-
tion over NFSfor thehoardwalk onCodaweobsered
datatransferratesthat are consistenwith the original
experiments- approximately60 MB/s.

Thesecondactoris thattheCodahoardwalk oper
ationis muchmoreexpensve thananrsyncover NFS.
Thetransferrateduringa hoardwalk is approximately
18 Mb/s. This factorof threereductionin transferrate
is duepartly to the additionalbookleepinginvolvedin
the hoard operation,partly to the tighter consisteng
guaranteesf Coda,andpartly to the experimentalna-
tureof theCodaimplementationHowever, we felt that
the benefitsof the hoardwalk functionality which is
particularlyusefulunderthefully proactve policy, out-
weighedthedrawbackof thereducedransferrate.

5.6 Evaluation: Response Time

Figure 8 the resumetime may be reducedto
approximately 30 secondsby emplging the pure
demand-fetctpolicy. However, thedemandpolicy in-
cursaperformanceenalty Figurel0reportsour mea-



Policy SOP SiCcC RSD

Baseline 2.6(0.32) 3.7(0.44) 640(56)
Proactve 2.6(0.32) 3.7(0.44) 64056)
Demand 5.7 5.9(0.44) 660(18)

Average response time in seconds and standard deviation
for three iterations of the SOP, SICC, and RSD benchmarks.
tThe SOP response time for the demand policy is from a sin-
gle iteration. We expect to supply the additional two iterations
for the final version of the paper.

Figure 10. Benchmark response times
Basdline/Proactive Demand

untar 65 (38) 28 (2.4
configure 62 (2.4) 96 (4.5)
build1 260(14) 280(11)
build2 250(14) 260(13)
Total 640 (56) 660 (18)

Average execution time in seconds and standard deviation for
three iterations of the RSD benchmark.

Figure 11. Component execution times for RSD

surementof this penalty We gatheredthe response
timesfor SOPandSICCreportecby Sysmarkandmea-
suredtheruntime of ourRSDbenchmarkForthe SOP
benchmarkthe demandpolicy introducedan approx-
imately 120% increasein responsedime relatve the
baselinepolicy. For the SICC policy, the increasein
responseime is 59%. The RSD policy saw the small-
estdemandpenalty 3%, perhapdueto its muchhigher
ratio of writesto reads. The averagedatarequestrate
seenby Vulpesis comparablén all threebenchmarks:
385 requests/for SOR 154 requests/dor SICC, and
187requests/for RSD.

Figure 11 reportsthe executiontimes of the indi-
vidual component®f the RSD benchmark.From the
figure,we seethatthebuildl andbuild?2 suffer very
little underthedemandolicy despitegeneratingnary
disk writes. The configure componentoessufer a
50% performancedegradationunderthe demandpol-
icy. Inexplicably, the untar componentxperienced
an averagespeedupanderthe demandpolicy. While
we werenotableto fully explainthis behaior, we be-
lieve thatit maycoincidewith backgroundCodabook-
keepingthat arisesbecausehe Baselineexperiments
wererun with Codain the disconnectednodeandthe
Demandexperimentswere executedwith Codain the
connectednode.

To furthercontrasthe performancaifferencede-
tweenfully proactve andon-demanaachingpolicies,
we createda disk-intensie microbenchmark,ENC.
This microbenchmarlusesthe Lame MP3 encoderto

Baseline/Proactive
680(70)

Demand
2500(156)

Total

Average execution time in seconds and standard deviation for
three iterations of the ENC microbenchmark.

Figure 12. Execution time for ENC

SOP SICC RSD
Interval sO-s1 888 859 669
Intenal s1-s2 413 474 223
Intenal sO-s2 1001 1081 767

Number of chunks modified during each workload interval.

Figure 13. Modified chunks per workload interval

compress990 MB of WAV musicfiles to 90 MB of
MP3 files. We measuredhe total encodingtime for
boththefully proactve andon-demanaase Figurel2
shaws a factor of 3.6 increasein encodingtime be-
tween the proactve and on-demandpolicies for our
disk-intensie workload.

5.7 Evaluation: Incremental Copyout/Copyin

Anotherimportantaspeciof ISR is the volume of
dataandtimerequiredto copy modifiedstateatsite1to
theDFS(intenal t2). Forthefully proactve policy, this
volumeof datamustalsobetransmittedo thehoarding
sitesduringt3.

Givenour VM snapshotsthe volume of modified
datacorrespondso the setof chunksthat were mod-
ified during the time intenals of the workloads,s0-s1
for the first half of the workload,s1-s2for the second
half of theworkload,ands0-s2for the entireworkload
intenal. The countsof modifiedchunksarepresented
in Figure13.

If wewishtotranslatehesecountsto requirediime,
we canusethe measuredransfertime in and out of
Codaduring a hoardwalk and apply thattransferrate
to thechunkcounts.Whenwe dothis, we getthecopy-
out/copyin transfertimespresentedn Figurel14.

Onecaninterprettheseresultsrelatve to a usage
scenario. Supposewe take the caseof migratingVM

SOP SICC RSD
Intenal sO-s1 98.6 954 74.3
Intenal sl1-s2 45.8 526 247
Intenal sO-s2 111.2 120.1 85.2

Estimated time in seconds required to copy all modified file
chunks to the server.

Figure 14. Estimated transfer time for modified
chunks



statefrom work to home. Assumethatboth sitesstart
in the samesynchronizedstate. At work, the useris
performingwork similar to the SOP benchmarkand
suspendattime s1 Thetime requiredto copyout VM
disk stateshouldtake about99 secondsandthetimeto
compressand copyout VM memorystateshouldtake
about30 second’ This copyout occursafter the sus-
pendpointduringintenal t2. If theusereffectively em-
ploysthefully proactve policy, thesystenwill transfer
the samedatato the setof synchronizingslientsduring
intenal t3.

6 Future Work

This work can be extended by investigating a
broademrangeof statetransferpolicies. We planto be-
ginwith theEageWorking Set,Lazy Working Set,and
EageWritebackpoliciesdescribedn Sectiorns. Quan-
tifying thetradeofs of thesepoliciesfor theSOR SICC
andRSDbenchmarkss anobviousfirst step.Broaden-
ing the rangeof benchmarkds anothemway to extend
this work. Theultimatevalidationis, of courseto de-
ploy ISR to a usercommunityandto obtainempirical
feedbackirom the deployment. Before suchdeplg-
mentis possible someimportantlimitationsof thecur-
rent prototypewill have to be addressed We discuss
thesein therestof this section.

Securityis notaddresseth our currentimplemen-
tation. Therearetwo dimensiongo thisproblem.First,
the distrituted file systemusedfor ISR may not en-
crypt network transmission.TransmittingVM statein
theclearis particularlyrisky becauseolatile statemay
containhighly sensitve informationsuchaspasswrds
in theclear We planto addresshis by encryptingdata
atthesuspendite,anddecryptingit attheresumesite.
Hence,suspende®M statewill never be transmitted
or storedin theclear Secondthereis a needfor mu-
tual authenticatiorof userandhostat resume Our ap-
proachherewill beto leveragethework of otherssuch
asthe TrustedComputingPlatformAlliance [12].

As ISR becomegpopular we expectthatuserswill
demandsomecorveniencego augmenthe basicim-
plementatiordescribechere. One suchfeatureis the
ability to ensurethatat mostonecopy of a VM is ex-
ecutingat a time. This guardsagainsta userabsent-
mindedlyresumingasecondime usingstaleexecution

1This assumeshat the compressand copyout of the memorystateis comparable
to the copyout anduncompres®f the memorystateasin the demandpolicy resume
time presentedn Figure8.
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state afteraninitial resumeelsawvhere. Themutualex-
clusion mechanismwe ervision is a simple VM lock
sener on the Internetthatis accessedhrougha Web
browser If aresumerequestails,thelock senercould
returninformationidentifyingthelocationatwhichthe
VM is alreadyexecuting,whenit wasresumedhere,
andsoon.

A related,but distinct, featureis the ability to re-
motelysuspen@VM. Thiswouldbeusefulin avariety
of situationswherea userdepartdrom alocationwith-
out suspendindpis VM. For example,he mayforgetto
suspendeforeleaving for home;or, hemayyvisit a co-
worker’s locationanddiscover thathe needgo resume
there. Of course,thereare importantsecurityissues
thatwould have to be addressetih implementingsuch
amechanism.

Anotherimportantareaof futureeffort is to explore
techniquesfor synthesizingmuch of the transferred
stateat the resumesite. This canreducethe volume
of datathathasto betransferretetweersuspendand
resumelt canalsocanbeeffective in theabsencef lo-
cality — for example whenauserresumeatanune-
pectedsite. This approachaspromisebecausea large
fraction of disk contenton a personalkystemconsists
of standardperatingsystemandapplicationsoftware
(e.g.,Windows andthe Microsoft Office suite). If disk
imagesof the standardsoftwareareavailableat there-
sumesite, suspendedtatecanbereconstructedy first
applyingthosediskimagesandthenapplyingoverlays
transmittedirom the suspendite. This techniquecan
be extendedto situationswherenetwork bandwidthis
highly unevenacrosssites.Thelarge standardliskim-
agescanbewidely distributedusingpeerto-peerntech-
niquessuchasGnutella[6] andaccessedt high band-
width from a nearbysite. Only the muchsmalleruser
specificstate(userdirectorycontentsplus customized
systenffiles) needgo betransmittecat low bandwidth
from thesuspendite.

7 Conclusion

Seamlessomputatiorin spiteof usermovementis
the holy grail of mobile computing. This papershows
thatISR canbe a valuablemechanisnto help achiave
this goal. To the bestof our knowledge, we are the
first researcherto identify this uniquecapability and
to shaw how it canbe effectively implemented. The
useof VM technologyfor stateencapsulatiomandthe
useof a distributed file systemfor statetransportare



the salientaspectof our design. We have shawn in
this paperthatlarge VM statesize,the key obstacleo
ISR, canbeovercomeby exploiting proactvity andby
usingincrementaktatetransferto the resumesite.

Theexperimentgeportechereconfirmthatresume
lateny canbereducedo justafew secondshroughthe
useof thesetechniquesThis is comparableo the de-
lay oneexperienceafter openinga laptop. The paper
describem numberof statetransferpoliciesandquan-
tifies their relative merits using an industry-standard
benchmark.Theseresultsgive us confidenceghatISR
hasan importantrole to play in the future of mobile
computing.
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