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Abstract
�

We� report� on� a� ne	 w
 capability� for
�

mobile
 comput-�
ing called� Internet

�
Suspend/Resume.This mec
 hanism

�
mimics
 the

�
opening� and� closing� of� a� laptop,

�
b
�
ut� avoids�

physical� tr� ansport� of� har
�

dwar
�

e� .� We� show� that� this� ca-�
pability� can� be

�
implementedby

�
layering
�

virtual� ma-

c� hine
�

tec
�

hnolo
�

gy� on� a� distrib
�

uted� file
�

system.� We� also�
show� how

�
the� k

�
e� y� obstacle� of� lar

�
g� e� VM state� size� can�

be
�

o� ver� come� by
�

e� xploiting� pr� oactivity� and� by
�

using� in-
cr� emental� state� tr� ansfer� to� the� resume� site� .� Our e� xper� -
imentsconfirm� that

�
these
�

tec
�

hniques
�

ar� e� successful� in
reducing� resume� latency

�
to
�

just
�

a� fe
�

w
 seconds� for
�

a� typ-
�

ical pr� esent-day� mac
 hine
�

configur� ation.� Thepaper� de-
�

scribes� a� number	 of� state� tr
�

ansfer� policies� and� quan-�
tifies� their� relative� merits
 using� an� industry-standard

�
benc
�

hmark.
�

1 Intr
 

oduction

Internet Suspend/Resume
!

(ISR)
"

is a# new$ capabil-%
ity
&

for
'

mobile( computing% that
)

mimics( the
)

opening* and#
closing% of* a# laptop, b

+
ut, a# v- oids* physical. transport

)
of*

hardw
/

are.# Through
0

rapid1 and# easy2 personalization. and#
depersonalization
3

of* anon# ymous4 hardw
/

are,# a# user, is
&

able# to
)

ef2 fortlessly
'

suspendw$ ork* at# one* machine( and# to
)

resumeit at# another# . ISRcan% be
+

implementedby
+

layer-
ing virtual- machine(VM) technology

)
, suchas# VMw

5
are#

W
6

orkstation* [5], on* a# distrib
3

uted, file
7

systemsuchas#
NFS,
8

AFS or* Coda.
9

TheVM
5

performs. the
)

encapsula-2
tion
)

of* e2 x: ecution2 stateand# user, customization;% the
)

dis-
3

trib
)

uted, file systemtransports
)

that
)

stateacross# space
and# time

)
between
+

suspendand# resume.Use
;

of* a# VM
5

for
'

stateencapsulation2 eliminates2 the
)

need< for
'

modifi-(
cations% to

)
applications# or* the

)
operating* system. As a#

result,1 ISR
�

supportsunmodified, W
6

indo
&

ws$ software.#
A ke2 y4 obstacle* to

)
realizingISR is lar

�
g� e� resume� la-

�
tency� .� The

0
stateof* a# typical

)
VM
5

today
)

is
&

v- ery2 big
+

—
at# leastmany4 GB,

=
and# possibly. many4 tens

)
of* GB.

=
The

time
)

it
&

tak
)

es2 to
)

mo( v- e2 this
)

stateto
)

the
)

resume1 sitemay(
be
+

intolerable.
&

Sincedisk
3

capacity% , and# hence
/

VM
5

state
size,is gro> wing$ muchmorerapidly than

)
end-to-end2 In-

ternet
)

bandwidth,
+

this
)

delay
3

will$ only* w$ orsen* o* v- er2 time.
)

This
0

paper. describes
3

ho
/

w$ we$ ha
/

v- e2 o* v- ercome2 this
)

problem. and# b
+
uilt, an# ISR systemwith$ resumelatency4

of* just
?

a# fe
'

w$ seconds— comparable% to
)

the
)

typical
)

de-
3

lay
@

one* e2 xperiences: after# opening* a# laptop.
@

Specifi-
cally% , for a# VM

5
configured% with$ a# 4GBdisk

3
and# 256MB

RAM
A

running1 W
6

indo
&

ws$ XP
B

and# an# industry-standard
&

benchmark,
+

we$ demonstrate
3

best-case
+

resumelatency4
of* about# 2.5

C
seconds.This

0
assumes# ample# tra

)
v- el2 time

)
betweeen
+

suspendand# resume1 sites, adv# ance# kno
D

wl-$
edge2 of* resume1 site, and# LAN

E
connecti% vity- . Under

;
the
)

lessoptimal* conditions% of* minimal tra
)

v- el2 time
)

and#
no prior. knowledge$ of* resumesite,we$ demonstrate

3
re-

sumelatenc
@

y4 of* about# 30seconds.

W
6

e2 be
+

gin> in
&

Section2
C

with$ a# brief
+

re1 vie- w$ of* virtual-
machines,and# alternati# v- e2 approaches# to

)
user, mobility.

Then,
0

in
&

Section3, we$ describe
3

lessons
@

from
'

an# early2
proof-of-concept. prototype.. W

6
e2 then
)

motiv- ate# and# de-
3

scribean# impro
&

v- ed2 prototype. in
&

Section4.
F

Ne
8

xt,: in
&

Section5,
G

we$ describe
3

a# range1 of* statetransfer
)

poli-.
cies,% their

)
strengthsand# weaknesses,$ and# the

)
resultsof*

e2 xperiments: that
)

quantifyH these
)

tradeof
)

fs.
'

Finally
I

, in
&

Sections6
J

and# 7,
K

we$ discuss
3

futurew$ ork* and# summa-
rize1 the

)
main( results1 of* the

)
paper. .

2
L

Backgr
M

ound and Related W
N

ork

VMw
5

are# W
6

orkstation* (abbreviated- to
)

just
?

“VMw are”# in the
)

rest of* this
)

paper). is a# modern,
commercial% virtual� mac
 hine

�
monitor
 (VMM)

"
[4]
O

that
)

pro. vides- a# VM
5

abstraction# identicalto
)

a# PC.TheVMM
5

runswithin$ a# host
�

operating* systemand# relieson* it for
common% systemservicessuchas# de

3
vice- management.

The
0

operating* systemthat
)

e2 x: ecutes2 within$ a# VM
5

is
&

referred1 to
)

as# a# guest� operating* system. VMw
5

are#
supportsmany4 operating* systemsas# guests> including
W
6

indo
&

ws$ 95/98,
P

W
6

indo
&

ws$ 2000/XP
C

, and# Linux.
E

A
Q

user,
can% configure% many4 importantparameters. that

)
define
3

the
)

VM
5

including
&

the
)

amount# of* memory( , size and#
arrangement# of* disks,

3
and# number< of* netw< ork* adapters.#

Thestateof* each2 supportedVM
5

is mappedto
)

files
in the

)
local file systemof* the

)
host. For* e2 xample, if

a# VM
5

is
&

named< RTSVUWRYX[Z]\ its
&

configuration% is
&

in
&

the
)

1



file
7 ^`_baW^dcfehgjifkdl

. This
0

file
7

describes
3

the
)

types,
)

num-<
bers,
+

and# arrangement# of* the
)

virtual- hardware# com-%
ponents.. Another

Q
file,
7 m`nbopmYqfrhsutwvwx

, serves2 as# a# log-
@

ging> mechanismfor the
)

VMM.
5

The non-volatile* state
of* the

)
virtual- systemis

&
maintained( in

&
a# handful
/

of*
files: one* for the

)
standardPC non-volatile* memory

state( y`zb{pyY|f}h~��`�Y�b��� ),
�

and# one* for each2 of* the
)

virtual-
disk
3

dri
3

v- es2 ( �`�b�p�Y�f�������f���������T�b�p�Y�[� �¢¡�£f¤b¥w¦�§ and# so
on).* Thesenon-volatile* statefiles pro. vide- enough2 in-
formation
'

to
)

restart1 the
)

VM
5

after# it
&

has
/

been
+

po. wered-$
of* f. If ¨`©bªW¨d«f¬ is suspended,the

)
file ­`®b¯p­Y°f±h²´³[µ�¶Y¶

captures% the
)

v- olatile* stateof* the
)

processor. , de
3

vices,- and#
main( memory( at# the

)
point. of* suspension.Once

· ¸`¹bºW¸d»f¼
has
/

been
+

suspended,these
)

files
7

can% be
+

copied% to
)

a# re-1
mote( host

/
with$ similarhardw

/
are# architecture.# A

Q
VMM
5

on* the
)

remotehostcan% then
)

resumethe
)

VM.
5

In other*
w$ ords,* the

)
VM
5

has
/

been
+

migr
 ated.�
In contrast% to

)
the
)

well-kno$ wn$ dif
3

ficultiesof* process.
migration( [2, 13, 15],

O
VM
5

migration( is
&

simplerbecause
+

v- olatile* e2 xecution2 stateis better
+

encapsulated.2 It is also#
tolerant
)

of* greater> disparity
3

between
+

the
)

sourceand# tar
)

-
get> systemsacross# which$ migration( occurs.* F

I
or* pro-.

cess% migrationto
)

succeed,there
)

hasto
)

be
+

a# v- ery2 close%
match( between

+
host
/

and# tar
)

get> operating* systems,lan-
@

guage> runtimesystems,and# soon.* In contrast,% VM
5

mi-
gration> only* requires1 a# compatible% VMM

5
and# hardw

/
are#

architecture# at# the
)

tar
)

get.> The price. for this
)

flexibility
is
&

a# substantialincrease
&

in
&

statetransfer
)

size.

Another
Q

well-documented$ approach# to
)

user, mobil-(
ity is to

)
use, a# thin

)
client.% In this

)
case,% all# e2 xecution2 is

done
3

remotely1 on* a# compute% server2 and# only* the
)

user,
interface# follows$ a# user, as# he mov- es2 around.# Exam-
ples. of* this

)
approach# include

&
Infopad
�

[14],
O

SLIM [10],
O

VNC
5

[8] and# X-Mov- e2 [11].
O

This approach# is attracti# v- e2
in
&

a# well-connected$ netw< orking* en2 vironment- because
+

little statehasto
)

be
+

transferred
)

across# siteswhen$ a# user,
mov- es.2 Howe$ v- er2 , it suffers from poor. usability, when$
netw< ork* latenc

@
y4 is
&

high
/

and# f
'
ails# completely% when$ the

)
client% is disconnected.

3
In contrast,% ISR only* requires

netw< ork* connecti% vity- while$ stateis
&

being
+

transferred
)

to
)

the
)

resumesite. After that,
)

the
)

network* can% be
+

dis-
3

connected% until, the
)

ne< xt: mo( v- e2 of* the
)

user, . Interacti
�

v- e2
response1 is

&
crisp% e2 v- en2 when$ netw< ork* latenc

@
y4 is
&

high,
/

because
+

e2 xecution2 is local.

3
½

Initial
 

Pr
¾

ototype

To* gain> hands-one2 xperiencewith$ ISR, we$ imple-
mented( a# simple prototype. using, NFS.

8
The
0

host
/

OS
·

w$ as# Linux
E

and# the
)

guest> OS
·

w$ as# W
6

indo
&

ws$ XP
B

config-%
ured, for a# VM

5
with$ 128MB of* RAM and# a# 2 GB

=
vir- -

tual
)

disk
3

— a# smallconfiguration% by
+

today’
)

s standards.
Sincethe

)
virtual- disk

3
w$ as# only* half full, VMw

5
are# con-%

densed
3

the
)

virtual- disk
3

data
3

file
7

to
)

about# 1GB.
=

VM
5

state
residedin the

)
local file system.On

·
suspend,these

)
files

were$ copied% out* to
)

NFS;
8

on* resume,the
)

y4 were$ copied%
in
&

from
'

NFS
8

to
)

the
)

ne< w$ site.

Figure1 summarizesthe
)

observ* ed2 suspendand# re-
sumetimes

)
on* this

)
prototype.. Full

I
details
3

of* these
)

e2 x-:
periments. can% be

+
found else2 where$ [7]. As the

)
second

column% of* Figure
I

1 shows,$ resume1 took
)

roughly1 tw
)

o*
minuteswhile$ suspendtook

)
about# tw

)
o* and# a# half min-

utes., These
0

times
)

are# more( than
)

an# order* of* magnitude(
lar
@

ger> than
)

the
)

fe
'

w$ secondsof* delay
3

e2 xperienced: when$
opening* or* closing% a# laptop.

Users
;

tend
)

to
)

percei. v- e2 resume1 latenc
@

y4 more( acutely#
than
)

suspendlatency4 because
+

suspendcan% o* v- erlap2
tra
)

v- el2 — a# user, can% depart
3

immediately
&

after# initiat-
&

ing suspendunless, he is paranoid. about# the
)

operation*
failing.# W

6
e2 used, file compression% to

)
tak
)

e2 adv# antage#
of* this

)
asymmetry# in

&
user, perception.. VM

5
files
7

were$
compressed% at# the

)
suspendsitebefore

+
cop% yout4 to

)
NFS;
8

the
)

y4 were$ decompressed
3

after# cop% yin4 at# the
)

resume1 site.
The third

)
column% of* Figure1 shows$ that

)
resumetime

)
is
&

reduced1 by
+

nearly< 40%
F

to
)

about# 73
K

seconds,while$
suspendtime

)
is increasedby

+
8%.

Ev
¿

entÀ No
Á

CompressionÀ W
Â

ith
Ã

CompressionÀ
Resume 125 (0.2) 73

K
(4.3)

Suspend 146 (19.6) 158 (0.9)

This tab
Ä

le showsÅ the
Ä

avÆ erage time
Ä

, in seconds, of suspend
and resume operations with cold NFS file caches. All experi-
ments wÅ ere repeated three

Ä
times
Ä

, and the
Ä

observÆ ed standard
deviations are shown in parentheses. All machines were 1.7
GHz Pentium 4 withÅ 512 MB DRAM running Red Hat Linux
7.2, VMware Workstation 3.0 and NFS v3. The network was
100 Mb/s Ethernet. Compression was done with ÇÉÈËÊÍÌwÎ

Figure 1. Perf� or� mance of� Initial Prototype

4 Improved Prototype

4.1
Ï

Design
Ð

Rationale
Ñ

Our
·

initial prototype. confirmed% the
)

thesis
)

underly-,
ing
&

ISR:
�

by
+

layering
@

a# VM
5

on* top
)

of* a# distrib
3

uted, file
7

system,one* can% indeedsuspende2 xecution2 at# one* loca-
tion
)

and# resume1 it
&

seamlesslyelse2 where.$ No
8

modifica-(
tions
)

are# necessaryto
)

the
)

operating* systemor* applica-#
tions.
)

In particular. , ISRw$ orks* robustly, with$ W
6

indows.$

2



At
Q

the
)

same time,
)

our* e2 xperiments: clearly%
showed$ that

)
resumetimes

)
comparable% to

)
laptop sus-

pend/resume. are# not< attainable# without$ a# more( sophis-
ticated
)

implementation.W
6

e2 hav- e2 therefore
)

b
+
uilt, a# new$

prototype. that
)

impro
&

v- es2 upon, the
)

original* in
&

a# number<
of* w$ ays.# In the

)
restof* this

)
section,we$ discuss

3
the
)

ke2 y4
factors# that

)
hav- e2 influencedour* redesign.

First,
I

we$ wish$ to
)

supportISR
�

an# ywhere4 on* the
)

In-
�

ternet,
)

includinglocationswith$ low-bandwidth$ connec-%
ti
)
vity- . A

Q
typical
)

scenariowe$ en2 vision- is
&

a# b
+
usiness, tra

)
v--

eller2 in a# hotel room with$ just
?

a# modem. SinceNFS
8

only* w$ orks* well$ in
&

LAN
E

en2 vironments,- we$ ha
/

v- e2 de-
3

cided% to
)

use, Coda
9

instead.Coda’
9

s supportfor weakly-$
connected% and# disconnected

3
operation* [9] fits

7
well$ with$

our* goal> of* ubiquitous, ISR.
�

Second,temporal
)

locality is often* present. in the
)

mobility( patterns. of* users., F
I

or* e2 xample,: a# common%
usage, pattern. we$ en2 vision- for ISR is a# user, w$ orking*
at# home,

/
suspending,tra

)
v- elling2 to

)
his
/

of* fice,
7

and# re-1
sumingthere;

)
later in the

)
day
3

, he suspendsat# the
)

of-*
fice, returnshome,and# resumes.As another# e2 xample,
a# w$ ork* er2 in

&
a# corporate% campus% or* a# supervisorin

&
a#

factory# mightvisit- the
)

locationsof* hisco% w$ ork* ers2 many4
times
)

in
&

the
)

course% of* a# day
3

. W
6

e2 wish$ to
)

e2 xploit: such
mobility patterns. to

)
improv- e2 ISRperformance..

Third,
0

we$ en2 vision- man( y4 situationswhere$ ISR
�

al-#
lows$ a# user, to

)
tak
)

e2 adv# antage# of* an# unanticipated, sliv- er2
of* time

)
for
'

producti. v- e2 w$ ork.* F
I

or* e2 xample,: during
3

an#
une, xpected: delay

3
in
&

a# doctor’
3

s of* fice,
7

we$ w$ ould* lik
@

e2 a#
user, to

)
be
+

producti. v- e2 ratherthan
)

idly leafingthrough
)

a#
magazine.( F

I
or* suchsituationswith$ brief

+
usage, inter

&
-

v- als,# rapidresumeis essential2 e2 v- en2 at# the
)

cost% of* slight
delays
3

later
@

.

Fourth,* it is sometimespossible. to
)

confidently% pre-.
dict
3

where$ a# user, will$ resume1 w$ ork.* F
I

or* e2 xample,: when$
a# user, leav- es2 for the

)
airport# after# suspendit is likely2 that

)
he will$ resumeeither2 in his airline’# s loungeor* at# his
preassigned. aircraft# seat.W

6
ith
&

the
)

assistance# of* higher
/

-
lev- el2 software,# it maybe

+
possible. to

)
identify likely2 re-

sumelocations
@

and# proacti. v- ely2 transfer
)

stateto
)

those
)

locations.Thiswill$ lower$ resumelatency4 . Sinceproac-.
ti
)

vity- merely( requires1 w$ arming# a# file
7

cache% in
&

our* de-
3

sign, the
)

consequences% of* acting# on* an# erroneous2 pre-.
diction
3

are# mild.( Useful
;

file
7

cache% statemay( be
+

flushed
Ò

and# netw< ork* bandwidth
+

may( be
+

w$ asted,# b
+
ut, there
)

is
&

no<
lossof* correctness% or* needfor cleanup% actions.#

Host OS
(Linux)

Hardware

GuesÓ t OS (Win XP
Ô

)
Õ

App (MS Word)
Ö

VMM (VMware)
×

Vulpes
Ø

Fauxide
(/dev/hdk)

DFS (Coda)

VM
×

Figure 2. ISR Host Architecture

4.2
Ï

Ar
Ù

chitecturÚ eÀ
Figure
I

2
C

shows$ the
)

host
/

architecture# that
)

we$ ha
/

v- e2
de
3

v- eloped2 in responseto
)

these
)

design
3

considerations.%
A ke2 y4 attrib# ute, of* this

)
architecture# is that

)
it gi> v- es2 us,

considerable% fle
Ò

xibility: in
&

e2 xperimenting: with$ a# wide$
rangeof* statetransfer

)
policies..

A loadablekernel2 modulecalled% Fauxide� serves2 as#
the
)

de
3

vice- dri
3

v- er2 for
'

a# pseudo-de. vice- named< Û�ÜYÝwÞbßpàVá�â
in Linux. A VM

5
is configured% to

)
use, this

)
pseudo-.

de
3

vice- as# its
&

solevirtual- disk
3

in
&

“raw”$ mode.( Refer
A

-
ences2 to

)
this
)

pseudo-de. vice- from the
)

VM
5

are# redirected
by
+

F
I

auxide# to
)

a# process. called% Vulpes.� It
�

is
&

V
5

ulpes, that
)

implementsthe
)

statetransfer
)

polic. y4 for the
)

VM’
5

s disk
3

by
+

controlling% the
)

mapping( of* its
&

data
3

to
)

files
7

in
&

Coda.
9

It
�

also# controls% the
)

hoarding
/

(i.e., Coda
9

cache% w$ arm-#
ing) of* those

)
files. SinceCoda

9
uses, whole$ file caching,%

V
5

ulpes, di
3

vides- the
)

virtual- disk
3

into
&

256KB
C

chunks% and#
mapseach2 to

)
a# separatefile. Thesefiles are# or* ganized>

as# a# tree
)

in
&

Coda.
9

VMw
5

are# also# uses, Coda
9

to
)

storethe
)

other* components% of* VM
5

statementionedin Section2.
Sincethese

)
filesare# relativ- ely2 smallcompared% to

)
a# vir- -

tual
)

disk,
3

whole-file$ caching% does
3

not< pose. a# problem..

5 VM
ã

State Transfer Policies

The
0

cop% yout/cop4 yin4 statetransfer
)

polic. y4 of* our* ini-
&

tial
)

prototype. (Section3) represents1 the
)

most( conser% -
v- ati# v- e2 endpoint2 in a# spectrumof* possible. policies.. No

8
attempt# is

&
made( to

)
propagate. dirty

3
statebefore

+
suspend,

and# resumeis block
+

ed2 until, the
)

entire2 statehasarri# v- ed.2
One
·

can% tak
)

e2 three
)

stepsto
)

shortenresume1 latenc
@

y:4
ä allo# w$ resumeto

)
occur* before

+
full statehasarri# v- ed.2

This
0

o* v- erlaps2 e2 x: ecution2 at# the
)

resume1 site with$

3



Suspend Resumeå

travel
æsite1ç site2ç

Work
è

t1 t2 t3 t4 t5

Figure 3
é

. Conceptual ISR Timeline
ê

statetransfer
)

.

ë proacti. v- ely2 w$ arm# the
)

Coda
9

file cache% at# the
)

re-
sumesite.This

0
reduces1 the

)
contrib% ution, to

)
resume1

latenc
@

y4 of* fetch
'

delay
3

from
'

file
7

servers.2
ì aggressi# v- ely2 propagate. dirty

3
statebefore

+
suspend.

Thisreducesthe
)

contrib% ution, to
)

resumelatency4 of*
storedelay

3
to
)

file
7

servers.2

Theseapproaches# are# not mutuallye2 xclusiv- e,2 and# can%
be
+

combined% in
&

man( y4 w$ ays# to
)

generate> a# wide$ range1
of* policies.. In the

)
sectionsthat

)
follow$ , we$ e2 xplore the

)
relativ- e2 meritsof* a# numberof* these

)
policies..

The
0

conceptual% timeline
)

shown$ in
&

Figure
I

3pro. vides-
a# uniform, framew$ ork* for discussing

3
these
)

policies.. The
figure
7

depicts
3

a# user, initially
&

w$ orking* for
'

duration
3

t1� at#
Internetlocationsite1.� Hethen

)
suspends,and# tra

)
v- els2 to

)
Internetlocationsite2.� In somesituations,the

)
identity

of* site2� is
&

kno
D

wn$ (or can% be
+

guessed)> a� priori� . In
�

other*
situations,it

&
becomes
+

apparent# only* when$ the
)

user, un-,
e2 xpectedly: shows$ up, and# initiates

&
resume.1 The

0
transfer
)

of* dirty
3

statefrom site1� to
)

file servers2 continues% after#
suspendfor

'
duration
3

t2.� There
0

is
&

then
)

a# period. t3� a# v- ail-#
able# for proacti. v- e2 file cache% w$ arming# at# site2,� if known.$
By
í

the
)

end2 of* t3,� the
)

user, has
/

arri# v- ed2 at# site2� and# initi-
&

ates# resume.He e2 xperiencesresumelatency4 t4
� before

+
he is able# to

)
be
+

gin> w$ ork* again.# He continues% w$ ork-*
ing
&

at# site2� for
'

duration
3

t5� until, he
/

suspendsagain,# and#
the
)

abo# v- e2 c% ycle4 repeatsitself. W
6

ith somestatetransfer
)

policies,. the
)

user, may( e2 xperience: slowdo$ wn$ during
3

the
)

early2 part. of* t5
� because

+
someoperations* block

+
while$

w$ aiting# for
'

missing( VM
5

stateto
)

be
+

transferred.
)

Al-
Q

though
)

the
)

architecture# shown$ in Figure2 makes2 this
)

deferred
3

statetransfer
)

functionally
'

transparent,
)

its
&

per. -
formance
'

delay
3

cannot% be
+

mask( ed.2
It is important to

)
observ* e2 that

)
Figure 3 is only* a#

canonical% representation1 of* the
)

ISR
�

timeline.
)

Man
î

y4
specialor* de

3
generate> cases% are# possible.. For* e2 xample,

t2� may( not< end2 before
+

resume1 if
&

tra
)

v- el2 duration
3

is
&

v- ery2
short. In

�
that
)

case,% the
)

residue1 of* t2� may( add# to
)

t4� in
&

contrib% uting, to
)

resumelatency4 . On
·

the
)

other* hand,a#
cle% v- er2 statetransfer

)
polic. y4 may( allo# w$ this

)
residue1 to

)

o* v- erlap2 t4.� In
�

other* w$ ords,* propagation. of* dirty
3

state
from the

)
suspendsiteto

)
file servers2 could% o* v- erlap2 state

propagation. from
'

those
)

servers2 to
)

the
)

resume1 site. An-
Q

other* specialcase% is when$ t5
� is v- ery2 brief.

+
W
6

ith sucha#
shortdwell

3
time,
)

full
'

VM
5

statemay( ne< v- er2 accumulate#
at# site2� — only* enough2 to

)
allo# w$ the

)
user, a# few$ moments

of* w$ ork* past. the
)

suspendpoint. at# the
)

end2 of* t1.
� While

6
man( y4 suchspecialcases% are# concei% v- able,# the

)
timeline
)

in Figure3 is likely2 to
)

co% v- er2 a# wide$ rangeof* common%
real-w1 orld* scenarios.

5.1
ï

Metrics
ð

From
I

a# user’, s perspecti. v- e,2 the
)

k
D
e2 y4 performance.

metricsof* ISRcan% be
+

characterized% by
+

tw
)

o* questions:H
ñ Resume
Ñ

latency
ò

: How
ó

long
�

after� I
ô

resume� at� a�
ne	 w
 site� can� I be

�
gin� useful� work?
 Theanswer# to

)
this
)

questionH corresponds% to
)

the
)

period. t4� .

õ Slo
ö

wdo÷ wn÷ : How muc
 h
�

is my
 work
 slowed� down
�

after� I
ô

resume?� The
0

answer# corresponds% to
)

the
)

slowdo$ wn$ during
3

t5.
�

Ideallyone* w$ ould* like2 zeroresumelatency4 and# zero
slowdo$ wn.$ In

�
practice,. there

)
are# tradeof

)
fs
'

between
+

the
)

tw
)

o.* Policiesthat
)

shrinkresumelatency4 may increase
a# v- erage2 slowdo$ wn$ and# vice- v- ersa.2 Our

·
goal> is

&
to
)

quan-H
tify
)

these
)

tradeof
)

fs
'

for
'

w$ orkloads* representati1 v- e2 of* an-#
ticipated
)

ISRusage.,

5.2
ï

Policyø Considerations

W
6

e2 define
3

the
)

following$ virtual- machinestatetrans-
)

fer
'

policies..

Baseline The baseline
+

polic. y4 most closely% approxi-#
mates( the

)
operation* of* ISR

�
under, the

)
original* pro-.

totype,
)

b
+
ut, adapted# to

)
the
)

new$ architecture.# Refer
to
)

Figure
I

3. After
Q

a# suspend,the
)

entire2 stateof*
the
)

virtual- machine,including both
+

the
)

disk
3

and#
memoryimages,is transferred

)
to
)

the
)

server2 dur
3

-
ing
&

t2� . The
0

period. t3� is
&

empty2 , and,# follo
'

wing$ a#
resume,the

)
entire2 stateof* the

)
virtual- machineis

transferred
)

to
)

the
)

resume1 siteduring
3

t4� and# pinned.
to
)

the
)

client% cache.% Note
8

herethat
)

nostatetransfer
)

occurs* during
3

either2 e2 x: ecution2 period. t1� or* t5� , op-*
timizing
)

for e2 xecution2 speedat# the
)

cost% of* suspend
and# resume1 latenc

@
y4 .

This
0

polic. y4 is
&

applicable# when$ site2� can% not< be
+

predicted. and# when$ the
)

sitemaybecome
+

discon-
3

nected< after# a# successfulresume.1 F
I

or* this
)

polic. y4 ,

4



we$ e2 xpect: the
)

resume1 latenc
@

y4 to
)

be
+

the
)

longest,
@

as#
it transfers
)

the
)

entire2 statein t4
� , b

+
ut, e2 xpectslow-$

do
3

wn$ to
)

be
+

the
)

shortest,because
+

all# virtual- ma-(
chine% stateis a# v- ailable# before

+
resume.

Fully
ù

Pr
ú

oactiø vû eÀ If
�

we$ can% predict. site2� , we$ can% de-
3

fine a# muchmoreaggressi# v- e2 statetransfer
)

polic. y4 .
At
Q

site2� , this
)

polic. y4 shifts the
)

entire2 statetransfer
)

time
)

from t4
� to
)

earlier2 periods. in the
)

ISRtimeline.
)

During t3
� (or earlier2 , for an# y4 statealready# a# v- ail-#

able# at# the
)

servers)2 site2� transfers
)

all# updated, state
to
)

its localcache.% Note
8

that
)

this
)

includesboth
+

VM
5

disk
3

and# memory( state. At
Q

resume,1 all# that
)

re-1
mainsis to

)
launchthe

)
VM.
5

W
6

e2 en2 vision- this
)

polic. y4 to
)

be
+

mostef2 fectiv- e2 when$
a# user, is

&
w$ orking* between

+
a# smallsetof* sites,such

as# home
/

and# w$ ork.* If
�

tw
)

o* sitesstart in
&

a# syn-
chronized% virtual- state,then

)
the
)

staterequiredto
)

be
+

transferred
)

during
3

tra
)

v- el2 time
)

is limited to
)

the
)

unique, statemodifiedduring
3

e2 xecution2 at# t1
� . Like2

the
)

baseline
+

polic. y4 , after# a# successfulresume1 the
)

fully proacti. v- e2 polic. y4 permits. operation* at# site2�
while$ disconnected.

3
F
I

or* this
)

polic. y4 , we$ e2 xpect: resume1 latenc
@

y4 to
)

be
+

shortest,because
+

all# statetransfer
)

hasbeen
+

mov- ed2
to
)

time
)

t3� . Slowdo$ wn$ will$ also# be
+

the
)

least
@

be-
+

cause% all# VM
5

stateis
&

a# v- ailable# before
+

resume.1

Pur
ú

eÀ Demand-F
Ð

etchÀ Supposea# user, arri# v- es2 une, xpect-:
edly2 at# a# ne< w$ site. If

�
we$ wish$ to

)
k
D
eep2 t4� as# short

as# possible,. we$ can% amortize# the
)

cost% of* retrieving-
the
)

VM
5

disk
3

stateo* v- er2 t5� by
+

using, a# pure. demand-
3

fetch polic. y4 . In this
)

polic. y4 , only* immediately-
required1 VM

5
stateis

&
retrie1 v- ed2 during

3
t4� , b

+
ut, trans-
)

fer of* the
)

disk
3

stateisdeferred.
3

As soonas# the
)

crit-%
ical
&

statehas
/

arri# v- ed,2 the
)

VM
5

may( be
+

launched.
@

Then,during
3

t5
� , disk

3
accesses# by

+
the
)

VM
5

are# de-
3

mandfetchedvia- V
5

ulpes, from the
)

Coda
9

server2 .

W
6

e2 e2 xpect the
)

resumelatency4 for this
)

polic. y4 to
)

be
+

short,as# only* critical% stateis
&

transferred
)

during
3

t4
� . W

6
e2 also# e2 xpectsubstantialslowdo$ wn$ because

+
client% cache% misses( during

3
t5� introduce
&

delay
3

.

W
Â

orkingø Set
ü

While
6

the
)

pure. demand-fetch
3

polic. y4 al-#
lo
@

ws$ e2 x: ecution2 to
)

commence% without$ VM
5

disk
3

statepresent. at# site2� , the
)

do
3

wnside$ is the
)

per. -
formance
'

penalty. until, the
)

client% cache% becomes
+

w$ arm.# This
0

penalty. can% be
+

somewhat$ mitigated(
by
+

w$ arming# the
)

site2� cache.% In the
)

W
6

orking* Set
polic. y4 , the

)
site1� systemestimates2 the

)
current% file

7

cache% w$ orking* set. The
0

systemthen
)

sendsa# de-
3

scriptionof* this
)

seteither2 to
)

the
)

server2 or* site2� .

If
�

the
)

resume1 site can% be
+

predicted. with$ confi-%
dence,
3

the
)

w$ orking* setmaybe
+

prefetched. at# site2�
during
3

t3� , which$ we$ call% the
) Eager

¿
W
Â

orkingø Set
ü

polic. y4 . If e2 xecution2 mustbe
+

resumedat# an# unpre-,
dicted
3

site, the
)

w$ orking* setmay be
+

fetchedcon-%
currently% with$ demand-fetch

3
during
3

t5� . W
6

e2 call%
this
)

the
)

Lazy W
Â

orkingø Set
ü

polic. y4 .
Eager
¿

Writeback
Â

Another
Q

aspect# of* VM
5

statetrans-
)

fer is the
)

questionH of* when$ dirty
3

stateis con% v- e2 yed4
from
'

site1� back
+

to
)

the
)

server2 . W
6

e2 define
3

eager2
writeback$ as# a# polic. y4 in which$ modifiedVM

5
disk
3

stateis
&

aggressi# v- ely2 pushed. to
)

the
)

server2 during
3

t1� . The
0

ef2 fect
'

of* this
)

is
&

to
)

reduce1 t2� and# thus
)

to
)

accomodate# a# shortertra
)

v- el2 interval# between
+

sus-
pend. and# resume.1 Of

·
course,% these

)
eager2 write-$

back
+

accesses# mayinterferewith$ demand
3

fetches
and# may( de

3
grade> t1� performance. if

&
not< scheduled

well.$

5.3
ï

Benchmarks

W
6

e2 hav- e2 used, three
)

benchmarks
+

in our* e2 v- aluation#
of* virtual- machine( statetransfer

)
policies.. T

0
w$ o* of* these

)
are# commercial% benchmarks

+
for
'

W
6

indo
&

ws$ produced.
by
+

the
)

BusinessApplications PerformanceCorpora-
9

tion
)

[1].
O

These
0

are# named< SYSmark2002
!

Office
�

Pr
ý

oduc-�
tivity
�

(SOP)
"

and# SYSmark2002
!

Internet ContentCre-�
ation� (SICC).

"
The
0

third
)

benchmark,
+

Roaming
þ

Softwar
!

e�
Developer� (RSD)

"
w$ as# created% by

+
us, and# is representa-

ti
)
v- e2 of* a# software# de

3
v- eloper2 who$ uses, ISR.

�
W
6

e2 describe
3

these
)

benchmarks
+

in the
)

restof* this
)

section.

SOP uses, script-driv- en2 W
6

indows$ applications# to
)

model( a# singleuser’, s of* fice
7

acti# vity- in
&

an# automobile#
compan% y4 . Theuser, creates% and# edits2 documents

3
using,

Microsoft
î

W
6

ord,* Excel
ÿ

and# Po
�

werpoint.$ He
�

accesses#
email2 using, Microsoft Outlook

·
and# queriesH a# database

3
using, Microsoft

î
Access.
Q

He
�

vie- ws$ presentations. on*
the
)

W
6

eb2 using, Netscape
8

Communicator
9

. A part. of* the
)

benchmark
+

includes
&

speechto
)

te
)

xt: translation
)

using,
Dragon
�

NaturallySpeaking.
8

Another
Q

part. constructs% a#
file archi# v- e2 using, W

6
inZip. McAfeeV

5
irusScanis run in

the
)

background
+

during
3

the
)

entire2 benchmark.
+

SOPe2 xecutes2 in a# VM
5

in about# 2300secondsof*
elapsed2 time

)
on* the

)
hardw
/

are# used, in
&

our* e2 xperiments:
(describedin Section5.4).

G
This includesdelays

3
mod-

elling2 user, think
)

time.
)

The
0

benchmark
+

concurrently%

5
G
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The left axis applies to
Ä

the
Ä

curves labelled “Reads” and
“Writes”; these

Ä
showÅ the

Ä
cumulative vÆ olume of read and wrÅ ite

tr
Ä

affic generated over the
Ä

life of the
Ä

benchmark. The right
axis applies to

Ä
the
Ä

curvÆ es labelled “Unique clean” and “Unique
dirty”;
Ä

these
Ä

show cumulative number of distinct 1KB disk
blocks read or wrÅ itten during the

Ä
benchmark. The differ-

ence between “Read” and “Unique clean” indicates the
Ä

extent
of tempor
Ä

al read locality. Similarly, the
Ä

difference between
“Write” and “Unique dirty”

Ä
indicates the

Ä
extent of tempor

Ä
al

write locality. Note that
Ä

the
Ä

right axis is in units of thousands
Ä

of 1KB blocks.

Figure 4. SOP Data Access Characteristics

e2 xecutes2 multiple applications# and# models the
)

user,
switching between

+
them
)

during
3

his w$ ork.* Figure 4
shows$ the

)
observ* ed2 data

3
access# characteristics% of* SOP.

W
6

e2 obtained* this
)

informationby
+

having- V
5

ulpes, trace
)

disk
3

addresses# while$ SOPis
&

running1 in
&

the
)

VM
5

of* Fig-
I

ure, 2.

Lik
E

e2 SOP, SICCalso# consists% of* script-driv- en2 W
6

in-
&

do
3

ws$ applications.# SICC modelsthe
)

w$ ork* of* a# de-
3

signercreating% W
6

eb2 pages. for
'

a# sportscompan% y4 us-,
ing
&

Macromedia
î

Dreamwea
�

v- er2 . He
�

embeds2 images
&

de-
3

v- eloped2 with$ AdobePhotoshopand# animations# created%
with$ Macromedia

î
Flash.
I

He
�

then
)

creates% a# promotional.
video- using, AdobePremiereand# encodes2 it using, W

6
in-

do
3

ws$ Media
î

Encoder
ÿ

. User
;

think
)

time,
)

concurrenc% y4 ,
and# switchingbetween

+
applications# are# modelledas# for

SOP. Figure5
G

shows$ the
)

observ* ed2 data
3

access# charac-%
teristics
)

of* this
)

benchmark.
+

SICC e2 x: ecutes2 in
&

about#
5400
G

secondson* our* hardware.#
The
0

soleperformance. metric( reported1 by
+

SOPand#
SICCis aver� a� g� e� response� time

�
.� This is the

)
time,
)

a# v- er2 -
aged# across# all# benchmark

+
operations,* that

)
it
&

tak
)

es2 the
)

systemto
)

complete% an# operation* initiatedby
+

the
)

bench-
+

mark( script. In
�

Microsoft
î

W
6

ord,* for
'

e2 xample,: the
)

re-1
sponsetime

)
for
'

a# “ReplaceAll”
Q

operation* is
&

the
)

delay
3

between
+

clicking% in the
)

“Edit/Replace”dialog
3

box
+

and#
the
)

appearance# of* the
)

completion% dialog
3

box.
+

Response
A

time
)

is thus
)

a# direct
3

measureof* systemsluggishness
percei. v- ed2 by

+
the
)

user, . In
�

the
)

conte% xt: of* ISR,
�

this
)

met-(
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The interpretation of these
Ä

curves is the
Ä

same as for Figure 4.
Note that

Ä
the
Ä

right axis is in units of thousands
Ä

of 1KB blocks.

Figure 5
�

. SICC Data Access Characteristics

ric includesan# y4 delays
3

inducedby
+

statetransfer
)

polic. y4
— for

'
e2 xample,: the

)
delay
3

caused% by
+

a# file
7

cache% miss(
in Coda.

9
The slowdo$ wn$ metric for an# ISR polic. y4 is

gi> v- en2 by
+

the
)

dif
3

ference
'

between
+

the
)

a# v- erage2 response1
time
)

when$ a# benchmark
+

runswith$ that
)

polic. y4 and# the
)

corresponding% time
)

for a# referenceconfiguration.%
F
I

ocusing* solely on* a# v- erage2 v- alues# can% sometimes
be
+

misleading.Lookingat# distrib
3

utions, or* grouping> by
+

application# may( of* fer
'

useful, insights.
&

Although
Q

such
detailed
3

data
3

can% be
+

e2 xtractedfrom SOP and# SICC,
we$ are# unable, to

)
present. them

)
here.
/

This
0

is
&

because
+

the
)

SYSmarklicensingterms
)

prohibit. reportingof* an# y4
numbers< other* than

)
a# v- erage2 response1 time.

)
The
0

RSD
A

benchmark
+

models( a# software# de
3

v- eloper2
w$ orking* in a# CygW

9
in en2 vironment- on* W

6
indows.$ The

benchmark
+

consists% of* a# sequenceof* tasks
)

with$ a# fix
7

ed2
10-seconddelay

3
between
+

them
)

to
)

model think
)

time.
)

The
0

de
3

v- eloper2 first
7

untars, and# unzips, the
)

sourcearchi# v- e2
of* the

)
Sphinx speechrecognizer. He then

)
config-%

ures, the
)

sourcetree
)

and# then
)

b
+
uilds, Sphinx. Ne

8
xt, he

���! #"%$ s the
)

sourcetree
)

for
'

a# string, touches
)

all# header
/

files in the
)

tree,
)

and# then
)

rebuilds, Sphinx. Figure 6
J

shows$ the
)

data
3

access# characteristics% of* RSD.
A

The
0

to-
)

tal
)

runningtime
)

of* RSD is 640
J

secondson* our* hard-
w$ are.# The

0
dif
3

ference
'

in
&

time
)

between
+

a# configuration%
that
)

uses, a# particular. ISRpolic. y4 and# a# referenceconfig-%
uration, gi> v- es2 the

)
slowdo$ wn$ caused% by

+
that
)

polic. y4 . The
0

slowdo$ wn$ of* indi
&

vidual- tasks
)

in
&

the
)

benchmark
+

of* fers
'

moredetail
3

on* the
)

ef2 fectsof* the
)

polic. y4 .
5.4
ï

Experimental Setup
ü

and& Methodology

Our
·

e2 xperimental: infrastructure
&

consisted% of* single-
processor. client% computers% connected% to

)
single-

processor. Coda
9

servers2 through
)

100 MB/s
î

Ethernet.
ÿ

6
J
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of 1KB blocks.

Figure 6
)

. RSD Data Access Characteristics

The clients% were$ 2.0 GHz
=

Pentium4 processor. -based
computers% with$ 1 GB

=
of* SDRAM, and# the

)
servers2 were$

1.2 GHz
=

PentiumIII Xeon processor. -basedmachines
with$ 1 GB

=
of* SDRAM.

All computers% were$ running RedHat7.2
K

with$ the
)

Linux
E

2.4.18
C

k
D
ernel2 installed.

&
The
0

clients% were$ running1
VMw
5

are# W
6

orkstation* 3.1 and# v- ersion2 5.3.19
G

of* Coda
9

with$ an# 8 GB
=

file
7

cache.% The
0

non-replicated< servers2
were$ also# running1 v- ersion2 5.3.19

G
of* Coda.

9

5.4.1
ï

V
*

irtual
Ã

Disk
Ð

Repr
Ñ

esentationÀ
As
Q

mention( in
&

Section4.2,
F

V
5

ulpes, accomodates#
Coda’
9

s whole-file$ caching% by
+

di
3

viding- VM
5

disk
3

state
into
&

256
C

KB
+

chunks.% W
6

e2 use, a# tw
)

o-le* v- el2 directory
3

structureto
)

or* ganize> the
)

virtual- disk
3

file chunks.%
Chunk
9

sizemayhav- e2 a# seriousimpacton* the
)

user,
e2 xperience.W

6
ith larger> chunk% size,Coda’

9
s whole-file$

caching% will$ w$ aste# bandwidth
+

when$ partially. written$
files are# transferred

)
to
)

servers.2 Further, if the
)

ISR pol-.
ic
&

y4 is
&

demand-dri
3

v- en,2 each2 demand-miss
3

on* the
)

client%
will$ resultin a# chunk% fetch.Again,if the

)
chunks% are# too

)
lar
@

ge,> bandwidth
+

will$ be
+

w$ asted# as# the
)

systemfetches
'

data
3

that
)

it
&

ne< v- er2 uses., On
·

the
)

other* hand,
/

if
&

the
)

chunk%
sizeis too

)
small,we$ missan# opportunity* to

)
e2 xploit spa-

tial
)

locality
@

– resulting1 in
&

a# greater> file
7

cache% miss( ratio.1
T
0

o* determine
3

appropriate# v- alues# for
'

the
)

chunk% size,
we$ captured% a# trace

)
of* the

)
disk
3

blocks
+

fetched
'

during
3

the
)

e2 xecution2 of* the
)

tw
)

o* Sysmarkbenchmarks.
+

W
6

e2
adapted# a# cache% simulationpackage,. Dinero

�
IV
�

[3],
O

to
)
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B

. Disk State Chunk Caching

calculate% the
)

file
7

chunk% miss( rate1 and# bandwidth
+

con-%
sumedduring

3
w$ orkload* e2 xecution2 for v- arious# chunk%

sizes.In these
)

e2 xperiments,we$ assumed# that
)

the
)

client%
w$ as# operating* in

&
a# demand-fetch
3

mode( and# that
)

client%
chunk% cache% w$ as# large> enough2 to

)
contain% the

)
entire2 set

of* file
7

chunks.% The
0

results1 of* these
)

simulationsare#
shown$ in Figure7.

K
In our* e2 xperimentswe$ hav- e2 chosen%

to
)

emplo2 y4 a# chunk% sizeof* 256
C

KB
+

to
)

strike2 a# balance
+

between
+

the
)

miss( rate1 and# w$ asted# bandwidth.
+

5.4.2
ï

Snapshots
ü

For* e2 xperimentationwith$ the
)

v- arious# benchmarks
+

at# dif
3

ferent
'

points. in
&

their
)

respecti1 v- e2 e2 x: ecution,2 we$
maintainVM

5
statesnapshotsof* each2 benchmark.

+
For*

each2 benchmark,
+

the
)

first
7

snapshot,denoted
3

s0� is
&

ob-*
tained
)

by
+

suspendingthe
)

VM
5

at# the
)

startof* the
)

w$ ork-*
load. For* SOPand# SICC, this

)
point. is after# SysMark

has
/

finished
7

its
&

setupand# the
)

launch
@

of* the
)

windo$ ws$ ap-#
plications. is about# to

)
commence.% For* RSD,this

)
point.

is
&

immediately
&

preceeding. the
)

e2 x: ecution2 of* an# y4 of* the
)

component% stepsof* the
)

benchmark.
+

F
I

or* each2 benchmark,
+

a# mid-e( x: ecution2 snapshot,de-
3

noteds1� , w$ as# tak
)

en2 by
+

suspendingthe
)

VM
5

at# a# point.
approximately# halfw

/
ay# through

)
the
)

w$ orkload.*
Finally
I

, a# terminal
)

snapshot,denoted
3

s2� , w$ as# tak
)

en2
for each2 w$ orkload* by

+
suspendingthe

)
VM
5

after# com-%
pletion. of* the

)
w$ orkload.* F

I
or* SOPand# SIPP, this

)
oc-*

cured% after# the
)

conclusion% of* the
)

windo$ ws$ applications,#
b
+
ut, before
+

the
)

cleanup/summary% actions# of* the
)

Sysmark
dri
3

v- er2 script.

7
K



P
ú

olicyø SOP
ü

SICC
ü

RSD
Ñ

Baseline 2060(29) 2020(82) 2034(23)

Proacti
�

v- e2 2.5
C

(0.15) 2.5
C

(0.14) 3 (0.02)

Demand 27 (1.9) 33 (5.1) 18 (1.0)

Average resume time
Ä

in seconds and standard deviation for
three
Ä

iterations of the
Ä

SOP, SICC, and RSD benchmarks.

Figure 8
C

. Resume latency f
D
or� s1E snapshotE

5.5
ï

Ev
¿

aluation:& Resume
Ñ

T
F

ime
Ã

A
Q

summaryof* the
)

resume1 times
)

for
'

three
)

ISR
�

poli-.
cies% and# our* three

)
benchmarks
+

is pro. vided- in Figure8.
F
I

or* each2 benchmark,
+

we$ resumed1 a# VM
5

from
'

snapshot
s1.W

6
e2 define
3

the
)

end2 of* the
)

resume1 operation* to
)

be
+

the
)

first instantthat
)

the
)

user, is able# to
)

interactwith$ the
)

VM.
5

In
�

the
)

baseline
+

polic. y4 , resume1 in
&

v- olv* es2 three
)

se-
rial phases.. First, the

)
disk
3

data
3

is transferred
)

from the
)

server2 to
)

the
)

client.% Second,the
)

memory( image
&

is
&

trans-
)

ferredfrom the
)

server2 to
)

the
)

client.% Finally, VMw
5

are# is
launched.
@

Thepure. demand-fetch
3

polic. y4 launchesthe
)

VM
5

be-
+

fore
'

the
)

entire2 disk
3

image
&

is
&

cached% locally
@

. Hence,
�

this
)

polic. y4 a# v- oids* the
)

latency4 of* the
)

first phase.. Theresume
time
)

for
'

demand-fetch
3

is
&

the
)

sumof* the
)

memory( image
&

transfer
)

time
)

and# the
)

VMM
5

launchtime.
)

The
0

fully
'

proacti. v- e2 polic. y4 further
'

reduces1 resume1
time
)

by
+

eliminating2 the
)

memoryimagetransfer
)

phase..
Under
;

this
)

polic. y4 , we$ ha
/

v- e2 assumed# that
)

the
)

client% ma-(
chine% is

&
constantly% synchronizingcached% copies% of* the

)
disk
3

and# memorydata
3

with$ the
)

server2 . Consequently
9

,
with$ a# w$ arm# client% file

7
cache,% the

)
resume1 time

)
is
&

equal2
to
)

the
)

time
)

requiredto
)

launchthe
)

VMM.
5

Figure
I

8 shows$ that
)

by
+

emplo2 ying4 either2 the
)

fully
'

proacti. v- e2 or* pure. demand-fetch
3

policies,. we$ can% re-
duce
3

the
)

user, -perceiv- ed2 resume1 latenc
@

y4 substantially.
The proacti. v- e2 polic. y4 improv- es2 the

)
resumetime

)
from

approximately# 2000secondsto
)

2.5 seconds.The de-
3

mandpolic. y4 also# shows$ a# marked2 improv- ement2 – re-
ducing
3

the
)

resumelatency4 from 2000 secondsto
)

ap-#
proximately. 30 seconds.

The
0

resume1 latenc
@

y4 is
&

directly
3

related1 to
)

the
)

quan-H
tity
)

of* data
3

that
)

must( be
+

transferred
)

during
3

t4� . The
0

largest> portions. of* VM
5

stateare# the
)

disk
3

data
3

(divided-
into
&

chunks% as# mentioned( pre. viously)- and# the
)

memory(
image. Identicalv- olumes* of* virtual- disk

3
stateis em-2

plo. yed4 in
&

all# three
)

images,
&

namely< 4
F

GB.
=

Ho
�

we$ v- er2 , be-
+

cause% the
)

time
)

requiredto
)

transfer
)

the
)

memoryimage
is a# significantcomponent% of* the

)
resumetime

)
when$ the

)
user, be

+
gins> with$ a# cold% client% file

7
cache,% we$ compress%

SOP
ü

SICC
ü

RSD
Ñ

vmss- size 262 262 262
vmss.gz- size 96

P
142 62

J
compression% 63.4%

J
45.8% 76.3%

K
Figure 9

G
. Memory� stateE file

H
sizE es� (MB)

the
)

memory( image
&

on* the
)

server2 in
&

our* implementation.
&

Thesizeof* the
)

resultingfiles is gi> v- en2 in Figure9.
P

The
0

dif
3

ference
'

between
+

the
)

resume1 times
)

of* the
)

benchmarks
+

for pure. demand-fetch
3

in Figure8 can% be
+

traced
)

directly
3

to
)

the
)

dif
3

ference
'

between
+

the
)

sizesof* the
)

compressed% memory( images
&

reported1 in
&

Figure
I

9.
P

Nat-
8

urally, , the
)

dif
3

ferencein compressed% file sizesis directly
3

related1 to
)

the
)

entrop2 y4 of* the
)

data
3

in
&

the
)

memory( image
&

because
+

the
)

sizeof* the
)

memoryallocated# to
)

the
)

virtual-
machine( is

&
the
)

samein
&

all# cases% (256MB).
î

Comparing
9

the
)

baseline
+

resumetime
)

of* Figure8 to
)

the
)

resume1 times
)

of* our* initial
&

prototype. (Figure1), we$
seethat

)
our* implementation,based

+
on* Coda,

9
is slower$

than
)

our* initial prototype,. based
+

on* NFS.
8

This dif
3

fer-
ence2 is

&
due
3

to
)

tw
)

o* f
'
actors.# First,

I
the
)

initial
&

VM
5

w$ as#
muchsmaller–comprising% a# 2GB

=
disk
3

which$ w$ as# only*
half
/

full
'

and# 128 MB
î

of* main( memory( . The
0

VMs
5

in
&

the
)

current% e2 xperimentshav- e2 disks
3

and# memoryboth
+

scaledby
+

factor# of* tw
)

o.* Additionally, our* current% VM
5

state,including
&

the
)

Sysmarkinstallation,
&

is
&

only* half
/

as#
compressible;% hence,the

)
v- olume* of* data

3
used, to

)
cre-%

ate# Figure
I

8 w$ as# about# four
'

times
)

greater> than
)

the
)

data
3

used, to
)

create% Figure1. By substitutingan# rsyncopera-*
tion
)

o* v- er2 NFS
8

for
'

the
)

hoard
/

w$ alk# on* Coda,
9

we$ observ* ed2
data
3

transfer
)

ratesthat
)

are# consistent% with$ the
)

original*
e2 xperiments: – approximately# 60

J
MB/s.
î

Thesecondfactor# is that
)

the
)

Coda
9

hoardw$ alk# oper* -
ation# is muchmoree2 xpensiv- e2 than

)
an# rsynco* v- er2 NFS.

8
The
0

transfer
)

rate1 during
3

a# hoard
/

w$ alk# is
&

approximately#
18 Mb/s. This factor# of* three

)
reductionin transfer

)
rate

is
&

due
3

partly. to
)

the
)

additional# bookk
+

eeping2 in
&

v- olv* ed2 in
&

the
)

hoardoperation,* partly. to
)

the
)

tighter
)

consistenc% y4
guarantees> of* Coda,

9
and# partly. to

)
the
)

e2 xperimental: na-<
ture
)

of* the
)

Coda
9

implementation.Howe$ v- er2 , we$ felt that
)

the
)

benefits
+

of* the
)

hoard
/

w$ alk# functionality
'

, which$ is
&

particularly. useful, under, the
)

fully
'

proacti. v- e2 polic. y4 , out-*
weighed$ the

)
dra
3

wback$ of* the
)

reducedtransfer
)

rate.

5.6
ï

Evaluation:& Response Time

Figure
I

8 the
)

resume1 time
)

may( be
+

reduced1 to
)

approximately# 30 secondsby
+

emplo2 ying4 the
)

pure.
demand-fetch
3

polic. y4 . Ho
�

we$ v- er2 , the
)

demand
3

polic. y4 in-
&

curs% a# performance. penalty. . Figure10reportsour* mea-

8



P
ú

olicyø SOP
ü

SICC
ü

RSD
Ñ

Baseline 2.6 (0.32) 3.7 (0.44) 640
J

(56)

Proacti
�

v- e2 2.6
C

(0.32) 3.7 (0.44) 640
J

(56)

Demand 5.7
G

( I ) 5.9
G

(0.44) 660
J

(18)

AvÆ erage response time
Ä

in seconds and standard deviationÆ
for three
Ä

iterations of the
Ä

SOP, SICC, and RSD benchmarks.J
The SOP response time

Ä
f
(
or the
Ä

demand policy is from
(

a sin-
gle iteration. We expect to

Ä
supply the

Ä
additional tw

Ä
o iterations

f
(
or the
Ä

final
K

vÆ ersion of the
Ä

paper.

Figure 10. Benchmark response times
L

Baseline/Proactiø vû eÀ Demand
untar, 65

J
(38) 28 (2.4)

configure% 62
J

(2.4) 96
P

(4.5)

b
+
uild1, 260

C
(14) 280

C
(11)

b
+
uild2, 250 (14) 260 (13)

Total* 640
J

(56) 660
J

(18)

Average execution time
Ä

in seconds and standard deviation for
three
Ä

iterations of the
Ä

RSD benchmark.

Figure 11. Component e� xecution� times
L

for� RSD

surementof* this
)

penalty. . W
6

e2 gathered> the
)

response
times
)

for
'

SOPand# SICCreported1 by
+

Sysmarkand# mea-(
suredthe

)
runtime

)
of* our* RSDbenchmark.

+
For* the

)
SOP

benchmark,
+

the
)

demand
3

polic. y4 introduced
&

an# approx-#
imately 120% increasein responsetime

)
relativ- e2 the

)
baseline
+

polic. y4 . For* the
)

SICC polic. y4 , the
)

increasein
responsetime

)
is 59%.
G

TheRSDpolic. y4 saw$ the
)

small-
est2 demand

3
penalty. , 3%,perhaps. due

3
to
)

its
&

much( higher
/

ratio1 of* writes$ to
)

reads.1 The
0

a# v- erage2 data
3

request1 rate1
seenby

+
V
5

ulpes, is comparable% in all# three
)

benchmarks:
+

385 requests/s1 for
'

SOP, 154 requests/s1 for
'

SICC, and#
187requests/sfor RSD.

Figure
I

11 reports1 the
)

e2 x: ecution2 times
)

of* the
)

indi-
&

vidual- components% of* the
)

RSD
A

benchmark.
+

From
I

the
)

figure,we$ seethat
)

the
) MONQPSRUTQV

and# WOXZY�[U\^] suffer v- ery2
little under, the

)
demand
3

polic. y4 despite
3

generating> many4
disk
3

writes.$ The
0 _U`badcde#f#g^h^i

component% does
3

suffer
'

a#
50%
G

performance. de
3

gradation> under, the
)

demand
3

pol-.
ic
&

y4 . Ine
�

xplicably: , the
) jOk!lnmbo

component% e2 xperienced:
an# a# v- erage2 speedupunder, the

)
demand
3

polic. y4 . While
6

we$ were$ not< able# to
)

fully
'

e2 xplain: this
)

beha
+

vior- , we$ be-
+

lie
@

v- e2 that
)

it
&

may( coincide% with$ background
+

Coda
9

book-
+

keeping2 that
)

arises# because
+

the
)

Baselinee2 xperiments
were$ run1 with$ Coda

9
in
&

the
)

disconnected
3

mode( and# the
)

Demande2 xperimentswere$ e2 xecuted2 with$ Coda
9

in the
)

connected% mode.(
T
0

o* further
'

contrast% the
)

performance. dif
3

ferences
'

be-
+

tween
)

fully
'

proacti. v- e2 and# on-demand* caching% policies,.
we$ created% a# disk-intensi

3
v- e2 microbenchmark,ENC.

This
0

microbenchmark( uses, the
)

Lame
E

MP3
î

encoder2 to
)

Baseline/Pr
p

oactiø vû eÀ Demand
Ð

Total* 680
J

(70) 2500(156)

AvÆ erage execution time
Ä

in seconds and standard deviationÆ f
(
or

three
Ä

iterations of the
Ä

ENC microbenchmark.

Figure 12. Execution� time
L

f
D
or� ENC

SOP
ü

SICC
ü

RSD
Interval# s0-s1 888 859 669

J
Interval# s1-s2 413 474 223
Interv
�

al# s0-s2 1001 1081 767
K

Number of chunks modified during each workload interval.

Figure 13. Modified chunksq per wr or� kload intervs al

compress% 990
P

MB of* W
6

AV
5

music files to
)

90
P

MB of*
MP3
î

files.
7

W
6

e2 measured( the
)

total
)

encoding2 time
)

for
'

both
+

the
)

fully proacti. v- e2 and# on-demand* case.% Figure12
shows$ a# f

'
actor# of* 3.6 increase

&
in
&

encoding2 time
)

be-
+

tween
)

the
)

proacti. v- e2 and# on-demand* policies. for our*
disk-intensi
3

v- e2 w$ orkload.*

5.7
ï

Evaluation:& IncrementalÀ Copyout/Copyinø

Another importantaspect# of* ISR is the
)

v- olume* of*
data
3

and# time
)

requiredto
)

cop% y4 modifiedstateat# site1� to
)

the
)

DFS
�

(interval# t2� ).
�

F
I

or* the
)

fully
'

proacti. v- e2 polic. y4 , this
)

v- olume* of* data
3

mustalso# be
+

transmitted
)

to
)

the
)

hoarding
sitesduring

3
t3� .

Gi
=

v- en2 our* VM
5

snapshots,the
)

v- olume* of* modified
data
3

corresponds% to
)

the
)

setof* chunks% that
)

were$ mod-(
ified during

3
the
)

time
)

intervals# of* the
)

w$ orkloads,* s0-s1�
for
'

the
)

first
7

half
/

of* the
)

w$ orkload,* s1-s2� for
'

the
)

second
half
/

of* the
)

w$ orkload,* and# s0-s2� for
'

the
)

entire2 w$ orkload*
interval.# Thecounts% of* modifiedchunks% are# presented.
in
&

Figure
I

13.

If we$ wish$ to
)

translate
)

these
)

counts% to
)

requiredtime,
)

we$ can% use, the
)

measured( transfer
)

time
)

in
&

and# out* of*
Coda
9

during
3

a# hoardw$ alk# and# apply# that
)

transfer
)

rate
to
)

the
)

chunk% counts.% When
6

we$ do
3

this,
)

we$ get> the
)

cop% y-4
out/cop* yin4 transfer

)
times
)

presented. in Figure14.

One
·

can% interpretthese
)

resultsrelativ- e2 to
)

a# usage,
scenario.Supposewe$ tak

)
e2 the
)

case% of* migrating( VM
5

SOP
ü

SICC
ü

RSD
Ñ

Interval# s0-s1 98.6
P

95.4
P

74.3
K

Interv
�

al# s1-s2 45.8
F

52.6
G

24.7
C

Interval# s0-s2 111.2 120.1 85.2

Estimated time
Ä

in seconds required to
Ä

copy all modified file
chunks to

Ä
the
Ä

servÆ er.

Figure 14. Estimated tr
L

ansfer� time
L

for� modified
chunksq

9
P



statefrom
'

w$ ork* to
)

home.
/

Assume
Q

that
)

both
+

sitesstart
in the

)
samesynchronizedstate. At w$ ork,* the

)
user, is

performing. w$ ork* similar to
)

the
)

SOPbenchmark
+

and#
suspendsat# time

)
s1� . Thetime

)
requiredto

)
cop% yout4 VM

5
disk
3

stateshouldtak
)

e2 about# 99
P

seconds,and# the
)

time
)

to
)

compress% and# cop% yout4 VM
5

memorystateshouldtak
)

e2
about# 30 seconds1 This cop% yout4 occurs* after# the

)
sus-

pend. point. during
3

interv
&

al# t2� . If
�

the
)

user, ef2 fecti
'

v- ely2 em-2
plo. ys4 the

)
fully proacti. v- e2 polic. y4 , the

)
systemwill$ transfer

)
the
)

samedata
3

to
)

the
)

setof* synchronizingclients% during
3

interval# t3
� .

6 Futur
t

e W
N

ork

This w$ ork* can% be
+

e2 xtended by
+

inv- estigating2 a#
broader
+

range1 of* statetransfer
)

policies.. W
6

e2 plan. to
)

be-
+

gin> with$ the
)

Eager
ÿ

W
6

orking* Set,Lazy
E

W
6

orking* Set,and#
EagerWriteback

6
policies. described

3
in Section5.

G
Quan-
u

tifying
)

the
)

tradeof
)

fs
'

of* these
)

policies. for
'

the
)

SOP, SICC
and# RSDbenchmarks

+
is an# ob* vious- first step.Broaden-

ing
&

the
)

range1 of* benchmarks
+

is
&

another# w$ ay# to
)

e2 xtend:
this
)

w$ ork.* Theultimate, v- alidation# is, of* course,% to
)

de-
3

plo. y4 ISR
�

to
)

a# user, community% and# to
)

obtain* empirical2
feedbackfrom the

)
deplo
3

yment.4 Before suchdeplo
3

y-4
mentis possible,. someimportantlimitationsof* the

)
cur% -

rent1 prototype. will$ ha
/

v- e2 to
)

be
+

addressed.# W
6

e2 discuss
3

these
)

in the
)

restof* this
)

section.

Securityis
&

not< addressed# in
&

our* current% implemen-
&

tation.
)

Thereare# tw
)

o* dimensions
3

to
)

this
)

problem.. First,
the
)

distrib
3

uted, file
7

systemused, for
'

ISR
�

may( not< en-2
crypt% network* transmission.

)
TransmittingVM

5
statein

the
)

clear% is
&

particularly. risk1 y4 because
+

v- olatile* statemay(
contain% highly sensitiv- e2 informationsuchas# passw. ords*
in the
)

clear% . W
6

e2 plan. to
)

address# this
)

by
+

encrypting2 data
3

at# the
)

suspendsite,and# decrypting
3

it
&

at# the
)

resume1 site.
Hence,suspendedVM

5
statewill$ nev- er2 be

+
transmitted
)

or* storedin
&

the
)

clear% . Second,there
)

is
&

a# need< for
'

mu-(
tual
)

authentication# of* user, and# hostat# resume.Our
·

ap-#
proach. herewill$ be

+
to
)

lev- erage2 the
)

w$ ork* of* others* such
as# the

)
T
0

rusted1 Computing
9

Platform
�

Alliance
Q

[12].
O

As
Q

ISR
�

becomes
+

popular. , we$ e2 xpect: that
)

users, will$
demand
3

somecon% v- eniences2 to
)

augment# the
)

basic
+

im-
&

plementation. described
3

here. One
·

suchfeatureis the
)

ability# to
)

ensure2 that
)

at# most( one* cop% y4 of* a# VM
5

is
&

e2 x-:
ecuting2 at# a# time.

)
This guards> against# a# user, absent-#

mindedly( resuming1 a# secondtime
)

using, stalee2 x: ecution2
1This assumesv that

w
the
w

compressx andv copx youty ofz the
w

memorystateis comparablex
to
w

the
w

copx youty andv uncompress{ ofz the
w

memorystateasv in the
w

demand
|

polic} yy resume
time
w

presented} in
~

Figure
�

8.

state,after# an# initial
&

resume1 else2 where.$ The
0

mutual( e2 x-:
clusion% mechanismwe$ en2 vision- is a# simpleVM

5
lock

server2 on* the
)

Internet
�

that
)

is
&

accessed# through
)

a# W
6

eb2
bro
+

wser$ . If a# resumerequestfails,# the
)

lock server2 could%
return1 information

&
identifying
&

the
)

location
@

at# which$ the
)

VM
5

is already# e2 xecuting,2 when$ it w$ as# resumedthere,
)

and# soon.*
A
Q

related,1 b
+
ut, distinct,

3
feature
'

is
&

the
)

ability# to
)

re-1
motelysuspenda# VM.

5
Thisw$ ould* be

+
useful, in a# v- ariety#

of* situationswhere$ a# user, departs
3

from
'

a# location
@

with-$
out* suspendinghisVM.

5
For* e2 xample,hemayforget> to

)
suspendbefore

+
lea
@

ving- for
'

home;
/

or* , he
/

may( visit- a# co-%
w$ ork* er’2 s locationand# disco

3
v- er2 that

)
heneedsto

)
resume

there.
)

Of
·

course,% there
)

are# important
&

security issues
&

that
)

w$ ould* ha
/

v- e2 to
)

be
+

addressed# in
&

implementing
&

such
a# mechanism.

Another
Q

important
&

area# of* future
'

ef2 fort
'

is
&

to
)

e2 xplore:
techniques
)

for synthesizingmuch of* the
)

transferred
)

stateat# the
)

resume1 site. This
0

can% reduce1 the
)

v- olume*
of* data

3
that
)

hasto
)

be
+

transferred
)

between
+

suspendand#
resume.It can% also# can% be

+
ef2 fectiv- e2 in the

)
absence# of* lo-

cality% — for
'

e2 xample,: when$ a# user, resumes1 at# an# une, x-:
pected. site.This approach# haspromise. because

+
a# large>

fraction
'

of* disk
3

content% on* a# personal. systemconsists%
of* standardoperating* systemand# application# software#
(e.g.,W

6
indo
&

ws$ and# the
)

Microsoft
î

Of
·

fice
7

suite). If
�

disk
3

imagesof* the
)

standardsoftware# are# a# v- ailable# at# the
)

re-
sumesite,suspendedstatecan% be

+
reconstructed1 by

+
first
7

applying# those
)

disk
3

images
&

and# then
)

applying# o* v- erlays2
transmitted
)

from the
)

suspendsite. This technique
)

can%
be
+

e2 xtended: to
)

situationswhere$ netw< ork* bandwidth
+

is
&

highly une, v- en2 across# sites.Thelarge> standarddisk
3

im-
ages# can% be

+
widely$ distrib

3
uted, using, peer. -to-peertech-

)
niquessuchas# Gnutella

=
[6]
O

and# accessed# at# high band-
+

width$ from
'

a# nearby< site. Only
·

the
)

much( smalleruser, -
specificstate(userdirectory

3
contents% plus. customized%

systemfiles) needsto
)

be
+

transmitted
)

at# low$ bandwidth
+

from
'

the
)

suspendsite.

7 Conclusion

Seamlesscomputation% in
&

spiteof* user, mo( v- ement2 is
&

the
)

holy grail> of* mobilecomputing.% This paper. shows$
that
)

ISR
�

can% be
+

a# v- aluable# mechanism( to
)

help
/

achie# v- e2
this
)

goal.> To* the
)

best
+

of* our* knowledge,$ we$ are# the
)

first
7

researchers1 to
)

identify
&

this
)

unique, capability% and#
to
)

show$ ho
/

w$ it
&

can% be
+

ef2 fecti
'

v- ely2 implemented.
&

The
0

use, of* VM
5

technology
)

for stateencapsulation,2 and# the
)

use, of* a# distrib
3

uted, file
7

systemfor
'

statetransport
)

are#

10



the
)

salientaspects# of* our* design.
3

W
6

e2 ha
/

v- e2 shown$ in
&

this
)

paper. that
)

large> VM
5

statesize,the
)

ke2 y4 obstacle* to
)

ISR,
�

can% be
+

o* v- ercome2 by
+

e2 xploiting: proacti. vity- and# by
+

using, incrementalstatetransfer
)

to
)

the
)

resumesite.

Thee2 xperimentsreportedhereconfirm% that
)

resume
latency4 can% be

+
reducedto

)
just
?

a# few$ secondsthrough
)

the
)

use, of* these
)

techniques.
)

This
0

is
&

comparable% to
)

the
)

de-
3

lay one* e2 xperiencesafter# opening* a# laptop. Thepaper.
describes
3

a# number< of* statetransfer
)

policies. and# quan-H
tifies
)

their
)

relativ- e2 merits using, an# industry-standard
benchmark.
+

These
0

results1 gi> v- e2 us, confidence% that
)

ISR
�

hasan# importantrole to
)

play. in the
)

future of* mobile
computing.%
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