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Software-Based Control and Software-Based Control and 
ProtectionProtection

BenefitsBenefits
Improved measurement accuracyImproved measurement accuracy
Operational flexibilityOperational flexibility

Market realityMarket reality
Fewer analog instruments availableFewer analog instruments available

DownsideDownside
Regulatory scrutinyRegulatory scrutiny
Operational reliability concernsOperational reliability concerns
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How Can We Ensure Correct How Can We Ensure Correct 
Operation of Critical Software? Operation of Critical Software? 

Testing?Testing?
A sampling processA sampling process
As complexity increases, a sufficient sample As complexity increases, a sufficient sample 
becomes impracticalbecomes impractical

Peer Review of Documentation/Code?Peer Review of Documentation/Code?
Often subjectiveOften subjective
Labor intensiveLabor intensive
No objective criteria for sufficiencyNo objective criteria for sufficiency
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The Only Practical Alternative: The Only Practical Alternative: 
Rigorous Specification and DesignRigorous Specification and Design

Basic PremiseBasic Premise
A A software programsoftware program is a rule for computing a  is a rule for computing a 
mathematical functionmathematical function that maps  that maps allall possible  possible 
stimulus histories to stimulus histories to allall possible responses possible responses

ApproachApproach
Derive mathematically Derive mathematically rigorous specificationrigorous specification  
and design from requirementsand design from requirements
ProveProve critical design properties using basic  critical design properties using basic 
mathematics of software mathematics of software 
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Formal Methods and ToolsFormal Methods and Tools

ZZ
Software Cost Reduction Software Cost Reduction 
(SCR)(SCR)
Trace Assertion Method Trace Assertion Method 
(TAM)(TAM)
Calculus of Concurrent Calculus of Concurrent 
Systems (CCS)Systems (CCS)
Communicating Sequential Communicating Sequential 
Processes (CSP)Processes (CSP)
Applicative Common Lisp Applicative Common Lisp 
(ACL2)(ACL2)

Formal Specification

Model
Checking

Automatic Code
Generation

Verification of
Safety, Security, etc.

Correct Source
Code



Copyright © 2004 Software Quality Research LaboratoryCopyright © 2004 Software Quality Research Laboratory 66

Problem: How Do We Produce the Problem: How Do We Produce the 
Formal Specification?Formal Specification?

Domain ExpertsDomain Experts

Natural Language 
Requirements

Software EngineersSoftware Engineers

Formal Specification

Sequence-Based Sequence-Based 
SpecificationSpecification
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Specification ObjectivesSpecification Objectives

CompletenessCompleteness
a response is defined for every stimulus historya response is defined for every stimulus history

ConsistencyConsistency
each stimulus history maps to only one responseeach stimulus history maps to only one response

CorrectnessCorrectness
the specification is explicitly traceable to the the specification is explicitly traceable to the 
requirementsrequirements
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Specification Process OverviewSpecification Process Overview

Specification
Functions

Canonical
Sequences

Black Box
Spec

State Data
Tables

State Box
Spec

Stimulus
Gathering

Response
Generation

State Data
State

Transitions

ResponsesStimuli

Enumeration

Requirements
Initial Requirements

Capture

Systematic Behavior
Discovery by
Enumeration

Black Box and State
Box Transformations

Code Definition
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Rigorous Specification ProcessRigorous Specification Process

Establish Establish system boundarysystem boundary..

Define human/software/hardware Define human/software/hardware interfacesinterfaces..

Itemize Itemize stimulistimuli..

Itemize Itemize responsesresponses..

Perform Perform enumerationenumeration..

Perform Perform canonical sequence analysiscanonical sequence analysis..

Generate Generate state machine specificationstate machine specification..

Transform to Transform to formal notationformal notation (e.g., ACL2). (e.g., ACL2).
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Example: Hypothetical Example: Hypothetical PWR Thermal PWR Thermal 
Margin Calculator (TMC)Margin Calculator (TMC)

TMC
Executive

DNBR
Calculation
Trip Decision

100 ms
Interrupt

RO/Cal/Inv
PID Entry

Cal/Setpt Entry

Invoke
Complete

Trip

Watchdog
Timer

Reset
Channel Fail

PID Display
Update

Cal/Setpt
Change

Update

Power On

Power Off

Channel Fail

Trip
Set/Reset

System Timer

Operator’s
Console
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Initial TMC RequirementsInitial TMC Requirements

If a TMC is powered down or rebooted the trip contact output must be set.9

When a TMC is powered up or rebooted, all sensor inputs are read and used to initialize the DNBR calculation, the 
watchdog timer is reset, and the trip contact output is set.

8

A watchdog timer must be reset at least every 100 ms.  Otherwise the channel failure indication is set and a reboot 
command is issued.

7

If an invalid calibration or setpoint value is entered, the value display reverts to the original value.6

If a non-existent or invalid point ID is entered, the point ID and value displays revert to their previous values.5

The operator interface has the following features:
•Numeric displays for the point ID and value of sensor inputs, calculated values, calibration constants, and setpoints.
•An alphanumeric display of the current point ID.
•A numeric keypad and associated function keys for entry of point ID selections and new values for calibration 
constants and setpoints.
•Indicator lights for trip status and channel failure status.
•A keyswitch to turn power on and off.

4

All sensor inputs are checked for validity when sampled.  If a sensor value is invalid, the channel failure indicator is 
set.

3

The DNBR, Dd, is compared to a trip setpoint, Dt, each time it is computed.  If Dd is less than the setpoint, 

then the trip contact output is set.

2

The TMC shall compute an accurate, but conservative, static estimate of DNBR every 100 ms. Sensor 
inputs for the DNBR calculation are pressurizer pressure (p), neutron flux at selected locations (φi), 
primary coolant mass flow rate (F), cold leg temperature (Tc), and hot leg temperature (Th).

1

RequirementTag
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System Boundary and InterfacesSystem Boundary and Interfaces

TMC
Executive

DNBR
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Trip Decision

100 ms
Interrupt
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Important DefinitionsImportant Definitions

StimulusStimulus - an event resulting in information flow  - an event resulting in information flow 
from the outside to the inside of the system from the outside to the inside of the system 
boundaryboundary

OutputOutput – externally observable item of information  – externally observable item of information 
flow from inside to outside the system boundary flow from inside to outside the system boundary 

ResponseResponse – occurrence of one or more outputs  – occurrence of one or more outputs 
caused by a stimuluscaused by a stimulus
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TMC Executive StimuliTMC Executive Stimuli

7,8,9Restart executiveRSystem

3,7Task reported a sensor or channel failureTf

2Task resulted in trip eventTt

1Task complete with no tripTcTask control

9Power off (exit)Pe

8Power on (initialize)PiPower

6Entry of invalid calibration constant or setpointCi

4Entry of new calibration constant or setpointCs

5Entry of non-existent or invalid PIDPn

4Selection of PID for calibration constant or setpointPc

4Selection of read-only PIDPrOperator console

1100 ms interruptC1Clock interrupt

TraceDescriptionStimulusInterface
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Abstract StimulusAbstract Stimulus

Definition - Single stimulus representing Definition - Single stimulus representing 
multiple events.multiple events.
Examples - Pr, Pc, Pn, Cs, Ci each Examples - Pr, Pc, Pn, Cs, Ci each 
represent multiple keystrokes required to represent multiple keystrokes required to 
display PIDs or modify setpoints or display PIDs or modify setpoints or 
calibration constants.calibration constants.

Abstractions must be defined by disjoint Abstractions must be defined by disjoint 
predicates representing all possible stimuli.predicates representing all possible stimuli.
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TMC Executive OutputsTMC Executive Outputs

7,8,9Initiate rebootRiSystem

2,8,9Reset trip outputTr

2,8,9Set trip outputTsTrip logic

3,4,7Deactivate trip indicatorTd

3,4,7Activate trip indicatorTa

2,4,8,9Deactivate failure indicatorFd

2,4,8,9Activate failure indicatorFa

4Update calibration constant or setpointUc

4Update PID displayUdOperator console

7Reset watchdog timerWrWatchdog timer

1Invoke 100 ms taskT1Task control

TraceDescriptionOutputInterface
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Enumeration OverviewEnumeration Overview

Define response to all possible stimulus Define response to all possible stimulus 
sequences by considering them in order of sequences by considering them in order of 
length.length.

Continue until all sequences of a given Continue until all sequences of a given 
length are either illegal or equivalent to length are either illegal or equivalent to 
previous sequences.previous sequences.

Identify canonical sequences.Identify canonical sequences.



Copyright © 2004 Software Quality Research LaboratoryCopyright © 2004 Software Quality Research Laboratory 1818

Important DefinitionsImportant Definitions

A stimulus sequence isA stimulus sequence is

illegal by definitionillegal by definition if it is impossible for the system  if it is impossible for the system 
to observe it or for the environment to generate itto observe it or for the environment to generate it

illegal by designillegal by design if the system design is intended to  if the system design is intended to 
prevent either generation or observation of itprevent either generation or observation of it
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More Important DefinitionsMore Important Definitions

A sequence isA sequence is

equivalentequivalent to another sequence if their responses to  to another sequence if their responses to 
the same future stimuli are identicalthe same future stimuli are identical

reducedreduced if it has been declared equivalent to a  if it has been declared equivalent to a 
previous sequenceprevious sequence

canonicalcanonical if it is legal and unreduced when  if it is legal and unreduced when 
enumeration is completeenumeration is complete
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Enumeration MechanicsEnumeration Mechanics

For each stimulus sequence of length n:For each stimulus sequence of length n:

If illegal, mark it illegal and do not extend further.If illegal, mark it illegal and do not extend further.

Document correct responseDocument correct response based on requirements. based on requirements.

If no requirement found, create derived requirement.If no requirement found, create derived requirement.

Record requirements traceRecord requirements trace..

Check for equivalenceCheck for equivalence with previous sequences. with previous sequences.

Extend only those sequences that are not illegal or Extend only those sequences that are not illegal or 
equivalent.equivalent.
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TMC Executive Enumeration through Length 2TMC Executive Enumeration through Length 2

Prefix New Stimulus Response Equivalence Trace
Length 1
λ Pi Wr,Ud,Fd,Ts 8

Pe ω 8
C1 ω 8
Pr ω 8
Pc ω 8
Pn ω 8
Cs ω 8
Ci ω 8
R ω 8
Tc ω 8
Tt ω 8
Tf ω 8

Length 2
Pi Pi ω 4

Pe Ts λ 9
C1 T1 1
Pr Ud Pi 4
Pc Ud 4
Pn null Pi 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts 9
Tc ω 1
Tt ω 1,2
Tf ω 1,3
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TMC Executive Enumeration for Length 3TMC Executive Enumeration for Length 3
Length 3
PiC1 Pi ω 4

Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1 4
Pc Ud 4
Pn null PiC1 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td 1,7,4
Tt Wr,Ta,Ts Pi 1,2,4
Tf Wr,Fa PiR 1,3

PiPc Pi ω 4
Pe Ts λ 9
C1 T1 PiC1Pc 1
Pr Ud PiPr 4
Pc Ud PiPc 4
Pn null PiPc 5
Cs Ud,Uc Pi 4
Ci null PiPc 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3

PiR Pi ω 4
Pe Ts λ 9
C1 T1 1
Pr Ud PiR 4
Pc Ud 4
Pn null PiR 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3

Derived
Requirement
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Derived RequirementDerived Requirement

If a second 100 ms clock interrupt is received If a second 100 ms clock interrupt is received 
before task completion, declare a channel failure before task completion, declare a channel failure 
and initiate a reboot. and initiate a reboot. 

D1D1

RequirementRequirementTagTag

The discovery and documentation of derived The discovery and documentation of derived 
requirements is a natural and desirable part of the requirements is a natural and desirable part of the 
sequence enumeration process.sequence enumeration process.  
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TMC Executive Enumeration for Length 4TMC Executive Enumeration for Length 4
Length 4
PiC1Pc Pi ω 4

Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1 4
Pc Ud PiC1Pc 4
Pn null PiC1Pc 5
Cs Ud,Uc PiC1Pc 4
Ci null PiC1Pc 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td 1,7,4
Tt Wr,Ta,Ts PiPc 1,2,4
Tf Wr,Fa PiRPc 1,3

PiC1Tc Pi ω 4
Pe Ts λ 9
C1 T1 1
Pr Ud PiC1Tc 4
Pc Ud PiC1PcTc 4
Pn null PiC1Tc 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3

PiRC1 Pi ω 4
Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiRC1 4
Pc Ud 4
Pn null PiRC1 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1Tc 1,7,4
Tt Wr,Ta,Ts PiR 1,2,4
Tf Wr,Fa PiR 1,3

PiRPc Pi ω 4
Pe Ts λ 9
C1 T1 PiRC1Pc 1
Pr Ud PiR 4
Pc Ud PiRPc 4
Pn null PiRPc 5
Cs Ud,Uc PiRPc 4
Ci null PiRPc 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3
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TMC Executive Enumeration for Length 5TMC Executive Enumeration for Length 5
Length 5
PiC1PcTc Pi ω 4

Pe Ts λ 9
C1 T1 1
Pr Ud PiC1Tc 4
Pc Ud PiC1PcTc 4
Pn null PiC1PcTc 5
Cs Ud,Uc PiC1PcTc 4
Ci null PiC1PcTc 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3

PiC1TcC1 Pi ω 4
Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1TcC1 4
Pc Ud PiC1PcTcC1 4
Pn null PiC1TcC1 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1Tc 1,7,4
Tt Wr,Ta,Ts Pi 1,2,4
Tf Wr,Fa 1,3

PiRC1Pc Pi ω 4
Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiRC1 4
Pc Ud PiRC1Pc 4
Pn null PiRC1Pc 5
Cs Ud,Uc PiRC1Pc 4
Ci null PiRC1Pc 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1PcTc 1,7,4
Tt Wr,Ta,Ts PiRPc 1,2,4
Tf Wr,Fa PiRPc 1,3
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TMC Executive Enumeration for Length 6TMC Executive Enumeration for Length 6

Length 6
PiC1PcTcC1 Pi ω 4

Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1TcC1 4
Pc Ud PiC1PcTcC1 4
Pn null PiC1PcTcC1 5
Cs Ud,Uc PiC1PcTcC1 4
Ci null PiC1PcTcC1 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1PcTc 1,7,4
Tt Wr,Ta,Ts PiPc 1,2,4
Tf Wr,Fa 1,3

PiC1TcC1Tf Pi ω 4
Pe Ts λ 9
C1 T1 1
Pr Ud PiC1TcC1Tf 4
Pc Ud PiC1PcTcC1Tf 4
Pn null PiC1TcC1Tf 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3
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TMC Executive Enumeration for Length 7 & 8TMC Executive Enumeration for Length 7 & 8
Length 7
PiC1PcTcC1Tf Pi ω 4

Pe Ts λ 9
C1 T1 1
Pr Ud PiC1TcC1Tf 4
Pc Ud PiC1PcTcC1Tf 4
Pn null PiC1PcTcC1Tf 5
Cs Ud,Uc PiC1PcTcC1Tf 4
Ci null PiC1PcTcC1Tf 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc ω 1
Tt ω 1,2
Tf ω 1,3

PiC1TcC1TfC1 Pi ω 4
Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1TcC1TfC1 4
Pc Ud PiC1PcTcC1TfC1 4
Pn null PiC1TcC1TfC1 5
Cs ω 4
Ci ω 4
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1Tc 1,7,4
Tt Wr,Ta,Ts PiR 1,2,4
Tf Wr,Fa PiC1TcC1Tf 1,3

Length 8
PiC1PcTcC1TfC1 Pi ω 4

Pe Ts λ 9
C1 Ri,Wr,Ud,Fa,Ta,Ts PiR D1
Pr Ud PiC1TcC1TfC1 4
Pc Ud PiC1PcTcC1TfC1 4
Pn null PiC1PcTcC1TfC1 5
Cs Ud,Uc PiC1PcTcC1TfC1 4
Ci null PiC1PcTcC1TfC1 6
R Ri,Wr,Ud,Fa,Ta,Ts PiR 8,9
Tc Wr,Fd,Td PiC1PcTc 1,7,4
Tt Wr,Ta,Ts PiRPc 1,2,4
Tf Wr,Fa PiC1PcTcC1Tf 1,3
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Canonical Sequence AnalysisCanonical Sequence Analysis

Construct a table and list the canonical Construct a table and list the canonical 
sequences in the order enumerated.sequences in the order enumerated.

Define one or more state variables such that Define one or more state variables such that 
each canonical sequence corresponds to a each canonical sequence corresponds to a 
unique combination of values.unique combination of values.
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TMC Executive Canonical Sequences*TMC Executive Canonical Sequences*

FalseTrueTrueTruePi C1 Pc Tc C1 Tf C1TrueTrueTrueFalsePi R Pc

FalseTrueFalseTruePi C1 Tc C1 Tf C1TrueTrueFalseTruePi R C1

FalseTrueTrueFalsePi C1 Pc Tc C1 TfFalseFalseFalseFalsePi C1 Tc

FalseTrueFalseFalsePi C1 Tc C1 TfTrueFalseTrueTruePi C1 Pc

FalseFalseTrueTruePi C1 Pc Tc C1TrueTrueFalseFalsePi R

TrueTrueTrueTruePi R C1 PcTrueFalseTrueFalsePi Pc

FalseFalseFalseTruePi C1 Tc C1TrueFalseFalseTruePi C1

FalseFalseTrueFalsePi C1 Pc TcTrueFalseFalseFalsePi

T
rip

F
ail

C
alP

ending

T
askP

ending

Sequence

T
rip

F
ail

C
alP

ending

T
askP

ending

Sequence

*other than λ
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State Machine Specification GenerationState Machine Specification Generation

For each stimulus,For each stimulus,
For each canonical sequence,For each canonical sequence,

Determine response and any changes to state Determine response and any changes to state 
variable(s) after stimulus is appliedvariable(s) after stimulus is applied

Tabulate resultsTabulate results
Remove illegal transitionsRemove illegal transitions
Combine rows for which possible state Combine rows for which possible state 
variable changes and responses are identical.variable changes and responses are identical.



Copyright © 2004 Software Quality Research LaboratoryCopyright © 2004 Software Quality Research Laboratory 3131

TMC State Machine Excerpt for Stimulus TcTMC State Machine Excerpt for Stimulus Tc

Wr,Fd,TdNoNoYesNoNoYesYesYes

Wr,Fd,TdNoNoNoNoNoYesNoYes

illegalillegalNoYesYesNo

illegalillegalNoYesNoNo

Wr,Fd,TdNoNoYesNoNoNoYesYes

Wr,Fd,TdNoNoYesNoYesYesYesYes

Wr,Fd,TdNoNoNoNoNoNoNoYes

illegalillegalNoNoYesNo

illegalillegalYesYesYesNo

Wr,Fd,TdNoNoNoNoYesYesNoYes

illegalillegalNoNoNoNo

Wr,Fd,TdNoNoYesNoYesNoYesYes

illegalillegalYesYesNoNo

illegalillegalYesNoYesNo

Wr,Fd,TdNoNoNoNoYesNoNoYes

illegalillegalYesNoNoNo

TripFailCalPendingTaskPendingTripFailCalPendingTaskPending

ResponseEnd StateBeginning State
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Reduced TMC State Machine Reduced TMC State Machine 
Table for Stimulus TcTable for Stimulus Tc

1,7,4Wr,Fd,TdTaskPending = False, Fail = False, Trip = FalseTaskPending = True
1IllegalTaskPending = False

TraceResponseNext StateInitial State
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State Machine State Machine  Code Code

Architecture

+Method1()
+Method2()
+Method3()

-data1
-data2
-data3

Exec

+set1()
+set2()

-Resp1
-Resp2

Display

+set1()
+set2()

-Resp1
-Resp2

Control

+set1()
+set2()

-Resp1
-Resp2

Console

+get1()
+get2()

-Stim1
-Stim2

Sensor

-End1

1

-End2

1

-End3

1..*

-End4

1

-End5

1

-End6

1
-End7

1 -End8

1..*

Stimulus
Gathering

Response
Generation

State Machine
Data/Transitions



Copyright © 2004 Software Quality Research LaboratoryCopyright © 2004 Software Quality Research Laboratory 3434

Transformation to Formal NotationTransformation to Formal Notation
General ApproachGeneral Approach

Encode State Machine Encode State Machine oror
Direct Transformation of EnumerationDirect Transformation of Enumeration

Candidate Notations: Z, SCR, CSP, TAM, Candidate Notations: Z, SCR, CSP, TAM, 
CCS, ACL2 CCS, ACL2 
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Transformation to Formal NotationTransformation to Formal Notation
ACL2 ExampleACL2 Example

Assign a number, Assign a number, ff,  to each Canonical ,  to each Canonical 
Sequence.Sequence.

Map each Sequence, Map each Sequence, ss, in the Enumeration , in the Enumeration 
to to ff for the equivalent Canonical Sequence. for the equivalent Canonical Sequence.

Map each Map each (f,s)(f,s) Pair to the correct response,  Pair to the correct response, 
respresp . .
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ACL2 ExampleACL2 Example

Can be generated Can be generated 
automatically from automatically from 
enumerationenumeration
Used forUsed for

SimulationSimulation
Test OracleTest Oracle
Extended verification Extended verification 
via model checkers via model checkers 
and/or theorem proversand/or theorem provers

; Definition of resp.
(defun resp (s)
  (if (endp s) ‘null
    (let ((C (f (cdr s))))
      (case (car s)
        ; Other stimuli omitted here…
        (Tc (case C
              (1 ’illegal)
              (2 ’(Wr Fd Td))
              (3 ’illegal)
              (4 ’illegal)
              (5 ’(Wr Fd Td))
              (6 ’illegal)
              (7 ’(Wr Fd Td))
              (8 ’illegal)
              (9 ’illegal)
              (10 ’(Wr Fd Td))
              (11 ’(Wr Fd Td))
              (12 ’(Wr Fd Td))
              (13 ’illegal)
              (14 ’illegal)
              (15 ’(Wr Fd Td))
              (16 ’(Wr Fd Td))))))))
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OverviewOverview

Enumeration
Formal

Specification

State Machine
RE

Requirements

Code

Usage Model

Test Oracle Formal Verification

Established Procedures
and/or

Automated Tools
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Summary and ConclusionSummary and Conclusion

Sequence-Based Specification is a method for Sequence-Based Specification is a method for 
producing producing consistent, complete, and traceably consistent, complete, and traceably 
correctcorrect software specifications. software specifications.

The method is based on a simple The method is based on a simple sequence sequence 
enumerationenumeration procedure and basic requirements  procedure and basic requirements 
analysis skills.analysis skills.

The results can be freely converted to state The results can be freely converted to state 
machines and other formal representations for machines and other formal representations for 

Automatic Code GenerationAutomatic Code Generation
Formal Verification via Theorem ProversFormal Verification via Theorem Provers
Test Case Generation and Results Analysis Test Case Generation and Results Analysis 


