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Abstract

Despite cryptographic breakthroughs in the area of digaah and the rapid advance of information
technology, physical cash remains the dominant curreméy:easy to use and its exchanges are largely
independent of computing devices. However, physical caghlnerable to rising threats - such as large-
scale, government-mandated forgeries - that digital cashprotect against more effectively. We study
mechanisms to combine physical cash with digital cash toowventheir respective shortcomings and
obtain their combined advantages. We discuss initial m@shes, ranging from cryptographic signatures
embedded in 2-D barcodes, to physical one-way functionpledwith online veri cation systems, and
examine their cost and bene t trade-offs.

Keywords: Economics of security, Monetary forgeries, 8payment systems

1 Introduction

Counterfeiting money is arguably as old as minting money. Fake coins hamedism®vered dating back
to the 4th century BC [13]. Recently, possible evidence of a nation-stat@dskrge amounts of nearly
perfect counterfeit US dollars has surfaced [19]. Even thoughvilderece is circumstantial (and debatable),
the mere possibility of large-scale forgeries mandated by hostile governswggssts a reevaluation of the
traditional threat model used to design anti-counterfeiting techniques.

Government-scale monetary forgery differs from traditional forgerg.( that perpetrated by organized
crime) in scale, motivation, and perception. First, a counterfeiting govarnnas access to manufacturing
resources and capabilities that can be considered equivalent - in caaditgroduction levels - to that of
the national bank whose currency is being faked. Second, while tloesgecfeits may simply be used
to increase the purchasing power of the nation-state producing theiésgee forged bills may also be
used to nance hostile activities, such as weapons purchases, gigarigponsorship. As a result, targeted
countries may be willing to consider relatively expensive defenses agmwsrnment-mandated forgeries.

The core contribution of this paper is to introduce and outline the main techaridaéconomic chal-
lenges that stem from the design and deployment of possible countenegagainst government-scale
monetary forgery.
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Despite major developments in paperless currency over the past dpbgdizal cash remains widely
used throughout the world. An appealing aspect of physical cashtipdople can trade it without the
assistance of computing devices. People expect that simple visual anditesgiéetion reveals fake bills.
Physical cash can survive extreme situations: it can be washed in &ngashchine and it can survive
extreme temperatures that would render any smartcard unusable. Althougarfectly anonymous [17],
physical cash, especially smaller and widely circulated bills, providessamnehle level of privacy.

Cryptographic digital cash offers numerous bene ts too, and providekey advantages over physical
money. First, an adversary cannot forge digital cash, assuming thetged the cryptographic mechanisms
and the secrecy of the associated cryptographic information. Seapiitation of digital cash is easy, so
that one can easily safeguard against loss or theft of digital cashgtindigital backups.

However, we cannot simply switch to digital cash and abandon physisat cae want to preserve
the appealing aspects of physical cash, and we need to support the keginess practices built around
it. Indeed, in spite of the advance of cell phones and credit cardsrevstil far from a cashless society,
especially in many developing nations.

A natural approach to preventing forgery of physical cash is to combiwéh digital cash, yielding
physical digital cash Essentially, physical digital cash consists of regular biltiswhich the issuing gov-
ernment embeds an easily veri able cryptographic value. The main goaldsvise a monetary system
resilient to forgery, without requiring drastic changes to the existing mongtiastructure.

Devising physical digital cash leads to a number of design trade-offseleatthe security properties
achieved, the technological complexity involved, and the economic costsedcd he core contribution of
the present paper is to explore these trade-offs in search of defddgahniques against counterfeiting.

After surveying related work in Section 2, we analyze design requirenfi@nphysical digital cash in
Section 3. We contrast the advantages and disadvantages of sebheraks, including our own proposals,
for physical digital cash in Section 4. These schemes offer variouksle¥/@rotection against both basic
theft and attempts at government-scale forgery. We then analyze bseeuaity threats against physical
digital cash in Section 5. Finally, we conclude in Section 6.

2 Related Work

Many researchers have proposed and studied implementations of digitatciaemes; Asokan et al. [2]
provide an overview article of electronic payment systems.

Based on seminal works on blind signatures [8], one line of reseactisés on cryptographic digital
cash systems, e.g., [6]. Similarly, several micropayment systems haveeais@inposed to pay for very
small amounts, e.g., [9, 14, 23, 24]. Instead of looking at how one cepldee cash by a novel digital cash
payment system, this paper discuss the trade-offs in attempting to enhaseeuhi¢y of physical cash.

Another line of research, e.g. [3, 20, 29], focuses on trusted leaedased payment systems, for in-
stance electronic wallets. In contrast with these architectures, phygjdal dash does not rely on external
hardware to store balances and perform payments.

In the area of physical protection against counterfeits, each cyrmimting nation has developed its
own secret techniques. However, a number of public features enabjdepto visually inspect and verify
the authenticity of each bill. For example, the U.S. Bureau of Printing andakimyy publishes details
about some of the features of new U.S. dollars, such as color-shiftingainkew watermark, a metallic
security thread, and the use of micro print [31]. Euro bank notes atsadae numerous security features,

Iwe will only discuss bills, although these principles could be translated to asimell. However, given the lower economic
value of coins and their high cost of production, counterfeiting coinsusliysnot viable.



including raised print, watermarks, a security thread, see-through maimdograms, a glossy stripe, a
color-changing number, and UV-visible features [11]. The most véduladnk note in the world, the 1000
Swiss Franc bill, includes a kinegram, an irodin number, a watermark, UMifeatures, numbers visible
only under oblique incident light (the Kipp effect), and the use of cogit, micro perforation, and
optically variable ink [27].

In 2001, the European Central Bank considered embedding RFID tagimEuro note [34]. As we
will discuss in Section 4, there are numerous technological and econocamibacks to such an approach.

Closer to the physical digital cash we envision, a few proposals have agérgpcouple physical se-
curity, using physical one-way functions [21], with cryptographid eation of the bill [15, 28]. However,
as we discuss further in Section 4, due to the cost of the required veoircaquipment, forgeries may
travel undetected in the monetary network for considerable amounts of timallyFone of the applica-
tions of quantum cryptography lies in counterfeit deterrence [33] Haug again, the veri cation equipment
required may be quite costly.

3 Physical Digital Cash Requirements

Ideally, currency should be resilient to large-scale, high-quality faegelmost indistinguishable from real
notes. As discussed in [19], such forgeries have already beenrmteced “in the wild,” and are extremely
dif cult to detect even using sophisticated machinery. However, to justifydrastic changes to the current
approach (combining physical security and police intervention), tecbrigsed to prevent counterfeiting
should remain economically ef cient, and maintain the usability properties oitiwadl cash.

3.1 Economic properties

From a macroeconomic standpoint, the impact of monetary forgeries remaatis Assuming that both the
gross domestic product and the rate at which money changes hands cemstiEnt over a given interval of
time, an increase ofo in the money supply will cause an approximate increaséoin the in ation rate
[12]. As of February 2006, the U.S. cash supply totaled about $780rb[@iB]. Out of these, there are an
estimated total of $180 million forged U.S. banknotes in circulation worldwidéjgleound 0.01% of total
currency. Under these values, forged money production must irchyaa factor of 200 to corrupt 1% of
the monetary supply of the US and have a 1% impact on the in ation rate. Whilbablsof-the-envelope
calculation neglects important factors such as money multiplier efféetgen minimal security measures
can prevent forgeries from threatening the value of the money itself.

Simple upgrade. As a result, the marginal cost of physical digital cash is tightly constrai@drent
estimates suggest that the US government spends approximately 5.7 cevilisgpeduced, though recent
anti-counterfeiting measures increased the cost to almost 8 cents. Theiengthat we require for physical
bills should impose a negligible overhead over current bill production msthithniques that would raise
the production cost of a bill to 20 cents, for instance, are unlikely to bptado

Minimal cost to the users. A number of failed currency innovations, such as past efforts to pdpela
dollar coins, have shown that people are generally conservative ivltemes to currency, and tend to
resist drastic changes when they do not perceive any added valuklenite, to gain wide acceptance, any

2For instance, a forged $100 dollar bill deposited at a banking institutiortteemdreleased in circulation results in $200 of
“fake” money being in the system.



physical digital cash design should not put any burden on the usleits,atthe same time providing tangible
bene ts. Namely, the bill exchange process should not impose any adilitransaction cost (monetary or
otherwise) to the user, and any veri cation cost should remain negligibitgpaoed to the actual value of a
given bill.

3.2 Usability properties

Currency is an extremely universal product, in that almost every singdieidual uses cash. Thus, any
changes to currency must maintain its very high usability properties, in particu

Universal use. Physical digital cash should provide the same usage characteristicsrast qhysical
cash, offering extreme ruggedness and enabling exchange withodiggtial devices.

Reusability. A single physical digital cash bill should be reusable once it is passed dree owner to
another. This is in contrast to digital cash, which is used only once, thstrogled.

3.3 Security properties

To be resistant to any type of counterfeit, physical digital cash shollidife following security properties:

Forgery-proof. Given an electronic veri cation device, it must be impossible, or at leasipeagationally
infeasible, to create a bill that differs from one issued by a legitimate entitgthier words, forgers cannot
create bills with new denominations or serial numbers; instead, they are limitéghtajhality duplication
of existing bills.

Universal veri ability. ~ We require that bills be veri able using a commodity electronic veri cation de-
vice. That way, individuals can easily start verifying the correctnddsills. For instance, one of the
approaches we consider in this paper is to employ current camera-eduspgart phones as veri cation
devices, since these phones are quickly becoming ubiquitous.

Useless duplication. Given an online electronic veri cation device, it must be impossible to dupliaate
existing bill and successfully cash both bills. A single physical digital céithds at most a single owner
at any given instant in time. This property does not imply that duplicating aipalydigital cash bill is
impossible, but merely that the duplicated bill should be useless.

Anonymity. One of the most salient features of physical cash is anonymity. Evenhhmamknotes do
not ensure perfect anonymity [17], physical digital cash shouldigeo& level of anonymity equivalent to
that provided by physical cash.

In essence, the above requirements describe the properties thataplogsib should ideally satisfy.
However, simultaneously meeting all security, usability, and economic reqeites is extremely dif cult.
In the reminder of this paper we contrast several approaches, basgdgmenting traditional cash with
cryptographic primitives, and show which designs come the closest toysagisiil of our requirements.



(a) Implementation (b) Veri cation

Figure 1:Barcode Signhatures.A sample implementation of physical digital cash using 2-D barcodes tadera signature
of authentication. Anyone with an appropriate scanner or camera aoneerify that a legitimate institution issued this bill (or
one identical to it).

4 Physical Digital Cash Techniques

In this section, we consider a number of techniques for designing phylgital cash, including novel
proposals. We evaluate both the advantages and disadvantages @fsteain While none of the techniques
perfectly meet all requirements outlined in Section 3, they represent ititgresd useful building blocks
for future physical digital cash schemes.

4.1 Barcode Signatures

By encoding signatures in 2-D barcodes, we can 1) keep all the piegpef existing physical cash, and 2)
strengthen the design using cryptographic primitives to make forgery intp@sSimply stated, we propose
to augment existing bills with an unforgeable cryptographic signature.

Design. Since each bill already possesses a unique serial nuibehe bill's issuing authority (e.qg.,
federal bank) can sign the serial number and the bill's denominallonyith its private key,Ryov. The
associated public keyJgov should be widely published. While traditional bills only cont&nand D,
physical digital cash bills contaifN; D; f NjjDgr,,,)-

To preserve the ruggedness of physical cash, we propose to enebgidital signature on the bill using
a 2-D barcode, e.g., PDF417 [16], as shown in Figure 1(a). 2-Dodarchave previously been used for
cryptographic veri cation of metered postage [30]. They allow fast @btsrans and are therefore easily
veri able.

Evaluation. Since the 2-D barcode does not require any electronic circuitry on théhglencoded sig-
nature will be robust under extreme physical conditions. The encodingeps can also employ error-
correcting codes to further enhance the robustness of the signathus, Barcode signatures satisfy the
universal useroperty of physical digital cash.

As long as the private keRyoy is kept secret, and assuming a secure signature scheme, such as RSA
[25] or DSA [1], the bills ardorgery-proof

By encoding the signature with a 2-D barcode that can be readily readrbynodity camera-based
smart phones (as shown in Figure 1(b)), we achievigersal veri ability. In general, a 2-D barcode reader
is much simpler than most other veri cation devices, such as RFID reaSerse smart phones, especially
in Japan or South Korea, are already equipped with barcode redtieargo We note that users would not



need to verifyall bills they have in their possession. However, the ability to do so, for a nelgligdst, is
an important asset.

The manufacturing technology for adding a barcode to a bill is trivial +ecuirbills already contain
serial numbers that are printed on each individual bill, and the same tegyran be used to also print a
barcode. For these reasons, the barcode satis esittiy@de upgraderoperty.

Finally, a physical digital cash bill does not contain more information thardétitvaal bill: the signature
itself can only be used to verify the authenticity of a bill. Thus, the proposieeise satis es oureusability
andanonymityrequirements.

However, used alone, signatures cannot enforceisieéess duplicatioproperty. Indeed, a duplicated
bill would have the same serial numbeas the original (valid) bill, so thdN; D; f N; Dgr,,,) would remain
valid. To achieve theseless duplicatioproperty, we must turn to additional (or alternate) techniques.

4.2 RFID-based Protection

An alternative solution, which was once considered for Euro bills [34§p ismbed RFID chips in bills.
Using an RFID chip offers two primary advantages over 2-D barco#i&st, an RFID chip can perform
limited computations and can even interact with a reader. Second, while 2cDdes are read-only, some
RFID chips have writable memory.

Design. If we assume the use of tamper-proof RFID chips (we discuss the strehgjtis assumption
below), then we can design a simple protocol, similar to SiB [18], to authenti¢tsisigal digital cash.
For a bill with serial numbeN, the issuing authority generates a public-private key @&i; Ky 1), stores
(Kn; Ky 5T Ky 'Ory,) ON the embedded RFID chip, and prints a barcode encodii(Ky *gr,,,) on the
face of the bill, wheréd is assumed to be a cryptographically secure hash function.

To authenticate a bill, any user with an appropriate reader can transmitl@amgnchosen nonce,
to the RFID chip. The chip responds with a signattikgk, on the nonce, its public key{Nl, and the
certi cate, f K, 1gRgOV, for its public key. The reader checks the signature using the publicrosyded and
checks that the hash of the certi cate matches the commitment printed on thef theebill.

Evaluation. RFID chips will be less tolerant of daily wear and tear and extreme envirotaineonditions
than the original bill. As such, an RFID-based approach may not fullyfgdltis universal useequirement.
Further, at present, an RFID approach does not satisfyminersal veri ability requirement, as RFID
readers have not yet penetrated the consumer market. Likewise, entpadsbmputational device in each
bill would signi cantly raise the cost per bill (up to $1, according to [34httfs, a 20-fold increase) and alter
production methods. While improvements in RFID technology may remedy thishdidyvthis technique
currently does not providegimple upgrade

Since the data stored on the RFID chip does not include any informatiort #mwowner of a bill,
this technique achieves botbusabilityandanonymity A perfectly secure RFID chip may make forgery
and duplication impossible, thereby directly enforcing the dedioegery-proof and useless duplication
properties. Unfortunately, trusting the security of an RFID chip is an ewhe strong assumption, as has
been evidenced by existing attacks [4]. It remains an open question evhgthilar techniques can be
developed using insecure RFID chips.

Finally, another disadvantage of RFID chips is that they can be remotealy pegentially enabling a
thief to determine the amount of money a potential victim is carrying. Similar to thesxalbilities of the
new RFID-based US passport [26], adding RFID tags to bills would raisgerous new vulnerabilities.



4.3 Physical One-Way Functions

A different way to ensure the useless duplication property is to embedsicphgne-way function in each
bill.

Design. Physical one-way functions can be implemented, for instance, by randsprilykling bits of
optical ber in the fabric of each banknote [28], or by using magnetic pays [15]. Each bill has unique
characteristics due to the length and orientation of the ber strands or polyresent in its fabric, and it is
extremely hard to produce a copy of the bill with an identical physical caragjon.

Exposing the bill to a light (or magnetic) source under different conditferts, different angles) yields
a unique characterization of the structure of the bill, which can be numereatlyded and printed on the
bill. Veri cation is a matter of exposing the bill to the same conditions and matchingptbemation printed
on the bill. Combining this scheme with a signature scheme, e.g., by signing thectaltacterizing the
physical structure of the bill can further ensure the forgery-prooperty.

Evaluation. This approach has the merit of providing enhanced security withougaingthe way peo-
ple would use bills. Three important open problems remain, however,dlegarof the physical one-way
function used. First, the manufacturing cost of such bills is hard to gdséss certainly much higher than
the current production cost. Second, bers, or polymers may bregktatirtied easily, resulting in genuine
bills failing the veri cation process. Third, the equipment needed to verfshsenhanced bills is likely to
be too high an investment for most merchants, let alone individual users.

As such, physical one-way functions do not easily satisfiversal veri ability, simple upgradeor
universal use However, as we discuss later, we believe physical one-way funatiaysbe very useful
when deployed in conjunction with other techniques.

4.4 Centralized Veri cation

Both centralized veri cation and online veri cation (discussed in Sectior) dttempt to achieve theseless
duplicationproperty. While neither provides a completely satisfactory solution, bottesept interesting
points in the design space.

Design. One simple way of making duplication more costly for counterfeiters is to keegtabdse of
issued serial numbers at the issuing central bank and require thain&B barify whether a given serial
number has already been deposited or not. We can thus ensure that twathillse same serial number
cannot be deposited at the same time. Adding a cryptographic signature bitl thould both prevent the
introduction of illegitimate serial numbers and detect the duplication legitimate semabers. Without
the cryptographic signature, this technique directly applies to unmodi edipalycash, but it offers weaker
properties, since it can only detect the introduction of illegitimate serial nuswizeen the bills are deposited
at a bank.

Evaluation. Given that centralized veri cation utilizes unmaodi ed physical cash, it dganeets our
universal usendreusabilitygoals. It imposes no additional production costs, makingitgple upgradeéo
the printing process, though it does impose costs on the central bank, nvhgt maintain the serial number
database, as well as on the member banks that must constantly monitor aricbrethe serial numbers
entering and leaving their control. Centralized veri cation minimally impacts thdttoael anonymityof



physical cash, since the bills remained unchanged, and serial nuntaés deieady available at the member
banks.

Without barcode signatures, centralized veri cation of serial numbemig partially forgery-proof
and provides only limited veri ability, since only banks can perform the veasition procedure. Further,
duplicate bills can remain in circulation undetected for extended periods of tmfact, until one of the
bills is deposited, not even the central bank knows that duplication hasredc

4.5 Online Veri cation

Ideally, we could achieve instant detection of duplicates, such that nevounkl accept a duplicate bill.
Online veri cation attempts to achieve this property by enabling individualsmaecthants to perform real-
time validation of bills they receive. The system offers stronger propehigst also imposes larger costs
and may introduce new vulnerabilities. While it does not offer a perfdatis, it does suggest an intriguing
direction for further research.

Design. At a high level, a decentralized database (perhaps hosted by variousemieantks or other gov-
ernmental agencies) associates each bill's serial number with a crypbtogrdock bit”. Once a bill is
locked, only the current “owner” of the bill can unlock it. To transfem@sship of a locked bill, the current
owner cryptographically unlocks it and allows the new owner to lock it. Rpaits can check the current
state of a particular bill's lock bit and refuse to accept a locked bill.

Dealing with legacy users (i.e., those that cannot check a bill's lock stagsjres additional measures.
In general, before transferring a locked bill to a legacy user, theestiowner must unlock it so that the
legacy user can make use of it. For example, by default, all bills dispensad BTM to a legacy user
would be unlocked (or locked with a null value) by the issuing bank. Paatiicigp users would then take
ownership of the bills by immediately locking them.

On arelated note, since a legacy user cannot check the status of a bilkstlaparticipating user might
accidentally or maliciously provide them with a locked bill. A similar problem arisas participating user
loses the cryptographic material necessary to unlock their own bills. Tiesslthis problem, the online
veri cation service must be backed by the central bank. We assume #haetiiral bank can distinguish a
duplicate from a real bill through some, possibly costly, veri cation pescé-or instance, physical one-way
functions described above could assist in the veri cation process drattieside. Indeed, used as a back-up
veri cation system, physical one way functions do not need to have tme $avel of robustness as when
used as the primary mechanism to prevent duplication.

With this online veri cation system in place, a user could deposit a locked tdllzank in a procedure
similar to that used for checks today. The bank would send the locked bHltoathe treasury to verify
its authenticity. If the bill is authentic then the bank will credit the value of the bitheouser's account,
regardless of its lock status.

Implementation. The “bank” (e.g., the central bank or the treasury), den&eahaintains a distributed
database that contains an entry for each bill in circulation. Each entry tiseoform (N;| ), whereN
represents the bill's serial number ahdndicates the lock status of that bill. lIf= 0, the bill is unlocked,
whereas any non-zero value indicates that it is locked. To facilitate thenatitm of the steps described
below, each bill's serial number should be encoded in a machine-reddaflsuch as a 2-D barcode.

To lock an unlocked bill with serial numb&, a principal (e.g., an individual or mercha)picks a
random valugia and computeba = H(pa), whereH is a one-way hash function assumed to be secure, i.e.,



at least weak-collision resistant. Using the bank's publicka&ysecurely transmitgN;| ) to the bank. The
bank will update the database appropriately. We summarize these steps below

1. Al B: fN;0l AQUgov

2. B: Retrieve(N;| );checkl = 0;store(N;l a)

To transfer the bill to another principal, A will unlock the bill and simultaneously lock it und€'s
lock value. To simplify the presentation, assufmandC have established a secret K€yc, and letf Mgk .
denote the authenticated encryption of a messag#/hen the transaction is about to take placgijcks a
secret random valug:, and computes its haslk = H(pc). The following bill transfer protocol takes place:

1. C! A: fl COKac

2. Al B: fN;ua;l COUg0v

3. B: Retrieve(N;| a);checkl o = H(pa);store(N;l ¢)
4. B A: IN;l cORryoy

5. Al C: N;l cOryoy

That is,C gives A the lock valuel ¢, which A forwards to the bank along with her unlocking value
Ma. The bank replacelsa with | ¢, effectively updating the “owner” of the bill, before communicating the
change back té. Finally, A relays this information t&€, proving that the lock value has been updated, and
physically transmits the bill t€.

The key feature of this scheme is that, if the valuyg®ndc are truly chosen at random, bills can be
locked to a given individual without making this individual traceable. Balic(pa;! A) and(pc;! ¢) are
used as one-time public-private key pairs.

The above exchange protocol assumes that BahdC are able to participate in an online exchange.
If C, for example, is unable to participate in an online exchange, becausesindbéave a bill scanner
or does not wish to use it, thelsimply unlocks the bill and leaves it in the unlocked state. This can be
accomplished with a protocol similar to the locking protocol, namely:

1. Al B: fN;ua;0du,,
2. B: Retrieve(N; | );checkl = H(ua);store(N;0):

Evaluation. Given that the only modi cation of the actual physical currency is the dimgp of each
bill's serial number in a machine-readable form, online veri cation achig¢liessame strongniversal use
property as the barcode signatures, and as far as the producti@spieconcern, only requiressample
upgrade While transfers between participants become more complicated than withrstaigaical cash,
physical digital cash with online veri cation can still be used by and exgednwith legacy users that do
not have the appropriate electronic devices. This also implies that this teehsddjis es thereusability
requirement.

Both the locking procedure described above (and any checks on thetetas) will fail if the serial
number provided does not exist, so anyone with a scanner can determangthienticity of a particular bill,
making the currencyorgery-proof Since anyone with an online connection can query the lock status of
a particular bill, this technique also providesiversal veri ability. Current smart phones have access to
a high-speed Internet network enabling them to establish a secure comatimmichannel with the bank.
Short-range wireless communication capabilities can be secured using kecniques [18], and used to
transfer bills between participants.

The stored information for each bill consists of the douiNel ). With about 20 billion bills currently
in circulation [32], and the conservative assumption that each dgbble requires 64 bytes, the total size

3As before, the bank's public key Idgov and its private key ifRgov. These keys need not be identical to the keys used to
authenticate bills through the 2-D barcode. The bank's signature orageidsis given byf Mgr,,, and public-key encryption of
M is denoted by Mgy,



of the database is about 1 TB, a small number compared to other existing-higtilgble databases like
web indexes [5].

Online veri cation provides a reasonable level of protection againstichtpn by using a distributed
network of veri ers to enforce the principal afseless duplicatianA participant in the system that receives
an unlocked duplicate will immediately lock it, preventing any of the copies fremglocked (and hence
accepted) by other participants. Transferring a duplicate to anothtcipant has a similar effect. If a
forgery does occur, it drives all bills back to the bank, since merchaititaot accept duplicates of a bill
once the rst bill has been locked. This allows easier monitoring and cada glees for enforcement.

The locking mechanism does potentially introduce new vulnerabilities. Assuethéhadversary can
create duplicates of existing bills at will. For a nation-scale adversary,dhi®e done relatively easily, for
instance, by asking a large number of people to take pictures of valid bittshave a few spies take pictures
of a large number of bills stored in banks. Now, consider one legitimateLnetth serial numbeN, and its
copyF, which has the same serial numiérL is unlocked as soon as it is passed from a merchant, bank,
or individual with the proper equipment to a “legacy principal” which doeshave any means to lock bills.
The attacker can gure out if is unlocked by repeatedly trying to lock the note using a null value as the
current locking value. As soon as the nbtes detected to be unlocked, the attacker isstiel§ F is locked
beforeL, L becomes impossible to speraden though it is a valid bill The only way for the unfortunate
owner ofL to get his money is to con rm with the treasury thats, in fact, a valid bill, relying on physical
features of the bill, e.g., a physical one-way function.

The central bank may then decide to recall the serial nubdaut this gives the attacker a way of
destroying money, which can lead to sabotage operations. For instamedtatbker may start issuing many
copies of bills to disrupt the monetary system by having a large number i&f iesiesting that the treasury
check their bills, and having, as a nal result, vast amounts of serial eusrdestroyed. While the attacker
does not gain any money from such a destructive scheme, this type &f @idgoexert signi cant pressure
on the monetary system targeted.

While potentially serious, this vulnerabilities already exist with physical casle presence of an on-
line veri cation system does improve the situation, by making it easier and fastketect criminal activity.
Although the issue of locking a bill held by a legacy principal seems cumirersad rst glance, since the
principal will need to deposit the bill at a bank for veri cation, this actionlisays due to criminal activity.
This should be fairly infrequent, and actually does provide an incentivgpéople to adopt veri cation
devices.

Finally, one of the most attractive features of physical cash lies in its amibyyAs shown above, we
can implement the exchange protocol using only transient random nuthia¢isannot be matched to any
real-world identity. As such, the transfer protocol does not in itself apfmepose any privacy threat.

A thornier issue is that of accesses to the online database. In the ercharigcol we propose, the
bank B knows when useA wants to spend the bil, sinceA contactsB directly. By extension, as long
as the bills are passed between principals that use bill scanners and lpcikmtyes, B has a way of
reconstructing the whole transaction chain. Because the communicatiorsebétand B never involve
the names of the principals (no message include the n&me<C), the problem can be solved by using
anonymous communication primitives (e.g., [7, 10]) that make it impossible fdrahk to identifyA. This
system could achieve reasonable levelarmdnymity possibly at the expense of added latency.

Online veri cation, thanks to the (un)locking primitives, can also help contheft. A wallet full of
locked bills is useless to a thief. Ownership has not been relinquishedh@mdoney cannot be deposited
or exchanged with any participant in the system. Also, the owner of the doblis retains the serial
numbers and unlocking codes for the stolen bills, and can provide thisriafmm to the authorities: The
thief cannot deposit the money at a bank by claiming to have lost the unloc&des. These bene ts may
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encourage adoption, since only participants in the system will have thiscpoote

5 Security Analysis

The various techniques outlined above for implementing physical digitalregsh a number of questions
regarding possible vulnerabilities of physical digital cash.

5.1 Compromised private keys

If the private keyRyo, used for signing the bills is compromised, physical digital cash is not fpngexof
anymore, and the security level degrades to that of physical casbrtUmétely, the public may rely on the
cryptography as hard evidence that a bill is legitimate, rather than als&iobesther security signs, such
as physical watermarks.

While the issuing government should immediately replace the keyRyairUgow recalling all bills
signed with the compromised key may prove problematic. Massive recallsbiegreshown possible in
practice, e.g., by the recent shift from all national European cuieerno the Euro, but large-scale recalls
are costly, and takes several years to be effective. A possible way t@taitite risk of a key compromise
is to use keys applying to a unique denomination, e.g., $20 bills, producedierafacility, and with a
limited lifetime. Limiting the number of bills involved would facilitate a relatively rapid detacase of a
key compromise.

5.2 Fake signatures

Another class of attack consists of attacks on the signature itself. We toemzerned by cryptographic
attacks here, but by physical attacks on the signature information. Ranags fake bills may be produced
with missing or incorrect digital signatures. A missing signature is very easytice, but while an incorrect
signature can be easily detected using a bill scanner, it is not easy tbidetexoff-line realm: there is no
obvious visual distinction between a good and a bad signature.

Worse, the visible presence of a digital signature (e.g., the presencg-bf laarcode) may convince
users that the bill is good, even in the absence of veri cation. From ahmdggical standpoint, a bill
may look more trustworthy just because of the apparent presence atal dignature, even though other
physical indicators, e.g., the quality of the paper, or the presence aieamark, may be questionable.

5.3 Rogue nancial institutions

Serious problems may arise when a rogue nancial institution (e.g., bardigfocurrency exchange shop)
participates in exchanges. One whole class of attacks can be chaextsizmoney laundering,” that is,
in the context of counterfeit money, exchanging fake bills for good billse Simplest instance of such an
attack is that performed by a dishonest merchant who tries to pass orillead bustomers. This type of
attack is not new, and in fact already affects the existing physical etafork. Countermeasures are simple:
in the physical cash network, individuals are supposed to check thacahyproperties of a given bill. In
the physical digital cash network, individuals can use readers (eglicaions on their smart phones for
barcode signatures, miniaturized RFID readers, etc., depending orctiregige employed) to thwart this
problem.
A more elaborate version of money laundering involves an attacker colludthgwogue bank, which

cashes counterfeited bills produced by the attacker without checking tfteen, the counterfeited bills are
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sent to the currency exchange of ce of the bank, where they afeaexed for good foreign currency bills
from unsuspecting tourists. As long as bills are not veri ed and no onenatgeto lock them, they may
travel in the network. Monitoring banks is a plausible countermeasuresagaich an attack. Compared to
the large number of bill users, there are relatively few banks in the weol@, centralized authority (e.g.,
a treasury department) could monitor them effectively. Recent eventsndi@ate that such monitoring
already exists in practice.

Another variant on the money laundering scheme is that used by a rogrignf@xchange shop that
does not just accept, but also gives out popular foreign currengy, (U.S. dollars) in a different country
(e.g., Japan). These shops are much less regulated and less conttiodlalidanks. However, for a popular
currency, we expect the ow of money to mostly be from the tourists to theigorexchange shops (e.g.,
backpackers exchanging US dollars for local currency), so thatrthact of this attack should be limited.
Further, in all money laundering attacks, counterfeit bills are detectedamsas the bill is deposited at a
legitimate institution, or passed to an individual equipped with a bill scanner.

5.4 Localized injection

Massive, localized, injection of forged banknotes may cause seriausric problems if the forgeries
cannot be immediately detected. Consider a scenario where an attackarsiesll plane over Manhattan,
and drops millions in fake currency over the streets. If the forgeriesrieallenough, people may be tempted
to try to spend this money falling from the sky. Due to the density of populatidrsbhops in the area, the
impact on the local economy may be signi cant, which, given the importanteedflew York market itself,
may have a ripple effect on the national economy.

The only way to counter such an attack is to make the fake bills impossible to;gpands, to ensure
that bills can be immediately veri ed, and that useless duplication can be readiisced. Conversely, any
method requiring expensive veri cation devices will have the adverfseedf letting the fake money travel
in the network for a longer time period, and possibly to be spent multiple times. dithentechniques we
discussed in this paper, inexpensive online veri cation coupled with ali&f@ode signature seems more
robust against this type of attack than alternative proposals.

6 Conclusion

With the objective to signi cantly strengthen current bills against goverrirseale monetary forgery, we
establish a set of requirements that are needed for a viable solution. Wéotileat possible ways to
implement these requirements, by augmenting bills with cryptographic materiatlgieenbedded in the
bill. We consider optically veri able cryptographic signatures expresse@-D barcodes, RFID chips,
physical one-way functions, centralized veri cation and distributed enlieri cation.

None of the techniques we investigate or propose, when used in isolatiises all the properties
we would like to enforce. However, a combination of these techniquesngtance, coupling our online
veri cation protocol with optical signatures, and with physical one-watyctions serving as back-up, come
very close to implementing all the requirements we set out to achieve.

To avoid deployment issues, online veri cation is designed to accommodateylegers who do not
wish to participate in the online veri cation scheme. More importantly, deploymeats not be universal.
By driving forgeries back to the banks quickly, the proposed systemldhwork very effectively as a
deterrent against counterfeiting, even in the absence of wide deplbyhikewise, it is also possible that
implementing only a subset of the techniques discussed in the paper mayughdoaliscourage most
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fraud. A design solely based on 2-D barcodes will limit forgeries to dugidinaof existing bills, and even
such duplication would be readily detected.

In that respect, a deeper consideration of the economics at stake inoihecfion and deployment
process of counterfeit-resistant bills warrants further researchbaleve that our initial approaches will
encourage additional efforts in this important area.

References

[1] A proposed federal information processing standard for digitalatigre standard. Technical Report
910907-1207, RIN 0693-AA86, Nat. Inst. Sci. Tech., August 1991.

[2] N. Asokan, P. Janson, M. Steiner, and M. Waidner. State of thia @tectronic payment systems. In
Advances in Computersolume 43, pages 425-449. Academic Press, March 2000.

[3] Jean-Paul Boly, Antoon Bosselaers, Ronald Cramer, Rolf Miche&tg Mjalsnes, Frank Muller, Tor-
ben Pedersen, Birgit P tzmann, Peter de Rooij, Berry Schoenmakeathids Schunter, Luc Vale,
and Michael Waidner. The ESPRIT project CAFE - high security digitghpent systems. I®roc.
ESORICS'94

[4] S. Bono, M. Green, A. Stubble eld, A. Juels, A. Rubin, and M. 8loy Security analysis of a
cryptographically-enabled RFID device. Rroc. USENIX Securitypages 1-16, Baltimore, MD,
August 2005.

[5] Fay Chang, Jeffrey Dean, Sanjay Ghemawat, Wilson C. Hsieh, labb&. Wallach, Michael Bur-
rows, Tushar Chandra, Andrew Fikes, and Robert Gruber. Bigtébtkstributed storage system for
structured data. IRroc. ACM/USENIX OSDI'0Ogpages 205-218, 2006.

[6] D. Chaum, A. Fiat, and M. Naor. Untraceable electronic castPrat. CRYPTO'88pages 319-327,
1988.

[7] David Chaum. Untraceable electronic mail, return addresses, andl gigigiadonymsComm. ACM
4(2), February 1981.

[8] David Chaum. Blind signatures for untraceable paymentsPrbbt. CRYPTO'82 pages 199-203,
1982.

[9] Benjamin Cox, J. D. Tygar, and Marvin Sirbu. NetBill security and $&tion protocol. IfProc. 1st
USENIX Workshop on E-Commeydéew York, NY, 1995.

[10] Roger Dingledine, Nick Mathewson, and Paul Syverson. Toe §décond-generation onion router. In
Proceedings of the 13th USENIX Security SymposAungust 2004.

[11] European Central Bank. Euro banknotes — security featurktp://www.ecb.int/bc/
banknotes/security/html/index.en.html .

[12] Irving Fisher. The purchasing power of money: Its determination and relation to credérast and
crises New York: Macmillan, 1911.

[13] G. Giovanelli, S. Natali, B. Bozzini, D. Manno, G. Micocci, A. Serfa, Sarcinelli, A. Siciliano,
and R. Vitale. A puzzling mule coin from the parabita hoard: a material ctarsation. InProc.
Cavallino Archaeometry Workshplpecce, Italy, May 2006.

[14] Steve Glassman, Mark Manasse, Mabadi, Paul Gauthier, and Patrick Sobalvarro. The MilliCent
protocol for inexpensive electronic commerce Pimc. WWW'95Boston, MA, December 1995.

[15] H. Hoshino, I. Takeuchi, M. Yoda, M. Komiya, and T. Sugah&daject to be checked for authenticity
and a method for manufacturing the same, February 1997. US Pater&01i, %31.

[16] S. Itkin and J. Martell. A PDF417 primer: a guide to understandingrsg¢generation bar codes and
portable data les. Technical Report Monograph 8, Symbol Tech.ilAp82.

13



[17] D. Kugler. On the anonymity of banknotes. Rroceedings of the 4th International Workshop on
Privacy Enhancing Technologies (PET'QfRages 108-120, Toronto, Canada, May 2004.

[18] Jonathan M. McCune, Adrian Perrig, and Michael K. Reiter. Se&rbelieving: Using camera
phones for human-veri able authentication. Pnoc. IEEE Security and Privagivay 2005.

[19] S. Mihm. No Ordinary CounterfeitNew York Times Magazinpage 36, July 2006. Issue of July 23,
2006.

[20] Mondex. http://www.mondex.com/mondex/home.htm

[21] R. Pappu, B. Recht, J. Taylor, and N. Gershenfeld. Physioaiveay functions.Science297:2026—
2030, 2002.

[22] Raphael F. Perl and Dick K. Nanto. North Korean counterfeitind) &. currency. Congressional
Research Service Report for Congress, March 22, 2006, 2006.

[23] Ronald L. Rivest. Electronic lottery tickets as micropaymentsProc. Financial Crypto.97 pages
307-314, Anguilla, BWI, February 1997.

[24] Ronald L. Rivest and Adi Shamir. PayWord and MicroMint: Two simplieropayment schemes. In
Proc. Int'l Workshop on Security Protocolgages 69 — 88, Cambridge, UK, April 1997.

[25] Ronald L. Rivest, Adi Shamir, and Leonard M. Adleman. A methoddiotaining digital signatures
and public-key cryptosystem&€ommunications of the ACN21(2):120-126, 1978.

[26] Bruce Schneier. Renew your passport now! http://www.schneier.com/
crypto-gram-06210.html , October 2006.

[27] Schweizerische Nationalbank, Banque Nationale Suisse. Die akhasgilenotenserie.http://
www.snb.ch/d/banknoten/aktuelle _serie/aktuelle _serie.htm|

[28] G. J. Simmons. ldenti cation of data, devices, documents and indisdunProc. 25th Ann. Intern.
Carnahan Conference on Security Technolqugges 197-218, Taipei, Taiwan, ROC, October 1991.
IEEE.

[29] Sony Corporation. Overview of FeliCdttp://www.sony.net/Products/felica/abt/
dvs.html

[30] J. D. Tygar, B. Yee, and N. Heintze. Cryptographic postage iadim Proc. ASIAN'96 pages 378—
391, Singapore, December 1996.

[31] U.S. Bureau of Printing and Engraving. The new currency — atiminew noteshttp://www.
moneyfactory.gov/newmoney/main.cfm/currency/aboutNo tes .

[32] U.S. Dept. of Treasury. Treasury bulletin, June 2007. Availatdmittp://www.fms.treas.
gov/bulletin/

[33] S. Wiesner. Conjugate codin§IGACT Newsl5(1):78—-88, 1983.

[34] Junko Yoshida. Euro bank notes to embed r d chips by 2005. EE Fihtgp://www.eetimes.
com/story/OEG20011219S0016 , December 2001.

14



