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Project Description

C and other unsafe languages allow programmers to easily access the wrong
memory regions and to disregard the type system completely. This enables
many security holes and bugs, the most well-known and historic relevant of
those being the array overflow problem. Nonetheless, C remains one of the
most used programming languages, with a large amount of software written in
it, and several other languages that depend on its libraries.
In order to solve these issues, we will develop a method that uses fat pointers to
ensure the code’s memory safety. Our work will be based on CCured [3–5] and
will apply the techniques used by that compiler to the LLVM IR. Specifically, we
will create an analysis based on a trimmed version of the CCured type system
and implement the following optimizations:

• Dynamic Check Placement: Usually, dynamic checks must be per-
formed whenever a pointer is dereferenced. However, the number of checks
can be reduced if, for instance, they are locally redudant or if it is clear
that the pointer will be dereferenced at least once (in that case we check
when creating the pointer)

• Forward/Backward Pointers: Some pointers are only incremented (or
decremented) and therefore we only need to keep track of the pointer’s
upper (or lower) bound.

• Loop Optimization: In [6], the author proposes a loop optimization
specific to the CCured compiler, that moves some checks to the outside of
loops.

Furthermore, we hope to see how the different optimizations already present in
LLVM affect our analysis.

Our goal is to create a method that does not require the source code to be
rewritten, that works for any language, and that can be used to check if opti-
mizations preserve safety. Additionally, if the code is legal we want it to run
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without raising exceptions and without major overhead.

The project’s webpage is http://andrew.cmu.edu/˜miguels/safec

Related work and Literature Search

As previously stated, our approach is similar to the one designed for the CCured
[3–5] compiler. The major difference is the fact that CCured requires some code
rewriting and is a source-to-source compiler. Furthemore, we will extend the
set of optimizations to include the loop optimization presented in [6].
In [7], the author describes a compiler that accepts any unaltered C program
and ensures the result is safe. However, this compiler depends heavily on run-
time checks and analysis, while our technique will collect the bulk of information
statically, and try to reduce the amount of dynamic checks to the minimum, in
order to mitigated the overhead.
It is also worth mentioning the existence of safe C dialects, such as Popcorn [2]
and Cyclone [1].

Schedule

Getting Started

So far, no actual work has been done, besides reading about CCured and other
safe compilers for C. However, we hope to reuse some parts of the code written
for the class assignments.

Implementation of an analysis pass based on the CCured type system
Week 1 and 2

Implementation of a pass that implements the required dynamic checks

Week 3 Milestone(below)

Week 4 , 5 and 6 Optimization implementation

Milestone

We will use this initial version of our tool to check the ratio of legal programs that
raise exceptions and identify common situations that cause problems. We will
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then evaluate the compiler in terms of overhead, and make an initial comparison
with CCured.

Critical Path

The critical Path in our project will be the implementation of the optimizations.
We hope to use the information gathered by evaluating the analysis to improve
or design new optimizations.

Software required

In order to evaluate the accuracy and performance of our system, we will
need examples of C code that are representative of real programs and com-
mon problems. Most of these examples can be found in benchmark suites, such
as SPECINT95, Versabench and the Olden Benchmark suite.
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