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ABSTRACT

CCS Concepts

Anomaly detection has been essential for information and communications technology (ICT) systems to maintain reliable services.
For continually using anomaly detection algorithms for ICT systems, the non-stationarity of such systems should be considered.
Although several online anomaly detection algorithms has been
investigated for addressing non-stationarity, there has been a fundamental problem of applying the algorithms to real environments,
that is, outliers are generally assumed as anomalies with conventional unsupervised algorithms. However, in reality, many normal
data are often observed as outliers due to their rarity or emerging
new patterns, which we call normal outliers. Such normal outliers
will cause false alarms which lose operator’s trust and will result in
overlooking of true anomalies. In this paper, we propose an online
anomaly detection algorithm that exploits an operator’s judgment
of detection results to retrain normal outliers as normal by learning
normal data boundary in the feature space of the data. We exploit
elastic weight consolidation (EWC) for learning normal outliers as
normal in online fashion while remembering the already trained
situations for avoiding overfitting without using old training data.
We evaluated our algorithm with network benchmark data and real
measured data from an enterprise service. We found that our algorithm reduces false alarms due to the normal outliers by about 79%
compared to a simple sliding window algorithm without degrading
the anomaly detection accuracy. 1

•Computing methodologies → Anomaly detection; •Computer
systems organization → Maintainability and maintenance;

1 This paper is an extended version of our technical report [8] with
no peer review. The diﬀerence is the improvement in the proposed
algorithm and additional evaluations with real measured data.
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1. INTRODUCTION
Anomaly detection has been essential for information and communications technology (ICT) systems to maintain reliable services.
For continually monitoring ICT systems with anomaly detection
algorithms, the non-stationarity of such systems, due to secular
changes of these systems or trends in usage change, should be considered as concept drift [11]. Several online anomaly detection
algorithms has been investigated for addressing concept drift; however, there has been a fundamental problem of applying such algorithms to real environments: that is, although temporarily outlying
observation is generally assumed as an anomaly with conventional
unsupervised algorithms, there can be data that are outlying but
actually normal.
For monitoring ICT systems, supervised algorithms for classifying the states of such systems into normal or abnormal are not
realistic, because not only abnormal states of ICT systems varies
and suﬃcient labeled data of each state will not be available, but also
unknown fault situations will emerge in recent ICT systems due to
system multiplexing under a virtualization environment. Therefore,
unsupervised algorithms that learn “normal states” of ICT systems
by using only data in normal situations are promising for detecting
varying anomalies without using labeled data that are diﬃcult to
obtain.
With most unsupervised anomaly detection algorithms, outlying
data, which are considerably diﬀerent from the majority of normal
data, are assumed as anomalies. However, as Sadik et al. [16] also
discussed, there are cases in which data are outlying but operators
who use the algorithms assume them as normal, called normal outliers in this paper, due to their rarity or emerging new patterns after
training (see Fig. 1). For example, in the case of network monitoring, newly appearing types of connections due to the emergence of
a new application may be assumed as outliers in the feature space of

Through evaluations with network benchmark data and real measured data from an enterprise system, we argue that the proposed
algorithm reduces FPs caused by normal outliers and incremental
drift without degrading the anomaly detection accuracy compared
to state-of-the-art algorithms.
The paper is organized as follows. We first summarize related
work in Section 2 and explain the principle of autoencoders in
Section 3. We describe our proposed online anomaly detection
algorithm in Section 4. After evaluating the algorithm in Section 5,
we conclude our paper in Section 6.

2.

RELATED WORK

As Chandola et al. stated [4], there are several types of unsupervised techniques for anomaly detection. Although many types
of unsupervised techniques just define outliers as anomalies, classification techniques define regions that distinguish between normal
and abnormal data in feature space; therefore, they are promising
for learning normal outliers. Autoencoders, which is based on
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• Our algorithm retrains the anomaly detection model to learn
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monitoring data. Another example is the case of server monitoring.
In ICT services, since several server processes are required and the
frequency of occurrence of requirements varies, there can be many
processes that do not often occur and their states are considerably
diﬀerent from usual state, such as regular backups. Such situations
become outliers in the feature spaces of data and are assumed as
anomalies with the conventional algorithms. Although operators
may ignore alarms during regular backups, for example, this can
result in overlooking of true anomalies in backup processes. Therefore, learning normal outliers as normal is essential for avoiding
such misdetection and overlooking, that is, false positives (FPs) and
false negatives (FNs).
In this paper, we propose an online unsupervised anomaly detection algorithm for retraining normal outliers as normal. With the
algorithm, once a FP due to a normal outlier is observed by the
operator, the anomaly detection model is retrained to learn the outlying data as normal, preventing a recurrence of similar FPs. The
algorithm also learns incremental drift, which expresses gradual
changes in normal status and is one of the major issues of concept
drift, by using recent data for retraining. The incremental drift is
automatically retrained as the recent data for retraining is stored,
on the other hand, the normal outlier is retrained at a timing when
the operator confirmed the detection is a FP. Our algorithm is based
on autoencoders [23, 17, 3, 26], a class of classification algorithms
with which outliers are not simply assumed as anomalies and that
learns a boundary that distinguishes normal and abnormal data in
feature space. The learning of boundaries is biased by the majority
of training data and the outliers in training data tend to be ignored in
a naive autoencoder; therefore, our algorithm uses an incremental
learning model to learn boundaries that can include both majority
and outliers in training data. For incremental learning, we exploit
elastic weight consolidation (EWC) [10] for learning normal outliers as normal while remembering the already trained situations
without old training data. Although one might also be concerned
with normal outliers and not want to neglect, the retraining algorithm will be concurrently utilized with a conventional anomaly
detection algorithm for false-alarm-sensitive situations.
Our contributions are as follows:

Test data (abnormal)
Learned normal data
boundary
True normal data
boundary

Figure 1: Image of normal outliers

nonlinear dimensionality reduction using deep neural networks, are
attracting much attention [23, 17, 3, 26]. Although autoencoders are
promising for anomaly detection in ICT systems in which monitored
data tend to be high-dimensional, online adaptation of autoencoders
for streaming data has not been extensively investigated. Yue and
Nathalie [5], who only addressed online anomaly detection with
autoencoders to the best of our knowledge, proposed an ensemble
approach of autoencoders to address concept drift. However, they
did not consider normal outliers, which we focus on.
Online learning for classification has been extensively investigated with consideration of concept drift. Since fault situations of
ICT systems vary and rarely occur, labeled data will be diﬃcult
to obtain and therefore unsupervised techniques for online anomaly
detection are important. Using principal component analysis (PCA)
is a representative unsupervised technique [21, 25]. Sun et al. [21]
proposed an adaptive PCA algorithm with a sliding window to follow concept drift. They use neural networks for extracting principal
component eigenvectors of a large matrix. Instead of using sliding windows, Xie and Krishnan [25] proposed a non-overlapping
moving-window technique for dynamic PCA to improve detection
accuracy. Diﬀerent from these PCA based approaches, Siﬀer et
al. [18] proposed an online outlier detection algorithm based on extreme value theory while also considering concept drift. However,
the algorithms are insuﬃcient for following concept evolution [15],
which is the appearance of a novel class of data, and therefore is
often equivalent to normal outliers.
Some studies have addressed unsupervised techniques considering concept evolution [19, 14, 22]. Spinosa et al. [19] proposed the
Online Novelty and Drift Detection Algorithm (OLINDDA) for not
only detecting anomalies but also learning newly emerged concepts
using the k-means clustering algorithm. OLINDDA stores outliers
to a short-time memory, and if outliers form a new cluster, the outliers are assumed as the newly emerged concept. Masud et al. [14]
also used k-means for outlier detection and distinguished anomalies
and outliers due to concept evolution according to the degree of cohesion among the outliers. Tharkan and Toshniwal [22] proposed
an algorithm using density-based spatial clustering of applications
with noise (DBSCAN) and weighted k-means clustering. With the
algorithm, the outlying data of DBSCAN are considered candidate
outliers, and if they fall in a new cluster of weighted k-means, they
are assumed as concept evolution. Although these algorithms also
take into account normal outliers and address retraining for judging
them as normal, sparsely-occurring normal outliers cannot be retrained as normal since it is assumed that the normal outliers form
a new cluster in several time windows. However, our algorithm retrains the normal data boundary once a normal outlier is observed;
therefore, it decreases the number of not only similar FPs but also
other types of FPs.

3. AUTOENCODER

An autoencoders is an artificial neural network composed of
input, output, and one or more hidden layers and is originally
used for dimensionality reduction. By expressing input data as
N-dimensional vector x (1) , the number of layers as L, output values
in each layer as x (l), l = 2, ..., L, the output values are calculated
using the following recursive formula:
x (l) = ϕ(l) (W (l) x (l−1) + b (l) ), l = 2, ..., L,

Activation functions perform element-wise transformation and enable autoencoders to learn non-linear dimensional reduction. The
objective of autoencoders is to reconstruct the input data in the output layer, which corresponds to dimensional reduction in the hidden
layer since the size of the hidden layer is set to lower than that of
the input data. In using autoencoders as anomaly detection, it is
assumed that normal data has normal correlations among the dimensions and distributes around low-dimensional manifold. Therefore,
learning dimensionality reduction using normal data corresponds
to learning the manifold. By training the autoencoder using normal
data, the anomaly score of test data x is defined by the following
mean squared error (MSE) [3]:
N
1 ∑ (L)
(xi − xi )2,
N

(2)

i=1

where xi is the i-th dimensional value of x. As in [23, 17, 3,
26], we assume the normal correlations among the dimensions are
collapsed in anomalous data and the data deviates from the learned
low-dimensional manifold. Since the MSE is the diﬀerence between
test data and reconstructed data from the manifold, it is assumed as
the anomaly degree of the test data.
Training autoencoders is to optimize parameters:
W (l), b (l), l = 2, ..., L. By using training data set x1, ..., xT , which
contains the data in normal situations, the parameters are optimized
so that the mean of MSE with the training data is minimized by
solving the following problem, which is called batch learning.
min

W (l),b (l)

T N
1 1 ∑ ∑ (L)
(xt,i − xt,i )2 l = 2, ..., L.
T N

(3)

t=1 i=1

Note that input data to autoencoders should be preprocessed for
normalizing or standardizing values in each dimension since the
diﬀerence in scale among the dimensions of input data will aﬀect
both parameter optimization and calculation of MSE. The typical
preprocessing is normalization [3] or standardization [17] by using
the statistics of each dimension in normal data.

4.
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(1)

where W (l) is the weight matrix between the (l − 1)th and lth layer,
b (l) is the bias in the lth layer, and ϕ(l) is the activation function.
From this, we omit subscript (1) of x (1) and simply denote it as x.

MSE(x) =

troubleshooting

PROPOSED ALGORITHM

In this section, we describe our proposed algorithm. A simple
image of the algorithm is depicted in Fig. 2 and its pseudo code is
in Algorithm 1. If online test data is determined as normal with
the algorithm or, the operator confirmed that the detection is a FP
even though the data was determined as anomaly, the data is used
for retraining. For the confirmation of a FP, the algorithm for identifying contributing features to the anomaly [7], which suggests
the cause of the detection, may be exploited. Note that since our
autoencoder-based algorithm does not depend on temporal information, the timing of confirming if the detection is a FP or not and
using it for retraining needs not to be real time.
The algorithm involves not only retraining of the autoencoder but
also the updating of preprocessing parameters and thresholds. Up-

Figure 2: Image of proposed algorithm.

dating preprocessing parameters corresponds to the online update
of minimum and maximum or mean and standard deviation values
for each dimension for normalizing or standardizing the input data,
respectively. We now explain the retraining model and updating
threshold, and then describe the sequence of the algorithm.

4.1 Retraining Model
For adopting autoencoders to online anomaly detection, parameters W (l), b (l), l = 2, ..., L should be adequately retrained. In the
case of autoencoders, the incremental drift can also be retrained by
using batch learning (Eq. (3)) with the recent normal data similar
to the conventional sliding window methods since the changes in
the data are moderate and using the recent data for retraining is
suﬃcient for following the incremental drift.
Normal outliers, however, are diﬃcult to retrain as normal by
using conventional batch learning since batch learning is executed
to minimize the mean MSE over all the training data; therefore,
minimizing the MSE for outliers tends to be ignored. Although
replicating the outliers in the training data seems to be eﬀective
to overcome this problem, as confirmed from numerical evaluation
discussed in Section 5.1, it fails since the best amount of replicating
depends on both the degree of outlying and distribution of other
normal data. In addition, the batch learning approach requires
past training data, which is not promising for large ICT systems.
Another simple solution is to retrain the model to minimize the
MSE only for the outlier data by using Eq. (2); however, this will
cause catastrophic forgetting [6] and lead to other FPs that were
properly determined as normal in past trainings.
Therefore, we propose an online anomaly detection algorithm
which retrains both incremental drift and normal outliers as normal. With the algorithm, a normal outlier is retrained to minimize
its MSE while avoiding catastrophic forgetting with EWC [10]. In
EWC, parameters θ = [θ 1, ..., θ K ]T of neural networks are trained
by adding a penalty function whose coeﬃcients are the diagonal
of the Fisher information matrix. The Fisher information matrix
in which each
element is calculated as
]
[ ∂is a K × K matrix
∂ log f (X; θ)|θ , where f (X; θ) is a probabillog f (X; θ) ∂θ
E ∂θ
i
j
ity density function of the model and X is an observable random
variable, and Fisher information corresponds to the amount of information X has for parameter θ. The principle of EWC is that by
assuming the negative of the loss function for the problem as log
probability of the data log p(D|θ) and the data are split into two
independent parts D A and D B , the probability can be expressed
as log p(D|θ) = log p(D B |θ) + log p(θ |D A) − log p(D B ) and the
maximizing of log p(D|θ) corresponds to that of log p(D B |θ) with
a quadratic penalty whose coeﬃcients are the diagonal of the Fisher
information matrix calculated with D A under the Laplace approximation.
Since our purpose is not just minimizing MSEs of training data
but learning a normal data boundary, which includes normal outliers, we assume the loss function as MSE(D) + g(D), where
MSE(D) is the mean of the MSEs over D and g(D) is 0 if all

currently learned
normal data boundary

Algorithm 1 Pseudo code of the proposed algorithm

preferred re-learned
normal data boundary
normal data boundary
with catastrophic overforgetting
overfitting
normal data boundary
incremental drift

5: function RETinc (X)
6:
Retrain by Eq. (3) with X while adding EWC penalty
7:
Update F
8: end function

normal outlier
too low MSE

Figure 3: Image of retraining. Boundaries express region where
MSE becomes below threshold γ(α).
the data in D are inside the normal data boundary; otherwise, ∞.
By assuming D A and D B as data already trained as normal and
as outlying normal data xt , respectively, and approximating that a
normal outlier occurs independent from D A, minimizing the loss
function of EWC becomes the learning of the parameters that determine xt as normal with the penalty function; thus, the problem
can be expressed as follows:
N
K
∑
λ
1 ∑ (L)
(xt,i − xt,i )2 +
F (θ − θ k∗ )2,
2 k k
θ N

(4)

N
1 ∑ (L)
(xt,i − xt,i )2 ≤ threshold,
N

(5)

min

i=1

sbj.to

9: function UpdateT hreshold(X)
10:
Update ρmse and τmse with current model and X
11: end function
12:
13:
14:
15:
16:
17:
18:
19:
20:

Oﬄine Retraining Phase
Train by Eq. (3) with Xtr ain
for all xtr ain,l in Xtr ain do
Calculate MSE(xtr ain,l )
if γ(αH ) ≤ MSE(xtr ain,l ) then
RETout (xtr ain,l )
U pdateT hreshold(Xtr ain )
end if
end for

21:
22:
23:
24:
25:
26:

Online Retraining Phase
Xnor mal ← some recent data
Xret ← Xtr ain
retrain_count ← 0
for online test data xt do
if MSE(xt ) < γ(αano ) or operator judged xt as normal
then
Update preprocessing parameters
Add xt to Xnor mal and delete oldest
if γ(αL ) ≤ MSE(xt ) < γ(αH ) then
retrain_count ← retrain_count + 1
Add xt to Xret and delete oldest
if retrain_count = Tret then
RETinc (Xret )
retrain_count ← 0
end if
else if γ(αH ) ≤ MSE(xt ) then
RETout (xt )
end if
U pdateT hreshold(Xnor mal )
else
Troubleshooting for the anomaly
end if
end for

k=1

i=1

where θ is all the parameters in {W (l), b (l) }, l = 2, ..., L, Fk is the kth
element of diagonal of Fisher information matrix F, K is the total
number of the parameters, θ k∗ is the value of the parameter before
retraining, and λ is a weight to determine the strength of the penalty.
Note that F can be computed by assuming the loss function as
MSE(D A) since D A has already been trained as normal; therefore,
g(D A) = 0. To ensure that D B and similar normal outliers are
retrained as normal with Eq. (5), we set the threshold to the Q3
value of MSEs of normal data, which is discussed in Section 4.2.
Once the model is retrained, the Fisher information is updated
according to xt and the retrained model. Although the original EWC
just adds new Fisher information to the previous Fisher information,
it does not work with our algorithm due to the deviation from
the strong assumption of independence between past training data
and outliers. For example, if one retraining with a normal outlier
is not suﬃcient to reduce all similar outliers and another similar
normal outlier was observed again, the Fisher information with
the outlier should resemble that of the already retrained normal
outlier and immediately adding that could cause bias. Therefore,
we update the Fisher information by adding new information with
weight according to the distance from the previous information as
Fk ← Fk + || F̂ − F̂new,k || · Fnew,k , where F̂ is the normalized
diagonal of Fisher information by its maximum. The value range of
F varies in the online retraining; therefore, we determine the weight
of penalty function λ as inversely proportional to the current mean
λ0
, where λ0 is a hyperparameter. Since the
value of F as λ = Fme
an
problem of Eqs. (4) and (5) may be infeasible if λ was too high,
λ0 should be decreased when a solution could not be obtained. In
this paper, we decrease λ0 at a rate of 0.9 if solving the problem of
Eqs. (4) and (5) failed. We evaluated our algorithm with several
initial λ0 in Section 5.1.

4.2

1: function RETout (x)
2:
Retrain by Eqs. (4) and (5) with x
3:
Update F
4: end function

Updating Threshold

Since the MSE of autoencoders is a continuous value, we should

27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:
39:
40:
41:
42:
43:

determine the threshold values of the MSE for determining if the
input data are abnormal. In this paper, we calculate the distribution of the MSEs of normal data with a trained autoencoder and
define the threshold as the outlier degree of the MSE from the
distribution. Since the distribution of MSEs may not follow a normal distribution due to the presence of normal outliers, we use
quartiles to express the distribution and determine the threshold
according to the deviation from Q3 normalized by the interquartile
range (IQR). The threshold value of the MSE is then expressed as
γ(α, ρmse, τmse ) = ρmse + ατmse , where ρmse and τmse are the
Q3 and IQR values of the MSE with training data, respectively, and
α is a hyperparameter to set the threshold value. Afterwards, we

simply denote thresholds as γ(α). Since ρmse and τmse depend
on both the normal data and model, we store recent normal data
and update these parameters with the data and current model in the
online training.

4.3

Sequence of algorithm

We now describe the sequence of our algorithm (see Algorithm 1). The algorithm is composed of two retraining methods;
one is batch learning for the incremental drift (RETinc ) and the
other is learning with EWC for normal outliers (RETout ). To determine which retraining is executed for a test data, we introduce
MSE threshold γ(αH ). This is because the MSEs with the incremental drift tend to be lower since the changes in data are moderate;
however, those with normal outliers tend to be higher since the data
are quite diﬀerent from already trained data (see Fig. 3). We also
introduce lower threshold γ(αL ) for RETinc since retraining with
data that are not much diﬀerent from already trained data will cause
overfitting, as the evaluation discussed in Section 5.1 shows.
Our algorithm is divided into two retraining phases: oﬄine and
online. In the oﬄine retraining phase, an autoencoder is normally
trained with initial training data Xtr ain first, after that, the algorithm
is retrained with all data in Xtr ain if the MSE with the data is larger
than γ(αH ), which is defined as the normal outlier in the training
data. After the oﬄine retraining phase, the algorithm moves to the
online retraining phase for anomaly detection and retraining with
the online test data. In this phase, the MSE with test data xt is
first calculated and compared with threshold γ(αano ) as anomaly
detection. The test data, which are determined as normal according
to the threshold or as abnormal but operators confirmed them as an
FP, are used for retraining. Note that confirmation by operators is not
necessarily required instantly, as discussed above. Our algorithm
determines which retraining should be executed for the test data.
If the MSE of the data is below γ(αL ), the data are not used for
retraining to avoid overfitting. If the MSE is between γ(αL ) and
γ(αH ), the data are regarded as the incremental drift and stored for
RETinc . If it is larger than γ(αH ), the data are regarded as normal
outliers and used for RETout . For initial training and RETinc , we
used mini-batch learning with Adam [9], and for minimizing Eq (4)
in RETout , we used a simple gradient descent (GD) method.

5.

EVALUATION

We evaluated our algorithm with network benchmark data and
real measured data from an enterprise system. We used a fivelayered autoencoder as the anomaly detection model. The hyperparameters used in both evaluations are described in Table 1. We
executed the calculations of the autoencoder using deep learning
framework, Chainer v3.0 [24].

5.1

Evaluation with Network Benchmark Data

We evaluated the algorithm with the NSL-KDD dataset [2] to
examine its eﬀectiveness in reducing FPs due to outlying normal
communications and changes in generalization performance. We
first evaluate only RETout for retraining normal outliers as normal
and then evaluate both RETinc and RETout with data that include
pseudo incremental drift.

5.1.1

Data Description

The NSL-KDD dataset is the amended version of the KDD Cup
1999 dataset [1], which is a representative network benchmark used
for the data mining competition in KDD’99. The dataset is composed of about five million connection records, which are classified
into five main classes: one normal class and four attack classes,
and includes training data (NSL-KDD-train) and test data (NSL-

KDD-test). One record consists of 34 continuous and 7 discrete
feature values. By expressing the discrete values as one-hot representation, we converted the data as a set of 122 feature vectors.
Since many binary features are included, we used normalization as
preprocessing.

5.1.2 Evaluation Method
Although the proposed algorithm is for online anomaly detection,
the NSL-KDD dataset does not contain time-series data. Therefore,
we assumed the data as time-series data in ascending order of record
ids. We first extracted 67,343 normal records in NSL-KDD-train
and used the first 5,000 records as initial training data Xtr ain in
the oﬄine retraining phase and the remaining 62,343 records as
the test data in the online retraining phase. Since all test data in
the online retraining phase were normal, all the detections were
FPs and the objective was to reduce them. We also evaluated the
generalization performance by using NSL-KDD-test as validation
data Dval . Since Dval includes both normal and attack connections,
we could evaluate the change in the generalization performance as
the detection accuracy of the attack connections through the online
retraining phase. We set αano to 3 and evaluated the algorithm with
varying parameters αL , αH , and λ0 .

5.1.3 Evaluation Results
We first evaluated the performance of RETout for retraining
normal outliers as normal against two naive methods: only updating normalization parameters and thresholds (parameters) and
batch training with past training data and inflated normal outlier
(batch_inflate). With batch_inflate, we replicated the normal outlier to the same amount of the past training data and combined
them as the new training data. Note that the batch training method
is not suitable for large ICT systems since it should maintain all
past training data. Figure 4 shows the results of each method. As
shown in the figure, RETout outperformed in terms of both decreasing the number of FPs and generalization performance compared
to the other naive methods. The average MSE tended to increase
because RETout continued retraining for the outlying data and the
parameters of the autoencoder slightly departed from the original
ones, which minimized the MSEs of the majority of normal data.
However, the increase in the MSEs of normal data also increased
the threshold value of the MSEs. Retraining for outlying data will
enlarge the area of normal data boundary (see Fig. 3). Although it
likely produces FNs, that is, judging abnormal data as normal, the
improvement of AUROC for validation data suggests that we can
reduce FPs without increasing FNs with a proper threshold. How to
determine the threshold should be further discussed in future work.
We also evaluated the dependencies on parameters λ0 and αH in
Fig. 5a. Note that λ0 was not decreased throughout the retraining
since RETout did not failed even once in this evaluation . Retraining
without considering Fisher information (λ = 0) resulted in less generalization performance compared to when λ > 0. This is because
the retraining without EWC drastically changes the normal data
boundary and other normal data inside the previous boundary may
protrude, which will cause other FPs. In addition, the result with
αH = 3 was even worse since it caused overfitting by continuing
fitting to all the slightly outlying data.
Next, we evaluated our algorithm with data that include incremental drift. By assuming the NSL-KDD dataset as the time-series
data with incremental drift, we renumbered the record ids in ascending order of feature values src_byte, which express the number
of bytes sent in each connection, for providing pseudo incremental drift in the dataset. As shown in Fig. 5b, the number of FPs
continually increased since feature value src_byte continually in-

Table 1: Hyperparameters of autoencoder

Autoencoder

Online retraining

Hyperparameter
size of second, third, and fourth layers
activation function (only in second and fourth layers)
L2 weight decay in initial training
# of epochs in initial training and RETinc
mini-batch size in Adam
step size in Adam and GD
dropout rate in initial training and RETinc
(Tret , |Xr etr ain |, |Xnor mal |)

(a) parameters(#F P = 2, 708)

Benchmark data
(61,31,61)

Real measured data
(86,43,86)
ReLU
0.0005
0.0001
200
100
10
(0.001, 0.01)
(0.001, 0.001)
0.2 for input layer and 0.5 for all hidden layers [20]
(500,5000,100)
(1008,4320,144)

(b) batch_inflate(#F P = 645)

(c) RETout (#F P = 11）

Figure 4: Results of retraining of normal outliers. Gray lines show MSE, dotted lines show γ(αano ), solid lines show area under a receiver
operating characteristic curve (AUROC) for Dval , horizontal broken lines show AUROC for Dval with oﬄine-trained model with NSL-KDDtrain, and vertical broken lines show boundary of oﬄine and online retraining. #F P is the number of FPs and that without any retraining was
2,748.

(a) Dependencies on λ0 and αH

(b) #F P with incremental drift (λ0 =
0.5)

(c) AUROC for Dval with incremental
drift (λ0 = 0.5)

Figure 5: Evaluation on parameters. “F w/o weight” is result with updating Fk without weighting. Note that eventual #F P in no retraining,
parameters, (αL , αH ) = (−∞, ∞), and (αL , αH ) = (1, ∞) were 57,428, 583, 4,603, and 1,213, respectively.
creased after the training. The two lines with αH = ∞ in Fig. 5c are
the results of evaluation for only RETinc with respect to threshold
αL introduced for avoiding overfitting. The comparison clarifies
that retraining without αL causes unsustainability of the model and
many FPs due to overfitting. The line with (αL , αH ) = (1, 1) is,
in contrast, the result in which RETout was executed for all the
data over the threshold and shows that retraining by only RETout
also causes unsustainability of generalization performance due to
overfitting. The results with (αL , αH ) = (1, 5), which is our proposed algorithm using both RETinc and RETout , not only reduced
the number of FPs but also improved generalization performance.
Note that the AUROC of the algorithm in which Fisher information
Fk is updated without weighting is quite lower since it ignores the
dependencies between a retraining normal outlier and the already

retrained ones. In conclusion, the evaluations showed that our algorithm could reduce FPs due to both incremental drift and normal
outliers without degrading the generalization performance in the
network benchmark data.

5.2 Evaluation with Real Measured Data
We evaluated our algorithm with real measured data from an
enterprise system to confirm the retraining eﬀect considering both
incremental drift and normal outliers occurring in a real environment and if RETout can reduce similar FPs.

5.2.1 Data Description
The system for which we evaluated our algorithm manages the
account information of a few hundred thousand users of a service

Table 2: Categories of sar data

Categories
CPU (× 40)
DISK (× 9)
IFACE (× 36)
PROCESS
DISK-IO
SWITCH
SWAP
PAGE
MEMORY
MEMORY and
SWAP
INODE
QUEUE
TTY
NFS
NFSD
SOCK

Description
Usage of CPU
Device activity
Network condition
Process condition
Disk I/O condition
Switch activity
Swap activity
Paging activity
Memory assigning activity
Memory and swap conditions
Inode condition
CPU wait condition
TTY device activity
NFS client activiy
NFS server activity
Socket condition

# of Features
9 (× 3 statistics)
8 (× 3 statistics)
16 (× 3 statistics)
1
5
1
2
9
3
12
4
5
7
6
11
6

and uses the Unix operating system. We used system activity report
(sar) data monitored every ten minutes as time-series measured data.
The categories of sar data are listed in Table 2. Since the features
of CPU, DISK, and IFACE are described for each CPU, device,
and interface, we extracted the mean, max, and standard deviation
values over all CPUs, devices, or interfaces as feature values. This
is for making the anomaly detector robust against frequent system
switching. Consequently, 171 feature values were extracted from
the sar data. Since all the values are continuous and the range can
become very wide, we used standardization as preprocessing. Due
to several procedures in the system, such as data backup, the data
included many normal outliers. In addition, since a temporally
increasing feature was included, there is also incremental drift.
We evaluated if the proposed algorithm reduces FPs caused by the
normal outliers and the incremental drift.

5.2.2

Evaluation Method

The data were measured over seven months. Since there was no
anomaly event in the first seven months, the first month’s data were
used for initial training and the following six months data were for
online testing. For evaluating generalization performance, we used
nine days of data measured after online test data in which the system
update is executed as validation data. Since unusual processes are
enforced during the update, such as switching to redundant systems
and backup of an enormous amount of data, we labeled the data of
the period in which update was executed over six hours as anomaly
data and the data before the update as normal data. Hyperparameters
λ0, αL , and αH are set to 0.1, 2, and 5, respectively.

5.2.3

Evaluation Results

We first evaluated the eﬀect on reducing FPs. Figure 6 compares
the MSE transitions with three algorithms: an algorithm without
retraining (conventional), the proposed algorithm that only executes
RETinc without EWC penalty term (inc_only), and that executes
both RETinc and RETout (inc_and_out). The number of FPs and
average AUROC are listed in Table 3, in which the algorithm of
Tharkan and Toshniwal [22] is also compared. The comparison between inc_only and inc_and_out indicates that RETout reduces the

Figure 6: Transition of MSE. (top) conventional, (middle) inc_only,
and (bottom) inc_and_out
Table 3: #F P and average AUROC.
conventional [22]
#F P
20,676
635
AUROC 1.0
0.3

[5]
10,657
1.0

inc_only inc_and_out
1,878
394
1.0
1.0

number of FPs caused by normal outliers by about 79% compared to
the algorithm using only RETinc , which is a simple sliding window
method, without degrading detection accuracy for the validation
data.

5.2.4 Evaluation on effectiveness in reducing number of similar FPs
We further examined if RETout actually reduces similar FPs. We
first classified the normal outliers by clustering (Fig. 7a), and for
representative three clusters, we confirmed how many FPs caused by
similar normal outliers can be reduced in one retraining (Fig. 7b) and
if the eﬀect of retraining can be maintained throughout the retraining
(Fig. 7c). The classification of the normal outliers was executed
as follows. We first compressed the high-dimensional data into
2-dimensions by using t-distributed stochastic neighbor embedding
(t-SNE) [13] then classified the data by using DBSCAN [22]. This
approach is promising for clustering high-dimensional data under a
situation in which the number of clusters is unknown [12]. Note that
t-SNE is an oﬄine algorithm; therefore, cannot be applied for online
anomaly detection. Figure 7a shows the 2-dimensional embedding
of the data by using t-SNE. For extracting normal outliers, we
distinguished the data with which the MSE was over γ(αH ) in
the algorithm with only RETinc (center of Fig. 6) for eliminating
incremental drift and classified using DBSCAN with minPts = 3
and ϵ = 0.3. After that, we chose the largest 3 clusters as the target
of the analysis.
Table 4 describes each cluster. To characterize each cluster,
we confirmed the highest feature value in absolute value of the
deviation from the distribution of the training data. Although all
the clusters were the data in the backup process, the characteristics
of each cluster diﬀered. We first evaluated how many similar FPs
can be reduced by one retraining. We retrained the original model
with one normal outlier in a cluster, then evaluated the amount of
data with which the MSE was less than γ(αano ) with the retrained
model, that is, the number of reduced FPs. To purely evaluate the
eﬀectiveness of retraining the model for reducing the number of
FPs, we did not update preprocessing parameters and thresholds.

c2
c3

c1

(a) t-SNE of input data

(b) Distributions of reduced FP (c) Ratios of reduced FPs throughout retraining. Bottom
ratios in same cluster
triangles show the times the FP occured.

Figure 7: Evaluation of the eﬀectiveness of reducing similar FPs by RETout .
Table 4: Description of each cluster. Right two columns show mean values over the data in the cluster.
cluster (size)
c1 (53)
c2 (54)
c3 (50)

characteristics
high disk usage
conflict in CPU
high packet receiving rate

MSE (deviation)
13.5
35.6
19.9

Therefore, this evaluation was conservative compared to that of the
proposed algorithm. The evaluation was conducted for all the data
in each cluster, and the distributions of the reduced FP ratios is
depicted in Fig. 7b (mean values are described in Table 4). The
figure shows that all the data in c1 reduced the number of FPs in the
same cluster by more than about 60%. However, that ratio of c2 and
c3 is less than c1. It can be said that the eﬀectiveness of retraining
varies among the clusters, that is, the types of anomalies. As shown
in Table 4, the retraining not only reduced the number of FPs in
the same cluster but also that in other clusters. This is because
the retraining increases the region of the normal data boundary and
will include other FPs in the previous boundary. This is one of the
strengths of the proposed algorithm compared to the conventional
clustering algorithm discussed in Section 2.
Figure 7c shows the transition in the ratio of the number of FPs
reduced for each cluster to confirm if a new retraining does not
degrade the previous training. Each time in the online retraining
phase, the number of FPs reduced in each cluster was evaluated
with the algorithm. From the figure, we confirm that the ratio of
the number of FPs reduced was generally maintained throughout
the retraining, that is, our algorithm retrains incremental drift and
normal outliers without degrading the previous trainings.

6.

CONCLUSION

We proposed an online anomaly detection algorithm for retraining
normal outliers, which cause FPs and have been major problems
in practical use, as normal by using EWC with autoencoders. The
evaluation results showed that our proposed algorithm could retrain
the normal outliers as normal so that decreasing similar FPs and
the total number of FPs due to the normal outliers is reduced by
about 79% compared to a simple sliding window algorithm with real
measured data. Determining the adequate hyperparameters and the
threshold, and retraining of FNs should be further discussed.
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reduced FPs in same / other cluster(s)
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