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In order to get the EDDY Dragnet development software up and running, you need to install some core software on your system.  The software that needs to be installed is:
(
J2SE 5.0 (Java 2 Standard Edition)

(
Java WSDP 1.5 (Java Web Services Developer Pack)

(
Argus 2.0.6

I have placed these software packages on the ssh.eddysoft.org server in the dragnet user space.  The directory location is ~/dragnet_v1.3.  The best way to copy this software to your local system is to use the scp command with the login “dragnet” and password “dragnetcmu”.  The versions of the software packages in this directory are the versions I am using for development and deployment.  They are all the most recent as of a couple of months ago.

Specifically, the individual files in the ~/dragnet_v1.3 directory are:

(
jdk-1_5_0-linux-i586-rpm.bin

(
jwsdp-1_5-unix.sh

(
argus-2.0.6.tar.gz

(
dragnet.tar.gz

The first file is the J2SE SDK, the second the Java WSDP, the third the Argus daemon tarball and the last, the source and binaries for the EDDY Dragnet development software.

There is also a directory called argus-2.0.6.fc3.patch that contains a few fixes for a slightly broken installation procedure for Argus.

My development platform is Linux, specifically Fedora Core 3 with the development packages installed.  The setup instructions that follow apply to that OS and version.

J2SE Installation

To install the J2SE 5.0 software I issued the following commands at the shell as the root user:

(
chmod +x jdk-1_5_0-linux-i586-rpm.bin

(
./ jdk-1_5_0-linux-i586-rpm.bin

I accepted all of the installation defaults and the software installed properly.
Java WSDP Installation

To install the Java WSDP 1.5 software, I issued the following commands at the shell as the root user:

(
chmod +x jwsdp-1_5-unix.sh
(
./jwsdp-1_5-unix.sh -is:javahome /usr/java/jdk1.5.0 -P installLocation="/usr/java/jwsdp1.5"
I accepted all of the installation defaults except for selecting that no Web container be install/used with the software.  We don’t need this particular feature of the Java WSDP.

Argus Installation

To install the Argus 2.0.6 software, I issued the following commands at the shell as the root user:

(
gunzip argus-2.0.6.tar.gz

(
tar –xvf argus-2.0.6.tar.gz

(
cd argus-2.0.6

(
./configure

At this point in order to successfully install Argus, you’ll need to replace a couple of files that contain fixes for problems that caused the software build to fail.  As root, copy the file argus-2.0.6.fc3.patch/Makefile to the argus-2.0.6 directory and copy the file argus-2.0.6.fc3.patch/gencode.c to the argus-2.0.6/common directory.

Now continue the Argus build procedure with the following shell commands:

(
make

(
make install

Next you’ll want to set up the Argus executable as a daemon that will be started and stopped each time the system comes up and down.  There is an init script that is included as part of the Argus distribution, but I had to modify it in order to get it to work.  To use this init script, copy the file argus-2.0.6.fc3.patch/argus to the /etc/init.d directory.  You’ll need to be the root user to do this.  Also as root, configure the init script with the following shell commands:
(
chkconfig --add argus

(
chkconfig --levels 2345 argus on

Once you have issued these commands, reboot your system.  To verify that Argus is running, issue the following shell command:

(
ps –A | grep argus

You should see one or more Argus processes running on the host.
EDDY Dragnet Installation

To install the EDDY Dragnet software I issued the following commands at the shell as the root user:

(
gunzip dragnet.tar.gz

(
tar –xvf dragnet.tar

Once the tar command completes, you’ll see several directories of EDDY Dragnet software.  This untarred software is a complete Eclipse workspace, so you can switch workspaces in Eclipse to this directory if you want to work with the software that way.  Note that you will most likely need to adjust the property settings for the projects that specify the locations of the .jar files that are used.  I have developed the Dragnet code on the Windows XP version of Eclipse and the directory locations of the .jar files reflect this.
The individual EDDY Dragnet software directories are:

(
ArgusOriRaw – Normalization agent to produce raw Argus CERs from a live Argus data stream.

(
ArgusRawCook – Transformation agent to produce cooked Argus CERs from raw Argus CERs.

(
ArgusCookDrag – Transformation agent to produce cooked Dragnet CERs from cooked Argus CERs.

(
ArgusOriDrag – Combined normalization and transformation agent to produce cooked Dragnet CERs from a live Argus data stream.

(
ArgusDragStub – Application agent to provide a stub programming interface for handling cooked Dragnet CERs.

(
CERHelper – Utility programming classes providing support for other EDDY classes.

(
CERTransport – Programming classes for reading and writing of EDDY CERs using mutually authenticated TLS sockets.

(
EDDYCerts – Scripts and files used in generating transport certificates used for mutual authentication.
(
CERSchema – EDDY schema definitions, JAXB generated classes/Jar files and sample raw, cooked and Dragnet CER XML documents.
EDDY Dragnet Testing

To test the EDDY Dragnet software and the proper configuration of your system, you will first need to generate the certificates that are used to mutually authenticate each agent to the other.  Normally the certificates would be signed by a trusted Certificate Authority.  For now, we are creating a private EDDY CA who signs the certificates; note that these certificates are not self-signed.

Generate the private CA as well as an agent host certificate with the following commands issued as the root user after changing into the EDDYCerts directory:

(
./eddycacert
(
./eddyhostcert
Now as the root user, copy the Java truststore that was just created containing the EDDY CA certificate with the following command:

(
cp –f jssecacerts /usr/java/jdk1.5.0/jre/lib/security
This will allow any certificate signed by the private CA to be accepted by any EDDY Java agents on the host.  Note that by copying the jssecacerts file, we will overwrite the previous version of that file.  By default, this file is not present in a new installation of the JDK.
In order to run the test suite of software, you will need to bring up four command line shells as the root user and change to the directory where you unzipped the Dragnet software.  Four shells are needed in order to start up the ArgusOriRaw, ArgusRawCook, ArgusCookDrag and ArgusDragStub agents individually.  Each of these agents will communicate with other agents as indicated by the following diagram:

(
ArgusOriRaw ( ArgusRawCook ( ArgusCookDrag ( ArgusDragStub

We will startup the EDDY agents in reverse order, although this is not strictly necessary, it provides the fastest approach to view generated EDDY CERs.  Startup the ArgusDragStub agent with the following command:
(
ArgusDragStub/argusdragstub –t1
Next, in order to run the ArgusCookDrag agent, you’ll first want to generate the key that is used to anonymize IP addresses.  You will only need to do this the first time you start the agent.  Do this by issuing the following command:
(
ArgusCookDrag/keygenerate

Now, startup the ArgusCookDrag agent in its own shell:

(
ArgusCookDrag/arguscookdrag
Next, startup the ArgusRawCook agent, again in its own shell:

(
ArgusRawCook/argusrawcook
Finally, startup the ArgusOriRaw agent in its own shell:

(
ArgusOriRaw/argusoriraw
Once all of the agents have been started, you will start to see output in the ArgusDragStub shell.  The output seen when the –t parameter is specified is a count of the CERs that have been processed.  To view the actual EDDY CER XML that is received by the ArgusDragStub agent, specify the –d option.  To view parsed fields from the CER, use the –p option.  This application agent serves a starting point for EDDY application writers and you are encouraged to look at the ArgusDragStub.java source code to see how easy it is to process EDDY Dragnet CERs.
If you receive a “Connection Refused” exception when you start up the ArgusOriRaw agent, the Argus daemon is probably not running on your local machine.  If you receive error messages about improper certificates from any of the agents, make sure you properly followed the steps above for generating certificates used for mutual authentication between agents.  Other errors most likely mean that your Java software or Linux environment are somehow misconfigured.
The functionality of the ArgusOriRaw, ArgusRawCook and ArgusCookDrag agents are combined in the ArgusOriDrag agent.  It produces EDDY Dragnet CERs directly from the native Argus data stream without the intermediate CERs types.  Depending on the configuration needed, a cooked Dragnet CER may be generated from the native event format without passing through the raw and cooked Argus event stages first.  This increases efficiency by eliminating any unnecessary CER transformations.  The ArgusOriDrag agent is started with the following command and replaces the startup invocations of the ArgusOriRaw, ArgusRawCook and ArgusCookDrag agents:
(
ArgusOriDrag/argusoridrag

As with the ArgusCookDrag agent, you will need to generate the key that is used to anonymize IP addresses.  You only have to do this the first time you run the agent.  The command to generate this key is:
(
ArgusOriDrag/keygenerate

To see a list of the options each of the EDDY Dragnet agents support, you can get a list by specifying the program name with the –h option.  The greatest number of options are supported by the ArgusOriDrag agent.  This agent provides the most extensive capabilities for performance analysis and debugging.
That’s about it for setting up and configuring the EDDY Dragnet development software.  If you have any questions or need further assistance, feel free to contact me at (617) 512-9075 or jgargani@cmu.edu.
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