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Abstract

Mobile devices have become for many the preferred way of interact-
ing with the Internet, social media and the enterprise. However, mobile
devices still do not have the computing power and battery life that will
allow them to perform effectively over long periods of time, or for exe-
cuting applications that require extensive communication, computation,
or low latency. Cyber-foraging is a technique to enable mobile devices
to extend their computing power and storage by offloading computation
or data to more powerful servers located in the cloud or in single-hop
proximity. This article presents the protocol that was followed in the ex-
ecution of a systematic literature review (SLR) on software architectures
that support cyber-foraging. It is an online companion for the article
titled Architectural Tactics for Cyber-Foraging: Results of a Systematic
Literature Review published by the Journal of Systems and Software.

1 Introduction

Mobile Cloud Computing (MCC) refers to the combination of mobile devices and
cloud computing in which cloud resources perform computing-intensive tasks
and store massive amounts of data [1]. Increased mobile device capabilities,
combined with better network coverage and speeds, have enabled MCC such
that mobile devices have become for many the preferred form for interacting
with the Internet, social media, and the enterprise. However, mobile devices
still offer less computational power than conventional desktop or server com-
puters, and limited battery life remains a problem especially for computation-
and communication-intensive applications.



Cyber-foraging [2] is an area of work within MCC that leverages external
resources (i.e., cloud or local servers; the latter often called surrogates) to aug-
ment the computation and storage capabilities of resource-limited mobile devices
while extending their battery life. There are two main forms of cyber-foraging.
One is computation offload, which is the offload of expensive computation in
order to extend battery life and increase computational capability. The second
is data staging to improve data transfers between mobile devices and the cloud
by temporarily staging data in transit.

The goal of this article is to present the details of the research protocol that
was followed in the Systematic Literature Review (SLR) to discover software
architectures that support cyber-foraging.

2 Research Protocol

To identify work related to architectures for cyber-foraging an SLR was con-
ducted following the guidelines proposed in [3] and [4]. The research question,
search strategy, inclusion and exclusion criteria, and validation method are pre-
sented in the following subsections.

2.1 Research Question

The goal of the SLR is to identify work in cyber-foraging with a software ar-
chitecture perspective. To achieve this goal, the following research question is
defined:

What software architecture and design strategies for cyber-foraging from mobile
devices can be identified in the literature?

2.2 Search Strategy

Three main keywords can be built from the research question: cyber-foraging,
mobile devices, and software architecture. Each of these keywords has a set of
related synonyms and alternative spellings. Based on these keywords and their
related terms the following basic search string was defined:

(cyber foraging OR cyber-foraging OR code offload OR code offloading OR
computation offload OR computation offloading OR data offload OR data
staging) AND (mobile OR handheld OR smartphone) AND (software
architecture OR software design OR system architecture)

The main data source was Google Scholar.! Snowballing was used to com-
plement the set of primary studies. The advantage of using Google Scholar
was that it included studies that are outside of software engineering, such as
computer engineering and computer science, which is where many of the studies
on cyber-foraging currently come from. The downside is that it returns many

Inttp://scholar.google.com/



results which are irrelevant because it performs a full-text search and because
there is no control process that ensures that all results are valid (i.e., are aca-
demic or industrial publications). To make sure that all relevant studies were
identified, the dates were left open even though the term cyber-foraging was
coined in 2001.

Details of each study were recorded using JabRef.? Separate JabRef databases
were created for each round of the primary study identification process.

2.3 Inclusion and Exclusion Criteria

The inclusion and exclusion criteria shown in Table 1 were defined and applied
to the search results.

2.4 Validation

The protocol was validated by executing it on Google Scholar without snow-
balling. The goal was to determine if it was rigorous enough and to improve
it where necessary. The results of multiple iterations of the search string were
checked against a set of 17 known relevant studies in the field of cyber-foraging.
This set was validated by an expert in the field. The search string was adjusted
accordingly until it returned all 17 relevant studies either directly or as one
of the references (first-level snowballing). The inclusion/exclusion criteria were
reviewed during the process to ensure that the results were representative of
software architecture and design of cyber-foraging systems.

Table 1: Inclusion and Exclusion Criteria

Inclusion Criteria

Exclusion Criteria

A study that proposes software architec-
tures for cyber-foraging. Rationale: We are
interested in studies that present software
architecture and design of cyber-foraging
systems in which mobile components, sur-
rogate/server components, and offload el-
ements are clearly defined. Fzample: A
study that presents the software architec-
ture and design of a cyber-foraging system
for both the mobile as well as the surro-
gate/server and clearly defines what com-
putation or data is being offloaded.

A study that proposes a cyber-foraging sys-
tem that does not present software architec-
ture and design details. Rationale: If the
study does not present architecture and de-
sign details, it does not contain information
that can be abstracted into general archi-
tecture patterns and tactics. Fzamples: A
study that presents a cyber-foraging solu-
tion that discusses only the benefits of the
solution and does not contain software archi-
tecture details will not be included. A study
that surveys cyber-foraging solutions that
have already been presented in other studies
and does not propose a new cyber-foraging
solution will not be included. A study that
only discusses an offload algorithm and not
a complete solution for cyber-foraging will
not be included.

2http://jabref.sourceforge.net/
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Table 1 — Continued from previous page

Inclusion Criteria

Exclusion Criteria

A study that proposes a cyber-foraging sys-
tem for computation offload or data stag-
ing in which the mobile device is augment-
ing its computing power by using surrogates
such as cloud resources. Rationale: A cyber-
foraging system leverages surrogates to per-
form computation that would make sense
to execute locally but if executed on the
mobile device would drain resources or not
provide adequate performance, or to stage
data in transit to and from cloud resources
and mobile devices. Ezample: A study that
presents a cyber-foraging solution that uses
surrogates to offload expensive computation
or to store data temporarily until centralized
resources become available.

A study that proposes a system in which mo-
bile devices simply access cloud services or
in which computation is partitioned across
similar nodes. Rationale: A system that
simply uses cloud services as parts of its
functionality or that distributes computa-
tion among other mobile devices is not a case
of cyber-foraging because it is not leverag-
ing a more powerful surrogate to extend its
computing power. Ezample: A study that
presents a mobile cloud solution in which
cloud services are accessed from mobile de-
vices simply to fulfill part of its functional-
ity or a study that represents distribution of
computation across a mobile ad hoc network
(MANET).

A study that proposes solutions based on
open technologies that contain enough de-
tail to abstract the main software architec-
ture components. Rationale: Studies that
rely on open technologies are more likely to
present solution details. Ezxample: A study
that presents software architecture views for
a cyber-foraging solution that relies on open
or readily-available technologies will be in-
cluded.

A study proposed by a commercial vendor
or that relies on proprietary hardware or
network protocols. Rationale: Studies pro-
duced by vendors are unlikely to contain
architecture information because it is part
of their intellectual property. In addition,
characteristics of solutions that rely on spe-
cific hardware or protocols will not be able
to be abstracted into general architecture
patterns and strategies. Ezample: A study
that presents a cyber-foraging solution that
only works if connected to a vendor’s net-
work or that requires special hardware, net-
working devices or protocols for communi-
cation will not be included.

A study that is in the form of a pub-
lished scientific paper or industrial publica-
tion. Rationale: A scientific paper focuses
on scientific content and follows a process to
guarantee a good level of quality. Also, as
solutions may have been devised by indus-
trial organizations, broader industrial pub-
lications describing such solutions should be
included. Ezamples: A study in a refereed
journal that is part of a conference or a tech-
nical report that follows a standard publica-
tion template (i.e., abstract, introduction,
description of the problem, proposed solu-
tions, related work and references), a PhD
or Masters thesis, or a study in an industrial
publication that presents details of a cyber-
foraging system or architecture will be in-
cluded.

A study that is not in the form of a pub-
lished scientific paper or that is in an in-
dustrial publication but only focuses on the
commercial benefits of the solution. Ratio-
nale: Lack of scientific content and rigorous
methods can lead to a low-quality outcome.
In addition, studies in industrial publica-
tions targeted at increasing sales and that
only highlight benefits of the solution do
not add scientific value to the outcome of
the review. Fzamples: Papers that have
not been published, scientific papers that do
not follow a standard publication template,
keynote summaries, tables of contents, col-
lections of abstracts, workshop summaries,
project proposals, slide sets, and commer-
cial product brochures will not be included.




3 Identification of Primary Studies

3.1 Round 1

The search string was last entered in Google Scholar on September 17, 2013 and
returned 430 results. The complete list of results is available as online material at
http://www.andrew.cmu.edu/user/gritter/InitialStudies-CyberForaging.
html. The studies were evaluated against the inclusion and exclusion criteria
based on the title, abstract, keywords and an initial scan of the study. The results
are shown in Table 2.

Table 2: Round 1 Results

Result Studies Description
Yes 91 | Studies that met the inclusion and exclusion
criteria based on the title, abstract, keywords
and an initial scan of the study
No 297 | Studies that did not meet the inclusion and
exclusion criteria based on the title, abstract,
keywords and an initial scan of the study
Maybe 23 | Studies that did not fully meet the inclusion
criteria based on the title, abstract, keywords
and an initial scan of the study, but that war-
ranted a full read due to the coverage of soft-
ware architecture
Duplicate 18 | Studies that were identical to other studies or
were a subset of a larger study by the same
author(s) (e.g., a paper that was cross-listed or
a paper that is explicitly a chapter of a PhD or
Masters thesis, in which case we included the
thesis because it is the superset)
Plagiarism 1 | Study that was copied from a conference paper
that we co-authored in 2013.

TOTAL 430
TOTAL FOR ROUND 2 114 | Studies with Result = Yes and Result =
Maybe
3.2 Round 2

The studies with Result = Yes and Result = Maybe from Round 1 were fully read
and evaluated against the inclusion and exclusion criteria. The list of studies
evaluated in Round 2 is available as online material at http://www.andrew.
cmu.edu/user/gritter/Round2Studies-CyberForaging.html. The results of
the evaluation are shown in Table 3.



Table 3: Round 2 Results

Result Studies Description
Yes 50 | Studies that met the inclusion and exclusion criteria based on fully
reading the study
No 62 | Studies that did not meet the inclusion and exclusion criteria after
reading the study in full
Duplicate 12 | Studies that were a subset of a larger study by the same author(s)

(e.g., a paper that after a full read was determined to be part of a
PhD or Masters thesis or a shorter version of a study that reports
the same results from a software architecture perspective)

TOTAL 114

3.3 Final Round

The references in each study with Result = Yes from Round 2 were evaluated
against the inclusion criteria based on title, abstract and keywords as an initial
round of snowballing. Those that passed based on this initial scan were fully
read and included if they fully met the inclusion criteria. The results are shown
in Table 4.

Table 4: Final Round Results

Result Studies Description
Direct 50 | Studies with Result = Yes from Round 2
Snowballing 8 | Studies that correspond to references in the Direct results that
met the inclusion and exclusion criteria based on fully reading
the study
TOTAL 58

The list of 58 primary studies is presented in Table 5. The Primary Study
column contains the reference for the study. The Type column is the type of
study which can be BC (Book Chapter), CP (Conference Paper), DD (Doctoral
Dissertation), JA (Journal Article), MT (Masters Thesis), or TR (Technical
Report). System Name refers to the name of the cyber-foraging system that is
described in the study. The Form is the form of cyber-foraging which can be
CO (Computation Offload) or (DS = Data Staging). The Domain or Use Case
refers to the targeted domain or use case for the system. Finally, the Source
column is the source of the study which is either GS (Google Scholar) or S
(Snowballing).

Table 5: Primary Studies

Primary Study Type | System Form Domain or Source
Name Use Case
Ahnn2013 [5] JA mHealthMon CO Healthcare GS
Angin2013 [6] JA Mobile CcO Java applica- GS
Agents tions
Armstrong2006 [7] CP Edge Proxy DS Web  page GS
updates

Continued on mext page




Table 5 — Continued from previous page

Primary Study Type | System Form Domain or | Source
Name Use Case
Aucinas2012 [8] Cp Clone-to- cO Intelligent GS
Clone (C2C) transport
systems,
Mobile mul-
tiplayer
online games
Bahrami2006 [9] CP Mobile DS Occasionally- GS
Informa- connected
tion  Access operations
Archi-
tecture  for
Occasionally-
Connected
Computing
Balan2007 [10] CP Chroma CO Mobile  in- S
teractive
resource-
intensive
applications
Chang2011 [11] JA Collaborative CO Speech GS
Applications recognition
Chen2004 [12] JA Computation CO Image and GS
and Com- video  pro-
pilation cessing
Offload
Cheng2013 [13] TR Cloud Media CcO Hybrid GS
Services Broadcast
Broadband
TV  (HBB-
TV)
Chu2004 [14] JA Roam CcO Seamless ap- GS
plications
Chun2009 [15] CP CloneCloud CcO Mobile  ap- GS
plications in
general
Cuervo2012 [16] DD MAUI CO Operations GS
(Mobile that con-
Assistance sume
Using Infras- and pro-
tructure) duce  small
amounts of
information
compared to
their  com-
putational
requirements
Kahawai CO Graphics
applica-
tions that
require high-
end GPU
rendering
Continued on next page




Table 5 — Continued from previous page

Primary Study Type | System Form Domain or | Source
Name Use Case
Duga2011 [17] MT HPC-as-a- CO High- GS
Service Performance
Computing
(HPC)
Endt2011 [18] BC OpenCL- CO Automotive GS
Enabled
Kernels
Esteves2011 [19] CP Real Options CO Mobile ap- GS
Analysis plications in
general
Fjellheim2005 [20] JA 3DMA CO Context- GS
aware appli-
cations
Flinn2002 [21] CP Spectra CO Mobile  in- S
teractive
resource-
intensive
applications
Flinn2003 [22] CP Trusted and DS Distributed GS
Unmanaged filesystems
Data Staging
Surrogates
Giurgiu2009 [23] CP AlfredO CcO Typical S
three-tiered
applications
implemented
as 0OSGi3
bundles for
each tier
Goyal2011 [24] DD Collective CO Mobile ap- GS
Surrogates plications in
general
Guan2008 [25] DD Grid- CcO Ambient in- GS
enhanced telligence
mobile  de-
vices
Ha2011 [26] TR Cloudlets CcO Computation- GS
intensive
applications
in hostile en-
vironments
Hung2011 [27] JA Virtual CO Mobile ap- GS
Phone plications in
general
Imai2012 [28] MT Single-Server CcO Moderately- GS
Offloading slow, single-
purpose,
computation-
intensive
applications

Continued on next page

3The Open Service Gateway Initiative, or OSGi, is a specification and Java framework
for developing and dynamically deploying modular software programs and libraries (http:
//www.osgi.org).



Table 5 — Continued from previous page

Primary Study Type | System Form Domain or | Source
Name Use Case
Cloud Oper- CcO Very
ating System computation-
to  Support intensive
Multi-Server mobile appli-
Offloading cations
Tyer2012 [29] CPp Android Ex- | CO, DS | Mobile ap- GS
tensions plications
that handle
complex
computa-
tions or large
amounts  of
data
Jarabek2012 [30] CP ThinAV CcO Anti- GS
malware
scanning
Kemp2012 [31] CP Cuckoo CcO Mobile  ap- GS
plications in
general
Kosta2012 [32] CP ThinkAir CcO Mobile  ap- GS
plications in
general
Kovachev2012 [33] JA MACS CO Mobile  ap- GS
(Mobile plications in
Augmenta- general
tion  Cloud
Services)
Kristensen2010 [34] DD Scavenger CO Image ma- GS
nipulation,
continu-
ous  speech
recognition,
augmented
reality
Kundu2007 [35] JA Telemedik DS Healthcare GS
Kwon2013 [36] CP AMCO CcO Java applica- GS
(Adaptive, tions
Multitar-
get Cloud
Offloading)
Lee2012 [37] BC MCo CO Java applica- GS
tions
Matthews2011 [38] CP PowerSense CcO Telemedicine GS
(Image
Processing
for Dengue
Detection)
Messer2002 [39] CP AIDE CcO Java applica- GS
tions
Messinger2013 [40] TR Application CcO Mobile ap- GS
Virtual- plications in
ization on general
Cloudlets

Continued on next page




Table 5 — Continued from previous page

Primary Study Type | System Form Domain or | Source
Name Use Case
Mohapatra2003 [41] TR PARM cO Mobile  ap- GS
plications in
general
0k2007 [42] Cp Resource CcO Computation- GS
Furnishing intensive
System mobile appli-
cations
OSullivan2013 [43] CP Cloud Per- CO Cloud  Ser- GS
sonal Assis- vices
tant (CPA)
Park2012 [44] CP SOME CcO HTML5 web S
(Selective applications
Offloading
for a Mobile
computing
Environ-
ment)
Phokas2013 [45] CP Feel The DS Participatory GS
World sensing  ap-
(FTW) plications
Pu2013 [46] CP SmartVirtCloud CO Mobile  ap- GS
(SmartVC) plications in
general
Ra2011 [47] Cp Odessa CcO Mobile  in- S
teractive
perception
applications
Rachuri2012 [48] DD Smartphone- CO Social sens- GS
based social ing applica-
sensing tions
Rahimi2012 [49] CP MAPCloud cO Rich mobile GS
applications
Satyanarayanan2009 [50] JA VM-Based CO Computation- S
Cloudlets intensive
mobile appli-
cations
Shi2013 [51] TR IC-Cloud CO Mobile ap- GS
plications in
general
Silva2008 [52] CP SPADE CO Mobile ap- GS
plications
that perform
lengthy tasks
Su2005 [53] CP Slingshot CO Computation- S
intensive
mobile appli-
cations
Verbelen2012 [54] JA AIOLOS CcO Complex S
multimedia
applications

10

Continued on next page
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Primary Study Type | System Form Domain or | Source
Name Use Case
Xia02013 [55] Cp Large-Scale DS Crowdsensing GS
Mobile applications
Crowdsens-
ing
Yang2008 [56] JA Offloading CO Java applica- GS
Toolkit and tions
Service
Yang2012 [57] TR Sonora DS Continuous GS
data streams
Yang2013 [1] JA Mobile Data CcO Data stream GS
Stream Ap- applications
plication
Framework
Zhang2009 [58] CP Heterogeneous CcO Web  pages GS
Auto- with mul-
Offloading timedia
Framework content
for Mo-
bile ‘Web
Browsers
Zhang2011 [59] JA Weblets CcO Web applica- GS
tions
Zhang2012 [60] JA DPartne CcO Java applica- GS
tions
Zhang2012a [61] CP Elastic CcO Web applica- GS
HTML5 tions

4 Categorization of Primary Studies

4.1 Studies Per Type

As shown in Figure 1, most of the primary studies are papers published in
conference proceedings (28) followed by journal articles (15). Even though the
scope of the search included industry reports, of the six studies identified as
Technical Reports, only one comes from industry. The others are from universi-
ties (4) and an FP7 project (1). In addition, there were two book chapters, two
Masters Theses and five Doctoral Dissertations. This distribution shows that
even though the topic is of potential interest to industry, most of the published
work in this area comes from academia.

4.2 Studies Per Year

As shown in Figure 2, the number of primary studies per year has grown since
the first study dated 2002. This shows that it is indeed a topic of interest,
especially in the last three years.

11
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5 Threats to Validity

Google Scholar was the single data source for the primary studies, and was
complemented by snowballing. The search string was adjusted until it returned
the set of studies that was identified by an expert in the field as the set of seminal
studies (either direct results or in the references). However, the problem is that
if a study is not listed in Google Scholar it will not be returned in the results.
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For example, Google Scholar returned [15], which is one of the seminal studies,
but did not return a later study on the same system [62].

In addition, the term software architecture (which is part of the search string)
was not widely used until the mid 2000s, which is reflected in the years of the
studies and Figure 2. This was mitigated by snowballing.

6 Related Work

There are several studies that survey the field of mobile cloud computing and
identify cyber-foraging as a research area and challenge, but are not systematic
literature reviews and do not have an architecture focus. Abolfazli et al [63]
present a survey of cloud-based mobile augmentation (CMA) approaches, one
of which is cyber-foraging. One of the challenges stated by this work is the lack
of a reference architecture for CMA. Dinh at al [64] present a survey on mobile
cloud computing (MCC). Computation offload is discussed as a technique for
extending battery lifetime of mobile devices and listed as one of the challenges
for MCC. Fernando et al [65] present a more complete survey on MCC. Some
of the research that addresses efficient computation offload and distribution to
the cloud and how it differs from traditional distributed systems is discussed
in this paper. Lomotey at al [66] present an additional survey on MCC and
start introducing some of the challenges of ubiquitous cloud computing (UCC),
defined as defined as consistency in cloud service access from multiple mobile
devices owned by a single user. Computational offloading from mobile nodes to
middle-tier servers (i.e., surrogates) is mentioned as one way to overcome energy
and latency limitations of offloading to remote clouds in this paper. Kumar et al
[67] present a survey on computation offloading but focus primarily on the algo-
rithms used to partition and offload programs in order to improve performance
or save energy. Finally, Yu et al [68] present a survey on seamless application
mobility, which is the continuous or uninterrupted computing experience as a
user moves across devices. Code offloading is mentioned as a future direction
for seamless application mobility.

The work that is most similar to ours is by Flinn et al [69] that presents
a discussion of representative cyber-foraging systems and their characteristics.
However, it is limited to a small number of systems and does not follow a
systematic process. To the best of our knowledge, ours is the first systematic
literature review related to architectures for cyber-foraging.
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