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Quiz 1: Recap: Nash Equilibrium

} In RockPapetScissors, which of the following is a
Nash Equilibrium?

| phtT i (phim)
i -h-h i (plrtT)
i -RR.,i -RhK
l phThT , | (T[I"Dh'[) Player 2
- Rock Paper | Scissors
o | Rock | 0,0 1,1 1,1
©
o Paper 1-1 0,0 -1,1
Scissor -1,1 1-1 0,0
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Quiz 2: Recap: Stron§tackelberd=quilibrium

} In PowerofCommi t ment |
StrongStackelberd=quilibrium?
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Societal Challenges: Security and Sustainability

=

4 e ATTACKS
e | #8 Ansbach attack

Restaurant shooting | S A suicide bomb injured at least 12 in Germany’s Ansbach, near
= R Nuremberg, on July 24. This is the fourth violent incident in
Germany in a week.

Explosions near stadium s = .i - i PARIS

Hostages at theater

Charlie Hebdo attack . -

(i Y
e
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\ : Frankfurt @
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Explosions in Brussels _ July 18 oombers
e 2T A Pakistan refugee injured [ |
: AN e g five people with an axe K3 N
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Brussels Airport . , S 0 Ju;,bz? \r\
i : 7 @ Stuttgart Asuicide bomb injured at least 12. \7'\
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Subway Station A Syrian refugee killed a Julv22 #  AUSTRIA
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Source: Reuters
J. Wu, 25/07/2016 &% REUTERS
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Societal Challenges: Security and Sustainability

Today
3,200

100 years ago
60,000
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Societal Challenges: Security and Sustainability

Environmental Resources Endangered Wildlife Fisheries
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Societal Challenges: Security and Sustainability

} Improve tactics of patrol, inspection, screengtg

Game Theoretic
Reasoning

Attacker
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Outline

} Basic model
1 Deal with continuous timeline
} Finegrained planning with practical constraints
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Model Security Problem asStackelbergsame

} Limitedresourceallocation
} Adversary surveillance

Adversary

arget #1 Target #2
arget #1 @ -1,1

Defender Target #2 -5,4 2,-1
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Model Security Problem asStackelbergsame

} Limitedresourceallocation
} Adversary surveillance

Adversary

arget #1 Target #2

Target #1 -1,1

5,-3
Dfender 2,-1

10/64 5/8/2018




Model Security Problem asStackelbergsame

} Randomization make defender unpredictable

} Stackelbergecurity game
Defender Commits to mixedstrategy
Adversary: Conduct surveillance ahdst responds

Adversary *

Target #1 Target #2

Target #1 5,-3 -1,1

Defender\d4-4Y Target #2 5,4 2-1
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Model Security Problem asStackelbergsame

} StrongStackelberd=quilibrium
Attacker break tie in favor of defender
AttEU1=0.556(-3)+0.444*4=0.11
AttEU2=0.556*1+0.444%*1)=0.11
DefEU1=0.556*5+0.444"%)=0.56
DefEU2=0.556*%(1)+0.444*2=0.332
EquilibriumDefStrat(0.556,0.444AttStrat=(1,0)

[ o
Adversary *

Target #1 Target #2

Target #1 5,-3 -1,1

44.4%) Target #2 5,4 2,-1

Defender
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Computing SSE

} Generalsum
Multiple LP or MILP
Assume attacks targé®

rJI%TE)(‘)(‘)(C(?SY
s.t.0 0 O (@Y 6 0 0O@YQ p8 U
n p
60 0@YnNO P NY

} Zero-sum
Single LP
SSE=NE

I ETU
h i8h

n p

st 00 0@WQ p80

Adversary

Target #1 Target #2

Target #1

Defender \¢4-4% Target #2

5,-3 -1,1
-5,4 2,-1
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Compute optimal defender strategy

} Polynomial time solvable in games with finite actions
and simple structuresgonitzerOg

} NP-Hard ingeneral settings [Korzhyk10]

} SSE NE for zerosum game$SSBNE for games
with special properties [YIin]0

} Research Challenges
Massive scalgames with constraints
Plan/reason undasncertainty
Repeated interaction
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Outline

} Basic model
1 Deal with continuous timeline
} Finegrained planning with practical constraints
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Game TheoretidReasoning
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Problem

} Optimize the use of patrol resources
Moving targets: Fixed schedule
Potential attacksAny time
Continuous time

Derty Lanaing  nn’ " Whitehall

Port Liberte o

IK

St. George

STATEN
ISLAND

17/64
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Model

} Attacker:Which target, when to attack
} Defender: Choose a route for patrddoat
} Payoff value foattacker:0 0 if not protected, O if protected

} Minimax: Minimizat t acker ds expected u
best responds

At t a dkpectedHility = TargetUtility  Probabilityof Success

Adversary
10:00:.00AM  10:00:01 AM & 10:30:00 AM
Target 1 Target 1 Target 3
i Purple Route 5,5 4,4 0,0
qu_) Orange Route
8 Blue Route
é é
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HOW TO FIND OPTIMAL DEFENDER STRATEGY

} Step |I: Compact representation for defender

Adversary
10:00:.00AM  10:00:01 AM & 10:30:00 AM
- Target 1 Target 1 Target 3
= Purple Route 5,5 -4,4 0,0
HCIC_) Orange Route
8 Blue Route
é é
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STEP I: COMPACT REPRESENTATION FOR DEFENDER

Staten Island Manhattan
) O O
A B C
0O min 10 min 20 min
Al A 0min A, 10 min A, 20 min pEeee.
A
B B, 0 min B, 10 min B, 20 min
Attack

C| C,0min C,10 min C, 20 min
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STEP I: COMPACT REPRESENTATION FOR DEFENDER

} Full representatiorf-ocus on routeg0 )

Prob(Orange Route) =0.37 Prob(Green Route) = 0.33
Prob(Blue Route) =0.17 Prob(Purple Route) ©.13

O min 10 min 20 min

21/64

A, 0 min =—=§ A, 10 min——=> A, 20 min

B, 10 min B_20 min s

Patrollf

B, 0 min

C, 0 min .10 min=——>> C, 20 min
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STEP I: COMPACT REPRESENTATION FOR DEFENDER

} Full representatiorf-ocus on routes({ )
Prob(Orange Route) =0.37 Prob(Green Route) = 0.33
Prob(Blue Route) .17 Prob(PurpleRoute) =0.13

} Linearprogram

S.t

Probability of route

L /’ (0 variables)
! EI U

U

0 0 O (AYMH— Best response

For all targetQime pointdU

22/64
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STEP I: COMPACT REPRESENTATION FOR DEFENDER

} Compact representation : Focus on edge® Y
Probabilityflow over eachedge

O min 10 min 20 min

p(Blue)=0.17

Al A 0min EXIEED A, 10 min——3> A, 20 min
p(Purple)=0.13
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STEP I: COMPACT REPRESENTATION FOR DEFENDER

} Theorem 1 :Letnh) &= two defender strategies in
full representation, and the compact representation

for both strategies i$Qthend 6 OY'QD)
0 0 OYQO)handO' QWY () OQWY (OH o

} Compact representation does not lead to any loss
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Quiz 3: Deal with Continuous Timeline

} How many variables are needed to compute the

optimal defender strategy in compact representation”
Al O Y

B:/ U
C:/ 0°Y
D:/ 0"Y
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HOW TO FIND OPTIMAL DEFENDER STRATEGY

} Step |I: Compact representation for defender

} Step [ICompact representation for attacker

Adversary
10:00:.00AM  10:00:01 AM & 10:30:00 AM
. Target 1 Target 1 Target 3
i Purple Route 5,5 4,4 0,0
c
Q Orange Route
8 Blue Route
é é
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

} Partition attacker action set

} Only need to reason about a few attacker actions

O min Omin 10 min 20 min

|

Al A 0min . A, 10 min A, 20 min sEsls
|
: /
|

Bl B O0min ' B,210 min B, 20 min
|

Cl C,0min Attack C,10 min C, 20 min

27/64
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

} Partition points—: When protection status changes

DErty Lanaing rm

Unprotected

Port lil)crtc. o
Protected
Unprotected

IK
S${. Geof
STATRN
ISLANI
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

} Partition points—: When protection status changes

Omin — — 10 min 20 min

A, 10 min A, 20 min

B, 10 min B, 20 min

C, 20 min
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

1} 6 0 0 ‘§Target Utility(t)x|Probability ofSuccess
1 Oneéedti npeo i ink a czho n e Fixed

Omin — — 10 min 20 min
| |
Al A,0min i E A, 10 min A, 20 min
| |
| |
| |
B R ' B,10 min B, 20 min
C C, 20 min
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

1} 6 0 0 ‘§Target Utility(t)x|Probability ofSuccess
1 On@edti npeo i in@ a czho n e Fixed

Target Utility(t)

Omin — — 10 min
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

1} 6 0 0 ‘gTarget Utility(t)x|Probability of Success
1 Oneéedti npeo i ink a czho n e Fixed

20 min
A A, 20 min
B B, 20 min
C C, 20 min
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STEP Il: COMPACT REPRESENTATION FOR ATTACKER

} Theorem 2 : Given target utility functiom (0),
assume the defender 0s pu

be a mapping frofg4to (M, t hen i n t h
best response, attacking tinie ¥ { <}

M\\

oN'AD O OE & O | Q[I Aﬂ]o(o)

} Only considering the best time points doast lead
to anyloss when attackebestresponds

' HbO U 0 Y
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HOW TO FIND OPTIMAL DEFENDER STRATEGY

} Step |I: Compact representation for defender

} Step Il: Compact representation for attacker

} Steplll:Consider infinite defendeactionset

v Step IVEquilibrium refinement
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EVALUATION: SIMULATION RESULTS

} Randomly chosen utility function
} At t a cekpected W"ility(lower is better)

Attacker EU
SO L N W M~ O OO N

Previous USCG m Game-theoretic
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EVALUATION:FEEDBACK FROM REANORLD

} US Coast Guard evaluation
Point defense to zone defense
Increased randomness
Mock attacker

} Patrollers feedback
More dynamic (speed changefln)

} Professionama r 1 obsarvation
Apparentincrease in Coast Guarpatrols

} Used by USCG (without being forced)
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PUBLIC FEEDBACK

NOT VERIFIED BY CNN

30of5

107 0

About this iReport
« Not verified by CNN

' shortysmom

37/64

| .
A b .

.
‘ - . -
< »
1s p— L
"y
A B | 2

U.S. Coast Guard prote he
Staten Island Ferry:|l feel safe!

Mo
(T80 |

5/8/2018



EXTEND TO 2D NETWORK

} Complex ferry systentSeattle, San Francisco
} Calculatepartition points in 3D space
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