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1 Protocol Logic

1.1 Cord calculus syntax

(names) N ::= X̂ name
(session id) S ::= η session id
(thread) P ::= 〈N,S〉 thread
(keys) K ::= K key

name(N) name
(nonces) n ::= x nonce
(terms) t ::= x variable term

nonce(n) nonce
na(N) name
thread(P ) thread
key(K) key
t, . . . , t tuple of terms
ENC[K](t) term encrypted with keyK
SIG[K](t) term signed with keyK

(actions) a ::= noop the null action
send t send a termt
receive x receive term into variablex
new x generate new termx
match t/t match a term to a pattern

(strands) S ::= a;S | a
(cords) C ::= N [S]

Example 1.1 One-way Challenge response:

Init = X(X, Ŷ )[new x; send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIG[Ŷ ](y, x, X̂)]
Resp = Y (Y )[receive X̂, Ŷ , x; new y; send Ŷ , X̂, y, SIG[Ŷ ](y, x, X̂)]
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1.2 Logic syntax

Action formulas
a ::= Send(P, t) |Receive(P, t) |New(P, t) |Decrypt(P, t) |Verify(P, t)

Formulas
φ ::= a | a < a |Has(P, t) |Fresh(P, t) |FirstSend(P, t, t′) |

Honest(N) |Contains(t1, t2) |φ ∧ φ | ¬φ | ∃x.φ |Start(P )
Modal formulas
Ψ ::= {φ, ρ, φ}

2 Proof System

2.1 Axioms for Protocol Actions

Axioms for protocol actions state properties that hold in the state as a result of (not) executing certain actions.
Note that thea in axioms is any one of the5 actions anda is the corresponding predicate in the logic.

AA1 φ[a]X a

AA2 Start(X)[ ]X ¬a(X)
AA3 ¬Send(X, t)[b]X¬Send(X, t) if σSend(X, t) 6= σb for all substitutionsσ

(side condition for AA3 states thatb cannot be unified withSend(X, t))
AA4 φ[a1; a2; . . . ; ak]Xa1 < a2 ∧ . . . ∧ ak−1 < ak

AA5 ¬(Send(X,m) ∧ Containts(m, t))[b]X¬(Send(X,m) ∧ Containts(m, t))
if σSend(X, t) 6= σb for all substitutionsσ

AN2 φ[new x]X Has(Y, x) ⊃ (Y = X)
AN3 φ[new x]X Fresh(X,x)
ARP Receive(X, p(x))[match q(x)/q(t)]X Receive(X, p(t))

2.2 Possession Axioms

The possession axioms characterize the terms that a principal can derive if it possesses certain other terms.

ORIG New(X,x) ⊃ Has(X,x)
REC Receive(X,x) ⊃ Has(X,x)
TUP Has(X,x) ∧ Has(X, y) ⊃ Has(X, (x, y))
ENC Has(X,x) ∧ Has(X,K) ⊃ Has(X,ENC[K](x))

PROJ Has(X, (x, y)) ⊃ Has(X,x) ∧ Has(X, y)
DEC Has(X,ENC[K](x)) ∧ Has(X,K) ⊃ Has(X,x)
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2.3 Encryption and Signature

The next two axioms are aimed at capturing the black-box model of encryption and signature.VER refers
to the unforgeability of signatures whileSEC stipulates the need to possess the private key in order to
decrypt a message encrypted with the corresponding public key.

SEC Honest(X̂) ∧ Decrypt(Y,ENC[X̂](x)) ⊃ (Ŷ = X̂)
VER Honest(X̂) ∧ Verify(Y, SIG[X̂](x)) ∧ X̂ 6= Ŷ ⊃ ∃m.∃s.Send(〈X̂, s〉,m) ∧ Contains(m,SIG[X̂](x))

2.4 Generic Rules

θ[P ]Xφ θ[P ]Xψ
G1

θ[P ]Xφ ∧ ψ

θ[P ]Xψ φ[P ]Xψ
G2

θ ∧ φ[P ]Xψ

θ[P ]Xφ θ′ ⊃ θ φ ⊃ φ′

G3

θ′[P ]Xφ′
φ

G4
θ[P ]Xφ

2.5 Sequencing rule

Sequencing rule gives us a way of sequentially composing two cordsP andP ′ when post-condition ofP ,
matches the pre-condition ofP ′.

φ1[P ]Aφ2 φ2[P ′]Aφ3
S1

φ1[PP ′]Aφ3

2.6 Preservation Axioms

ForPersist ∈ {Has,FirstSend, a < b, a}:

P1 Persist(X, t)[a]XPersist(X, t)
P2 Fresh(X, t)[a]XFresh(X, t), wheret 6⊆ a or a 6= 〈m〉 (ie, it’s still fresh if you didn’t send it)
P3 HasAlone(X,n)[a]XHasAlone(X,n), wheren 6⊆v a or a 6= 〈m〉

(P3 will not be implemented in the first pass - it’s needed for Diffie-Hellmen )

HasAlone(X, t) ≡ Has(X, t) ∧ (Has(Y, t) ⊃ X = Y )

2.7 Axioms and Rules for Temporal Ordering

The next two axioms give us a way of deducing temporal ordering between actions of different threads.
Informally, FirstSend(X, t, t′) says that a threadX generated a fresh termt and sent it out first in message
t′. This refers to the first such send event.

FS1 Fresh(X, t)[send t′]XFirstSend(X, t, t′), wheret ⊆ t′.
FS2 FirstSend(X, t, t′) ∧ a(Y, t”) ⊃ Send(X, t′) < a(Y, t”), whereX 6= Y andt ⊆ t”.
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2.8 Honesty Rule

Start(X)[ ]X φ ∀ρ ∈ Q.∀P ∈ BS(ρ). φ [P ]X φ
HONQ

Honest(X̂) ⊃ φ

no free variable inφ
exceptX bound in
[P ]X

Example 2.1

Init = (X, Ŷ )[new x; send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
Resp = (Y )[receive X̂, Ŷ , x; new y; send Ŷ , X̂, y, SIGŶ (y, x, X̂)]Y

AA1 φ

[match z/SIGŶ (y, x, X̂)]X
Verify(X,SIGŶ (y, x, X̂)) (1)

(1),VER φ

[match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.∃m.Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂)) (2)

φHON1 Honest(Ŷ ) ∧ Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂)) ⊃
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (3)

(2), (3) φ

[match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.

(Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂))) (4)

S1 Fresh(X,x)
[send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.

(Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (5)

FS1,P1 Fresh(X,x)
[send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
FirstSend(X,x, X̂, Ŷ , x) (6)

(5), (6),FS2 Fresh(X,x)
[send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.(Send(X, X̂, Ŷ , x) < Receive(Y, X̂, Ŷ , x) ∧

Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (7)

AN3 φ

[new x]X
Fresh(X,x) (8)

(7), (8),S1 φ
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[new x; send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.(Send(X, X̂, Ŷ , x) < Receive(Y, X̂, Ŷ , x) ∧

Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (9)

φHON2 Honest(Ŷ ) ∧ Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂) ⊃
FirstSend(Y, y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (10)

(9), (10),FS2 φ

[new x; send X̂, Ŷ , x; receive Ŷ , X̂, y, z; match z/SIGŶ (y, x, X̂)]X
Honest(Ŷ ) ∧ (X̂ 6= Ŷ ) ⊃ ∃Y.(

Send(X, X̂, Ŷ , x) < Receive(Y, X̂, Ŷ , x) ∧
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) ∧
Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) < Receive(X, Ŷ , X̂, y, SIGŶ (y, x, X̂))

) (11)

Honesty rule. All basic sequences (written as executed byŶ ) are:

BS0 = [ ]
BS1 = [new y; send Ŷ , X̂, y; ]
BS2 = [receive X̂, Ŷ , x, z; match z/SIGX̂(x, y, Ŷ )]

BS3 = [receive X̂, Ŷ , x; new y; send Ŷ , X̂, y, SIGŶ (y, x, X̂)]

φHON1 ≡ Honest(Ŷ ) ∧ Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂)) ⊃
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂))

ψ ≡ Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂)) ⊃
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂))

AA2 Start(Y )
[ ]Y
¬Send(Y,m) (12)

(12) Start(Y )
[ ]Y
ψ (13)

P1 Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂))

[new y; send Ŷ , X̂, y; ]Y
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (14)

AA5 ¬(Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂)))

[new y; send Ŷ , X̂, y; ]Y
¬(Send(Y,m) ∧ Contains(m,SIGŶ (y, x, X̂))) (15)
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(14), (15),G4 ψ

[new y; send Ŷ , X̂, y; ]Y
ψ (16)

AA2,AA3 ψ

[receive X̂, Ŷ , x, z; match z/SIGX̂(x, y, Ŷ )]Y
¬Send(Y,m) (17)

(13) ψ

[receive X̂, Ŷ , x, z; match z/SIGX̂(x, y, Ŷ )]Y
ψ (18)

AA4 ψ

[receive X̂, Ŷ , x; new y; send Ŷ , X̂, y, SIGŶ (y, x, X̂)]Y
Receive(Y, X̂, Ŷ , x) < Send(Y, Ŷ , X̂, y, SIGŶ (y, x, X̂)) (19)

(15) ψ

[receive X̂, Ŷ , x; new y; send Ŷ , X̂, y, SIGŶ (y, x, X̂)]Y
ψ (20)
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