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Abstract

Manysensornetworkingapplicationssuch assurveillanceand
environmentalmonitoringare time-sensitivein nature. To sup-
port such applications,we designand implementNano-RK,
a reservation-basedreal-time operating system(RTOS) with
multi-hop networkingsupport for usein wirelesssensornet-
works. We support �xed-priority preemptivemultitaskingfor
guaranteeingthat taskdeadlinesare met,along with support
for CPUandnetwork bandwidthreservations. Taskscanspec-
ify their resource demandsand the operating systemprovides
timely, guaranteedand controlled accessto CPU cyclesand
networkpacketsin resource-constrainedembeddedsensorenvi-
ronments.Wealsointroducetheconceptof virtual energyreser-
vationsthatallowstheOSto enforceenergybudgetsassociated
with a sensingtaskby controlling resource accesses.A light-
weightwirelessnetworkingstack supportspacket forwarding,
routing and TDMA-basednetworkscheduling. Nano-RKhas
beenimplementedon the Atmel ATMEGA128processorwith
the ChipconCC2420802.15.4transceiverchip. Our results
showthat a light-weight embeddedresource kernel with rich
functionality and timing support is practical and constitutes
a simpleand alternativeparadigm for supportingdistributed
sensingtasks.

1 Intr oduction
The rapidproliferationof sensornetworkshasplacedincreas-
ing demandsuponthesysteminfrastructurefor supportingscal-
abledistributedsensorapplications.As applicationsfor sensors
in areasasdiverseassecuritysurveillance,traf�c monitoring,
smartspacesandsmartbuildingscontinuesto grow, infrastruc-
tural supportfor sensornetwork applicationsin the form of
systemsoftwareis becomingincreasinglyimportant.Thepush
providedby thescalingof technologyandtheneedto support
increasinglycomplicatedanddiverseapplicationshasresulted
in the needfor traditionalmultitaskingoperatingsystem(OS)
abstractionsandprogrammingparadigms.Thecasefor small-
footprint real-timeOS supportin sensornetworks is strength-
enedby the fact thatmany sensornetworking applicationsare
time-sensitive in naturei.e. thedatamustbedeliveredfrom the
sourceto thedestinationwithin a timing constraint.For exam-
ple, in a surveillanceapplication,datarelayedby a taskwhich
is responsiblefor detectingintrudersandsubsequentlyalerting
the gateway nodesof the systemshouldbe able to reachthe
gatewayona timely basis.

In this paper, we presentNano-RK, a small-footprintem-
beddedreal-time operatingsystemwith networking support.
Nano-RKsupportstheclassicaloperatingsystemmultitasking

abstractionsallowing sensorapplicationdevelopersto work in
a familiar paradigmresultingin short learningcurves,quicker
applicationdevelopmenttimesandimprovedproductivity. We
show that an ef�cient implementationof such a paradigm
is practical. We associatetaskswith priorities and support
priority-basedpreemptioni.e, a taskcanalwaysbe preempted
by a higher-priority task that becomeseligible to run. For
timing sensitiveapplications,we usepriority-basedpreemptive
schedulingto implementthe rate-monotonicparadigm[18] of
real-timeschedulingsothataperiodicsensortasksetwith tim-
ing deadlinescanbescheduledsuchthattheirtiming guarantees
arehonored.Sincemodernsensornetworksusead-hocmulti-
hopwirelessnetworking for packet relaying,we provide port-
basedsocket abstractionsthatcanbeusedby sensingtasksfor
sendingandreceiving data.

Since sensornodesare resource-constrainedand energy-
constrained,we provide functionality wherebythe operating
systemcanenforcelimits on the resourceusageof individual
applicationsandon the energy budgetusedby individual ap-
plicationsandthe systemasa whole. In particular, we imple-
ment CPU reservationsand Network Bandwidthreservations
whereindedicatedaccessof individual applicationto system
resourcesis guaranteedby the OS. The OS also implements
sensorreservationsto enforceusageon thenumberof accesses
to individualsensors.Sincetheenergy usedby eachtaskis the
total sumof energy consumedby theCPU/microcontroller, the
radio interfaceand the individual sensors,a particularsetting
for eachof theseleadsto anenergy reservation. Sincewe use
a static design-timeapproachfor admissioncontrol, we pro-
vide tools for estimatingtheenergy budgetof eachapplication
and(hence)thesystemlifetime. TheCPU,network andsensor
reservation valuesof taskscan be iteratively modi�ed by the
systemdesigneruntil the batterylifetime requirementsof the
nodearesatis�ed.

1.1 RelatedWork
Infrastructuralsoftware supportfor sensornetworks was in-
troducedby Hill et al. in [13]. They proposedTinyOS, a
low-footprint component-basedoperatingsystemthatsupports
modularity and concurrency using an event-driven approach.
TinyOS1.0 supportsanevent-drivenmodelwhereininterrupts
canregisterevents,whichcanthenbeacteduponby othernon-
blockingfunctions.Webelievethatthereareseveraldrawbacks
to this approach.TheTinyOSdesignparadigmis a signi�cant
departurefrom thetraditionalprogrammingparadigminvolving
threads,makingit lessintuitive for applicationdevelopers.In
contrast,we supporta traditionalmultitaskingparadigmretain-
ing taskabstractionsandmultitasking. Unlike TinyOS,where
taskscannotbeinterrupted,we supportpriority-basedpreemp-



tion. Nano-RKprovides timelinessguaranteesfor taskswith
real-timerequirements.Weprovidetaskmanagement,tasksyn-
chronizationandhigh-level networking primitives for the de-
velopersuse.While our footprint sizeandRAM requirements
arelargerthanthatof TinyOS,our requirementsareconsistent
with currentembeddedmicrocontrollers.A sensornetwork mi-
crocontrollermaytypically have32-64KBof ROM and4-8KB
of RAM. Therefore,Nano-RKis optimizedprimarily for RAM
andsecondarilyfor ROM. SOS[11] is architecturallysimilar to
TinyOSwith theadditionalcapabilityfor loadingdynamicrun-
time modules.In contrastto SOS,we proposea static,multi-
taskingparadigmwith timelinessandresourcereservationsup-
port.

TheMantisOS[12] is themostcloselyrelatedwork to ours
in the existing literature. In comparisonto Mantis, we pro-
vide explicit supportfor periodictaskschedulingthatnaturally
capturesthe duty cyclesof multiple sensortasks. We support
real-timetasksetsthathavedeadlinesassociatedwith their data
delivery. We usethe mechanismsof CPU andnetwork reser-
vationsto enforcelimits on the resourceusageof individual
tasks.With respectto networkingweprovidea rich API setfor
socket-like abstractions,anda genericsystemsupportfor net-
work schedulingandrouting. Nano-RKsupportspower man-
agementtechniquesandprovidesseveralpower-awareAPIs for
systemuse.1

While low-footprint operating systemssuch as � C/OS,
OSEKandEmeralds[16] supportreal-timescheduling,they do
nothavesupportfor wirelessnetworking. Ournetworkingstack
is signi�cantly smallerin termsof footprint ascomparedto ex-
isting implementationof wirelessprotocolslikeZigbee(around
25 KB ROM and1.5 KB RAM) andBluetooth(around50KB
ROM). Wealsoprovidehigh-levelsocket-typeabstractions,and
hooksfor usersto developcustomMAC protocols.

Our systeminfrastructurecan be usedto complementdis-
tributedsensorapplicationssuchasanenergy-ef�cient surveil-
lancesystem([1, 2]). Our contributionsare compatiblewith
theliteratureon real-timenetworking / resourceallocationpro-
tocols [6, 10], energy-ef�cient routing/ schedulingschemes
[4, 14] , dataaggregationschemes[17], energy ef�cient topol-
ogy control [9] andlocalizationschemes[5, 8]. Nano-RKcan
beusedasasoftwareplatformfor building higher-layermiddle-
wareabstractionslike [3]. Our energy reservationmechanism
canalsobeusedto preventthetypeof energy DoSattacksde-
scribedin [7].

Finally, our work complements[21] in extending the Re-
source Kernel (RK) paradigm to energy-limited resource-
constrainedenvironmentslike sensornetworks (andhencethe
name“Nano-RK”).

1.2 Organizationof The Paper
The restof this paperis organizedas follows. Section2 de-
scribestherequirementsanddesigngoalsof a real-timeoperat-
ing systemfor sensornetworks.Section3 describeshow a typ-
ical sensorapplicationcanleveragetheprogrammingparadigm
to createa distributedsensingapplication.In Section4, we de-
scribetheNano-RKarchitectureandapplicationprogramming
interfacein detail. Section5 describesour implementationof
Nano-RKon theATMega128processor. Section6 presentsan
earlyevaluationof Nano-RKfeatures.Finally, Section7 sum-
marizesour contributionsanddiscussespotentialavenuesfor
futurework.

1Power-awareAPIs canalsobeusedby applications,albeitwith prudence.

Device Period ExecutionTime

Radio Sporadic 10ms

Microphone 200Hz 10us

Light Sensor 166Hz 10ms

SmartCamera 1 Hz 300ms

GPS 5 Hz 10ms

Figure1: An examplesensortaskset.

2 DesignGoalsfor a SensorRTOS
We presentthe following designgoalsfor an RTOS targeting
wirelesssensornetworks.

� Multitasking: TheOSshouldprovide a simpleandintu-
itive programmingparadigmfor easyuseby application
developers. It is desirableto retain the traditionalmulti-
taskingparadigmfamiliar to bothdesktopandembedded
systemprogrammers.Application developersshouldbe
able to concentrateon applicationlogic ratherthan low-
level systemissuessuchasschedulingandnetworking.

� Networking StackSupport: TheOSshouldsupportmul-
tihop networking, routing andsimpleuser-level network-
ing abstractionssimilar to sockets.In particular, low-level
networking detailssuchas reliable packet transmission,
multicasting,queuemanagementetc. shouldbe handled
by theOS.

� Support for Priority-based Preemption: Node battery
lifetime continuesto be a major challengein sensornet-
works. Hence,given that energy consumedby process-
ing perbit is signi�cantly lessthantheper-bit energy con-
sumedby the radio interface,thereis a trend toward in-
creasedlocal processing(such as embeddedvision and
soundprocessing).This typically resultsin increasedtask
executiontimes. In suchsituationswheretaskrun-times
arelarge,thereis a needfor priority-basedpreemptionto
giveprecedenceto higherpriority events.

Truepreemptivemultitaskingbecomesnecessaryin asys-
temwheremultiple inputsto thesystemmustbeserviced
at different rateswithin a requiredperiod. For instance,
imaginea sensingplatform consistingof a microphone,
light sensor, radio interface,a GPSfor positioninforma-
tion or time synchronizationanda smartcamerasystem.
Figure 1 shows typical periodsand execution times for
thesedevices. Manually schedulingsucha task set can
becomedauntingusingtimer interrupts.

A non-preemptive schememight handle the radio with
an external interrupt, the light andmicrophonewith two
priority-basedtimers,andleave theGPSandcamerapro-
cessingfor themainprogramloop. Evenin this situation,
thedevelopermayencounterdif�culties becausethecam-
era servicingtime is longer than the period of the GPS.
Given that many low-end microcontrollershave limited
timer interrupts,it canbecomedif�cult to schedulesuch
a taskset. Developersmayneedto resortto manualtime
splicing of their functions,thusmaking future modi�ca-
tions dif�cult. With a preemptive priority-basedsystem,
eachof thesesensingfunctionswould be supportedby a
prioritizedperiodictask.



� Timelinessand Schedulability: Mostsensorapplications
such as surveillance tend to be time-sensitive in nature
wherepacketsmustberelayedandforwardedon a timely
basis.While routingandnetwork link schedulingareim-
portant componentsin ensuringthat packets meet their
end-to-enddelaybounds,timing supporton eachnodein
thenetwork is alsoessential.In orderto satisfyend-to-end
deadlines,local taskson eachnodehave deadlinesasso-
ciatedwith thecompletionof their local datarelayingand
processing.Managingthedeadlinesof thesetasksrequires
supportof a real-timeoperatingsystem.

� Battery Lifetime Requirements: Guaranteeingsensor
nodebatterylifetimes of 3 to 5 yearsis a very desirable
objective in many sensornetworks. If limits on theusage
of energycanbeenforced,lifetime guaranteerequirements
of thesystemasawholecanlikely beprovided(underrea-
sonableassumptionsaboutoperatingconditionssuchas
network connectivity). The OS can also ensurethat the
systemenergy is apportionedin a mannercommensurate
with taskimportancesuchthatcritical tasksareguaranteed
their energy budget.

� Enforcement of Resource UsageLimits: Sincesensor
nodesareresource-constrained,preciousCPUcycles,net-
work buffersandbandwidthshouldbeapportionedto ap-
plication needs. OS supportfor guaranteed,timely and
limited accessto systemresourcesis conducive to sup-
porting applicationdeadlinesand balancedapportioning
of systemslack(residualunusedresources).This mech-
anismcanalsobeusedto placesomelimits on theimpact
of faultyor malicioustasksonsystemoperation.

� Uni�ed SensorInterface Abstraction: Providing a uni-
�ed and simple abstractionfor accessingsensorread-
ings and actuatingresponseswould greatly bene�t the
end-user. In particular, low-level detailsassociatedwith
sensor/actuatorcon�gurationsshouldbe abstractedaway
from the user. Sensorsshouldbe supportedusingdevice
driversthatcanreturnreal-worldunitsaswell asraw ADC
values.

� Small Footprint: Thecurrenttrendof low-endembedded
processorsis towardslargerROM sizes(64KB to 128KB)
andsmallerRAM sizes(2 KB to 8 KB). TheOSarchitec-
tureshouldbecompliantwith this trendby optimizingfor
RAM with a higherpriority thanROM andoptimizingfor
runtimeef�ciency. This memoryconstraintalso implies
that whenthe choiceexists, oneprefersa staticcon�gu-
ration to a dynamicdecisionthat requiresadditionaldata
storageandrun-timemanipulations.

3 Nano-RK Programming Model
In this section,we show anexampleapplicationthatusesmul-
tiple tasksrunning in Nano-RK to monitor sensorsand relay
information to a remotenode. Eachtaskoperatesat a differ-
ent frequency andpriority. Theexamplenetwork consistsof a
sendernodeanda receiver node. The sendernodehoststhree
tasksresponsiblefor sensingsound,light andtemperature.The
receivernodecollectspacketsfrom thesensingnodeandsetsan
LED signifyingwhichsensorwastriggered.Themicrophoneis
sampledat 1 KHz andis �ltered suchthata packet is sentonly
if anincreasein volumeaboveaparticularthresholdis detected.
If peopleentera room andbegin working, an initial packet is
sent. The systemadjuststo thenew ambientsoundlevel, thus

suppressingfuturepackets.Thelight sensoris monitoredonce
persecondandapacket is transmittedonly if thevaluechanges
beyonda certainthresholdaveragedover thepast10 readings.
This allows the sensorto detectsuddenchangeslike whenan
overheadlight is turnedon,but thetaskignoresslowly shifting
changesin intensitylevels like thesunmoving during theday.
Thetemperaturesensoris readeverythreesecondsandapacket
is transmittedwhenever thetemperaturechangesby morethan
2 degreesfrom thepreviouslytransmittedpacket. If thetemper-
atureexceedsa certainthresholdindicating�re or someother
safetyconcern,a high priority packet is senteachtime thesen-
sor is read. The tasksare written using the C programming
language.Shown below is a sampletaskthatcommunicateson
aport. Thepre�x nrk_ is usedonNano-RK-speci�cdatatypes
andsystemcalls(only for thesake of illustration).

void Sound_Task()
{

int i, status, sound,prev_sound;
// Transmit Buffer Stored in App.
char tx_buff[2];
nrk_port_des my_port;

// setup socket on port 0 to broadcast
port_des = nrk_port(tx_buff, 2, 0);
// set to broadcast to all nodes
nrk_connect(port_des, 0xFFFF);
while (1) {

sound = read_sensor(MIC);
printf("T1 Sound = %d\r",sound);
tx_buff[0] = sound;
if (sound_change(sound,prev_sound)) {

// Send Data using the socket
nrk_port_send(my_port);
wait_until_sent();
printf("T1 Sent Packet\r");

}
prev_sound = sound;
nrk_suspend_task();

}
}

Thenext codesegmentshowshow ataskis created,andhow its
periodandreservationarecon�gured. Sincewe prefera static
design-timeapproach,task parameterslike period and reser-
vationcapacitiesarepopulatedduring initialization andimage
creationratherthanat run-timeusingsystemAPIs. However,
API supportis availablefor programmerswhoneed�e xible re-
con�gurability of tasksetproperties.(Thesedynamiccon�gu-
rationcallscanbe unlinkedfrom the �nal executableimageif
desired.)

nrk_task_type Task1;

Task1.task = Sound_Task;
Task1.Ptos = (void *) &Stack1[STACKSIZE - 1];
Task1.TaskID = 1;
Task1.priority = 3;
Task1.Period = 10;
Task1.set_cpu_reserve = 5;
Task1.set_network_reserve = 3;
Task1.set_sensor_reserve = 3;
nrk_activate_task (Task1);

The next codesampleshows a receiver task. For the sake of
demonstrationpurposes,eachtypeof sensorpacket is collected
by a differenttasklisteningon a differentport. The taskruns
at a priority basedon its CPUreservationparameters,which in
turn will likely dependon thesensorfrequency.

void Get_Sound_Task()
{



Figure2: Nano-RKArchitectureDiagram

int i, status;
char rx_buff[2];
nrk_port_des my_port;

// setup receive socket on port 0
my_port = nrk_port(rx_buff, 2, 0, 0);
// Listen on this socket for a packet
nrk_listen(my_port);

while (1) {
CLR_LED(); // clear indicator
// Non-block call to wait
// for data on this socket
nrk_port_read();
nrk_wait_until_read();
SET_LED(); // light up reception indicator

}
}

TheAppendixlists thecompletesetof Nano-RKAPIs.

4 The Nano-RK Ar chitecture
The particularrequirementsof systemssupportin sensornet-
working that werediscussedearlier imposeuniquechallenges
with respectto designinganRTOS.In thissection,wedescribe
the architectureof Nano-RK, its constructsand capabilities.
The overall systemarchitectureof Nano-RKis shown in Fig-
ure2.

4.1 Static Approach
Given the memoryconstraintsof embeddedsensoroperating
systems,Nano-RKusesa staticdesign-timeframework. This
approachis consistentwith sensornetworkingassumptionsbe-
causeascomparedto traditionaloperatingsystems(wherepro-
cessescanbe dynamicallyspawned),the OS andthe applica-
tions are co-locatedin a single addressspace. In particular,
admissioncontrol and real-timeschedulabilityanalysis tests
arecarriedout of�ine ascomparedto takinga dynamiconline
approach.We would like to stressthat a staticapproachdoes
notmeanthattaskpropertiesandcon�gurationparameterscan-
not berecon�guredduringrun-time. Rather, a staticapproach
enforcesthechecksto ensurethat thedynamicrecon�guration
doesnotadverselyaffectapplicationandsystemguaranteesin a
pre-deploymentof�ine settingascomparedto runningdynamic
admissioncontrol algorithms. Data- (or control-) dependent
modi�cationsto thetaskcodesuchaschangingtaskperiods,re-
sourceusagelimits, resourceprioritiesandcon�gurationof var-
iousparameterssuchasthenetwork buffer sizesandstacksizes
of eachtask canbe changedto accommodatemodechanges.

With currentenergy andmemoryconstraints,therun-timecon-
�gurations will needto beveri�ed of�ine atdesign-time2. This
resultsin a light-weightoperatingsystemwith asmallfootprint
while retainingthe rich set of functionality found in conven-
tionalRTOSs.

4.2 The Reservation Paradigm
The reservationparadigm,asimplementedin a ResourceKer-
nel [21], is a simple andpracticalparadigmfor guaranteeing
timelinessandenforcingtemporalisolation in real-timeoper-
ating systems.In resourcekernels,applicationsspecify time-
linessandresourcerequirements,andtheOSenforcesguaran-
teedaccessto systemresourcesandschedulestaskssothatthe
applicationtimelinessrequirementsaresatis�ed. While there-
sourcekernelabstractionhasso far beenusedin dynamicrun-
timesettings,theresourcereservationparadigmis desirablefor
staticsettingsaswell. A sensorapplicationtaskcanspecifyits
requirementof CPU cycles, network bandwidthand network
buffersover �x edperiodswhichwill beenforcedby theNano-
RK kernel. Only tasksthathave not depletedtheir reservation
quotaratesareeligible for scheduling.In deferenceto thestrin-
gentconstraintsof sensornodes,exactlya singletaskis associ-
atedwith a reservation. In contrast,theclassicalresourceker-
nel conceptallows for zero,oneor moretasksto beboundto a
reservation.

In summary, Nano-RK supports CPU reservations,
sender/receiver network bandwidth reservations and sen-
sor/actuatorreservations. All of thesereservations can be
combinedto enforcea virtual node-wide(and perhapseven
system-wide)energy reservation.

4.3 Power AwarenessSupport
Sincemaximizingbatterylifetime is oftena primaryobjective
in sensornetworks,thereis aneedfor aggressivepowersavings
by operatingat low duty cycles. Nano-RKenforcesthis in the
form of virtual energy reservations. Note that theenergy con-
sumedby ataskis thetotalsumof theCPU/microcontrolleren-
ergy, radiointerfaceenergyandtheenergyassociatedwith turn-
ing on sensorsandactuators.TheCPU andradioenergy con-
sumedby the taskcanbe adjustedfairly accuratelyby chang-
ing theCPU andnetwork reservationsizes. In orderto bound
the energy consumedby sensors,Nano-RK provides sensor
reservations. Our uni�ed sensorinterfaceprovides function-
ality whereinsensorsareturnedoff (gated)by default andany
accessto asensoris anatomicoperationthatconsistsof thesen-
sorbeingturnedon, its valuebeingreadandthenbeingturned
off again. This makes it possiblefor the operatingsystemto
setan upperlimit on thenumberof accessesmadeto a sensor
overaparticularperiod.Thusit is is possibleto maparesource
tupleof (CPU;N etwork; Sensor) reservationsto aparticular
power level. Givenperiodictasks,onecancalculatethemean
power usedby all tasksover a hyper-period,giving a reason-
ably accurateestimateof thenodelifetime. By modifying the
valuesof the(CPU;N etwork; Sensor) reservation-tuple,the
meanenergy consumedby eachtaskcanbe varied. This can
be usedfor eithercontrolling the nodelifetime or for varying
theproportionof systemenergy allottedto eachtask(for exam-
ple,certainmission-criticaltaskscanbeallocatedahighenergy
budget).Weagainnotethatenergy reservationsis implemented
by controllingthe(CPU;N etwork; Sensor) reservation-tuple
at a pre-deploymentstage.This is consistentwith thepredomi-
nantlystaticapproachthatNano-RKadopts.

2Futurerevisionsof Nano-RKmayrelaxthisconstraint.



Figure3: FireFlySensornodew/ ultrasonicsensor.

4.4 Socket Abstractions and Routing
Sincesensornodesoperatein a multihop networking environ-
ment,it maybe necessaryto routedataperiodicallyfrom sen-
sor nodesto one or multiple gateways, or amongnodesin a
neighborhoodfor localcoordination.Thus,nodeswouldbene�t
greatlyfrom asockets-likeabstractionthatmasksthelow-level
detailsof MAC schedulingand routing from the application.
In typical distributedsensortasks,multiple nodesco-ordinate
to achieve a commonobjective (e.g. sensingthe presenceof
an intruder). Nano-RK's socket-like abstractionsallow tasks
to communicatewith eachother, with APIs for enablinga task
to bind to a uniqueport. For memoryef�ciency, applications
handletheir own databuffers. Theoperatingsystemis respon-
sible for populatingapplicationbuffers upon the receptionof
packets. The OS is also responsiblefor handling(reliableor
unreliable)one-hoptransmissionof packetonbehalfof theap-
plication.With correspondingOScontrol�ags, it is possibleto
collapsemultiplepacketsthathaveacommon“next hopto des-
tination” into a singlepacket, thusresultingin energy-ef�cient
dataforwarding.

Routing tabledatastructuresanddestinationlook-up func-
tions aremanagedby Nano-RK.We provide the basicinfras-
tructuralsupportover which ad-hocrouting protocolssuchas
AODV [20] andDSR[19] canbeimplementedin theOS.

5 An Implementation of Nano-RK
In this section,we describein detail our implementationof a
static reservation-basedpreemptive operatingsystemand the
networking stackfor the Atmel ATMega128using the Chip-
con CC2420radio interface. Figure4 shows a breakdown of
Nano-RK'scurrentresourcerequirements.

5.1 Hardwareand SensorSupport
Nano-RKcurrentlyoperateson anAtmel ATMEGA128-based
sensornodeshown in Figure3 calledFir eFly built at CMU.
TheATMEGA128L processoris an8-bit microcontrollercon-
sistingof 128KB of codespaceand4 KB of datamemory. It
usestheChipconCC2420802.15.4wirelesstransceiverchipfor
communication.Theplatformhasthefollowing sensors:light,
temperature,sound,passiveinfraredmotiondetection,anddual
axisacceleration.In additionto sensors,theboardhasanultra-
sonic transceiver add-onand1 MB of external �ash memory.
All sensorperipheralscanbe gatedby the main processorto
conserve power. Theprocessorhastwo internal8-bit andfour
16-bit timers,an8-channel10-bit ADC, a watchdogtimer and
six differentsleepmodes.The instructionsetincludes135 in-
structionswith multiplicationinstructionstakingtwo clock cy-
clesandtherestexecutingin a singlecycle.

Power Energy

CPU (0:05mW � t idle ) +

(24:0mW � tactiv e)

Idle 0:05mW 0:05mW � t idle

Active 24:0mW 24:0mW � tactiv e

Network (:06mW � t idle ) + (1:8�J �

N r x _by tes ) + (1:6�J �

N tx _by tes )

RX 59:1mW 1:8�J perbyte

TX 52:1mW 1:6�J perbyte

Idle :06mW :06mW � t idle

Sensor

Light, Temp :09mW 11:25nJ perreading

Microphone 2:34mW 2:87�J perreading

PIR 5:09mW 1�J perreading

Accel 1:8mW 11:25nJ perreading

UltrasonicTX 60mW 15�J perping

UltrasonicRX 30:8mW 30:8mW � tactiv e

Table1: Energy statisticsfor currenthardwaresetup.

Most of the sensorsusetheAtmel's onboardanalogto dig-
ital converter(ADC), with the exceptionof the accelerometer
which requiressoftware PWM (pulsewidth modulation)de-
coding. Nano-RK provides a set of sensorsystemcalls that
readraw sensordataandconvertthedatainto meaningfulunits.
It also ensuresthat the sensorreservationsare updatedwhen
thesecalls aremade. Thesefunctionsareatomic,preventing
deadlockdueto hardwarecommunicationinterruptions.

5.2 TaskManagementand Scheduling
Nano-RK task control block (TCB) structuresare populated
during initialization and systemimagecreation3. They store
the registercontext of all task(registersandstack),the task's
priority, periodof recurrence,(CPU;network; Sensor) reser-
vationsizes,port identi�ers etc.Two linkedlists of TCB point-
ersareusedto orderthe setof active andsuspendedtasksre-
spectively, basedon periodof recurrence.Taskscanblock on
certainevents(suchasbeingawakenedatacertainpointof time
or thearrival of a network packet)andcanbeunsuspendedand
enqueuedin theOSactive list whenthependingeventsoccur.
We suspendtasksthathave pendingeventsratherthanusinga
polling-basedimplementationof Nano-RKsystemcalls.Thisis
donefor energy-ef�ciency reasonsbecauseif thereareno tasks
eligible to run, thesystemcanbepowereddown to sleep.

Our systemusespriority-basedpreemptive schedulingand
while we provide explicit supportfor periodic tasks,we also
supportaperiodicand sporadictasksin our framework. The
highestpriority taskthat is eligible to run in the systemis al-
waysscheduledby the operatingsystem.A periodictaskcan
suspenditself after thecompletionof its currentinstanceusing
thewait_until_next_period() systemcall.

We implementpriority ceiling protocolemulation(Highest
Locker Priority protocol) to boundthe blocking time encoun-
teredby ahigherpriority processdueto thephenomenonof pri-
ority inversion(whereina sharedresourceneededby thehigh-
priority processis currentlybeingusedby a lower-priority pro-

3While weprovideAPI supportto modify �elds in theTCB duringrun-time,
we encourageastaticcon�gurationfor asmall-footprintROM image.



Component Resource

Context SwapTime 45 � s

Mutex StructureOverhead 5 bytesperresource

StackSizePerTask 32 ! 128(typically 64)bytes

OSStructOverhead 50bytespertask

Network StructureOverhead 164bytes

8 tasks,8 mutexes,and

4 16-bytenetwork buffers < 2KB RAM, 10KB ROM

Figure4: Breakdown of a Nano-RKcon�guration.

cess).In particular, eachmutex isassociatedwith apriority ceil-
ing. Whena mutex is acquired(usinglock_mutex() ), the
priority of thetaskis elevatedto thepriority ceiling of themu-
tex. Oncethemutex is released(usingtheunlock_mutex()
systemcall), thepriority of thetaskrevertsto its original level.
This results in boundedpriority inversion which can be ac-
countedfor in the of�ine schedulabilitytest. Thus, real-time
synchronizationis supportedin Nano-RK.

Ratherthanprovide explicit messagebox support,we pro-
vide systemsupportfor conventionalsemaphoresthat canbe
used by tasks to manipulateapplication buffers in a con-
trolledmannerfor facilitatinginter-processcommunication(us-
ing messageboxes). This obviatesthenecessityfor OSbuffer
spacefor storingmessagedataandallowsef�cient zero copying
[15] mechanismsto facilitateinformationsharingamongtasks.
Semaphorescanalsobeusedasageneralizationof mutexesfor
guardingaccessto multiple resources.

5.3 Timing
Our implementationis basedon the POSIX time structure
timeval . We usea structurecomposedof two 32-bit num-
bersto represent(seconds, nanoseconds) �elds in our
time structures.For periodic tasks,we operatethe timer in a
one-shotmodewhereinthe next timing interrupt is triggered
wheneithera taskis scheduledto be awakenedbecauseof an
event or becauseit becomeseligible for scheduling.In either
case,theglobalTOD(timeof day)counter�eld in theOSis up-
dated.TheTODcounter�eld is incrementedperiodically, and
over�owswill not occurfor practicallyforeseeableintervalsof
time. Our systemthusallows supportfor �ne-granularity tim-
ing requirementsof real-timeapplicationswhile maintaininga
(practically)non-over�owingnotionof absolutetime.

5.4 Reservation Support
CPU reservationsarecreatedstaticallyby populatingthe cor-
respondingtask'sTCB structurewith reservationinformation4.
In order to supportCPU reservations,we associateeachtask
with aticks_consumed �eld, thataccountsfor theCPUcy-
clesusedby that application. Whenthe ticks_consumed
parameterexceedsthereservationsizequota(reservation)spec-
i�ed by thesystemcall, basedon thepolicy of the reservation
(hard or soft) one of the two following operationsis carried
out: if the reservationpolicy is hard, theapplicationis imme-
diatelysuspendedandthereservationis replenishedduringthe
next period;if thereservationpolicy is soft, theapplicationcan
consumethe slackcyclesunusedby othertasksandwhenthe

4We also support using cpu_resv_create() and
cpu_resv_modify() APIs during run-time. However, we stressthat
thesecalls shouldbeusedwith discretionto prevent malicious/faulty applica-
tionsfrom dominatingtheuseof systemresources.

systemslackis depleted,it is suspended.For soft reservations,
the CPU reservation quotais replenishedduring the next pe-
riod of that taskindependentof whetherslackresourceswere
consumedor not. Sincewe take anof�ine approach,Nano-RK
hasfull knowledgeof systemslack cycles. We allow an ap-
plication to querythestatusandusageof its reservationusing
the cpu_resv_query() so that it canpotentiallyadaptits
behavior accordingly. Highly energy-sensitive deploymentsof
Nano-RKenvironmentswill likely discourageor evendisallow
theuseof soft reservations,dueto theexcessenergy thatcanbe
consumedby prolongedexecutionor communications.

Network reservationsare implementedstaticallyby con�g-
uring the task TCB structureswith parametersfor setting a
quotaon the network bandwidththat is usableby that partic-
ular task. We provide two typesof network reservations:net-
work senderreservationsthat set a limit on bytesor packets
that canbe transmittedin a givenperiodandnetwork receiver
reservationsthatenforcelimits on theamountof receiveddata
or active radio receiver time in a given period. Eachtime a
packet is received, taskTCB parametersbytes_consumed
andpacket_used areincremented.Whenthenetwork band-
width quotaequalsthe network reservation size,basedon the
network reservationpolicy of hard or soft, theapplicationis ei-
ther suspendedor is eligible to accessslackbandwidthin the
system. The packet-countreservation setsa quotafor the ra-
dio energy consumedwhile thenumberof bytesover a period
enforcesthelimits onbandwidthconsumption.

Sensorreservationsareimplementedin a similar mannerby
staticallypopulatingtaskTCB parametersto specifythenum-
ber of times a sensorcan be read in a given period. Each
sensor_read() call incrementsa counter. If this counter
exceedsthereservationquota,theprocessis suspendedandthe
quotais replenishedduringthenext periodof thetask.

As discussed earlier, virtual energy reservations can
be implemented by judiciously choosing values of
(CPU;N etwork; Sensor) reservationvalues.

5.5 Network ProtocolStack
Nano-RKcontainsa lightweightnetwork protocolstackthatal-
lows for port-basedcommunication.Sincethe network stack
is tightly integratedwith theOSandexecution/communication
information is available, optimizationsusing global applica-
tion knowledgesuchasautomaticpacket aggregation,network
reservations,andbuffer managementarepossible.An incom-
ing datapacket triggersan interruptthathandlesthearrival of
thepacket. Packet transmissionsarehandledby a periodicnet-
work taskresponsiblefor servicingall outgoingpacketsof all
tasks.

In traditionalUnix-basedsystems,theOS is responsiblefor
allocatingand managingbuffers for network communication.
Statically allocatinguniform buffers can be wasteful in sen-
sor applicationsthat transmitandreceive only a few bytesper
packet. In Nano-RK,thenetworkingbuffersaresizedandallo-
catedby theapplications,but aremanagedby thenetwork stack
usinga zerocopybuffer mechanism[15]. Uponsuccessfulre-
ceptionof a packet by the OS interrupt routine, a dataready
status�ag is setthatallows theapplicationto directly manipu-
latethememory. Thememorywill notbetouchedagainby the
OS until the applicationexplicitly resetsthe datareadystatus
�ag (using port_receive_release() or by calling an-
otherport_read() command).This allows theapplication
developerto processthedatain placeto conservememoryand
CPUcycles.

Packetstransferredoverthenetwork containaportandades-
tinationaddressin theirheader. Uponreceptionof apacketdes-



Figure 5: Nano-RK network stack showing placementof
buffersin theapplication.

tinedfor thecurrentnode,theport is extractedfrom theheader
andusedto identify which buffer the packet's datashouldbe
placedinto. If thedestinationaddressis con�guredasa broad-
castpacket (0xFFFF), thenall applicationsin thenetwork that
arelisteningonaparticularportwill receivethedata.Unlikethe
traditionalsocketmodel,multipleapplicationsonthesamesen-
sornodecanlistenon a singleport. In this modeof operation,
all listeningapplicationsmustreadthedatabeforetheOSwill
updatetheport with new packets. Thoughthis would necessi-
tatehandlingcon�icts at the userlevel, it allows for multiple
applicationsto sharebuffers, thussaving memory. Tasksthat
do not want to handlesuchcon�icts canchooseto useunique
port numbers.

Informationdescribingeachsocket is storedin aport_des
datastructure. This structurecontainsa pointer to the pay-
loadbuffer, thesizeof thebuffer, theport, destinationaddress,
messagepriority andhardware-speci�cparameters.Thestruc-
ture is instantiatedthrough the useof the port() function
call. The port_des datastructuremust then be passedto
all transmitandreceive functions. The hardware-speci�cpa-
rametersin this structureallow full con�guration of theChip-
conCC2420featuressuchasencryption,radiotransmitpower,
CRC error checking,clearchannelassessment,andfrequency
selection. Internally, the OS containsan array of pointersto
port datastructures. This array is indexed by the port num-
ber. The server functionality of the network stack consists
of threemain commands:listen() , sock_read() and
select() . The listen() function takes a port datade-
scriptor as a parameterand is usedto notify the OS that the
applicationis expectingpacketson a particularport. Whena
packet is received by the radio transceiver, an external inter-
rupt routineis triggeredwhichreadsthepacketfrom theradio's
FIFO.Headerinformationis collectedbeforedata,allowing the
interrupt routine to take appropriateaction without buffering
theentirepacket. If thedestinationaddressmatchesthecurrent
node's address,thentheport is usedto direct thememoryinto
theapplication-de�nedbuffer. If theport is unknown or found
to be busy, thenthe packet is eitherdroppedor is overwritten
in thebuffer (dependingonauser-de�ned replacementpolicy).
After thepacket hasbeencopiedinto thecorrectbuffer, a sta-
tus �ag associatedwith thatport is set,handingcontrol of the
buffer to theapplication.At this point, thescheduleris called
to seeif a taskis waiting on an incomingpacket. Onceit re-

sumesexecution,the taskcangain accessto the buffer using
the port_read() function. The port_read() function
is non-blockingreturning1 only if a packet wascorrectlyre-
ceived.TheOSwill not updatethatbuffer until theapplication
hasrelinquishedits controlwith eitheranotherport_read()
call or an explicit port_read_release() call. Using
thewait_until_read() functioncall, theapplicationcan
block until a packet hasbeenreceived. Theselect() func-
tion can be called with an 8-bit port index maskand a time-
out. This is similar to theoriginalBSDsocketsimplementation
which supported32 open�le descriptorsperprocess,andused
onebit correspondingto each�le descriptorin themask. The
select() functionwill handovercontrolof thetaskandnot
returnuntil amatchedpacket is receivedor thetimeoutexpires.
If a selectedpacket is received,thenselect() will returnits
port descriptor.

Theinterfaceto theclient functionalityof thenetwork stack
consistsof a connect() commandanda port_write()
function. The connect() commandregistersthe outgoing
port descriptorwith thenetwork stack. The port_write()
commandtakesasan argumenta port descriptorandupdates
a data ready �eld. Each time the network task is called, it
will checkall registeredportsto seeif thereis a pendingmes-
sagefor transmission. If more than one messageresidesin
the transmitqueue,the priority �elds candeterminethe order
in which they are to be sent. If the "next hop" of the mes-
sagesareidenticalandhave a sizesmallerthanthe maximum
payloadsize, then the messagesareaggregatedandsentasa
single packet. Since the applicationand OS sharethe same
buffer, port_write_status() canbeusedto checkif the
packetwassentby thenetwork taskbeforeupdatingtheexisting
buffer with new data.Thetaskcanalsoturn over controluntil
thepacket is sentusingthewait_until_sent() scheduler
command.

5.5.1 Routing and MAC Support
Routing and MAC protocolsin sensornetwork environments
canbedramaticallydifferent(comparedto traditionalnetworks)
andevenbeapplication-speci�c.Nano-RKtries to isolatethis
functionalityallowing developersto implementtheir own pro-
tocols.Weprovideabasictemplatefor aCSMA-CA MAC pro-
tocol with staticrouting tables.Thoughit is beyondthescope
of this paper, we have also developeda TDMA-basedproto-
col thatutilizesglobaltime synchronizationto schedulepacket
transmissions.In thefollowing section,we will discussthein-
frastructurecurrently in placeallowing for customMAC and
routingprotocols.

Whena packet is received by the OS, a routing function is
calledby thereceivepacket interrupt.This routingfunctioncan
thenaccessa routing tableto determineif the currentnodeis
alongthepathto thedestination.Theroutingfunctioncanalso
receive control packetssuchas route requestpacketsusedin
ad-hocrouting protocolslike AODV andDSR.Thesecontrol
packetshave theability to add,removeor updateentriesin the
routing table. If the destinationof the packet is found in the
routing table, then the packet is addedto a forwardingbuffer
insidetheOS.Likeany normalapplicationtransmitbuffer, this
forwardingbuffer will becheckedthenext time thenetworking
taskis called.

TheMAC layercontrolresidesfor themostpartin thetrans-
mit portion of the network task. The only MAC layer control
requiredin thereceiver interruptis theability to automatically
andimmediatelyacknowledgea received packet to ensurere-
liable transmission.The MAC layer functionalitysuchascol-



Figure6: Low PowerListentransmitandreceivewaveforms.

lision sensingback-off timesor TDMA-basedaccessschemes
arealsoincorporatedinto thenetworking task. Sincethis task
is periodicallycalledby the OSandis responsiblefor all data
transmissions,it is the ideal placeto implementcustomMAC
protocols.Along thesesamelines,Nano-RKincludesa driver
for low-level radiocontrols.

6 Experimental Evaluation
In this section,we providesimpleexamplesthatusetheNano-
RK infrastructure.The�rst exampleis a power-ef�cient multi-
hopnetworking MAC. Thesecondexampledemonstrateshow
theenergy reservationfunctionalityprovidedby theOScanbe
usedto guaranteepre-speci�ednetwork (battery)lifetimes.

6.1 Low-Power Listening MAC
In this section,we show how theabstractionsof periodictasks
naturallycapturetheduty cycle of distributedsensingapplica-
tions. Using a methodsimilar to Low-Power Listening(LPL)
describedin [22], we testedsendingdataover multiple hops.
Figure6 shows thebasicoperationof LPL. Thereceiverwakes
up onceevery tper for a shortduration(100�s ) to assessthe
channel. If a messagepreambleis detected,the receiver con-
tinuesto stayawake in orderto receive thepacket,otherwiseit
goesbackto sleep.This impliesthat thesenderneedsto trans-
mit apreamblefor aperiodlongenoughfor thereceiver to hear
it i.e, the transmittersynchronizationpreamblepulsewidth is
tper . Thereis aninherenttrade-off betweenreceiverpowerand
transmitterpower for operatingat a particularapplicationduty
cycle andat a particulartper . We would like the OS network
taskperiod(which is equalto tper ) to besetsuchthatthetotal
energy expendedperpacket is minimized. In thegraphshown
in Figure8, we considerthe effectsof total energy consumed
asa function of tper for a 4-nodechainwherethe application
duty cycle requirementsare1 packet every 10 seconds.This
packet containsthe aggregatedreadingsof temperature,light
and soundsensors.For this con�guration with our hardware
setup,we experimentallyfound the optimal tper to be around
100ms, asshown in thegraph.We alsoplot themultihopend-
to-endlatency associatedwith thedelivery of packetsin the4-
hopchainnetwork for thesameperiodof thenetwork task.

6.2 Effectivenessof Energy Reservations
In this subsection,we show how energy reservationsandnet-
work bandwidthreservationscanbe utilized to maximizethe
network (battery)lifetime of sensornetworks.Mostsensornet-
worksaretopologicallyorganizedto form aforwardingtreethat
pushessensordatato oneor moregateway. Theduty cyclesof

Figure 7: Sensortestbedsetup. Topology (a) usedfor MAC
experiment,(b) usedfor energy reservationexperiment
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Figure 8: Graph of energy and multi-hop packet latency vs
duty-cycle length.Packet latency wasmeasuredover four hops
with apacketbeingsentonceevery10seconds.

the individual nodesare chosenjudiciously in order to guar-
anteethe lifetime requirementsof the sensornetwork. While
implementinglarge distributedsensingsystems,it is possible,
even likely, thatapplicationcodeon oneor moresensornodes
is con�gured in an energy-unfriendlymannerby transmitting
an excessive numberof packetsor by not aggressively turning
its powercomponentsoff. OS-enforcedenergy reservationsare
critical in ensuringthatthenetwork remainsconnectedover its
operationallifetime.

Our experimentalsetupconsistedof a sensornetwork that
wasarrangedasshown in Figure7 with a target lifetime of 2
years.

Theduty cyclesfor achieving the lifetime requirementsof 2
yearsareshown in Table2. Sinceforwardingfunctionality is
handledby theOS,if reservationswerenotused,theOSwould
simply forward packetsfurther up the tree. We consideredan

Node Reserve

[TX pkt/10sec,

RX pkt/10sec]

TX Rate

[pkt/10sec]

Total

Packets

Handled

without

Reserve

Total

Packets

Handled

with

Reserve

a [1,2] 1 720 720

b n/a 300 216000 216000

c [1,2] 1 1362 1350

d [1,2] 1 195113 1358

e [1,2] 1 196643 3211

Table2: Enforcementfrom Energy Reservations



energy-ef�cient variantof naive packet forwardingwherethe
network tasksof nodeshigherup in thetreehierarchycollapse
databelongingto their childrenin their forwardingbuffersand
tagtheirdataformingasinglepacket. Thisaggregatedpacketis
thenforwardedupthetree.This is possiblebecausesensordata
payloadsizesaretypically small(2-4bytes).In suchascenario,
theduty cyclesof all nodes5 in the treearetypically equal. A
sensormoduleoperatingon noded wascon�gured incorrectly
to send300packetsevery10secondsratherthan1 packetevery
10seconds.

Two experimentswereconducted,onewithout energy reser-
vationsandanotherwith energy reservationin place.Thetotal
numberof packetshandled6 by eachboardwasmonitoredfor 2
hoursfor eachexperiment.Theenergy reservationfor anodeis
enforcedby settingalimit onthenumberof packetstransmitted
andon thetime thattheradioreceiver is kepton.

After collecting the countervaluesfor eachnodeshown in
Table2, weusedthesensornode'spowercharacteristicsshown
in Table1 to calculatethemeanpower for eachnodeandfrom
thenodewith maximummeanpower, thenetwork lifetime was
calculatedassuminga2000mAH battery. Thenetwork lifetime
wasfoundto be34 daysand2:9 yearswhenreservationswere
notusedandusedrespectively. Thisdemonstrateshow reserva-
tionscan�nd naturalpracticalapplicationsin designingrobust
sensornetworksandcontributeto signi�cant improvements.

7 Conclusionsand Futur e Work
In this paper, we describedNano-RK, a reservation-based
energy-aware real-time operatingsystemwith wireless net-
working supportfor resource-constrainedsensornetwork en-
vironments. We supporta classicallystructuredmultitasking
OS with API supportfor task management,synchronization,
IPC and high-level networking abstractions,with thesefunc-
tionsspeci�cally tailoredto theconstrainedsensornetwork en-
vironments. We enforcelimits on CPU, bandwidthand sen-
sor usageof individual tasksby usinga reservation-basedap-
proachto enforceboundson timeliness,QoS and node life-
time. We adopta staticdesign-timeapproachascomparedto
a dynamicrun-timeapproachfor creatinganembeddedsensor
taskset.OurOSdesignusesseveraloptimizationsfor memory-
andenergy-ef�ciency reasonswhile retainingarich setof capa-
bilities. Nano-RKwill bemadeavailablefor public usein the
nearfuture.

While we haveshown thattraditionalRTOSabstractionsare
possibleandnaturalfor supportingsensornetworking applica-
tions,thereareseveraladditions,enhancements,andoptimiza-
tions that we arecurrentlyexploring. In particular, while the
basicoperatingsystemabstractionsarein place,thenetworking
architectureof oursensornetwork is still work-in-progress.We
donotcurrentlysupportend-to-enddeadlineguaranteesassoci-
atedwith packetdeliveryandareexploringschedulingandrout-
ing schemesbasedonTimeDivisionMultiple Access(TDMA)
schedulingusing global time synchronization. We currently
supportonly static routing andare exploring the useof opti-
mizeddynamicenergy-ef�cient customrouting schemes.We
alsoplan to make furtheroptimizationsto theOSfor support-
ing energy-ef�ciency includingsupportfor low duty-cycle op-
erationusingTDMA techniques.We arecurrentlydesigning
OS-supportedbootstrappingprotocolsfor initializing andcon-
�guring thetasksetparametersandfor thedistributedcollection

5This is expressedasaper-taskreceive-timebudget.
6Thiswasachievedby maintainingseparatecountersfor numberof packets

transmittedandnumberof packetsreceived.

of connectivity informationfor large-scalesensornetworks.
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Appendix. The Nano-RK API

Thesystemcallsprovidedby theOScanbeclassi�edbasedon
functionality. In its default con�guration,Nano-RKsupportsa
maximumof 16 tasks,16 ports,8 mutexesand8 semaphores.
For richer (or poorer)environments,constantsin header�les
will needto beconsistentlyre-de�ned.

Task ManagementAPIs

activate_task() Activatesa periodictask;an aperi-
odic taskhasaperiodof -1

wait_for_next_period() Suspendtask until beginning of
next period

wait_until() SuspendsTaskuntil absolutetimeT
wait() Suspendstaskfor at leastt
get_tid() ReturnsTID of currenttask
terminate_task() Permanentlyendsaperiodictask
� get_priority() Returnspriority of speci�edtask
� set_priority() Changespriority of speci�edtask

Network Communication APIs

port() Set parameters and return
port_des

connect() Registerport_deswith network task
listen() Listenfor messageonport_des
port_send() Non-blockingsend
port_send_status() Checkif messagewassent
port_receive() Non-blockingread
port_receive_release() App �nished with rx buffer
wait_until_received() Block until packet received
wait_until_sent() Block until packet sent
select() Block until onewakeupevent, or a

timeout

Task Synchronization APIs

set_priority_ceiling() Setsmutex priority ceiling
get_priority_ceiling() Getsmutex priority ceiling
sem_init() Createsasemaphoreandsetsit to v
sem_wait() P(sem) wait for s>0thens=s-1
sem_signal() V(sem) s=s+1
lock_mutex() Putsdatainto amessagebox
unlock_mutex() Receivesdatafrom amessagebox

SensorAPIs

init_sensor() Initialize asensor
get_sensor_status() Returnsthestatusof asensor
set_sensor_status() Setsasensorparameter
read_sensor() Returnsasensorvalue
convert_sensor() Translatesensorvalueto realworld

unit
wait_until_sensor() Suspendtask until a sensorcom-

pletes
power_wake() Powerupasensor
power_down() Powerdown asensor

� Thisfunctionalitymaybeoptionallyremovedor unlinkedfrom Nano-RK
dueto their run-timeimplications.Pleaseusewith caution.

y Transmitpower will besetin conjunctionwith theroutingscheme.

Reservation APIs

cpu_rsv_query() QueriesCPUreserve properties
� cpu_rsv_modify() Modify CPUreserve properties
netsndr_rsv_query() Queries network sender reserve

properties
� netsndr_rsv_modify() Modi�es network sender reserve

properties
netrcvr_rsv_query() Queries network receiver reserve

properties
� netrcvr_rsv_modify() Modi�es network receiver reserve

properties
snsr_rsv_query() Queriessensorreserve properties
� snsr_rsv_modify() Modify sensorreserve properties

Power ManagementAPIs

query_energy() Queryresidualbatteryenergy
set_energy_mode() Setenergy savingsmode(future)
get_energy_mode() Getenergy savingsmode(future)
y tx_power_set() Changeradiotransmitterpower
powerdown() Power the systemdown for t sec-

onds

Radio APIs

radio_init() Initialize theradio
radio_config() Con�gure theradio
radio_rx_on() Turnon theradioreceiver
radio_rx_off() Turnoff theradioreceiver
radio_tx_packet() Transmitapacket
radio_read_byte() Readabyteof apacket

SchedulingAPIs

set_period() Setsperiodof task
set_deadline() Setsdeadlineof periodictask
get_time() ReturnsglobalOStime
set_sched_policy() Changestheschedulingpolicy used

UART APIs

kprint() Safeprint to serialport
set_UART() SetstheUART parameters
putc() Sendsa single characterover the

UART
getc() Readacharacterfrom theUART

Routing APIs

y add_route() Deleteroutefrom routingtable
del_route() Add a routeinto theroutingtable


