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Types of Attacks

Similarities

Insider attack

Hacker

Competitors (in some cases)

Insider attack more likely than outsider and more damaging

Disgruntled employee a concern

Intrusion Scenarios

Similarities

Denial of service

Spoof

Numerous ways of getting access – social engineering, password sniffing

Note – since these systems do not have an interface to the general public, defacement of Web pages or use of Web pages to gain access to the systems is less of a concern.  For a financial institution, for example, there might be many more attempts to gain access and transfer funds.

