Student Team Project and associated Presentations

SNA Team Projects

As part of the course you will be asked to perform a Survivable Network Analysis (SNA) of an actual project.  This will be done in 4-5 person teams over the course of the semester.  SNA is a 4-step process, and each team will give presentations at the end of each step, for a total of 4 presentations.  

The team should be organized to include a team leader, note taker/minutes taker, scribe (someone who writes on a whiteboard, flipchart, or viewgraph), and technical analysts.  Of course, all team members are technical analysts, but for meetings it helps to have additional roles defined.  These roles may be rotated during the semester or during meetings if desired.  Presentation duties should be spread equally among team members, but each team member does not have to give a presentation every time.

The SNA method description document describes the detailed steps that will be applied during the project.

Presentations

Each presentation will be approximately 25 minutes plus 10 minutes additional time for discussion.  Presentations should be made using PowerPoint viewgraphs, and may be projected from a laptop or using an overhead projector.  Handouts should be provided to all students and faculty members.  Other presentation aids may be used.

Presentation 1 – Step 1 Completion - Project plan, customer business mission, requirements, and architecture

· Discuss your plan and milestones for completing the project, including customer meetings, analysis sessions and team meetings, and presentations.

· Discuss the business mission of the customer and the way this project fits into that mission.

· Discuss the requirements and architecture for the project, as you understand them.  The purpose of this presentation is to verify that you have gotten the requirements and architecture ‘right’, in the sense of understanding the project, and that you have developed ways of representing the requirements and architecture.

Presentation 2 – Step 2 Completion – Essential services and assets, scenario traces and essential components

· Discuss the essential services and assets, as you understand them, from the perspective of the customer’s business and mission.

· Describe the scenarios that relate to essential services and assets, and trace the scenarios through the architecture developed in Step 1.

· Identify the essential components in the architecture.

Presentation 3 – Step 3 Completion – Presentation of attacker profiles, levels of attack, representative attack scenarios, and compromisable components.

· Discuss the attacker profiles that are relevant to this project.

· Discuss the levels of attack that an attacker is likely to mount

· Discuss representative attack scenarios.

· Identify compromisable components 

Presentation 4 – Step 4 Completion – Presentation of softspot components, existing mitigation strategies (3 Rs) and recommended mitigation strategies (3 Rs)

· Identify softspots in the architecture.

· Describe existing strategies for resistance, recognition, and recovery

· Describe additional recommended strategies for resistance, recognition, and recovery. 

· Present the survivability map for the architecture, suggested policy changes, cost estimate, and recommended timeline for implementation.

Grading criteria

Each team presentation/step completion will count 25% towards the project grade.  The project, in turn, is 30% of the course grade.   Evaluation criteria will include the extent to which each step was executed correctly and completely, the quality of the presentation, and the extent to which new or novel approaches were developed and used.

