
Lab 1: Distributed Password Cracker

Due: 11:59 pm, February 10, 2011

1 Introduction

For a few decades, UNIX-based systems (and now OS X and windows) all store only the hash of a
user’s password. When you type your password to login, the system hashes the password you type
and compares it against the stored hash value. In this way, an attacker who takes over a computer
and steals its /etc/passwd file doesn’t immediately learn the cleartext passwords belonging to the
system’s users. Recall that a cryptographic hash function is a hopefully one-way transformation
from an input string to an output string, where it’s impossible to go backwards from the output to
an input that will generate the output:

Hash(cleartext) → hashvalue

This system is a great start, but it’s not unbreakable. The original, and still somewhat commonly
used, way of hashing passwords uses a hash function called crypt(). When it was initially designed
in 1976, crypt() could only hash four passwords per second. With today’s (drastically) faster
computers, incredibly optimized password cracking code can attempt over three million hashes per
second on a single core. While the hash function is still one-way, you can find a lot of passwords
using a brute-force approach: generate a string, hash it, and see if the result matches the hash of
the password you’re trying to find.

Still, three million per second isn’t all that fast. Using just the upper, lowercase, and numeric
characters, there are 628 possible eight character passwords. That would take 842 days to crack
using a single core. But why stop there? There must be a few hundred idle cores sitting around
campus...

Many hands make light work.
–John Heywood

In this lab you will create a distributed password cracker. You will use the concepts of concur-
rency, threading, and client/server communication protocols to solve this task.

1.1 Concepts

The goal of this lab is to create a distributed system that can run across the entire Internet.
Password cracking is an “embarassingly parallel” application—it consists of a set of expensive
operations on small chunks of data, and there’s no data that needs to be shared between different
password cracking nodes as they crack. They just receive a work unit allocation, try all of the
passwords in that unit, and tell the server if any of them was a match.

The challenges in this assignment are twofold. First, the system is designed to run on the
wide-area network. The Internet is not a nice place: it can drop, multilate, or delay your packets.
Your remote worker nodes may become unavailable temporarily or permanently. You’ll have to
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2LabRequirementsInthislab,youwillimplementadistributedpasswordcracker.Thecrackerconsistsofthreeprograms,theworkerclient,therequestclientandtheserver.Arequestclientsendsapassword-crackingjobtotheserver,andtheserverisresponsiblefordividingthejobintopartsandallocatingthosepartstoworkerclients.TheclientsandservercommunicatewitheachotherusingthesocketsAPItosendUDPpackets.Theprotocoltheymustimplementisdetailedinthefollowingsections;theclientsandservermustbeabletointeroperatewithotherclientsandserversthatcorrectlyimplementtheprotocol.Theservermustberobusttocommunicationfailures(clientsneverreceiveamessage)andtoclientfailuresbyeventuallyassigninguncompletedjobstootherclients.Themajorityofthegradeforthislabwillbedeterminedbytheincludedgradingscripts.Becauseofthis,yourserverandclientsmustbecompatiblewithoursamplebinaries.Luckily,thesamplebinariesareincludedforyoutotestagainst,alongwithsometestingscripts.Inordertoencourageyoutodoyourowntesting,therewillbesomehiddentestsusedbythestafftograde.Itisyourresponsibilitytoensurethatyourcodeiswell-tested.2.1ImplementationYoumustwriteyourserverandclientsinC++.WehighlyrecommendthatyoutakeadvantageoftheC++StandardTemplateLibrary,whichprovidesdatastructuressuchasmaps,lists,andqueues,sothatyoudon’thavetoreimplementthewheel.IfyouhavenoexperiencewithC++,youmayfindtheresourcesinSection7useful.BecauseofthesimilaritybetweenCandC++,youshouldbeabletowritemostofthecodeinCandjustthrowinthedatastructuresfromC++thatyouwishtouse.20%oftheprojectgradeisforcodequalityandstyle.Forconsistency,werequirethatprojectsfollowthemajoraspectsoftheGoogleC++CodingStandards:Http://google-styleguide.googlecode.com/svn/trunk/cppguide.xmlWerecommendagainstusingC++featuressuchasexceptions,operatoroverloading,deeplevelsofinheritance,andmultipleinheritance.Withsystemscode,weurge:Keepitsimple!SeetheSoftwareEngineeringforSystemsHackersnotesformorethoughtsonthismatter.2.2ServerTheservershouldrecognizethetwodifferentclientsastheycontactit.Itshouldkeeptrackoftheclientsandwhichjobsthey’recurrentlyworkingonorwhatjobthey’verequestedthattheserversolve.Itshouldhandletimeouts.Youmustuseselecttodoso.Usingselectprovidesanefficientandcleanwaytohandletimeouts.Theservermayallocatejobsasitseesfit.Itisyourjobtoensurethatthejobsareofrea-sonablesizeandthattheloadisbalancedacrosstheworkerclients.Theservershoulddothisbyhavingthenumberofworkersassignedtoeachrequestbeasequalaspossible,withoutpre-empting2



w

o

r

k

e

r

s

.

F

o

r

e

x

a

m

p

l

e

,

t

h

e

r

e

a

r

e

1

0

w

o

r

k

e

r

s

,

w

h

i

c

h

a

r

e

a

l

l

w

o

r

k

i

n

g

o

n

o

n

e

r

e

q

u

e

s

t

,

a

n

d

a

n

e

w

r

e

q

u

e

s

t

c

o

m

e

s

i

n

.

A

s

t

h

e

w

o

r

k

e

r

s

fi

n

i

s

h

t

h

e

i

r

j

o

b

s

,

t

h

e

y

a

r

e

a

s

s

i

g

n

e

d

t

o

w

o

r

k

o

n

t

h

e

n

e

w

r

e

q

u

e

s

t

,

u

n

t

i

l

e

a

c

h

r

e

q

u

e

s

t

i

s

b

e

i

n

g

h

a

n

d

l

e

d

b

y

5

w

o

r

k

e

r

s

.

Y

o

u

r

c

o

d

e

s

h

o

u

l

d

p

r

o

d

u

c

e

a

n

e

x

e

c

u

t

a

b

l

e

fi

l

e

n

a

m

e

d

”

s

e

r

v

e

r

”

a

n

d

s

h

o

u

l

d

u

s

e

t

h

e

f

o

l

l

o

w

i

n

g

c

o

m

m

a

n

d

l

i

n

e

a

r

g

u

m

e

n

t

s

:

./server<port>Example:./server22222.2.1Usingcrypt()Thecrypt()functionhasagreatmanpage(man3crypt).Ittakestwoarguments,thekeyanda“salt”:char*crypt(constchar*key,constchar*salt)Thekeyisthepasswordyouwanttoencrypt.Thesaltisaconstantstringthatcanbeusedtoproducedifferentencryptedversionsofthesamekey.Thatis:crypt("hello","aa")->"aaPwJ9XL9Y99E"crypt("hello","ab")->"abl0JrMf6tlhw"You’llnotethatthesaltappearsinthehashvalue.Thepurposeofthesaltistodeterpre-computeddictionaryattacksinwhichanattacker,inadvance,computesthehashoftonsandtonsofstringsandthensimplylooksuptheresult.Forthisassignment,you’llalwaysusethesalt“aa”.NoteForTheCurious:Cryptisnotarecommendedhashfunctiontousetodayformostapplications.Manyimplementationsofcrypthaveadeadlyflawwhenusedoutsideofsimpleunixpasswords:theywilldiscardcharactersafterthe8th!ThosecuriousabouttheuseofhashfunctionsforapplicationssuchasWebsecurityshouldtakealookatthepaper“DosandDon’tsofClientAuthenticationontheWeb”,whichdiscussesthesevulnerabilitiesandbestpracticesinmoredetail.Formoregeneralcryptographichashing,consulttheWeb—thereareseveralalternativesdependingonyoursecurityandspeedneedsandthewayyouwanttousethehashfunction.Butdon’tusecrypt!2.3Clients2.3.1WorkerClientArchitectureTheworkerclientshouldbemulti-threadedtofacilitatecommunicationwiththeserver.Onethreadshouldbeusedtodotheactualworkoftheclient(thecracking)andasecondthreadshouldbeusedtolistenformessagesfromtheserver.Theclientshouldbeindependentandshouldbeabletofindouteverythingitneedstoknowthroughtheprotocoldefinedbelow.Theclientshouldnotrememberjobsit’sworkedoninthepast.Yourcodeshouldproduceanexecutablefilenamed“workerclient”andshouldusethefollowingcommandlinearguments:3



./worker_client<serverhostname><port>Example:./workerclientunix34.andrew.cmu.edu22222.3.2RequestClientArchitectureTherequestclientdoesnotneedtobemulti-threaded,butitcertainlycanbeifyoulike.Itsjobistorequestthatapasswordbecrackedbysendingahashtotheserver.Itisalsorequiredtopingtheserverevery5secondstoremindtheserverofitsexistence.Sincewedonotknowhowlongitwilltaketheservertofindtheanswer,thisapproachismorefeasiblethandefininganarbitrarytimeoutvalue.Yourcodeshouldproduceanexecutablefilenamed“requestclient”andshouldusethefollowingcommandlinearguments:./request_client<serverhostname><port><hash>Example:./requestclientunix34.andrew.cmu.edu2222aaHLWHfiLg4
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+-------+-------+-------+-------+|MAGIC|+-------+-------+-------+-------+|Version|Command|ClientID|+-------+-------+-------+-------+|OtherInfo(anylength)|+-------+-------+-------+-------+|OtherInfo(continued)|+-------+-------+-------+-------+MAGICreferstoamagicnumber,sothatweareabletoidentifywhetheramessageisrelevanttoourapplication.OurMAGICnumberis15440.Versionis1.TheclientIDofworkerclientsistheIDoftheclientrandomlygeneratedbytheserverwhentheworkersendsaREQUESTTOJOIN.WhentheworkersendsaREQUESTTOJOIN,itsetstheclientidfieldto0.Whentheserverresponds(withaJOB),theserversetstheclientidfieldtoarandomlygeneratednumber.Theworkerclientshouldusethatnumberfromthatpointon.TheclientIDofrequestclientsistheIDoftheclientrandomlygeneratedbytheserverwhentherequestclientsendsaHASH.WhenarequestclientsendsaHASH,itsetstheclientIDfieldto0.WhentheserverrespondswithanACKJOB,theserversetstheclientIDfieldtoarandomlygeneratednumber.Thecommandisthecommandthatisbeingsent.Rememberthatanynumbersthatyousendthatarelongerthan1bytemustbeinnetworkbyteorder.Alistofthesecommandscanbefoundinmsg.h.Youmustusethatenumeration,oryourcodewillnotpassourtests.OtherinfoshouldbeaNULL-terminatedstringandcanbeanylength.Thefollowinglistofcommandsdoesexplainwhattodoineverypossiblesituation.Incasesnotcoveredbythefollowinglistorelsewhereinthisdocument,dowhatyouthinkwouldworkbestandwouldmakethemostsense.-REQUESTTOJOIN:Theworkerclientstartstherelationshipwiththeserverbysendingthiscommand.Thereisnootherinfoforthismessage.-JOB:Whentheserverwantstoassignajobtoaworkerclient,itsendsthiscommand,alongwiththerangeandthehashintheotherinfofield:“XXXXXXXXXXHHHHH”wheretheXXXXXsrepresenttherangetheclientistocheck.TheHHHHHisthehashofthepassword.Forexample:JOBAAAAAABAAAabs4dfBX3-ACKJOB:WhentheworkerclientreceivesaJOB,itshouldacknowledgeitwithanACKJOBwiththesecontentsintheotherinfofield:“XXXXXXXXXXHHHHH”wheretheXXXXXsandHHHHHsarethesameasbefore.Theservershouldalsousethiscommandtocommunicatetotherequestclientthatitreceivedtherequest.Theotherinfofielddoesnotneedtocontainanything,buttheclientidfieldshouldbefilledin(bytheserver).-PING:Usedforrequestclientstopingtheserver,andfortheservertopingworkerclients.5



-DONENOTFOUND:Whentheworkerclientcompletesitsjobandhasnotfoundthepass-word,itsendsaDONENOTFOUNDwithotherinfo:“XXXXXXXXXX”Iftheserverisnotabletofindthepassword,itsendstherequestclientaDONENOTFOUNDwithotherinfo:“HHHHH”.-DONEFOUND:Whentheworkerclientcompletesitsjobandhasfoundthepasswordortheserverwantstotellarequestclientthepassword,itsendsaDONEFOUND“PPPPHHHHH”wherePPPPisthepasswordandHHHHHisthehash.-NOTDONE:WhenaworkerclienthasreceivedaPING,butisnotdoneprocessingitsjob,itsendsthiscommandtotheserver.-SHUTDOWN:Whentheserverisaskedtoterminate,itsendseveryworkerclientthiscom-mand.Thereisnootherinfoforthismessage.Theworkerclientsmustterminate.-HASH:Whenarequestclientwishestomakearequest,itsendsthiscommandtotheserverwithotherinfo:“HHHHH”.Thisprotocolisbetterrepresentedusingadiagram:Youwillnoticethattheprotocoliscenteredaroundtheserver.Weassumethattheserverwillnotfail.Thatiswhytheserverdoesnotneedtorespondtopingsfromrequestclients.2.5FailureIfaworkerclientfailstoacknowledgethereceiptofajob(timesout),theservershouldattempttosendthejobtwicemore.Onceithastried3timesandtheclienthasnotacknowledgedthejob,theservershouldrememberthatjobandassignittothenextavailableclientandforgetallaboutthepreviousclient.Iftheworkerclientfailstosendamessageonceit’scompletedajob(timesout),theservershouldsendaPINGtotheclient.TheworkershouldrespondwithitspreviousDONEmessage(whichevervariantitmighthavebeen).Iftheworkeriscurrentlyprocessingajob,itshouldrespondwithNOTDONE.IfaserverreceivestheNOTDONEresponse,itshouldresetthenumberofpings6
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2.6ProvidedFilesThefollowingfilesareprovidedinthecoursehandoutdirectory,/afs/andrew/course/15/440-sp11/handout/lab1/:•msg.h-containssomenecessaryconstants•crackerchecker.sh-checksthecorrectnessofthecracker•dropper.cpp-aidsintestingpacketdrops•servertester.rb-teststheserver•workerclienttester.rb-teststheclient3DeadlinesRomewasnotbuiltinoneday.–JohnHeywood3.1Part1:LocalpasswordcrackingThispartisoptional,butyoushoulddoitifyouareunsureabouthowtomakeprogressforthislab,orifyouwouldliketomakesurethatparsingandcrackingworkbeforeattemptingtheimplementationoftheprotocol.Implementatestclientthatjustrunsfromthecommandline.Theexecutableshouldbecalledcracker.Itwillacceptarangeofcharactersandahashvalue,andattempttocrackthehashusingallstringsintherangeofcharacters:7



./cracker<begin><end><hash>Forexample:./crackerAAAAAABAAAsdfj325SWEItshouldoutputNOifthepasswordisnotwithinthespecifiedrangeandshouldoutputYESifitis.Totestyourcracker:./cracker_checker.shThetestswillprintoutamessageiftheyfailed.Theorderingfortherangeisasfollows:AB...Zab...z..0...9ThismeansthatiftherangeisAAAAAABAAA,yourcodeshouldcheck:AAAAAAAAAB...AAAAZAAAAaAAAAb...AAAAzAAAA0AAAA1...AAAA9AAABAAAABB...ABAAA3.2Part2:CommunicationProtocolandtherestImplementthecommunicationprotocolandtheclientsandserverasdescribedinthishandout.Wehaveprovidedseveralscriptstotestyourcode:-Thefunctionalityoftheservercanbeverifiedwith:ruby-W0server_tester.rb-Thefunctionalityoftheworkerclientcanbeverifiedwith:ruby-W0worker_client_tester.rb8
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-YourprojectmustfunctionproperlyontheUnixAndrewmachines-YourcodemustcompileontheUnixAndrewmachines-YourprojectmustincludeaMakefilethatbuildsyourproject-Yourcodemustbecheckedintotags/final/5TurninginyourcodeAFSwillbeusedtohandinwork.We’lltalkaboutthisabitclosertothedeadline.TheMakefilemustbeastandardMakefile.Forexample,donotusecmake,astheMakefileitcreatesreferstoaprivatedirectorythatmakesitextremelydifficultforustograde.TheMakefilemustnotrefertoanyfilesoutsidetherepository,andagain,remembertoturninALLthefilesneededtobuildoryouwilllosepoints.6ScalabilityandGraphsAsthelabisaboutdistributingcomputationacrossmanynodes,observehowtheruntimesrequiredtosolvetheproblemvarybothwithdifferentpasswordlengthsandwithdifferentnumbersofclients.Alongwithyourproject,submitthefollowinggraph(andanyassociatedwriteuptextfile).Theaxesforthegraphsweexpectareshownbelow.1.GraphofWorkUnitvs.Throughput:For4clients,afixedpasswordlengthof5andapasswordof“AZURE”,varytheworkunitsizefrom3to5andplotthelengthoftimerequiredtofindthepassword.Workunitsaredefinedasthesizeoftherange.Soaworkunitsizeof3wouldberepresentedbyAAAAAAABAAorAAAAAAAAABAA.Talktousifthisisn’tclear.Thecompletiontimeisdefinedasthetimebetweenwhenthesendersendstheinitialjobtothetimeitreceivesthepasswordfromaclient.9
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-C++Tutorialhttp://www.cplusplus.com/doc/tutorial/-C++Referencehttp://www.cppreference.com/wiki/start-C++PrimerbyLippman,LajoieandMoo8GradingThetotalnumberofpointsforthisprojectis100.Thebreakdownofpositivepointsisasfollows:•20points-Codequality,style•10points-Graphs•70points-CodefunctionalityThegradingbreakdownforcodefunctionalitityisasfollows.•15points-Implementspasswordcracking(Part1).•25points-Implementsthepasswordcrackerassumingnocommunicationfailures.E.g.,successfullyspeakstheprotocol,distributeswork,andfindsthepassword.•15points-Implementsthepasswordcrackerwhilebeingrobusttocommunicationfailures.•15points-Workswithmultiplerequestclients.Therubytestingscripts(workerclienttester.rb,servertester.rb)weprovidewilltestmostofthecomponentsoftheprojectwewilluseforgrading.Ifyoupassthoserubytestingscripts,youwilllikelygetallthepointsforfunctionality.Treadawoormeonthetayleanditmustturneagayne.–JohnHeywood10


